
IEEE TRANSACTIONS ON AUTOMATION SCIENCE AND ENGINEERING, VOL. 13, NO. 3, JULY 2016 1225

Guest Editorial
Special Section on Advances and Applications

of Internet of Things for Smart
Automated Systems

IN 1999, Kevin Ashton envisioned a novel paradigm named
Internet of Things (IoT), in which all things could see,

hear, and smell the world for themselves, and interact with
each other and cooperate with their neighbors to reach some
common desired goals. In the following years, the IoT ideas
started to spread rapidly due to the technology advancements
in the fields of microelectromechanical systems and most
recently, nanoelectromechanical systems, computers, and wire-
less communications, resulting in autonomous everyday thing
augmented with sensing/actuation, storage, processing, and
network capabilities. Their new applications emerged daily
from smart homes to smart cities, from automobiles to high-
speed trains, from new-born care devices to patient operating
rooms and entire hospitals, and from manufacturing factories
to agricultural food plants. IoT is one of the fastest growing
technical areas across almost all engineering disciplines and
touches almost all verticals of the World Economy. It rep-
resents major investments in commercial and government
initiatives. We expect to have over 40% Compound Annual
Growth Rate year over year in the commercial marketplace and
to dominate “traffic” on the Internet within the next decade.

According to IEEE IoT Initiative Steering Committee, the
IoT refers to a world-wide network of interconnected het-
erogeneous objects (sensors, actuators, smart devices, smart
objects (SOs), radio frequency identification (RFID), embed-
ded computers, etc.) uniquely addressable, based on standard
communication protocols. Beyond such a networking-oriented
definition, IoT can be seen as a loosely coupled, decentralized
system of cooperating SOs. An SO is an autonomous, phys-
ical digital object augmented with sensing/actuating, process-
ing, storing, and networking capabilities. SOs are able to
sense/actuate, store, and interpret information created within
themselves and around the neighboring external world, where
they are situated, act on their own, cooperate with each
other, and exchange information with other kinds of electronic
devices and human users.

Similar concepts have been proposed in different application
domains and with different focuses: GE’s Industrial Inter-
net and M2M focusing on machine-to-machine interactions;
automotive industry’s Connected Car and V2V focusing on
vehicle-to-vehicle communication and collaboration; and a
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People-to-People collaboration concept being proposed and
used in the e-commerce and social network worlds. After the
Web and mobile accessibility, IoT has been hailed as another
technological revolution of our lifetime, even more promising
with smart automated systems (such as Smart Cities, Smart
Grid, Smart Factories, Smart Buildings, Smart Homes, and
Smart Cars). In such systems and related applications, it is
important to effectively propose methods and architectures
able to effectively collect, manage, and process large/complex
data sets and processes, and ultimately to manage and control
IoT-enabled systems at different levels (from local to global),
as they are composed of many networked entities of different
scales (sensors and actuators, embedded computers, mobile
devices, machines, factories, buildings, and people).

The large-scale nature of IoT-enabled systems raises a
number of specific challenges including: effective data col-
lection, cleaning, and storage; data latency and real-time Big
Data analytics; novel methods for global system control;
effective development of large-scale management platforms;
well-defined control interfaces for IoT technologies; and vari-
ous IoT standards. Moreover, such new findings, development
and implementation need to ensure IoT system safety, security,
and privacy.

The goal of this Special Section is to address these chal-
lenges and concerns in order to develop advanced tech-
nologies for effectively managing and controlling future
IoT systems, to provide insights into real-time Big Data
and process management in large-scale IoT contexts, and
recent applications to manufacturing, supply chain manage-
ment, transportation, environment monitoring, energy man-
agement, and healthcare. We have collected a set of
outstanding works that address the following research issues
and applications:

– Theoretical foundations of controlling/managing/
monitoring IoT systems

– System design methodologies for IoT systems
– Control interfaces in IoT systems
– Software platforms for managing IoT systems
– Cyber-security in IoT systems
– Validation of large-scale IoT systems control
– Data latency and real-time Big Data analytics
– Sensor networks for smart automation
– Networks of robots
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– IoT applications to automotive, manufacturing, supply
chain management, transportation and logistics, energy
and environment, and healthcare.

The first paper “Efficient Distributed Query Processing”
by Kolcun et al. answers how to perform speedy distributed
queries in the IoT environment. As the number of peripheral
devices and sensors grow exponentially in IoT systems, so
will the number of queries and message traffic. Conventional
“hub and spoke” architectures of wireless sensor networks will
be increasingly overwhelmed and their main detraction as a
single point of failure will be increasingly highlighted. This
paper presents a new distributed computing architecture that
drastically reduces the messaging overhead on the network as
a result of sensor queries. The performance of the architecture
is compared with the state-of-the-art along practical metrics
like network traffic volume and execution time. Two easy to
understand examples from an oil field services application are
considered to describe the response of typical queries posed to
sensor networks. The performance of the platform for sparse,
medium dense, and dense network topologies is considered.
This paper is also easy to read and positions itself relative to
related work in an easy to understand manner.

The second paper entitled “Smart Configuration of Smart
Environments” by Mayer et al. addressed the issues related
to the dynamic composition of heterogeneous services in
arbitrary environments within the IoT context. It is well
known that the manual composition of Web services is a
time-consuming, inflexible, and error-prone operation. This
paper proposes a fully automatic services composition system
that allows users to graphically configure smart environments
through a goal-driven approach. The proposed system enables
the on-the-fly inference of service mashups, avoiding therefore
a static linkage of services. The desired properties of a target
environment are defined by the user through a visual interface
that exploits the embedded semantic descriptions of the single
services, expressed in RESTDesc and formalized in the first-
order logic. Simulation results show that the proposed system
is flexible, reliable, scalable, user-friendly, as well as highly
customizable and autonomous.

In the third paper “Energy-Centered and QoS-Aware Ser-
vices Selection for Internet of Things” Khanouche et al.
focus on an important issue in large-scale service-oriented
IoT systems: the development of efficient service selection
algorithms for optimal management of energy and quality-of-
service (QoS) in the context of composition of IoT services.
Specifically, they propose EQSA, an energy-centered and QoS-
aware services selection algorithm, which considers a preselec-
tion of services providing user-satisfying QoS levels by also
reducing energy consumption. A lexicographic optimization
technique is exploited for preselection, whereas the concept of
relative dominance of services in the sense of Pareto is used
for energy consumption reduction. The effectiveness of the
proposed approach is assessed through extensive simulations.
Results confirm that the EQSA has good performance in terms
of selection time, relative dominance, QoS-based dominance,
energy consumption, composition lifetime, and optimality. The
algorithm also performs better than related algorithms that deal
separately with QoS and energy consumption.

IoT data and system security represents a huge challenge to
many IoT applications. In particular, in such IoT environment,
most IoT devices are resource-constrained. Consequently, they
either use the symmetric cryptography with preshared key
mode or asymmetric cryptography with raw public keys mode.
These modes require a preprovisioning of all expected trusted
clients in individual nodes before deployment or requires out-
of-band validation of raw public keys. If the number of clients
that a node would communicate with varies dynamically, this
would demand frequent reprovisioning of each trusted client to
the individual nodes. The approach based on preprovisioning
and reprovisioning of trusted keys is certainly not scalable
and requires a continuous management of security policies.
In the paper “S3K: Scalable Security With Symmetric
Keys—DTLS Key Establishment for the Internet of Things”
Raza et al. deal with this challenging problem. They propose
a novel solution that is scalable and does not require prepro-
visioning or reprovisioning the individual nodes with keys for
all future trusted clients. Their idea is to establish shared keys
between resource servers and a trust anchor. When a client
wants to establish a trust relationship with a resource server,
it requests a key from a trust anchor. The trust anchor asserts a
secret key or a public key of the client that can be conveyed to
the resource server. Their evaluation shows that S3K is feasible
in constrained environment and scalable to a large number of
IoT devices.

The next security-related paper entitled “On Secure Wireless
Communications for IoT Under Eavesdropper Collusion” by
Zhang et al. studies the issue of secure wireless communica-
tions in an IoT system in the presence of eavesdropper collu-
sion. It conducts a theoretical analysis, along with simulations,
to study two scenarios. In the first one, the eavesdroppers do
not collude but operate independently, while in the second one,
they collude to conduct such attacks. Secrecy outage proba-
bility (SOP) is proposed as a metric to evaluate the security
of the wireless communications. SOP is the probability of a
secret message being successfully decoded by eavesdroppers.
The work derives SOP for both the cases, i.e., colluding
and noncolluding eavesdroppers. It argues that the traditional
security mechanisms, such as encryption, may be vulnerable
in the future due to the increasing computing capability, e.g.,
quantum computing technology. Therefore, it makes a case for
physical layer security, where the inherent characteristics of
the physical medium can be exploited to increase the security.
Such cooperative jamming techniques combined with other
security methods can greatly increase security while reducing
the costs typically associated with encryption.

Applications of IoT have emerged rapidly since its incep-
tion. We have collected the following four IoT application
papers.

The first application paper “Enhanced Fingerprinting and
Trajectory Prediction for IoT Localization in Smart Buildings”
by Lin et al. deals with indoor location technologies by using
IoT. Such technologies are critically important in enabling
various services for smart indoor environments, including
smart homes, smart buildings, and smart factories. One key
challenge is to achieve high localization accuracy with low
infrastructure investment and easy implementation. This work
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proposes an interesting localization approach that uses neigh-
bor relative received signal strength (NR-RSS) to build a
fingerprint database and adopts a Markov chain prediction
model to assist positioning. The NR-RSS fingerprint database
is used to build a radio signal map instead of absolute RSS,
while the Markov chain model is applied to conduct the
trajectory analysis of mobile devices. The proposed approach
has been validated in a real building environment.

The second application paper entitled “Point-n-Press: An
Intelligent Universal Remote Control System for Home Appli-
ances” by Teng et al. presents an important application of
the IoT, i.e., smart home. With the increase of the number
and complexity of smart appliances and devices in a home
environment, an easy-to-use remote controller becomes more
and more important. This paper presents an intelligent uni-
versal remote control system called Point-n-Press for home
appliances. It takes the advantage of directional infrared to
enable intuitive control of a target appliance. By leveraging the
state dependences of home device/appliance operations, only
functional buttons that are relevant to the current context are
utilized. The feasibility of the proposed approach is validated
through the implementation of two prototype systems. The
presented results are expected to produce lasting impact in the
area of smart homes.

The recent IoT developments provide us with enormous
opportunities for smart manufacturing with real-time
traceability, visibility, and interoperability in production
planning, execution, and control. The next work “IoT enabled
Real-Time Production Performance Analysis and Exception
Diagnosis Model” by Zhang et al. successfully constructs
an IoT-based real-time production performance analysis
and exception diagnosis model. Their work is motivated
by the strong need to deal with any exceptions that may
occur during a complex product production stage. These
exceptions can aggravate the disturbances of a production
system. The authors innovatively combine IoT technologies,
including RFID and Bluetooth, hierarchical-timed-colored
Petri net with a decision tree algorithm to achieve their
goal. With their proposed model, they present a solution to
monitor production performance and analyze any exceptions
in real time. Their application to manufacturing shop-floor
monitoring and control is well illustrated.

The last application paper “An Active RFID Tag-Enabled
Locating Approach With Multipath Effect Elimination in
AGV” contributed by Lu et al. illustrates how Auto-ID tech-
nologies like RFID is used in an automated guided vehicle
(AGV) system for product warehouse and manufacturing fac-
tories. RFID technologies have received wide acceptance and
applications in various industrial to achieve desired tracking,
logistics tracing, and supply chain visibility. Their advantages
include noncontact sensing, antidust-pollution, and multi-
identification capability. Most of the RFID-enabled localiza-
tion systems are based on passive tags that are limited in read-
ing distances when implementing in real-life environments. In
order to enhance the reading distances and accuracy, active
RFID tags become more popular. This paper introduces an
active RFID tag-enabled locating method for AGV systems
used in warehouses or factories. The proposed system uses

magnetic field lines for precise coverage locating based on
the errors suppression positioning method. Dolph–Chebyshev
antenna array is used to enable AGV with more precise loca-
tion implementation. The system design and implementation
are conducted. Both simulation and laboratory testing results
are presented.

We would like to thank all the contributing authors and
reviewers for their excellent work. We would like to thank
Prof. Ken Goldberg, Editor-in-Chief, and Prof. Sanjay Sarma,
Senior Editor, supervising this Special Section, for their
professional guidance and assistance and Samantha
Jacobs for her timely management of all the paper-
related issues. We would also like to acknowledge the
help from Prof. Soundar R. T. Kumara, Pennsylvania State
University, USA, in the planning of this Special Section.
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