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Abstract—Today’s power grids are facing tremendous challenges
because of the ever-increasing power demand, system complexity,
infrastructure cost, knowledge base, and policy and regulatory
issues to achieve supply–demand power balance and resiliency with
respect to more frequent extreme weather events and cyberattacks.
It is particularly challenging when the transition toward 100% in-
termittent renewable energy sources is considered. Many countries
are calling for building up more transmission and distribution lines
to increase power delivery capacities. This article is an attempt to
answer two urgent questions: Is more transmission and distribution
infrastructure really needed to meet the increasing power demand?
What kind of future grid infrastructure should we envision and
build? This article attempts to answer these questions and proposes
the concept of community-centric asynchronous renewable and
resilient energy grids. By clearly differentiating the concepts of grid
resilience and reliability, the importance of building resilient power
electronics’ devices and robust system-level control algorithms to
achieve 100% renewable energy integrated resilient grids is pre-
sented. To identify the shortcomings and propose advancements,
power electronics’ technologies are categorized using the pro-
posed concepts of natural source frequencies (NSf), energy storage,
direct energy conversion/control and fault protection (DeCaFp),
and high-efficiency energy consumption and buffering (heECaB)
technology. The ability of networked microgrids to greatly reduce
power outages and power system restoration time is demonstrated
by leveraging robust decentralized and centralized control algo-
rithms, identified through a comprehensive literature review. Fu-
ture research areas are proposed to further enhance grid stability,
controllability, cybersecurity, and protection against faults in the
presence of 100% renewable sources by leveraging the advanced
capabilities of NSf, DeCaFp, and heECaB devices and system-level
control algorithms.
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NOMENCLATURE

NSf Natural source frequencies.
DeCaFp Direct energy conversion/control and fault protection.
heECaB High-efficiency energy consumption and buffering.
GFL Grid-following inverters.
GFM Grid-forming inverters.
DERs Distributed energy resources.
IBRs Inverter-based resources.
HILF High impact low frequency.
H(τ ) H is a measure of system performance and is a

function of τ , which represents grid states after a
contingency event.

ik Current injection from any kth DeCaFp IBR.
vk Terminal voltage of any kth DeCaFp IBR.
fk Terminal frequency of any kth DeCaFp IBR.

I. INTRODUCTION

E LECTRICITY infrastructure (i.e., the power grid) is the
greatest engineering achievement of the 20th century, ac-

cording to a U.S. National Academy of Engineering report [1].
The traditional power grid has been constructed over more than
a century, consisting of four basic parts: generation, transmis-
sion, distribution, and end-use consumption (or loads that play
important roles but have been passive largely), from upstream
power plants to downstream consumers. However, it is aging
and needs an overhaul. It is timely that the power grids today are
being transformed by an envisioned paradigm shift of this article
and two positive forces—resiliency pull and decarbonization
push—calling for a transformation/revolution.

A. Old Infrastructure and Resiliency Pull

Most generation is fossil fuel, hydropower, or nuclear-based
large, centralized power plants, which have to be placed in
remote areas away from population centers due to geographical
constraints, pollution, and/or safety concerns. Therefore, electric
power has to be delivered at a stepped-up voltage and long
transmission lines have to be built to transmit bulk power to
substations close to load centers (consumers) for distribution.
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The power transmission network is massive, meshed, and inter-
connected for reliability and redundancy [2], [3]. Centralized
generation facilities in the United States currently have the
capacity to generate more than 1100 GW of electric power
[4] and over 200 000 miles of transmission lines forming a
meshed and interconnected infrastructure [5]. The estimated
worth of the U.S. transmission assets is almost $1 trillion [6].
This meshed and interconnected approach requires that each bus
voltage and its frequency be tightly maintained by limiting the
load ability and reserving significant safety margins according
to the worst-case peak-power demand. Therefore, there are calls
to build up more transmission lines to meet the ever-increasing
load demand, especially the peak demand.

To safely and reliably operate today’s power grids as a whole,
large generators have to be synchronized to the fixed frequency
(50 or 60 Hz) and each bus voltage maintained within a tight
range. The electrical frequency has an electromechanical link
with the speed of the rotating synchronous machines [7], [8].
After an event, fast acting primary regulators stabilize the grid
frequency to an off-nominal value, which is then brought back to
the nominal value by the secondary automatic generation control
within minutes to maintain grid stability [9].

While the transmission network is responsible for transporting
bulk power from generating stations to the distribution sub-
stations, the distribution network is responsible for delivering
power to consumers. As of 2010, there were an estimated 5
million miles of distribution lines in the U.S. power grid [5] and
most of the network uses low-clearance overhead lines. With
such an extensive network, the distribution network forms an
extremely important part of the grid, which, however, has been
neglected traditionally and largely. Moreover, in the U.S., over
90% of the power outages occur in distribution systems [10].
In a period from 2003 to 2012, over 80% of the overall power
outages have been caused by severe weather conditions [11]. The
5 million miles of distribution lines, representing over $1 trillion
infrastructure cost in the U.S. power grid, deliver power to over
one billion electric loads that are worth over $3 trillion. These
end-use electric loads, however, have been largely untapped re-
sources for emerging opportunities in ancillary services, energy
storage, and resiliency enhancement. The electric loads include
heating, ventilation, and air-conditioning (HVA/C), water heater
and boilers, refrigerators, ovens, manufacturing facilities, min-
ing, construction, and agriculture machines, used in residential,
commercial, and industrial consumers.

Unlike the transmission networks, the traditional distribution
network for the most part uses a radial, ring, or interconnected
architecture. In a radial architecture, an entire feeder is often
cutoff in the event of weather-related faults/natural disasters
[12]. This leads to a loss of power to all the consumers receiving
power from the same feeder. In the case of multiple parallel
feeders from a single source, voltage sags are observed by
loads connected in a feeder due to faults in neighboring feeders
[13]. In the so-called ring and interconnected structure that is
mainly built for maintenance purposes, a real parallel or meshed
operation is prohibited because a slight voltage difference could
result in a huge circulating current and cause protection dif-
ficulties. Normally, different types of loads are connected to

Fig. 1. Hurricane aftermath picture shows the daunting task to restore service
to the distribution network.

different feeders. They can create large voltage variations among
feeders. The normally open-tie switch at the end of the feeders
is primarily for feeder reconfiguration or service restoration.
Although each voltage sag event typically lasts for less than
167 ms, repeated voltage sags have led to disruption to industries
and consumers receiving power from the distribution system.
Moreover, severe weather conditions together with electricity
and other infrastructure damages (such as roadway, as shown in
Fig. 1) have become a major barrier that prevents the grid from
fast restoration.

B. Renewable Sources and Decarbonization Push

In addition to the above-mentioned resiliency problem or
resiliency pull force, power grids are experiencing an increasing
share of renewable energy (RE) sources at the distribution level,
thanks to their declining costs [14] and an increased focus on
decarbonization of the electric grid (or the decarbonization push
force). Countries, such as Norway (97%), Brazil (76%), and
Canada (62%), have already achieved high renewable integra-
tion using transmission-connected hydropower energy [7]. How-
ever, hydropower and other forms of nonvariable RE sources,
such as biomass and geothermal energy, are geographically
constrained [15]. The path toward 100% RE grids will, thus,
involve significant integration of IBRs, such as solar and wind.

As shown in Fig. 2, the future 100% RE-based grid will
be characterized by a huge number of small IBRs distributed
across the electric grid. Controlled current injections by IBRs
can change the electrical frequency by modifying the phase angle
of the bus voltage. IBRs will consequently be coupled with the
100% RE grid via control-based links instead of electromechan-
ical links.

On the other end, smaller and islanded electric grids are
already transitioning rapidly toward very high IBR penetration
[16], [17]. Thus, unlike the larger transmission-connected power
plants in current power grids, millions of IBRs will be connected
to the distribution networks and expected to play a more impor-
tant role to the end-users, which will further add to the system
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Fig. 2. 100% RE-based power grid of the future.

complexity and difficulty in terms of control, protection, and
resiliency.

C. Grid Revolution by Resiliency and Decarbonization Calls

Improving grid resiliency is a critical aspect of the U.S.
energy infrastructure [18]. It is not just natural disasters that the
distribution systems need to be resilient against. The distribution
systems should be able to withstand and recover from major
unexpected events, such as cyber or physical attacks, pandemic
events, and events due to system design or human errors [19].
Metrics are required to quantify resilience and enhancements in
resilience achieved through intelligent control algorithms.

With little or no energy storage in today’s grids, the generation
has to meet the load demand instantly. The increasing penetra-
tion of RE sources with intermittent nature further exacerbates
the supply–demand power balance problem. As a result, the
power grid is vulnerable to extreme weather and natural dis-
asters. The primary operation principle of today’s power grids is
to deliver instant power to consumers as much as possible while
protecting the networks from damages/failures.

To summarize today’s grids in one word, it is “power,” from
generation, transmission, distribution, to consumption. The fo-
cus on “power” has created major barriers and challenges.

1) System complexity (e.g., the U.S. power grid has a massive
number of loads, millions of miles of distribution lines,
hundreds of thousand miles of transmission lines, thou-
sands of large power plants, photovoltaic (PV), and wind
farms. A power grid is a synchronous complex machine.).

2) Costly infrastructure (over $6 trillion price tag for the
generation, transmission, distribution, and load).

3) “Worst-case problem” (the power grid has to be de-
signed and operated to withstand the worst-case scenario

to achieve an instant balance of the power supply and
demand).

4) Knowledge base (that is limited to power engineer-
ing; however, a paradigm shift to energy engineering is
needed).

5) Policy, public awareness, and interest.
A grand challenge of the future electricity infrastructure is to

overcome the above barriers and challenges, a grid revolution
called for by the resiliency pull and decarbonization push, and
a paradigm shift enabled by RE, energy storage, and power
electronics. This article proposes the concept of renewable and
resilient energy grids. The major research challenges that need to
be overcome in order to achieve these grids are also highlighted
through a comprehensive literature review. The rest of this article
is organized as follows. Section II presents a discussion on the
concept of grid resilience and how it differs from the more
commonly studied concept of grid reliability. This section also
highlights the importance of studying the interactions between
power electronics and the power systems-level control schemes
to enhance grid resilience. Section III proposes the concept of
an “energy grid,” which is fundamentally different from the
traditional “power grid” concept. The renewable and resilient
energy grids are featured with NSf, energy storage, DeCaFp,
and heECaB. These technologies are transforming the existing
power grid to an energy grid, and from a top-down power grid
structure to a bottom-up community-centric energy approach.
These concepts leverage asynchronous links where possible to
minimize energy conversions and maximize the efficiency of the
proposed renewable and resilient energy grids. In Section IV,
the opportunities and challenges associated with controlling a
100% renewable resource integrated energy grid are explored.
Through the concept of a resilience curve, the ability of net-
worked microgrids to act as the building blocks of the future
100% renewable and resilient electric grids is demonstrated.
Section V provides the authors’ latest research results from
device-level power electronics to a system-level case study to
quantitatively compare and demonstrate the proposed versus
the state-of-the-art approaches. Section VI discusses future re-
search topics and perspectives to guide research needed for
reliably managing the interactions between power electron-
ics and grid-level control schemes to achieve 100% RE inte-
grated resilient energy grids. Finally, Section VII concludes this
article.

II. CONCEPT OF GRID RESILIENCE

Understanding resilience from both device-level and power
system’s perspectives is important before the concept of renew-
able and resilient energy grids can be introduced. Severe weather
events, such as hurricanes and floods, are the leading causes of
equipment damages/power outages in North America [20]. It has
been estimated that the cost of outages due to weather-related
events ranges from 25 to 75 billion dollars annually [21]. With
the distribution systems experiencing 90% of all outages [10],
primarily because of their simplicity in design [19] and aging
infrastructure, they make them a weak link toward achieving a
resilient grid.
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The reliability of distribution systems is measured based on
the frequency (how often) and duration (how long) of outages
experienced by the customers. The system average interruption
frequency and the system average interruption duration indices
are used widely by utilities to measure the impact of outages
[22]. Resilience, on the other hand, is a relatively new concept
that characterizes the ability of a distribution system to sustain
the critical demand during extreme events when bulk generation
sources become unavailable for an extended period and nu-
merous transmission and distribution components are damaged
[23]. Resilience as defined by the Federal Energy Regulatory
Commission refers to, “the ability to withstand and reduce the
magnitude and/or duration of disruptive events, which includes
the capability to anticipate, absorb, adapt to, and/or rapidly
recover from such an event” [24]. The U.S. Department of
Energy (DoE) and the North American Transmission Forum
emphasize the ability to “withstand or minimize damage” and
“rapidly recover” from HILF events as being key attributes of a
resilient electric grid [19].

Grid hardening measures, such as deploying stronger poles
and structures and undergrounding conductors, can enhance
both the reliability and resilience of the distribution systems.
It may, thus, seem that any step taken toward enhancing the
distribution system’s reliability will also enhance resilience.
This may not always be the case, for instance, reclosing during
a fault enhances reliability but also increases the risk of fires
during dry weather. Resilience, thus, considers any event that
may adversely impact the grid, including HILF, which may be
excluded from reliability metrics. Resilience not only considers
the final state of the grid but also the time it takes to transition
between states, such as from the postdisturbance degraded state
to the restorative state.

Thus, reliability metrics cannot be used to quantify resilience.
IEEE and the U.S. DoE have recently proposed metrics to
quantify resilience. IEEE power energy society (PESs) Distribu-
tion Resilience Working Group provides metrics that quantify
the grid’s ability to recover within the first 12 h of a severe
weather event and its ability to withstand events in general [19].
The U.S. DoEs Grid Modernization Laboratory Consortium
proposes performance-based metrics, such as “cumulative cus-
tomer energy demand not served” and “critical customer energy
demand not served” to quantify resilience [25]. These metrics
can be used to determine the enhancement in resilience achieved
by advanced distribution system management schemes, such as
the deployment of microgrids.

As the frequency of weather-related events increases, high-
impact events may happen more frequently. It has been shown
that making distribution systems smarter and being able to
respond effectively to extreme events is more beneficial in
enhancing resilience from the device level than building re-
dundant distribution infrastructure [26]. Thus, there is a strong
need to develop advanced power electronics, such as hot-swap,
hardened and unbreakable converter/inverter hardware, modular
and redundant circuit topology, advanced control, and embedded
fault protection—the DeCaFp technology.

The device-level resiliency technology [27] can go hand-
to-hand with system-level control and management to greatly

increase grid flexibility and robustness against weather-related
events, as prioritized in [20]. For instance, the presence of
intelligent DeCaFp converters, which can be programmed to
work as relays, can significantly reduce the cost of deployment
of differential protection schemes in microgrids. It is, thus,
evident that the development of 100% RE integrated resilient
grids will require intelligent device-level power electronics and
robust system-level control algorithms. The proposed renewable
and resilient energy grids and the device and system-level design
considerations to achieve them are discussed in Section III.

III. CONCEPT OF RENEWABLE AND RESILIENT ENERGY GRIDS:
DEVICE-LEVEL CONSIDERATIONS

Fig. 3 illustrates the proposed concept of renewable and
resilient energy grids that are community-based, community-
centered, and community-focused for community energy needs
and security from the load-level up. In the proposed energy grid,
each load is the center, from which a grid expands outward
with “electrical distance” according to its energy demand over
a period of T—from individual load’s energy buffering within
seconds (T = seconds) to residential energy averaging (thermal
and load shifting, T = minutes), and community/utility-scale
storage (T = hours and days). The presence of energy buffering
and storage at each level can help reduce peak-power demand
dramatically and mitigate the traditional “worst-case problem,”
where the lowest power generation point due to DER intermit-
tency has to meet the highest point of demand to satisfy the
instant power balance. The power electronics’ devices provide
three main functionalities, namely NSf, DeCaFp, and heECaB,
which will be discussed later. The presence of power electronics
can enhance the grid resilience by:

1) interfacing the energy resources, storages, and loads in
multiple flexible configurations and instant control of
frequency, phase angle, energization of transformers, and
grid synchronization;

2) providing enhanced control and stability among energy
generation, conversion, and consumption stages;

3) integrating instant protection, isolation, and fast restora-
tion features during and postextreme events.

A. NSf, DeCaFp, and heECaB: State-of-the-Art

The three revolutionary energy technologies enabled by
power electronics are as follows:

1) adoption of NSf and asynchronous community-centric
localized structure instead of the artificially fixed and
synchronous 60-Hz ac power;

2) DeCaFp (its attributes and features are summarized in
Fig. 4);

3) heECaB (as summarized in Fig. 5).
NSf for PV, battery, or fuel cell is dc (0 Hz) and, for many

wind generators, it is low, variable frequency (10–20 Hz) ac.
The dc power from PV is more suited for direct dc integration
of battery energy storage rather than going through 50/60-Hz
grid. The dc microgrids and dc and ac hybrid microgrids are
the examples of NSf technologies [28], [29]. On the other hand,
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Fig. 3. Concept of resilient and RE grids.

Fig. 4. DeCaFp technologies.

Fig. 5. Summary of heECaB technologies.

for long-distance power transmission, high-voltage dc transmis-
sion (HVdc) (0 Hz) technologies have been developed rapidly
worldwide due to the controllability, economic, and environ-
mental advancement [30], [31]. Alternatively, advanced flexible
ac transmission systems and resilient ac distribution systems
[27] enabled by DeCaFp technology have been developed to
provide more economic solutions to increase the capacities and
resiliency of the existing transmission and distribution systems.
For the wind power transmission, increasing notices have been
raised that fractional frequency or low-frequency high-voltage
ac can multiply increase transmission capacity [32], [33], [34],
[35], [36], [37].

Fig. 4 shows three major DeCaFp technologies: First, high-
voltage high-power power electronics, including thyristor-based
HVdc (line commuted converter—HVdc) [38], modular multi-
level converter (MMC) [39], [40], [41], solid-state transformer

[42], [43], dc circuit breaker [44], [45], [46], etc. Second, hard-
ened power electronics hardware, including new development
and application of semiconductor devices [47], [48], [49], gate-
drive technologies [50], [51], [52], circuit or system integration
and control [53], [54], [55], [56], [57], [58], [59], [56], etc. It
should be pointed out that other than discrete dc circuit breakers,
the integration of fault protection directly into power converters
is an outstanding feature. An example is the thyristor-based
HVdc converter that can prevent open-circuit voltage surge
and short-circuit current. No additional dc circuit breakers nor
dc voltage surge protectors are needed. Another example was
shown in [60] where fault protection was integrated into the
converters and programmed to act as relays for system protec-
tion. Third, advanced control of IBRs to implement instant black
start and instant grid synchronization, transientless transformer
energization and fast load restoration, and reverse black start
sequence from IBR bottom up. These advanced controls pose a
paradigm shift on how to control 100% RE grids.

The heECaB concept stands for energy consumption and
buffering at all levels from individual loads to residential or
end-users and to community and utility scale, with the purpose of
reducing peak-power and transmission/distribution infrastruc-
ture demand. For power converters, novel circuit topologies are
developed to buffer line frequency energy oscillations (120 Hz)
[61], [62]. This concept can be extended to a broader considera-
tion of energy buffering to mitigate peak-power demand through
power converters. It should be noted that the size of the required
energy buffering cannot be reduced simply through increases
in switching frequency of an interface power converter; thus,
the design approach will be significantly changed. In this sense,
energy buffering with new topology/design, capacitors, and/or
inductors for seconds/subsecond power averaging will help a
wide range of grid-interface power electronic applications, in-
cluding residential PV inverters, motor drives, power supplies,
LED drivers, EVs, and data centers.

For minutes to hourly time scale, HVA/C represents over
40% of an average household’s electricity consumption [63].
Induction motors used for compressors and fans in HVA/C
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systems run at full power for a short period of time to cool
down the room. They are basically fixed-speed motors with
the power grid frequency (50 or 60 Hz). They shut OFF when
the temperature falls below the desired settings. This ON–OFF

control creates two problems: First, a large inrush current (sev-
eral times larger than the full power) every time when the
HVA/C kicks in because the compressor has lost the pressure
that had built up in the last run; and second, a large tem-
perature swing to minimize the number of ON–OFF intervals.
As a result, a very large peak-power demand (several times
of the full power) happens at each kick-in operation. In the
pieces of literature, control of large populations (ensembles)
of small loads, such as residential HVA/Cs and heat pumps,
is achieved using aggregated load models to shift the ON–OFF

period of each HVA/C unit away from each other so that the total
power demand will be averaged out. In addition, system-level
approaches considering energy storage are found for optimal
capacity design and operation, energy coordination modeling
and analysis, frequency regulation from demand response, etc.
[64], [65], [66].

On the other hand, variable-speed-drive inverter-based
HVA/Cs provide more regulation resources to the grid because
inverter devices can change their operating power continuously
and flexibly, regulate room temperature to a constant tempera-
ture with no temperature swings, and produce much less audi-
ble noises. According to the North America Air Conditioning
Systems Market, in 2022, the inverter-based HVA/C segment is
dominating the market with the largest revenue share of 58.3%
over the forecast period [67]. Nevertheless, targeted research
on inverter-based HVA/Cs for participating in grid support and
services is rare [68]. For emergency and ancillary services,
inverter-based HVA/C systems can provide thermal energy stor-
age functions to the grid when certain temperature swing is
exploited, thus becoming an IBR to the grid. Fig. 5 shows a
summary of heECaB technologies in subsecond/second, minute,
and hourly time scales, respectively.

B. Proposed Advancements in NSf and DeCaFp Technologies

While the present NSf, DeCaFp, and heECaB technologies
are transforming the current electric grid, challenges remain.
Novel energy conversion topologies, design criteria, and control
methods for DeCaFp from the energy source level to local com-
munity to distribution and transmission levels without grid infor-
mation are needed for ultrafast (within milliseconds) automatic
restoration of energy grids. One of the potential developments
of DeCaFp technology could be series dc–dc converters as a
direct charger/discharger between PV and battery or EVs, which
only need to handle differential energy between two resources.
Furthermore, a series device can be used as an ac–ac energy
router to interface different NSf sources at individual connection
points without the common medium of 50/60-Hz ac. These series
devices (energy router and direct charger/discharger) are similar
to unified power flow controller (UPFC) [41] and, thus, can re-
duce the number of power conversion stages. Fig. 6 summarizes
future research examples regarding DeCaFp topologies. There
is no one-size-fits-all topology. Each topology may find its niche

Fig. 6. Examples of DeCaFp topologies from series converters to modular
multilevel matrix converters for future research.

according to different energy conversion needs between couple
points 1 and 2, CP1 and CP2.

For example, a series-type DeCaFp topology (i.e., the very
first topology in Fig. 6) can serve as an energy router to transmit
energy over a time period of T from CP1 to CP2 with only
fractionally rated converters [69] for some cases. This series
energy router works even when/where CP1 and CP2 have dif-
ferent voltages and frequencies. The operating principle can be
summarized as the following governing equations: the energy
router is controlled to force a current flow from CP1 to CP2

i12(t) = i1 (t) = −i2 (t) (1)

where i1(t) and i2(t) have a frequency, f1 and f2, respectively, so
that the energy from CP1 to CP2 satisfying

E12 (t) =

∫ t

t−T

v1i12dτ =

∫ t

t−T

v1i1dτ

=

∫ t

t−T

v2i12dτ =

∫ t

t−T

v2 (−i2) dτ (2)

and

EDeCaF (t) =

∫ t

t−T

(v1 − v2) i12dτ = 0. (3)

Another very important aspect of DeCaFp technologies is to
integrate fault protection into converters to achieve system re-
siliency. This is a key ingredient of the proposed DeCaFp-based
technologies. The use of the full-bridge rather than the half-
bridge as the basic submodule for modular multilevel converters
(MMC) promoted in the early 1990s [70] was mainly because
of its natural fault protection capability, as further discussed in
[71]. The half-bridge MMC had some initial uses; however, the
full-bridge submodule has become the dominant topology in
recent MMC installations.
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The third pillar of DeCaFp technologies is the advanced
control of IBRs. Today, IBRs are mostly controlled to mimic
the behavior of a synchronous machine with similar methods
and procedures for startup, grid synchronization, and black
start, thus having prolonged process and scarifying resiliency.
However, an IBR or grid-tied inverter has an instant current
control loop that the traditional synchronous machine does not.
A paradigm shift can be made by utilizing the IBRs’ instant
current control to achieve instant black start and instant grid
synchronization, transientless transformer energization, and fast
load restoration. Also, black start local microgrids at any time
instance and reverse black start sequence from IBR bottom up
become possible. An inverter is essentially a function generator,
capable of producing any magnitude with any frequency and
any phase angle. Our most recent research shows that instant grid
synchronization and phase jump are possible [72]. Therefore, the
traditional stability issues, frequency control and grid synchro-
nization, would not become an issue for 100% RE IBR-based
grids.

C. Proposed Advancements in heECaB Technologies

The focal point of both DeCaFp and heECab is energy instead
of power. This power-to-energy transformation and its benefits
can be further explained by the following example. According
to the U.S. Energy Information Agency, the average monthly
electricity consumption for a U.S. residential utility customer
is 900 kWh or 30 kWh per day, i.e., 1.3 kW daily average
power with an instant peak power as high as 15 kW and average
hourly power fluctuation of 1:2 over a typical day [73]. The
daily average power is less than one-tenth of its instant peak
power. Even after considering load diversity, the difference
between a distribution feeder’s peak and average demands can
be significant. However, the entire delivery system, including
transformers, cables, and protection devices, has to be sized
up to handle its peak-power demand, resulting in an oversized
infrastructure. It is very practical for today’s battery technology
to store such an amount of energy. A Tesla EV battery holds
over 100 kWh of energy [74], thus being able to power an entire
house for over three days without usage curtailment. A small
EV can power a house for one full day. Electric transportation’s
integration into energy grids owes significant research opportu-
nities, such as G2V and V2X [75], [76]. G2V smart charging
has been tried out in many cities and some EV models have just
been equipped with V2X functions to provide emergency power
to loads and houses.

From HVA/C to water heaters and industrial boilers at the
electric load level, power electronics as the enabling technology
can improve efficiency, reduce instant peak-power demand, and
enhance resiliency. Tremendous opportunities and R&D needs
exist in this area. In summary, the existing power grids focus
on power delivery requiring an instant power balance between
supply and demand that must be supported by a massive power
generation/transmission/distribution infrastructure, which is al-
ready unsustainable. The NSf energy grid enabled by RE, energy
storage, and power electronics (i.e., DeCaFp and heECab tech-
nologies) will focus on energy from the local community level

Fig. 7. Resiliency enhancement using microgrids (Adapted from [113]).

up. This grass-root bottom-up approach minimizes the energy
infrastructure and maximizes resiliency.

The simple goal of the proposed transformation from power to
energy grids conceptually is to reduce power outages and power
restoration time by an order of magnitude, achieve integration
of electric transportation to energy grids, and increase RE plus
energy storage capacity to 100%. Section IV will discuss on how
to achieve the goal.

IV. ACHIEVING RENEWABLE AND RESILIENT ENERGY GRIDS:
SYSTEM-LEVEL CONSIDERATIONS

The proposed concept of renewable and resilient energy grids
requires a bottom-up distribution system-focused approach.
Increasing integration of IBR-based technologies in distribu-
tion systems provides opportunities to enhance their resilience.
While device-level design focuses on the development of new
NSf, DeCaFp, and heECaB power electronics’ technologies,
system-level design focuses on the stability enhancement of the
grid by developing control schemes to better manage interaction
among these power electronics’ technologies. The presence of
IBRs enables centralized and decentralized control to meet
desired objectives and avoid costly network upgrades. Such
community-centric renewable and resilient energy-based grids
can be created by the formation of microgrids. This is because
of their ability to enhance system resilience and stability in the
presence of different types of DERs and IBRs, as discussed in
this Section (IV). Multiple microgrids networked together can
further reduce cost and further enhance resilience by leveraging
fast acting decentralized control schemes.

A. Community-Centric Resilient Integration via Microgrids

A conceptual resilience curve during an extreme event has
been proposed in [77], as shown in Fig. 7. In the absence of
any local control capabilities, the system performance function
H(τ), a measure of the load served, degrades after an event at
τe and stays degraded until grid supply is restored at τg [78],
[79]. Any additional demand met over this baseline during the
event can quantify the enhancement in resilience. This may be
achieved by the formation of a microgrid using locally available
IBRs [80]. In Fig. 7, the microgrid picks up critical loads starting
at τm. Once the microgrid has restored the critical loads at τmr,
it can also help in reducing the outage duration by providing
cranking power to the nonblack start generating units in the bulk
grid. This helps in speeding up the recovery of the bulk grid from
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τg to τ ′g . Also, since critical loads have already been restored
by the microgrid, only the noncritical loads must be restored
after the grid supply has been restored. This further reduces
the overall grid-restoration duration from τgr to τ ′gr. The area
under the dashed curve from τm to τgr is a quantitative measure
of the enhancement of resilience. This approach of quantifying
resilience is consistent with the metrics proposed by IEEE and
the U.S. DoE, as described in Section II, as it helps in quantifying
the additional critical customer energy demand served after an
extreme event. Now that the ability of microgrids in creating
resilient grids has been demonstrated, the next important system-
level consideration is to ensure grid stability in the presence of
different types of DERs.

Operation of microgrids requires control and dispatch capa-
bilities to maintain voltage and frequency. Primary frequency
response (PFR) of synchronous machines has traditionally been
used for stabilizing the grid frequency after a disturbance. IBRs,
on the other hand, can provide “synthetic inertia,” or more appro-
priately fast frequency response (FFR). An inverter-based wind
turbine can provide FFR at a rate of 10%/s of its rated capacity by
rapid extraction of the kinetic energy of its rotating blades [81],
[82] as against a 0.3%/s–2%/s PFR from synchronous machines
[83]. Solar IBRs too can provide FFR by maintaining a real
power headroom [7]. These then respond by rapidly increasing
their real power injections within the headroom as commanded
by the microgrid controller.

B. Stability of RE-Dominated Microgrids

Studies have shown that uncontrolled operation of DERs at
high penetration levels can impact system stability, such as by
worsening postcontingency voltage recovery or by reducing the
damping of rotor oscillations [84], [85], [86]. On the other hand,
controlled operation of IBRs [87] and power electronics inter-
faced loads [88] can improve transient system response and bring
down operational costs by reducing headroom requirements
for grid support. DERs, including IBRs, present in distribution
systems can be controlled as a single controllable entity by the
formation of microgrids [89]. To prevent stability issues in the
bulk grid, microgrids should ensure the stability of DERs and
loads during both grid-connected and islanded modes of oper-
ation. Stability in microgrids is broadly classified into “control
system stability” and “power supply and balance stability” [90].
The focus is more on the equipment and controllers involved in
the instability process rather than on the variables, frequency, or
voltage, involved in instability. This is because there is a strong
coupling between these variables, especially in the islanded
mode of operation of microgrids, making it difficult to tie the
instability process exclusively to either one of these variables.

Thus, it is important to design appropriate control schemes to
ensure the stable operation of RE-dominated grids. IBRs are tied
through control links with the grid that makes control algorithms
a critical aspect of IBR design from a power systems perspective.
Droop control based on the control of synchronous machines
has been implemented in inverters. Studies have shown that
fast response from GFM IBRs can bring the grid frequency to
nominal values within seconds after an event, unlike the tradi-
tional control scheme where AGC may take minutes [9]. Thus,

traditional frequency droop-based power-sharing techniques
may not work in this constant frequency operational paradigm.
Proportional resonant control [91] and model predictive control
[92] techniques have been proposed. These, however, require
significant computation and are sensitive to parameter variations
[93]. Virtual synchronous machines, where an inverter behaves
based on a synchronous machine’s governing equations, have
been evaluated. A decentralized control strategy, which does
not force the inverter to work on the principles of a synchronous
machine, is proposed in [9]. This technique determines power
sharing among IBRs using deviations from the reference phase
angle, which is determined by continuously tracking an IBR bus
angle and freezing it when locally measured frequency deviation
exceeds a tolerance. While this technique was found to maintain
grid reliability, it puts a larger power-sharing burden on the IBRs
located closer to the event.

Most inverters connected in distribution systems operate in the
GFL mode [94]. Transient stability issues have, however, been
reported in weak grids due to the phase-locked loops (PLLs)
used in GFL inverters [95]. GFM inverters [96] are controlled
as a voltage source using a frequency droop curve and can
operate synchronously with the grid. GFM inverters appear to be
a promising solution; however, the primary differences between
GFL and GFM inverters are the control methodology and the
way power is used from the DER. During a fault, a GFM inverter
must limit its current either through a current loop or by saturat-
ing the voltage loop and, as a result, will cease to be a voltage
source. Once this happens, the inverter will lock at a particular
frequency unless it temporarily switches to a PLL, in which
case it will start behaving as a GFL inverter [97]. To avoid such
a scenario, GFM inverters would require expensive oversized
switches and other components. It has been shown theoretically
that GFL inverters can operate in an islanded mode just as GFM
inverters and can even synchronize with other GFL inverters
even in the absence of a voltage source [98]. GFL inverters have
also been shown to be able to successfully ride through a bolted
three-phase fault even without a stiff grid frequency in a 100%
IBR grid [99]. This suggests that moving completely to GFL
or GFM inverters may not be the answer. Research is needed
to determine the required portions of GFL and GFM controls
through large-scale stability studies with detailed models of all
the DERs and microgrid components.

Centralized communication-based algorithms can provide
more equitable power sharing and enhance “power supply and
balance stability.” Field tests conducted by the authors to operate
a distribution system in the islanded mode revealed how minor
voltage differences accompanied by low line impedance can
cause instability [100]. Subsequent modeling and analysis high-
lighted how the proposed centralized communication-based al-
gorithms can enhance transient stability even with synchronous
generators (SGs) with droop coefficients [100]. Electric power
grids are already experiencing high instantaneous IBR penetra-
tion. They may behave as IBR or synchronous machine domi-
nated at different times of the year. Hence, control algorithms
should be able to control any combination of DERs and manage
interactions between IBRs and synchronous machines for the
successful operation of a microgrid during an event. Even if
synchronous machines are not used for generating power, they
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Fig. 8. Decentralized control in networked microgrids for resilience enhancement (Adapted from [109]).

may have been installed as synchronous condensers as has been
done in ERCOT [101]. It has been shown that interactions
between SGs and virtual synchronous generators (VSGs) can
lead to transient instability, primarily due to the large differ-
ence in time-delay constants [102]. The difference in angular
frequencies between SG and VSG is fed back to the VSG to
stabilize the microgrid. This study was limited to a single SG
and two VSGs. Studies considering small and large disturbances
on realistic microgrid models with a high percentage of IBRs
are required [103]. The communication latency should also
be considered, especially as it can impact the effectiveness of
the control algorithm. An analytical method for determining
the critical reporting period of the data acquisition system and
communication delay, beyond which a microgrid may become
unstable, is provided in [104].

C. Networked RE-Dominated Microgrids

While a standalone microgrid can go a long way in enhancing
resilience, it may have to take undesirable decisions, such as
curtailing excess solar generation to balance the demand and
supply, which is the “worst-case problem,” as discussed in
Section III. This energy could be used in a neighboring micro-
grid by forming networked microgrids, which may, otherwise,
have to resort to load shedding. Networked microgrids (see
Fig. 8) can serve critical loads by an additional 25% during
an event and reduce capital expenditure by more than 15%
[105], [106]. Networked microgrids can, thus, enable bottom-
up load restoration after an event [107]. However, controlling
networked microgrids is significantly more complex than stan-
dalone microgrids due to the dynamics of operations [108] and
the differences in capabilities of the microgrids being networked
together.

A control architecture based on consensus-based distributed
cooperative control for networked microgrids is presented in
[109]. The networked microgrid layer has a communication
network CNMG and each microgrid has its own communication
network CMGm

. As shown in Fig. 8, a two-level decentralized
control exists at the networked microgrid layer. This layer
generates the dispatch commands for each microgrid to maintain
a constant system frequency based on the spare capacity infor-
mation received from each microgrid. The two-level decentral-
ized controllers within each microgrid dispatch their local IBRs
to achieve the required output at their point of interconnection.

Other fast acting IBR control algorithms can also be evaluated
using this architecture.

A two-layer optimization approach for designing networked
microgrids is presented in [105] and [110]. It consists of an
outer optimization layer, which aims at minimizing investment
and maximizing revenue, and an inner layer, which ensures that
resilience objectives are met under different extreme events.
However, new tools are required to validate the full range of
networked microgrid operations. These tools should have de-
tailed dynamic models of networked microgrids and be able
to accurately simulate the behavior of commercially available
IBR controllers. Thus, networked microgrids supported by com-
prehensive and robust control algorithms can form the building
blocks of the future community-centric 100% RE electric grid.

D. Cyber Security of Resilient 100% RE Distribution Systems

Resilient 100% RE networked microgrids will require central-
ized and decentralized controllers, intelligent grid-restoration al-
gorithms, and fast communication-based protection algorithms.
However, dependence on communication systems also adds
vulnerabilities that may be exploited to gain unauthorized access
to critical data and execute damaging cyberattacks [111]. There
are many sources of cyber vulnerabilities in the electric power
grid. Firewalls are used extensively to prevent unauthorized
network access. However, configuring firewall rules requires
having perfect knowledge of the cyber assets that utilities may
not have, due to the use of proprietary software in intelligent
electronic devices (IEDs) [112]. The distributed network pro-
tocol 3.0 (DNP3), widely used in supervisory control and data
acquisition systems (SCADA), has been shown to be vulnerable
to cyberattacks [111]. The use of standardized communication
protocols and easy access to information about control systems
further increases the vulnerability of distribution systems [113].

Once access to SCADA is gained; firmware of IEDs can be
changed to cause severe disturbances as was done in the Stuxnet
attack in 2010 [114], and more recently in the attacks against
the Ukrainian power grid via spear phishing attacks [115]. It has
been shown that the modification of the control command or mi-
nor modifications to the DER management system’s (DERMS)
algorithm can cause severe overvoltages in microgrids [116].
Data privacy is also a major concern, especially in networked mi-
crogrids where different types of microgrids are interconnected.
Control algorithms, such as the one proposed in [109], which
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TABLE I
SUMMARY OF THE PROPOSED DEVICE-LEVEL AND SYSTEM-LEVEL DESIGN AND CONTROL APPROACHES FOR ACHIEVING 100% RE INTEGRATED RESILIENT GRIDS

only shares available spare power capacity information amongst
microgrids, are required to protect proprietary information. The
necessity of restricting cyber–physical interactions to a mini-
mum, while ensuring that resiliency criteria are met, has been
suggested in [117], where the cyber vulnerabilities of grid-tied
power converters have been discussed.

Cybersecurity of power electronics dominated electric grids is
a critical area of research [118]. Detailed cyber–physical system
(CPS) models of electric power grids are essential to identify
and mitigate potential cyberattack paths [119]. A nonlinear
autoregressive exogenous model neural-network-based IDS was
shown to be able to successfully detect false data injection
attacks in the cyber–physical models of dc microgrids [120]. The
applicability of this IDS can be enhanced by using properties of
data packets to detect cyberattacks instead of using historical
voltage and current data. One such approach using a CPS model
for DERMS is proposed in [116]. Here a two-tiered intrusion
detection system (IDS) is proposed, which detects cyberattacks
using message authentication codes, encryption, and time-delay
tolerance. An online IDS, which uses chronological relations
of abnormal behaviors to create possible attack paths on smart
inverters, is proposed in [121]. It can then detect cyberattacks
by comparing the similarities between any observed anoma-
lies and the previously identified attack paths. A multiagent
system-based approach for intrusion prevention is proposed
in [122]. An IDS for use in IEC 61850 based substations to
identify falsified measurements in a distributed manner before
they are sent out via DNP3 communication is proposed in [123].
A multilayer resilient controller, which can detect compro-
mised cyber links in distributed control algorithms, is proposed
in [124].

More research is needed to securely communicate data pack-
ets after a cyberattack has been identified and mitigated. One

such approach has been proposed in [125], where the focus
is not only on cyberattack detection but also on providing an
event-driven resilient signal constructed from identified gen-
uine measurements to replace the malicious signal. Another
approach could be to determine those points in a microgrid’s
control system that can cause the largest change in the control
system’s objective and secure them, as proposed in [126]. The
use of network-based intrusion detection and prevention sys-
tems can automate the task of blocking malicious packets and
re-establishing secure connections [113]. The IDS should not
only aim at detecting attacks on smart meters or the SCADA
system but also at preventing cascading events after the cy-
berattack [113]. There is also a need to make the IDSs of
individual microgrids work together in a decentralized man-
ner to identify and mitigate cyberattacks in networked micro-
grids. Table I provides a comparative summary of the short-
comings in the state-of-the-art approaches for device-level and
system-level control techniques and the approaches proposed in
Sections III and IV to improve them.

To more quantitatively compare the proposed versus the state-
of-the-art approaches, the most recent research results by the
authors from device-level power electronics to a system-level
case study will be provided in Section V.

V. ADVANCED CONTROL AT DEVICE-LEVEL POWER

ELECTRONICS AND A CASE STUDY AT

SYSTEM-LEVEL CONTROL

A very challenging issue to enhance resiliency is SGs lack
of controllability of current, slow process of synchronization
due to large mechanical inertia, and long-transient transformer
energization. IBRs, however, have an instant current control
loop and no inertia, thus providing a great potential to enhance
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Fig. 9. Instant synchronization of IBR to grid. (a) Simplified analytical model
for IBR interfacing the grid. The derivation shows a grid phase angle that can
be obtained by using current samples in two switching cycles. (b) Experimental
waveforms of IBR startup and instant synchronization to grid. The IBR was
able to provide regulated current (power) to grid after two switching cycles of
pulsewidth modulation turned ON.

resiliency to an unprecedented level by advanced control to
realize instant black start, instant synchronization, phase angle
jumping or step change, and transientless instant transformer
energization. For example, the traditional SG synchronization
to the bulk grid takes tens of minutes. However, an advanced
control of IBRs (a DeCaFp technology proposed in this article)
showed that it is possible to synchronize with the grid instantly
[72]. Fig. 9 shows that the control principal and mathematical
theory to prove an instant synchronization of any IBR to grid is
possible within a couple of switching cycles of the inverter. The
grid phase angle information is within the current and an IBR has
the instant current control, which the traditional SGs do not have.

Another feature of IBRs is instant phase angle jump or step
change, which is very important for the fast and simultaneous
black start of individual microgrids, bulk power generators,
and individual sections of power grids, all independently. For
example, after a total blackout due to an event, a local microgrid
with local energy storage and IBRs, as shown in Fig. 3, can
have an instant black start for itself without waiting for the bulk

Fig. 10. Top: Grid voltage has a sudden artificial phase angle jump by 30°.
Bottom: IBR output current is instantly resynchronized to grid and has good
current regulation.

power and immediately restore local critical loads. Once the
bulk power is back, IBRs capability for instant phase angle
jump can synchronize a local microgrid to bulk power grid
immediately. This phase angle jump capability can also be used
to synchronize two adjacent microgrids that were initially and
independently black started and operated. This reversed black
start process (bottom-up approach) can greatly enhance the
resiliency compared with the traditional top-down approach. The
traditional SG can never have a phase angle jump due to its large
mechanical inertia. As shown in Fig. 10, where a sudden phase
angle jump is artificially introduced to the grid voltage, the IBR
can follow the grid instantly and still regulate the current well
in experimental validations.

Networked microgrids supported by advanced DeCaFp de-
vices have been proposed to be essential for achieving
community-centric renewable and resilient energy grids. The
case study presented here illustrates this concept through theo-
retical analysis, simulations, and models created using real-time
data. This study provides both analytical and quantitative com-
parisons of the three proposed system-level control approaches,
as summarized in Table I. It shows how the proposed DeCaFp
UPFC changes its terminal voltage’s magnitude and phase angle
to implement the optimal power dispatch determined by the
secondary centralized control to ensure the stability of the net-
worked Virginia Tech (VT) electric services (VTESs) microgrid
and the bulk grid.

To achieve VTs goal of 100% renewable electricity as a part
of its climate action plan, a resilience plan has been developed.
This involved detailed modeling of the VTESs network and the
creation of VTES network’s digital twin in a real-time distribu-
tion simulator RTDS. Using this digital twin, the locations and
ratings of IBRs, such as PV and battery energy storage systems
(BESS), were determined. These IBRs can restore the critical
loads within the VTES network after an outage and reduce its
dependence on the bulk grid.
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Fig. 11. Enhancing networked microgrids controllability and resilience using
DeCaFp UPFC.

In this case study, an HILF event, such as a major hurricane or
cyberattack, has been considered leading to widespread outages
affecting both the VTES grid and the bulk grid, in more severe
cases separating the VTES microgrid from the bulk grid. The
VTES network supported by advanced control capabilities will
be able to restore supply autonomously to its critical loads as a
microgrid using the locally available IBRs, significantly reduc-
ing its power demand from or even feeding power to the bulk
grid. This excess (or assisting) power enables faster restoration
of the bulk grid, which itself is operating as a microgrid in the
postoutage restorative state. As shown in Fig. 11, large angle
differences may exist between the VTES microgrid and the bulk
grid during the restorative state due to limited controllability
and quick autonomous restorations [41]. This may lead to large
power flows, line congestion, and even restoration failure. In
the absence of any DeCaFp device, the uncontrolled power
flow (P0 + jQ0) between these networked microgrids can be
calculated using the following equation:

P0 + jQ0 = �VR

(
�VS0 − �VR

j (XL +XS)

)∗
= 2.78− j0.74 p.u. (4)

This excess power flow can be controlled using a transformer-
less UPFC, a DeCaFp device, previously proposed by Peng et al.
[41]. Unlike a conventional UPFC that must have coupling series
transformers that require a very long energizing time during
restoration and have a slow dynamic response, the proposed
UPFC uses a series and a shunt-cascaded multilevel inverter
(CMI) to eliminate the need for transformers completely, and
thus provides high efficiency, high reliability, low cost, and most
of all ultrafast restoration and dynamic response. As shown in
Fig. 11, a UPFC can be added between VTES and the bulk grid
to control the power flow between the networked microgrids to
the desired value of P ∗ + jQ∗ = 1 + j0.1, with the same bulk
grid and VTES voltages. Compared with (4), it can be seen that
in the absence of the DeCaFp UPFC, excess power would have
flown between the networked microgrids potentially leading to
instability and restoration failure. After deploying the UPFC, the
value of the new sending end voltage �VS to obtain the desired
power flow between the networked microgrids is obtained using
the following equation:

P ∗ + jQ∗ = �VR

(
�VS − �VR

jXL

)∗
⇒ �VS = 1.026∠− 21.6◦ p.u.

(5)
This desired sending end voltage �VS is obtained by operating

the series CMI as a controlled voltage source to generate a

Fig. 12. Phasor diagram to achieve controlled power flow between networked
microgrids using DeCaFp UPFC.

voltage �VC , which controls the active and reactive power flows
through the line. The shunt CMI injects a current �IS , which
ensures no active power exchange in either CMI, thereby elim-
inating the need for transformers. This is done by making the
series (�IC) and shunt (�IS) CMI currents perpendicular to their
respective voltages �VC and �VS [41], [69]. Thus, the values of the
control commands for the series CMI (�VC = 0.35∠83.1◦ p.u.)
and the shunt CMI (�IS = 0.499∠− 111.6◦ p.u.) are obtained
by solving (6)–(9), as shown in the phasor diagram in Fig. 12

Re
(
�VC

�I∗C
)

= 0 (6)

Re
(
�VS

�I∗S
)

= 0 (7)

�IC + �IS = �IL (8)

�VS0 − �ICXS − �VC = �VS . (9)

The analysis above presented a detailed discussion of how
the transformerless DeCaFp UPFC can provide power flow
based on a particular set point between the networked bulk
and VTES microgrids. This enables successful grid restoration
and avoids congestion. This proposed DeCaFp UPFC provides
independent control over both the magnitude and angle of �VC ,
thereby allowing power flow control from light to heavy loading
conditions even though the sending and receiving end voltages
are fixed. Fig. 13 shows the waveforms for �IC , �IS , and �IL as
the desired power flow set point is varied from light to heavy
loading conditions. The uncontrolled power flow in the absence
of UPFC is also plotted.

The above case study can be easily extended to cases to
use the transformerless DeCaFp UPFC to link two adjacent
microgrids that may have a large phase angle difference and
are asynchronous with each other during their own restoration
periods. Fig. 14 shows that a transformerless UPFC directly links
two 13.8-kV/2-MW microgrids together, although the left and
right microgrids have a large phase angle difference of almost
30°. The experimental setup demonstrated instantaneous power
flow control between the two microgrids. The instantaneous
phasor diagram and instantaneous current transfer from the left
to the right microgrids are shown on the right-hand side of the
figure. Without this DeCaFp device, the two adjacent microgrids
cannot be restored quickly and autonomously. A direct linkage of
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Fig. 13. Simulations results of light to heavy loading conditions.

two adjacent microgrids may result in instability and restoration
failure.

VI. FUTURE RESEARCH TOPICS

1) Resilient and RE grids start from the device level up.
Resiliency at the device level includes hardening under-
ground cable [127], [128], [129], [130], hot-swap and/or
self-healing power electronics, redundant and modular cir-
cuit topologies, and plug-and-play features, which along
with the following examples are among the top of the topic
list.

2) The dc and instant ac circuit breakers.
With ever-increasing demand for reliability and resilience, dc

and instant ac circuit breakers become indispensable to make
it a reality for dynamic and reconfigurable energy grids. A
typical ac circuit breaker takes a couple of fundamental cycles
to interrupt fault current. Successful interruption of a fault in
an ac system instantly, without waiting until its natural zero
crossing moment, can reduce the cost of a single protection
device by at least one-third, and the reduction of associated
footprint for surrounding grids can also be significant. While
an instant ac circuit breaker is technically achievable based on a
similar principle as dc circuit breakers (i.e., to interrupt nonzero
current anytime), novel circuits are needed to handle bipolar
voltage and bidirectional current in ac systems.

3) Stability and controllability.
In a 100% RE grid, electromechanical links will be increas-

ingly replaced with control-based links as IBR penetration in-
creases in distribution systems. The use of intelligent power
electronics based solutions has been shown to be more effec-
tive at increasing resilience than grid hardening measures [26].
Owing to the strong coupling between voltage and frequency in
microgrids, stability is defined based on the interactions between
equipment and controllers, rather than the variables impacted

[90]. Resilient operation of 100% RE distribution grids would,
thus, require fast and accurate control algorithms for the different
NSf, DeCaFp, and heECaB technologies. Robust control algo-
rithms for power electronics interfaced loads [88] and IBRs can
improve dynamic system response during transients. Research is
needed to develop such control algorithms. Control approaches,
which make IBRs behave as SG, may lead to instability, as was
shown in [102]. Centralized control algorithms can provide more
equitable power sharing amongst IBRs and should be capable
of controlling different combinations of DERs as the grid may
be IBR dominated or SG dominated at different times.

Most current research evaluates the effectiveness of the pro-
posed control algorithms using linearized state-space models of
microgrids. Even if eigen values are found to be stable for these
models, complete controllability of the microgrids under all
operating scenarios is not guaranteed. Here, complete controlla-
bility refers to the ability of the microgrid to move from any state
within a specified region of the state space to any other state in
the same region [131]. This would require characterization of the
complete controllability region of a nonlinear microgrid model
for different types of controls using computationally feasible
methods. Nevertheless, such a rigorous approach can provide
better assurance about the ability of the control algorithms to
steer the microgrid toward stable equilibrium points.

Studies have shown that the size, location, and numbers of
GFM inverters can impact frequency response [9]. It has also
been suggested that GFM inverters may start behaving as GFL
inverters during a fault and cease to be a voltage source after lim-
iting current. Theoretical algorithms should, thus, be developed
for obtaining the optimum percentage of GFL and GFM IBRs
required for the stable operation of microgrids. These should be
validated using large-scale power system cases with nonlinear
microgrid models and IBR controller models. IBR controller
models should accurately mimic the behavior of commercially
available IBR controllers.

4) Standardized microgrid DeCaFp building blocks.
Networked microgrids enhance resilience by allowing en-

ergy exchange between neighboring microgrids. However,
microgrids may have different topologies and may be completely
ac or dc or have a hybrid ac/dc configuration. Thus, to speed
up the deployment of microgrids and simplify their networking
process requires standardized control, power conversion (or De-
CaFp), and communication capabilities. The concept of building
blocks for microgrids as proposed in a white paper, which was
produced as a part of the U.S. DoEs microgrid program, is a
significant step in this direction [132]. Microgrids can then form
the building blocks for the 100% RE electric grid [133].

This would require the development of distributed control
algorithms supported by fast and reliable communication to
enable the integration of fleet of IBRs providing services
to the bulk grid. Analytical methods need to be developed to
determine the critical latency of data acquisition systems to
ensure networked microgrids remain stable. The interactions
between cyber and physical systems of networked microgrids
need to be managed to reduce vulnerabilities while ensuring
that system reliability is maintained. The applicability of IDSs
can be enhanced by using properties of data packets to detect



PENG et al.: ENVISIONING THE FUTURE RENEWABLE AND RESILIENT ENERGY GRIDS—A POWER GRID REVOLUTION 21

Fig. 14. Human machine interface showing networked microgrid operation enabled by the proposed DeCaFp UPFC.

cyberattacks instead of using historical data. Research is needed
to not only detect cyberattacks but also to recover and securely
communicate genuine control command data packets to ensure
system stability.

5) Protection and coordination.
Faults may happen in microgrids, especially under extreme

weather conditions. Traditional overcurrent protection schemes,
which rely on the high subtransient fault currents from SGs,
may not work satisfactorily in high IBR microgrids as inverter’s
fault current is limited to about 1.1–1.5 times of its rated
current [134]. Distance protection suffers from over-reach and
under-reach problems in microgrids with laterals, even in the
absence of IBRs and cannot be used. Undervoltage protection
can easily detect the presence of a fault in a microgrid with
IBRs due to the very low voltages observed. However, due to
the small fault currents from IBRs, the voltage drops within
the microgrid are also small, which makes fault location iden-
tification challenging [134]. As IBRs may operate in either
GFL or GFM mode based on whether the microgrid is in grid
connected or islanded modes of operation, it is essential to have
protection schemes capable of adapting relay settings under both
configurations.

Differential protection has emerged as a promising solution
that can be used effectively in high IBR penetration scenarios
[135]. This scheme uses high-speed communication between
digital relays to ensure that the vector sum of all current flowing
in and out of the protected section is close to zero. This scheme,
however, is expensive as it requires measurement devices to
be installed at all locations where current enters or leaves the
protected section. Solutions to reduce the cost of differential
protection schemes, such as forming optimal protection zones
instead of protecting each component individually [136], and
low-cost measurement devices, such as DeCaFp devices pro-
grammed to act as differential relays, are required. More research
is needed to develop protection schemes that do not rely on the

Fig. 15. From the power grid’s “worst-case” instant power balance problem
to the energy grid’s synergetic and optimal management.

magnitude of fault current; examples are waveshape or time of
arrival-based traveling wave techniques [137].

6) Artificial intelligence (AI) based energy management of
energy forecasting, production, storage, and consumption.

Thanks to the advanced communication, data collection,
and computer technologies, the management of the proposed
energy grid can be enhanced by self-learning based on AI. By
data fusion, the state-of-the-art production forecasting (one-day
ahead) of a single renewable power plant is within an averaged
10% nominal mean absolute error over one year period (weather-
scenario independent). Ongoing AI-based energy management
research and development shows a reduction of the cost by
means of increasing the forecast accuracy and reducing the
system spinning reservation. An overall goal of managing en-
ergy production, storage, and consumption by forecasting and
AI is illustrated in Fig. 15, where research topics include the
following.

i) A holistic energy management approach to significantly
maximize the values of utility assets, their energy delivery
capacity with the existing infrastructure, and eliminate or
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TABLE II
SUMMARY OF THE PROPOSED FUTURE RESEARCH TOPICS CRITICAL FOR ACHIEVING 100% RE INTEGRATED RESILIENT GRIDS

delay the need to expand and/or upgrade infrastructure to
meet ever-increasing load demands.

ii) Promising methods and algorithms to reduce energy stor-
age requirements and use loads as a part of utility assets
for energy buffering/peak-power shifting.

iii) AI and deep machine learning-based energy management
methodologies and application examples to tackle the syn-
ergy, complexity, and optimization of energy production,
storage, and consumption simultaneously.

iv) A transformation of the “worst-case problem” (i.e., the
lowest point of power supply has to meet the highest load
demand, the infrastructure has sized up according to, or the
total energy delivery capacity of the existing infrastructure
is severely limited by one single peak-power demand) to
synergetic and optimal energy production, storage, and
consumption.

7) Community energy grid planning.
The types and size of the energy storage are dependent on

energy distance. Applications regarding energy distance from
near to far can be reconsidered through the lens of energy rather
than power in terms of voltage support, capacity firming (or
grid firming), frequency regulation, curtailment reduction, load
shifting, energy arbitrage, and so on. Small size (in watthours),
fast response, and high-power density storages need to be inte-
grated close to the end-user for energy delivery against short-
term interruption. However, large size and high-energy-density
storages are needed for longer energy distance (longer time
scale) to the community, with the purpose to reshape the load
curve for transmission demand reduction or economic operation.
Table II provides a comparative summary of the shortcomings
in the state-of-the-art approaches and proposed future research
directions for the integration of DERs with power systems and
how these can enhance system stability, controllability, and
protection.

VII. REMARKS

Although we have focused on North American power grids to
address the infrastructure challenges, similar situations can be
found around the world, especially in large contiguous countries,

TABLE III
FUNDAMENTAL AND CONCEPTUAL CHANGES

such as India and China. Our proposed several fundamental and
conceptual changes to today’s power grids, as summarized in
Table III, would have wider implications than just for North
America alone.

From the enabling technology’s device level, one of the “fun-
damental and conceptual changes” summarized in Table III is
from “power electronics” to “energy electronics.” Traditionally,
power electronics deals with the processing of high voltages and
currents to deliver power that supports a variety of instant power
conversion needs, acts as an interface between the electrical
source and the electrical load, between two different sources,
and so on. We define “energy electronics” as the integration—
over both time or horizontal axis and functional or vertical
axis—of power electronics with energy buffering functions, en-
ergy storage capabilities, and/or self-protection/circuit breaking,
thus acting as an energy processing and delivery system. The
proposed renewable and resilient energy grid can be built using
a bottom-up approach starting from the community level and
through the lens of energy instead of power to meet the need for
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both energy and resiliency with respect to natural and man-made
disasters. Transforming today’s power grids to energy grids
can significantly increase the energy delivery capacity of the
existing transmission and distribution grid infrastructure to meet
community energy demand. The existing 50/60-Hz ac power
grids with fixed voltage and fixed frequency pose significant
challenges for large-scale RE integration and modernization
to achieve resilient and secure energy generation and supply.
The new energy grid will avoid multiple back-and-forth power
conversion and the associated losses and vulnerability. The NSf
energy grids use the natural frequencies of RE sources and
optimal voltage levels in the generation, transmission, distri-
bution, storage, and consumption with much higher efficiency.
The controllability of energy systems involving numerous GFM,
GFL, as well as traditional control resources will require com-
prehensive, in-depth studies based on large-scale system models.
Networked microgrids supported by fast acting centralized and
decentralized control algorithms can be the building blocks of
these future grids. The development of suitable control and
protection schemes will be essential to protect the proposed grids
from cyber and physical threats. RE, energy storage, and power
electronics together can and will revolutionize the existing power
grids and transform them into energy grids.

ACKNOWLEDGMENT

The authors would like to thank the Editors and Review-
ers of the article for the constructive suggestions and critical
comments, and Commonwealth Cyber Initiative (CCI), State of
Virginia, for the partial support. The views expressed herein do
not necessarily represent the views of the U.S. Department of
Energy or the United States Government.

REFERENCES

[1] “National Academy of Engineering report on greatest achievements,”
2023. [Online]. Available: http://www.greatachievements.org

[2] M. John, K. Dan, and G. Samuel, “Mapping how the United States
generates its electricity,” Mar. 3, 2017. [Online]. Available: https://www.
washingtonpost.com/graphics/national/power-plants/

[3] “Transmission lines and substation types,” 2023. [Online]. Avail-
able: https://electricalacademia.com/electric-power/transmission-lines-
substation-types/

[4] “Centralized generation of electricity and its impacts on the
environment,” 2023. [Online]. Available: https://www.epa.
gov/energy/centralized-generation-electricity-and-its-impacts-
environment#centralized

[5] J. Weeks, “U.S. electrical grid undergoes massive transition to connect
to renewables,” Daily Climate, Sci. Amer., Apr. 2010.

[6] Black and Veatch, “Capital costs for transmission and substations,” Up-
dated Recommendations for WECC Transmission Expansion Planning,
B&V Project No. 181374, Overland Park, KS, USA, Feb. 2014.

[7] B. Kroposki et al., “Achieving a 100% renewable grid: Operating electric
power systems with extremely high levels of variable renewable energy,”
IEEE Power Energy Mag., vol. 15, no. 2, pp. 61–73, Mar./Apr. 2017.

[8] P. Denholm, T. Mai, R. W. Kenyon, B. Kroposki, and M. O’Malley, “Iner-
tia and the power grid: A guide without the spin,” Nat. Renewable Energy
Lab., Golden, CO, USA, Tech. Rep. NREL/TP-6120-73856, 2020. [On-
line]. Available: https://www.nrel.gov/docs/fy20osti/73856.pdf

[9] D. Ramasubramanian, Q. Wang, E. Farantatos, A. Tuohy, E. Ela, and A.
Mehrizi-Sani, “Program on technology innovation: Grid operation with
100% inverter-based resources,” Electr. Power Res. Inst., Washington,
DC, USA, Tech. Rep. 000000003002014775, 2019.

[10] H. Farhangi, “The path of the smart grid,” IEEE Power Energy Mag.,
vol. 8, no. 1, pp. 18–28, Jan./Feb. 2010.

[11] A. Kenward and U. Raja, “Blackout: Extreme weather, climate change
and power outages,” Climate Central Rep., 2014. [Online]. Available:
http://assets.climatecentral.org/pdfs/PowerOutages.pdf

[12] “Report on outages and curtailments during the southwest cold weather
event of February 2011—Staffs of the Federal Energy Regulatory Com-
mission and the North American Electric Reliability Corporation,” 2011.
[Online]. Available: https://www.ferc.gov/legal/staff-reports/08-16-11-
report.pdf

[13] “Short duration voltage sags can cause disruptions,” Power Note, Pa-
cific Gas Electr. Company, San Francisco, CA, USA, 2010. [On-
line]. Available: https://www.pge.com/includes/docs/pdfs/mybusiness/
customerservice/energystatus/powerquality/voltagesags.pdf</bib

[14] N. M. Haegel et al., “Terawatt-scale photovoltaics: Trajectories and
challenges,” Science, vol. 356, 2017, Art. no. 6334.

[15] P. Denholm et al., “The challenges of achieving a 100% renewable elec-
tricity system in the United States,” Joule, vol. 5, no. 6, pp. 1331–1352,
2021.

[16] A. Hoke, V. Gevorgian, S. Shah, P. Koralewicz, R. W. Kenyon, and
B. Kroposki, “Island power systems with high levels of inverter-based
resources: Stability and reliability challenges,” IEEE Electrific. Mag.,
vol. 9, no. 1, pp. 74–91, Mar. 2021.

[17] B.-M. S. Hodge et al., “Addressing technical challenges in 100% vari-
able inverter-based renewable energy power systems,” WIREs Energy
Environ., vol. 9, no. 5, 2020, Art. no. e376.

[18] IEEE Smart Grid Website, 2015. [Online]. Available: http://smartgrid.
ieee.org/about-ieee-smart-grid

[19] B. Chiu et al., “Resilience framework, methods, and metrics for the
electricity sector (TR83),” IEEE Power Energy Soc. Ind. Tech. Support
Leadership Committee Task Force, Piscataway, NJ, USA, Tech. Rep.
PES-TR83, 2020.

[20] Executive Office of the President, “Economic benefits of in-
creasing electric grid resilience to weather outages,” 2013. [On-
line]. Available: http://energy.gov/sites/prod/files/2013/08/f2/Grid%
20Resiliency%20Report_FINAL.pdf

[21] R. J. Campbell, “Weather-related power outages and electric system
resiliency,” Congressional Res. Serv., Washington, DC, USA, Aug. 28,
2012. [Online]. Available: https://sgp.fas.org/crs/misc/R42696.pdf

[22] G. T. Heydt and T. J. Graf, “Distribution system reliability evaluation
using enhanced samples in a Monte Carlo approach,” IEEE Trans. Power
Syst., vol. 25, no. 4, pp. 2006–2008, Nov. 2010.

[23] C.-C. Liu, “Distribution systems: Reliable but not resilient? [In
My View],” IEEE Power Energy Mag., vol. 13, no. 3, pp. 93–96,
May/Jun. 2015.

[24] A. Stankovic et al., “The definition and quantification of resilience
(TR65),” IEEE Power Energy Soc. Ind. Tech. Support Leadership Com-
mittee Task Force, Piscataway, NJ, USA, Tech. Rep. PES-TR65, 2018.

[25] F. Petit, V. Vargas, and J. Kavicky, “Grid modernization: Metrics analysis
(GMLC1.1)—Resilience,” U.S. DOE Grid Modernization Lab. Consor-
tium, Tech. Rep. PNNL-28567, Apr. 2020.

[26] M. Panteli, P. Mancarella, D. N. Trakas, E. Kyriakides, and N. D. Hatziar-
gyriou, “Metrics and quantification of operational and infrastructure
resilience in power systems,” IEEE Trans. Power Syst., vol. 32, no. 6,
pp. 4732–4742, Nov. 2017.

[27] F. Z. Peng, “Flexible AC transmission systems (FACTS) and resilient
AC distribution systems (RACDS) in smart grid,” Proc. IEEE, vol. 105,
no. 11, pp. 2099–2115, Nov. 2017.

[28] J. D. Flicker, “Robust autonomous and fault-tolerant DC microgrid devel-
opment for long-term lunar habitation,” Sandia Nat. Lab., Albuquerque,
NM, USA, Tech. Rep. SAND2021-0485PE 693402, 2021. [Online].
Available: https://www.osti.gov/servlets/purl/1841814

[29] Nat. Renewable Energy Lab., Golden, CO, USA, Grid Moderniza-
tion Website, 2023. [Online]. Available: https://www.nrel.gov/grid/
microgrids.html

[30] 2023. [Online]. Available: https://www.transbaycable.com/
[31] A. Tariq, “Comprehensive overview of the HVDC market of North

America and Europe,” Sep. 1, 2022. [Online]. Available: https://ptr.inc/
[32] X. Wang and Xiuli Wang, “Feasibility study of fractional frequency trans-

mission system,” IEEE Trans. Power Syst., vol. 11, no. 2, pp. 962–967,
May 1996, doi: 10.1109/59.496181.

[33] M. Carrasco, F. Mancilla-David, G. Venkataramanan, and J. Reed, “Low
frequency HVAC transmission to increase power transfer capacity,” in
Proc. IEEE PES T&D Conf. Expo., 2014, pp. 1–5.

[34] R. Castillo-Sierra and G. Venkataramanan, “A comparative evaluation
of power converter circuits to increase the power transfer capability of
high voltage transmission lines,” in Proc. 52nd North Amer. Power Symp.,
2021, pp. 1–6.

http://www.greatachievements.org
https://www.washingtonpost.com/graphics/national/power-plants/
https://www.washingtonpost.com/graphics/national/power-plants/
https://electricalacademia.com/electric-power/transmission-lines-substation-types/
https://electricalacademia.com/electric-power/transmission-lines-substation-types/
https://www.epa.gov/energy/centralized-generation-electricity-and-its-impacts-environment#centralized
https://www.epa.gov/energy/centralized-generation-electricity-and-its-impacts-environment#centralized
https://www.epa.gov/energy/centralized-generation-electricity-and-its-impacts-environment#centralized
https://www.nrel.gov/docs/fy20osti/73856.pdf
http://assets.climatecentral.org/pdfs/PowerOutages.pdf
https://www.ferc.gov/legal/staff-reports/08-16-11-report.pdf
https://www.ferc.gov/legal/staff-reports/08-16-11-report.pdf
https://www.pge.com/includes/docs/pdfs/mybusiness/customerservice/energystatus/powerquality/voltagesags.pdf
https://www.pge.com/includes/docs/pdfs/mybusiness/customerservice/energystatus/powerquality/voltagesags.pdf
http://smartgrid.ieee.org/about-ieee-smart-grid
http://smartgrid.ieee.org/about-ieee-smart-grid
http://energy.gov/sites/prod/files/2013/08/f2/Grid%20Resiliency%20Report_FINAL.pdf
http://energy.gov/sites/prod/files/2013/08/f2/Grid%20Resiliency%20Report_FINAL.pdf
https://sgp.fas.org/crs/misc/R42696.pdf
https://www.osti.gov/servlets/purl/1841814
https://www.nrel.gov/grid/microgrids.html
https://www.nrel.gov/grid/microgrids.html
https://www.transbaycable.com/
https://ptr.inc/
https://dx.doi.org/10.1109/59.496181


24 IEEE JOURNAL OF EMERGING AND SELECTED TOPICS IN INDUSTRIAL ELECTRONICS, VOL. 5, NO. 1, JANUARY 2024

[35] S. Liu, X. Wang, Y. Meng, P. Sun, H. Luo, and B. Wang, “A decoupled
control strategy of modular multilevel matrix converter for fractional
frequency transmission system,” IEEE Trans. Power Del., vol. 32, no. 4,
pp. 2111–2121, Aug. 2017.

[36] J. Luo, X.-P. Zhang, Y. Xue, K. Gu, and F. Wu, “Harmonic analysis of
modular multilevel matrix converter for fractional frequency transmis-
sion system,” IEEE Trans. Power Del., vol. 35, no. 3, pp. 1209–1219,
Jun. 2020.

[37] R. Castillo-Sierra, G. Venkataramanan, and D. Ramirez, “Reactive com-
ponent reduction in modular multilevel matrix converters through iter-
ative design-simulation cycles,” in Proc. IEEE Energy Convers. Congr.
Expo., 2022, pp. 1–8.

[38] D. Jovcic, High Voltage Direct Current Transmission: Converters, Sys-
tems and DC Grids. Hoboken, NJ, USA: Wiley, 2019.

[39] H. Akagi, “New trends in medium-voltage power converters and motor
drives,” in Proc. IEEE Int. Symp. Ind. Electron., 2011, pp. 5–14.

[40] S. Debnath, J. Qin, B. Bahrani, M. Saeedifard, and P. Barbosa, “Op-
eration, control, and applications of the modular multilevel converter:
A review,” IEEE Trans. Power Electron., vol. 30, no. 1, pp. 37–53,
Jan. 2015, doi: 10.1109/TPEL.2014.2309937.

[41] F. Z. Peng, Y. Liu, S. Yang, S. Zhang, D. Gunasekaran, and U.
Karki, “Transformer-less unified power-flow controller using the cas-
cade multilevel inverter,” IEEE Trans. Power Electron., vol. 31, no. 8,
pp. 5461–5472, Aug. 2016.

[42] A. Q. Huang, M. L. Crow, G. T. Heydt, J. P. Zheng, and S. J. Dale, “The
future renewable electric energy delivery and management (FREEDM)
system: The energy Internet,” Proc. IEEE, vol. 99, no. 1, pp. 133–148,
Jan. 2011.

[43] X. She, A. Q. Huang, and R. Burgos, “Review of solid-state trans-
former technologies and their application in power distribution systems,”
IEEE J. Emerg. Sel. Topics Power Electron., vol. 1, no. 3, pp. 186–198,
Sep. 2013.

[44] A. Shukla and G. D. Demetriades, “A survey on hybrid circuit-breaker
topologies,” IEEE Trans. Power Del., vol. 30, no. 2, pp. 627–641,
Apr. 2015.

[45] R. Rodrigues, Y. Du, A. Antoniazzi, and P. Cairoli, “A review of solid-
state circuit breakers,” IEEE Trans. Power Electron., vol. 36, no. 1,
pp. 364–377, Jan. 2021.

[46] Y. He et al., “Control development and fault current commutation test
for the EDISON hybrid circuit breaker,” IEEE Trans. Power Electron.,
vol. 38, no. 7, pp. 8851–8865, Jul. 2023.

[47] A. Q. Huang, “Power semiconductor devices for smart grid and renewable
energy systems,” Proc. IEEE, vol. 105, no. 11, pp. 2019–2047, Nov. 2017,
doi: 10.1109/JPROC.2017.2687701.

[48] M. Ishida, T. Ueda, T. Tanaka, and D. Ueda, “GaN on Si technologies for
power switching devices,” IEEE Trans. Electron Devices, vol. 60, no. 10,
pp. 3053–3059, Oct. 2013, doi: 10.1109/TED.2013.2268577.

[49] H. Oh, B. Han, P. McCluskey, C. Han, and B. D. Youn, “Physics-of-
failure, condition monitoring, and prognostics of insulated gate bipolar
transistor modules: A review,” IEEE Trans. Power Electron., vol. 30,
no. 5, pp. 2413–2426, May 2015.

[50] S. Zhao, X. Zhao, Y. Wei, Y. Zhao, and H. A. Mantooth, “A review
of switching slew rate control for silicon carbide devices using active
gate drivers,” IEEE J. Emerg. Sel. Topics Power Electron., vol. 9, no. 4,
pp. 4096–4114, Aug. 2021.

[51] L. Shu, J. Zhang, F. Peng, and Z. Chen, “Active current source IGBT
gate drive with closed-loop di/dt and dv/dt control,” IEEE Trans. Power
Electron., vol. 32, no. 5, pp. 3787–3796, May 2017.

[52] D. Han et al., “An integrated multi-level active gate driver for SiC
power modules,” in Proc. IEEE Transp. Electrific. Conf. Expo., 2022,
pp. 727–732.

[53] J. M. Carrasco et al., “Power-electronic systems for the grid integration of
renewable energy sources: A survey,” IEEE Trans. Ind. Electron., vol. 53,
no. 4, pp. 1002–1016, Jun. 2006.

[54] S. Kouro et al., “Recent advances and industrial applications of multilevel
converters,” IEEE Trans. Ind. Electron., vol. 57, no. 8, pp. 2553–2580,
Aug. 2010.

[55] K. Strunz, K. Almunem, C. Wulkow, M. Kuschke, M. Valescudero, and
X. Guillaud, “Enabling 100% renewable power systems through power
electronic grid-forming converter and control: System integration for
security, stability, and application to Europe,” Proc. IEEE, vol. 111, no. 7,
pp. 891–915, Jul. 2023.

[56] P. Catalán, Y. Wang, J. Arza, and Z. Chen, “A comprehensive overview
of power converter applied in high-power wind turbine: Key challenges
and potential solutions,” IEEE Trans. Power Electron., vol. 38, no. 5,
pp. 6169–6195, May 2023.

[57] Z. Chen, J. M. Guerrero, and F. Blaabjerg, “A review of the
state of the art of power electronics for wind turbines,” IEEE
Trans. Power Electron., vol. 24, no. 8, pp. 1859–1875, Aug. 2009,
doi: 10.1109/TPEL.2009.2017082.

[58] J. Sun, “Small-signal methods for AC distributed power systems—A
review,” IEEE Trans. Power Electron., vol. 24, no. 11, pp. 2545–2554,
Nov. 2009, doi: 10.1109/TPEL.2009.2029859.

[59] X. Wang, M. G. Taul, H. Wu, Y. Liao, F. Blaabjerg, and L. Harne-
fors, “Grid-synchronization stability of converter-based resources—An
overview,” IEEE Open J. Ind. Appl., vol. 1, pp. 115–134, Aug. 2020,
doi: 10.1109/OJIA.2020.3020392.

[60] T. Key, G. Kou, and M. Jensen, “On good behavior: Inverter-grid pro-
tections for integrating distributed photovoltaics,” IEEE Power Energy
Mag., vol. 18, no. 6, pp. 75–85, Nov./Dec. 2020.

[61] Y. Sun, Y. Liu, M. Su, W. Xiong, and J. Yang, “Review of active power
decoupling topologies in single-phase systems,” IEEE Trans. Power
Electron., vol. 31, no. 7, pp. 4778–4794, Jul. 2016.

[62] D. J. Perrault et al., “Enhanced stacked switched capacitor energy buffer
circuit,” U.S. Patent 9 762 145, Sep. 12, 2017.

[63] “Use of energy explained energy use in homes,” 2023. [On-
line]. Available: https://www.eia.gov/energyexplained/use-of-energy/
electricity-use-in-homes.php

[64] S. Geng, M. Vrakopoulou, and I. A. Hiskens, “Optimal capacity design
and operation of energy hub systems,” Proc. IEEE, vol. 108, no. 9,
pp. 1475–1495, Sep. 2020.

[65] M. S. Nazir and I. A. Hiskens, “A dynamical systems approach to
modeling and analysis of transactive energy coordination,” IEEE Trans.
Power Syst., vol. 34, no. 5, pp. 4060–4070, Sep. 2019.

[66] I. Beil, I. Hiskens, and S. Backhaus, “Frequency regulation from com-
mercial building HVAC demand response,” Proc. IEEE, vol. 104, no. 4,
pp. 745–757, Apr. 2016.

[67] “North America air conditioning systems market size, share, and COVID-
19 impact analysis, by type (unitary, rooftop, PTAC), by technology
(inverter, non-inverter), by end-use industry (residential, commercial,
industrial), and North America air conditioning systems insights forecasts
to 2032,” 2023. [Online]. Available: https://www.sphericalinsights.com/
reports/north-America-air-conditioning-systems-market

[68] H. Hui et al., “A transactive energy framework for inverter-based HVAC
loads in a real-time local electricity market considering distributed energy
resources,” IEEE Trans. Ind. Inform., vol. 18, no. 12, pp. 8409–8421,
Dec. 2022.

[69] D. Gunasekaran, S. Yang, and F. Z. Peng, “Fractionally rated transformer-
less unified power flow controllers for interconnecting synchronous
AC grids,” in Proc. IEEE Appl. Power Electron. Conf. Expo., 2015,
pp. 1795–1799.

[70] F. Z. Peng, J. S. Lai, J. McKeever, and J. van Coevering, “A multilevel
voltage-source inverter with separate DC sources for static var genera-
tion,” in Proc. IEEE/IAS Annu. Meeting, 1995, pp. 2541–2548.

[71] D. Gunasekran and F. Z. Peng, ““Reversing DC-link” control of full-
bridge based MMLC in a multi-terminal HVDC system,” in Proc. EPRI
High Voltage Direct Curr. Flexible Alternating Curr. Transmiss. Syst.
Conf., Palo Alto, CA, USA, 2013, pp. 1–6.

[72] Y. He, Y. Li, B. Zhou, Y. Zou, and F. Z. Peng, “An ultra-fast inrush-
current-free startup method for grid-tie inverter without voltage sensors,”
in Proc. IEEE Appl. Power Electron. Conf. Expo., 2023, pp. 2874–2880.

[73] U.S. residential electricity expenditures increased by $5 per month
in 2021, 2022. [Online]. Available: https://www.eia.gov/todayinenergy/
detail.php?id=51958#

[74] 2023. [Online]. Available: https://ev-database.org/car/1405/Tesla-Model-
S-Plaid

[75] X. Wang et al., “Design, and control of a SiC isolated bidirectional power
converter for V2L applications to both DC and AC load,” in Proc. IEEE
7th Workshop Wide Bandgap Power Devices Appl., 2019, pp. 143–150.

[76] X. Wang et al., “A 25kW SiC universal power converter building block
for G2V, V2G, and V2L applications,” in Proc. IEEE Int. Power Electron.
Appl. Conf. Expo., 2018, pp. 1–6.

[77] M. Panteli and P. Mancarella, “The grid: Stronger, bigger, smarter?
Presenting a conceptual framework of power system resilience,” IEEE
Power Energy Mag., vol. 13, no. 3, pp. 58–66, May/Jun. 2015.

[78] H. Gao, Y. Chen, Y. Xu, and C.-C. Liu, “Resilience-oriented critical load
restoration using microgrids in distribution systems,” IEEE Trans. Smart
Grid, vol. 7, no. 6, pp. 2837–2848, Nov. 2016.

[79] J. C. Bedoya, J. Xie, Y. Wang, X. Zhang, and C.-C. Liu, “Re-
siliency of distribution systems incorporating asynchronous informa-
tion for system restoration,” IEEE Access, vol. 7, pp. 101471–101482,
2019.

https://dx.doi.org/10.1109/TPEL.2014.2309937
https://dx.doi.org/10.1109/JPROC.2017.2687701
https://dx.doi.org/10.1109/TED.2013.2268577
https://dx.doi.org/10.1109/TPEL.2009.2017082
https://dx.doi.org/10.1109/TPEL.2009.2029859
https://dx.doi.org/10.1109/OJIA.2020.3020392
https://www.eia.gov/energyexplained/use-of-energy/electricity-use-in-homes.php
https://www.eia.gov/energyexplained/use-of-energy/electricity-use-in-homes.php
https://www.sphericalinsights.com/reports/north-America-air-conditioning-systems-market
https://www.sphericalinsights.com/reports/north-America-air-conditioning-systems-market
https://www.eia.gov/todayinenergy/detail.php?id=51958
https://www.eia.gov/todayinenergy/detail.php?id=51958
https://ev-database.org/car/1405/Tesla-Model-S-Plaid
https://ev-database.org/car/1405/Tesla-Model-S-Plaid


PENG et al.: ENVISIONING THE FUTURE RENEWABLE AND RESILIENT ENERGY GRIDS—A POWER GRID REVOLUTION 25

[80] Y. Xu, C.-C. Liu, K. P. Schneider, F. K. Tuffner, and D. T. Ton, “Mi-
crogrids for service restoration to critical load in a resilient distribution
system,” IEEE Trans. Smart Grid, vol. 9, no. 1, pp. 426–437, Jan. 2018.

[81] V. Gevorgian, Y. Zhang, and E. Ela, “Investigating the impacts of wind
generation participation in interconnection frequency response,” IEEE
Trans. Sustain. Energy, vol. 6, no. 3, pp. 1004–1012, Jul. 2015.

[82] V. Gevorgian and Y. C. Zhang, “Wind generation participation in power
system frequency response: Preprint,” in Proc. 15th Int. Workshop Large-
Scale Integr. Wind Power Power Syst., Transmiss. Netw. Offshore Wind
Power Plants, Vienna, Austria, 2016, pp. 1–11.

[83] N. W. Miller, S. Pajic, and K. Clark, “Concentrating solar power impact
on grid reliability,” Nat. Renewable Energy Lab., Golden, CO, USA,
Tech. Rep. NREL/TP-5D00-70781, 2018.

[84] P. Pourbeik, S. Eftekharnejad, and R. Belval, “An investigation of the
impact of photovoltaic generation on a utility transmission system,” in
Proc. CIGRE Grid Future Symp., Oct. 2013, pp. 1–8.

[85] “Odessa disturbance Texas events: May 9, 2021 and June 26, 2021
Joint NERC and Texas RE Staff report,” North Amer. Electr. Rel.
Corp, Sep. 2021. [Online]. Available: https://www.nerc.com/pa/rrm/ea/
Documents/Odessa_Disturbance_Report.pdf

[86] “Technical report on the events of 9 August 2019,” Nat. Grid ESO,
2019. [Online]. Available: https://www.nationalgrideso.com/document/
152346/download

[87] L. Huang, C. Wu, D. Zhou, and F. Blaabjerg, “A double-PLLs-based
impedance reshaping method for extending stability range of grid-
following inverter under weak grid,” IEEE Trans. Power Electron.,
vol. 37, no. 4, pp. 4091–4104, Apr. 2022.

[88] H. Jain, B. Mather, A. K. Jain, and S. F. Baldwin, “Grid-supportive
loads—A new approach to increasing renewable energy in power sys-
tems,” IEEE Trans. Smart Grid, vol. 13, no. 4, pp. 2959–2972, Jul. 2022.

[89] D. E. Olivares et al., “Trends in microgrid control,” IEEE Trans. Smart
Grid, vol. 5, no. 4, pp. 1905–1919, Jul. 2014.

[90] M. Farrokhabadi et al., “Microgrid stability definitions, analysis, and
examples,” IEEE Trans. Power Syst., vol. 35, no. 1, pp. 13–29, Jan. 2020.

[91] X. Quan, “Improved dynamic response design for proportional resonant
control applied to three-phase grid-forming inverter,” IEEE Trans. Ind.
Electron., vol. 68, no. 10, pp. 9919–9930, Oct. 2021.

[92] J. Hu, J. Zhu, and D. G. Dorrell, “Model predictive control of grid-
connected inverters for PV systems with flexible power regulation and
switching frequency reduction,” IEEE Trans. Ind. Appl., vol. 51, no. 1,
pp. 587–594, Jan./Feb. 2015.

[93] A. Mohammed, S. S. Refaat, S. Bayhan, and H. Abu-Rub, “AC microgrid
control and management strategies: Evaluation and review,” IEEE Power
Electron. Mag., vol. 6, no. 2, pp. 18–31, Jun. 2019.

[94] S. F. Zarei, H. Mokhtari, M. A. Ghasemi, S. Peyghami, P. Davari, and
F. Blaabjerg, “Control of grid-following inverters under unbalanced grid
conditions,” IEEE Trans. Energy Convers., vol. 35, no. 1, pp. 184–192,
Mar. 2020.

[95] Q. Hu, L. Fu, F. Ma, and F. Ji, “Large signal synchronizing instability of
PLL-based VSC connected to weak AC grid,” IEEE Trans. Power Syst.,
vol. 34, no. 4, pp. 3220–3229, Jul. 2019.

[96] R. H. Lasseter, Z. Chen, and D. Pattabiraman, “Grid-forming inverters:
A critical asset for the power grid,” IEEE J. Emerg. Sel. Topics Power
Electron., vol. 8, no. 2, pp. 925–935, Jun. 2020.

[97] Y. Gu and T. C. Green, “Power system stability with a high penetration
of inverter-based resources,” Proc. IEEE, vol. 111, no. 7, pp. 832–853,
Jul. 2023.

[98] Y. Li, Y. Gu, and T. C. Green, “Revisiting grid-forming and grid-following
inverters: A duality theory,” IEEE Trans. Power Syst., vol. 37, no. 6,
pp. 4541–4554, Nov. 2022.

[99] D. Ramasubramanian, W. Baker, and E. Farantatos, “Operation of an all-
inverter bulk power system with conventional grid following controls,”
CIGRÉ Sci. Eng., vol. 18, pp. 62–76, Jun. 2020.

[100] L.-A. Lee et al., “Dynamics and control of microgrids as a re-
siliency source,” Int. Trans. Elect. Energy Syst., vol. 30, no. 11, 2020,
Art. no. e12610.

[101] E. Rehman, M. M. John, S. Hsien, and F. Huang, “Dy-
namic stability assessment of high penetration of renewable
generation in the ERCOT grid,” version 1.0, The Electric
Reliability Council of Texas, Apr. 2018. [Online]. Available:
https://www.ercot.com/files/docs/2018/04/19/Dynamic_Stability_
Assessment_of_High_Penetration_of_Renewable_Generation_in_the_
ERCOT_Grid.pdf

[102] H. Cheng, Z. Shuai, C. Shen, X. Liu, Z. Li, and Z. J. Shen, “Transient angle
stability of paralleled synchronous and virtual synchronous generators
in islanded microgrids,” IEEE Trans. Power Electron., vol. 35, no. 8,
pp. 8751–8765, Aug. 2020.

[103] W. Du et al., “Modeling of grid-forming and grid-following in-
verters for dynamic simulation of large-scale distribution sys-
tems,” IEEE Trans. Power Del., vol. 36, no. 4, pp. 2035–2045,
Aug. 2021.

[104] L.-A. Lee et al., “Critical values of cyber parameters in a dynamic micro-
grid system,” IET Gener., Transmiss. Distrib., vol. 16, no. 1, pp. 99–109,
2021.

[105] K. P. Schneider et al., “Preliminary design process for networked mi-
crogrids,” Pacific Northwest Nat. Lab., Richland, WA, USA, Tech. Rep.
PNNL-30066, 2020.

[106] S. Hossain-McKenzie, M. J. Reno, J. Eddy, and K. P. Schneider, “Assess-
ment of existing capabilities and future needs for designing networked
microgrids,” Sandia Nat. Lab., Albuquerque, NM, USA, Tech. Rep.
SAND-2019-2436, 2019.

[107] Z. Li, M. Shahidehpour, F. Aminifar, A. Alabdulwahab, and Y. Al-Turki,
“Networked microgrids for enhancing the power system resilience,” Proc.
IEEE, vol. 105, no. 7, pp. 1289–1310, Jul. 2017.

[108] K. P. Schneider et al., “Improving primary frequency response to support
networked microgrid operations,” IEEE Trans. Power Syst., vol. 34, no. 1,
pp. 659–667, Jan. 2019.

[109] X. Wu et al., “A two-layer distributed cooperative control method for
islanded networked microgrid systems,” IEEE Trans. Smart Grid, vol. 11,
no. 2, pp. 942–957, Mar. 2020.

[110] A. Barnes, H. Nagarajan, E. Yamangil, and R. Bent, “Resilient design
of large-scale distribution feeders with networked microgrids,” Electr.
Power Syst. Res., vol. 171, pp. 150–157, 2019.

[111] C.-C. Sun, A. Hahn, and C.-C. Liu, “Cyber security of a power grid:
State-of-the-art,” Int. J. Elect. Power Energy Syst., vol. 99, pp. 45–56,
2018.

[112] A. Shahzad, S. Musa, A. Aborujilah, and M. Irfan, “Industrial control
systems (ICSs) vulnerabilities analysis and SCADA security enhance-
ment using testbed encryption,” in Proc. ACM 8th Int. Conf. Ubiquitous
Inf. Manage. Commun., 2014, pp. 1–6.

[113] C.-C. Liu et al., “Cyber–physical system security of distribution systems,”
Foundations Trends Electr. Energy Syst., vol. 4, no. 4, pp. 346–410,
2021.

[114] N. Falliere, L. O. Murchu, and E. Chien, “W32.Stuxnet Dossier,
Symantec security response,” 2011. [Online]. Available: https://
www.symantec.com/content/en/us/enterprise/media/security_resonse/
whitepapers/w32_stuxnet_dossier.pdf

[115] M. J. Assante and R. M. Lee, “The industrial control system cyber
kill chain,” SANS Inst. InfoSec Reading Room, Bethesda, MD, USA,
2015.

[116] A. K. Jain, N. Sahani, and C.-C. Liu, “Detection of falsified commands
on a DER management system,” IEEE Trans. Smart Grid, vol. 13, no. 2,
pp. 1322–1334, Mar. 2022.
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