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ABSTRACT This paper presents the design and analysis of a pro-active strategy to detect the presence of
an electromagnetic (EM) side-channel analysis (SCA) attack, using Patterned-Ground co-planar Capacitive
Asymmetry Sensing (PG-CAS) system. The PG-CAS system senses the asymmetry created in the plate-
ground capacitance and turns on a SCA countermeasure in presence of an EM probe. The proposed PG-CAS
system for approaching probe consists of the EM SCA detection sensor plate and circuits. The EM SCA
detection sensor is implemented as a grid of four metal plates of the same dimensions using the top metal
layer along with a patterned-ground plane at the immediate lower metal layer. The EM SCA detection
system consists of a proximity to capacitance conversion circuit, digital synchronization logic circuit to
detect and alarm the IC, and an EM SCA countermeasure. When an attack is detected, the countermeasure
is turned on based on the deviation of the symmetry of the plate-ground capacitance pairs. The PG-CAS
system-level post-layout simulation results using TSMC 65nm technology and Ansys Maxwell show a
> 5x improvement in the detection range and a ~ 29x improvement in power consumption over existing
inductive sensing methods for attack detection.

INDEX TERMS Side-channel attack, electromagnetic leakage, patterned-ground, capacitive asymmetry,

switched capacitor, AES protection.

. INTRODUCTION
‘N J ITH the advent of the Internet, artificial intelli-
gence, [oT, and wearable devices, the need to ensure
security and confidentiality of information, especially at
these resource-constrained edge devices, have led to the
development of computationally-secure cryptographic algo-
rithms. Even though most of the Internet-connected devices
use cryptographic algorithms to provide the confidential-
ity of data, side-channel analysis (SCA) attacks have been
demonstrated to exploit critical information through elec-
tromagnetic (EM) radiation [1], power dissipation [2], [3],
timing of the encryption operations [4], cache hits/misses,
and so forth, allowing an attacker to extract the secret key

from the device. Mathematically-secure crypto algorithms
like AES-256 can be broken by extracting the secret key
even from a distance of 1 meter using an EM probe. EM
SCA provides a crucial advantage to attacker compared to
power SCA as it does not require probing the power supply
pin physically to monitor the power consumption. Another
main distinction of EM SCA is that it can perform the
precise observation of information leakage from a specific
part of the target IC (Integrated Circuit) as described in
Fig. 1(a), compared to power SCA where the global power
consumption is measured. Hence, EM SCA can lead to high
signal-to-noise ratio (SNR) measurements for side channel
attack.
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EM Side-Channel Attack: Approaching Probe
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FIGURE 1. Electromagnetic (EM) side-channel analysis (SCA) attack
countermeasure (a) approaching probe detection and (b) countermeasure operation.

A. MOTIVATION & RELATED WORK

As these EM SCA attacks gradually evolve, various counter-
measures have been proposed to protect against EM SCA.
Countermeasures against EM SCA can be classified as logi-
cal [8], architectural [9], both of which belong to design
specific countermeasures, and generic physical (Circuit-
level) countermeasures [10], [11], [12], [13], [14], [15], [16],
[17], [18], [19], [20], [21], [22], [23], [24], [25]. However,
these countermeasures suffer from significantly high power
overheads which ranges from 32% to 400%, as well as
performance degradation, and may not be generic to any
crypto algorithms. Moreover, some of the circuit-level tech-
niques suffer from large embedded passives (MIM capacitors
and inductors) [17].

The related works on EM SCA detection have been
reported in [5], [6], [7] as shown in Fig. 2. The previous work
on an EM probe detection is based on inductive sensing,
which is implemented using an inductive sensor coil-based
LC oscillator as described in Fig. 3. When an EM probe
approaches the inductive sensor, the mutual inductance (M),
generated by the variations in the EM field, between the EM
probe and the integrated sensor coil increases. The oscil-
lation frequency of LC oscillator that is connected with
inductive sensor shifts due to the changing mutual induc-
tance, allowing detection of the presence of an EM probe.
However, the effective detection range between the EM probe
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and the inductive sensor coil is limited to a maximum of
0.1 mm, which poses a major challenge. Hence, in this work,
we focus on designing an on-chip sensor to increase the
maximum detection range of an incoming EM probe. Few
other recently presented inductive sensing based detection
system directly detects the approaching probe from time-
domain [26], [27] with help of a machine learning (ML)
algorithm. However, they suffer from similar shortcomings as
stated above. Recently, capacitive sensing-based EM probe
detection have been explored in [28], [29]. However, its
efficacy in a real IC design environment with ground planes
around and the circuit design for the sensing system have not
been explored yet. In modern CMOS technology, capacitive
sensing is challenging as the thickness of the top metal lay-
ers is below pum range (65nm in our experiments) and hence
the resolution becomes very limited because the capacitance
between two co-planar capacitive plate is < fF range.

To overcome the challenges discussed above, this paper
introduces a new detection sensor, circuit, and system for
an approaching EM probe with an improved detection range
and lower power overhead.

B. CONTRIBUTION
Specific contributions of this paper are:

o Explore of the concept of capacitive sensing in an
IC layout and co-optimizing both the ground plane
capacitance and the sensing capacitance to maximize
sensitivity.

« Design of the post-processing circuits and systems with
ultra-low power for sensing attacks and to prove the
efficacy through the post-layout simulation results.

o Integration with digital SCA protection and AES-
256 crypto core and checking the efficacy of the
proposed method using the integrated detection and
countermeasure system in post-layout simulations.

The goal of this work is to enhance the detection range of

an approaching EM probe by adopting patterned-ground co-
planar capacitive asymmetry sensing (PG-CAS), followed by
detecting attacks and operating the proximity to capacitance
conversion circuit and digital synchronization logic circuit
leading to reduction in power consumption. The proposed
technique achieves > 5x better maximum detection distance
compared to the existing inductive sensing [5], [6]. Power
overhead is also > 29x less when it is operated intermit-
tently at 1% duty-cycle as shown in Fig. 1(b) with respect
to always-on state-of-the-art countermeasure. An AES-256
operating at 10 MHz, 0.8 V when simulated in SPICE con-
sumes 151.2 uW power. Countermeasure needs a 50 uW
power to operate the AES at 10 MHz, 0.8 V, contributing
to power overhead of 33.07%. Now PG-CAS system con-
sumes 67 uW power when activated. But, it is required to be
activated at just 1% of the time reducing normalized power
consumption to 0.67 uW which is only 0.44% with respect
to unprotected AES.

This paper is organized as follows. Section II explains the

purpose of PG-CAS system and the proposed architecture of
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FIGURE 2. Limitation of related works: types of EM SCA countermeasures and EM SCA detection.
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FIGURE 3. Previous Work of EM SCA detection utilizing a inductive sensor
coil-based LC oscillator [5], [6], [7].

PG-CAS system. Section III describes the operating principle
of EM SCA detection sensor: PG-CAS. Section IV presents
the details of circuit design. Section V shows simulation
results of the PG-CAS system. Finally, concluding remarks
are presented in Section VI.

Il. PATTERNED-GROUND CO-PLANAR CAPACITIVE
ASYMMETRY SENSING SYSTEM OF EM SCA

The PG-CAS system can detect the presence of an EM side-
channel attacker even before an attack is performed. When
an EM probe approaches to a targeted subject, the PG-CAS
system senses the attack and turns on the countermeasure to
protect against EM SCA, which could significantly minimize
the power overheads in comparison to the always-on coun-
termeasure. The PG-CAS system of an EM SCA consists
of the EM SCA detection sensor and circuits. Fig. 4 illus-
trates the conceptual block diagram of the PG-CAS system.
The simplified system architecture of the PG-CAS system
of EM SCA, comprises of a EM SCA detection sensor
plate, proximity to capacitance conversion circuits, digital
synchronization logic circuits, and integration of AES pro-
tection with sense, is described. The EM SCA detection
sensor plate, which is named PG-CAS, senses the plate-
ground capacitance. As the EM probe approaches, the change
in capacitance can be sensed to detect an EM SCA. The
capacitive sensing circuits sense the amount of change in
the capacitance and converts sensor capacitance value to the
oscillation frequency. Digital synchronization logic circuits
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determine the operation of EM SCA circuit-level coun-
termeasure, through the detected attack, and operate the
capacitive sensing circuit intermittently at < 1% duty-cycle
leading to reduce power consumption. Depending on the
detected attack, the AES countermeasure circuit is turned
on. Digital Signature Attenuation-based Countermeasure
(DSAC) [23], [30] is used as countermeasure against EM
SCA attack here. It should be noted that, DSAC with help of
lower metal layer routing reduces EM leakage significantly,
however causes > 25% power overhead being always on. In
this work, we overcome this problem by turning on DSAC
only when an EM SCA is detected.

lll. EM SCA DETECTION SENSOR: PG-CAS

The proposed PG-CAS technique utilizing four metal plates
of the same size at the top metal layer and patterned-ground
at the immediate lower metal senses plate-ground capaci-
tance as shown in Fig. 5. The key idea of the PG-CAS is
to track the capacitance between pairs of metal plates and
patterned-ground plane caused by an EM probe that forms
an electrical coupling with the measured object, generat-
ing mutual capacitance between them when they are close
to each other, thereby breaking the symmetry of the plate-
ground capacitance and the change in this capacitance can be
sensed to detect EM SCA. In the case of co-planar plates and
patterned-ground plane when there is no any object around,
they form their own capacitances since they are not affected
by the surrounding environment, as described in Fig. 6(a).
If an EM probe approaches a pair of metal plates, some
of the previously formed electrical field lines between the
plates and patterned-ground plane will be distorted and are
taken away by the EM probe. Subsequently, the capacitance
between the plates and patterned-ground plane is reduced,
as presented in Fig. 6(b).

A. PATTERNED-GROUND

Any metal plate and the ground-grid creates a capacitance in
CMOS integrated circuit (IC) technology since the ground-
grid always exists. Strong electric field lines are formed as
described in Fig. 6(c), when the entire metal plate region
is covered by the ground metal. Sensitivity decreases as an
approaching probe has less impact on these field lines than
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FIGURE 4. PG-CAS System architecture: The simplified system architecture of the PG-CAS system of EM SCA, composed of an EM SCA detection sensor plate (PG-CAS),
proximity to capacitance conversion circuits, digital synchronization logic circuits, and integration of AES protection with sense.
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FIGURE 5. The proposed PG-CAS detection sensor structure with detail dimensions
of the sensing plates and patterned-ground plane.

it would have on the surrounding environment. A patterned-
ground strategy is proposed to get rid of this issue and
enhance the sensitivity of the PG-CAS circuit as shown in
Fig. 6(d). The co-planar capacitive plates that is made of
the metal layer below the top metal are employed to create
the ground patterning. By reducing the absolute capacitance
between the plate and ground and increasing the relative
shift in plate-ground capacitance as a probe approaches for
a potential attack, ground patterning increases sensitivity.

B. ASYMMETRY SENSING

It is possible to detect an attack effectively using asymmetry
sensing along with the principle that the capacitance changes
when an object approaches. Asymmetry sensing incorpo-
rates more than two pairs of capacitance between plates and
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patterned-ground plane. Fig. 6(d) shows the use of 2 asym-
metry sensing, where more than two or more pairs can be
selected from the four possible combinations.

When an EM probe approaches, the electric field inter-
cepted is different for different pairs of plates, the change
in the plate-ground capacitance would diverge between the
pairs. Note that the absolute plate to ground capacitance
for each plate also changes, and the change in this abso-
lute capacitance is higher than the relative change between
two plates. However, the absolute capacitance change, due
to it’s possible susceptibilty to far away objects, can not
distinguish easily between a small probe adjacent to the
sensor, and a large object farther away from the sensor -
as long as both provide similar change in absolute capac-
itance. As a result, the absolute capacitance - if used for
sensing - can result in false positive detections. On the other
hand, the relative change between the two plate-to-ground
capacitances is affected by objects that are closer to the sen-
sor and intercept the field lines between the two plates, as
shown in Fig. 6(b). So a positive detection is triggered only
when there is divergence or “asymmetry” between the two
absolute plate-to-ground capacitances. This, in addition to
the patterned ground mentioned in the previous subsection,
allows asymmetry sensing sensitive to closely approaching
objects to the sensor.

Distinguishing different cases in asymmetry detection
helps in detecting approaching probe. As long there are
more than two plates, application-specific algorithms can be
developed to work in tandem with our proposed PG-CAS
system, to design intelligent attack sensing mechanisms.
As already mentioned, that even change in one capaci-
tance could help in approaching probe detection. However,
due to its nature of raising false positives, that will need
significant effort in post-silicon tuning to make sure that
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Operating Principle of PG-CAS
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FIGURE 6. Operating principle of PG-CAS (EM SCA detection sensor) (a) Inherent
capacitance of inter plates and plate-ground, (b) distorted field lines with approaching
probe thereby reducing capacitance, (c) reduced sensitivity with full ground metal and
(d) the concept of capacitive asymmetry sensing.

capacitance-to-frequency converter is in the correct range.
However, asymmetry sensing inherently takes that into con-
sideration and by relative value, approaching probe can be
detected even without much effort in post-silicon tuning.

IV. EM SCA DETECTION CIRCUIT DESIGN

The EM SCA detection circuit is divided into 3 parts:
proximity to capacitance sensing circuits, digital synchro-
nization logic circuits and integration of state-of-the-art AES
protection [30] with sensing.

A. PROXIMITY TO CAPACITANCE CONVERSION CIRCUIT
A signal sensing circuit to measure the capacitance value is
required to convert the relative capacitance change into volt-
age, frequency, pulse-width, or current so that relative change
in capacitance can be detected using synthesizable circuit.
A capacitive sensing interface circuit typically employs a
simple oscillator circuit that is easily affected by parasitics,
drift, and temperature sensitivity. But, the switched-capacitor
circuits can overcome these drawbacks, allowing sensing of
accurate capacitance value with high sensitivity [31], [32].
Fig. 7(a) describes the combination of the PG-CAS sensor
plate and switched-capacitor circuit. Each capacitor sensor
plate is connected to a unit circuit package involving an
operational transconductance amplifier, feedback capacitor
(Cy), and switch operated by CLK1. The patterned-ground
is connected to two switches operated by CLK1’ and CLK2,
respectively. This combination enables the capacitance of
capacitor sensor plate and patterned-ground to be imple-
mented as shown in Fig. 7(b). This allows the four capacitor
sensor plates to have independent capacitances, leading to
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Switched-Capacitor Network Circuit

a) Switched Capacitor Network with PG-CAS
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FIGURE 7. Proximity to capacitance conversion circuit: switched-capacitor network
circuit (a) the combination of PG-CAS sensor plates and unit circuit package involving
an operational transconductance amplifier, feedback capacitor, and switches and

(b) implemented switched-capacitor network circuit from the connection.

detect the direction of the EM SCA attackers while they
approach. The Cy, is formed capacitance between capacitor
sensor plate and patterned-ground and the Cy is an on-chip.
The circuit converts the capacitance (Cyg) into a propor-
tional sampled voltage (V). During CLKI1, Cy is isolated
and entire charge of Oy, = —CngVyer is sampled in Cyg.
During CLK2, the sampled charges are transferred to Cy. As
a result, the output voltage is defined by Eq. (1).

Ch,
Vour = Vin_g + Vrf;f' (D
Cr

An operational transconductance amplifier with a high open
loop gain is used so that the output voltage will be insensi-
tive to the input parasitics and temperature drift, which can
be significant sources of the inaccuracy in these capacitive
Sensors.

The non-overlapping clock generator used to run the
switched-capacitor circuits to ensure accurate charge trans-
fer and the timing diagram are presented in Fig. 8(a). The
switched-capacitor circuits are controlled by CLKI1 and
CLK2. CLK1’ whose falling edge is advanced in time, com-
pared to the falling edge of CLK, is required. All clock
outputs are driven by inverting clock drivers that have the
high driving capability and the equal rise and fall times.

Fig. 8(b) shows the current-starved ring oscillator. The
current-starved ring-oscillator plays a role of ADC for low
frequency high resolution sensing. Note that this PG-CAS
system output should be digital for easy and convenient
post-processing to increase self awareness in the IC against
EM SCA. The simplest way would be to have a tradi-
tional ADC. The ADC will give the digital output and
based on that EM SCA can be detected with high accu-
racy. However, because this is a very low frequency signals,
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FIGURE 8. Other required to proximity to capacitance conversion circuit (a) detailed
circuit schematic of non-overlapping clock generator and timing diagram showing the
clock phases and (b) detailed circuit schematic of current-starved ring-oscillator and
non-linearity characteristic.

for low frequency signal’s high resolution measurement bet-
ter done with integration using the ring oscillator [33], [34],
[35]. Tt is observed that M3 and M4 (Fig. 8(b)) operate
as a current source and M1 and M2 (Fig. 8(b)) operate
as an inverter. The current sources limit the current avail-
able to the inverter. The M5 and M6 (Fig. 8(b)) drain
currents are the same and are set by input control volt-
age Vs in this case. Finally, we can say the current-starved
ring-oscillator converts the sensor capacitance value to the
oscillation frequency of the current-starved ring-oscillator as
a clock output. The output frequency of the current-starved
ring-oscillator is non-linear with respect to the input con-
trol voltage. This non-linear characteristic helps the PG-CAS
system to be self-aware of an incoming EM SCA attack. The
change in the oscillation frequency of the current-starved
ring-oscillator can be maximized in operating input con-
trol voltage. This means that the output frequency can be
widely changed through the current-starved ring-oscillator,
even if the change in the capacitance is small in the switched-
capacitor network of the previous stage. Therefore, in this
proximity to capacitance conversion circuits, non-linearity
that allows output frequency of current-starved ring-oscillator
to maximize frequency difference by intelligently calibrat-
ing the input control voltage. The phase noise and output
noise of current-starved ring-oscillator is —104.45dBc/Hz @
IMHz offset and 2.69.V/sqrt(Hz).

B. DIGITAL LOGIC CIRCUIT FOR SYNCHRONIZATION

The digital synchronization logic circuit is implemented as
described in Fig. 9 to determine the possibility of approach-
ing probe nearby. The digital synchronization logic circuit
has 2 modes: a) the count phase and b) the wait phase. In
Fig. 10, the timing diagram of the digital synchronization
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FIGURE 9. Digital synthesis logic circuits for synchronization with asynchronous
counters, subtractors and comparators. This circuit processes ring oscillator
frequency change and turns on the countermeasure when approaching probe is
detected.
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FIGURE 10. Timing diagram of digital synthesis logic circuits with count and wait
modes showing detection of EM SCA and starting of the countermeasure operation,
and turning on the sensing circuits intermittently.

logic circuit is presented, showing the detection of EM SCA
and the start of the countermeasure operation, and turning
on the sensing circuits intermittently. The converted sen-
sor capacitance value in terms of the oscillation frequency
of current-starved ring-oscillator is supplied to the asyn-
chronous counter in count mode. The digital count from
the output oscillation frequency of the current-starved ring-
oscillator are fed to a digital subtractor, which calculates
the difference between the digital count occurring on each
counter (Fig. 9). Each calculated number is compared with
the threshold range that is set by lower and upper limit
numbers (Fig. 10). If the digital count is out of the thresh-
old range (greater than the upper limit or less than the lower
limit), the digital synchronization logic circuit outputs an
alarm (‘Countermeasure ON’ as shown in Fig. 9) to start the
operation of the countermeasure which would significantly
minimize the power overheads compared to the always-on
countermeasure. In addition, the synchronization logic cir-
cuit outputs an alarm to start the operation of the proximity
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to capacitance conversion circuits only before 1 clock cycle
than the start of the count phase. Proximity to capacitance
conversion circuits are turned off in wait phase. This allows
the proximity to capacitance conversion circuit to operate
intermittently at < 1% duty-cycle leading to reduce power
consumption.

C. INTEGRATED AES PROTECTION WITH SENSING

Full system architecture presented in Fig. 4 consists
of state-of-the-art Digital Signature Attenuation-based
Countermeasure (DSAC) which is presented in [23], [24],
[30]. It should be noted that DSAC is already silicon-proven.
DSAC provides >200M minimum traces to disclosure being
a single digital synthesizable countermeasure in silicon [30].
This work directly uses the post-layout extracted netlist of the
same architecture. Traditionally, an attacker uses emanated
EM radiation to correlate with attack model to get correct
keybyte. Standard DSAC circuit consists of digital current
sources (CS) [30]. The current source attenuates the mean-
ingful leakage due to high output impedance of the current
sources. ROs are used as local negative feedback (LNFB)
to stabilize the voltage at V4gs node and a switch mode
controller (SMC) loop is used as global negative feed-
back (GNFB) to make sure CS is operating in saturation
region [30]. Note that, DSAC architecture optimally works
only when current sources are in saturation region. When
activated, this technique makes sure to reduce meaningful
EM emanation to protect the crypto engine from adversary.
However, in previous work [23], [30] the countermeasure
was always active causing significant power overhead. Here,
once ‘countermeasure ON’ signal is high, SW1 is turned
off and SW3 is turned on as shown in Fig. 4 lowering
overall power/energy overhead of the countermeasure. AES
is routed in lower metal layer (upto M6) to reduce EM
leakage at source. This design choice gives us the flex-
ibility to use upper metal layer (M7-M10) as sensor of
PG-CAS system. As the countermeasure is intermittently
turned on in case of EM attack which reduces lower overall-
power/energy overhead w.r.t the state-of-the-art. Switching
between the power nodes have been incorporated by stan-
dard power-gates. Capacitors are implemented using DCAP
cells from digital library and placed and routed entirely
through industry-standard commercial tool (Synopsys Design
Compiler for synthesis and Cadence Innovus for Place &
Route). Hence, entire design is synthesizable barring the
amplifier.

V. SIMULATION RESULTS

This section presents the post-layout based simulation results
of the proposed PG-CAS system. Fig. 11 shows the imple-
mented layout of the PG-CAS system. The simulation results
demonstrate the operating principle as described in the
previous section and are presented as follows: 1) sensitivity
analysis of the PG-CAS structure; 2) design analysis of the
proximity to capacitance conversion circuits; and 3) probe
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FIGURE 11. Implemented layout of PG-CAS system.

Design Space Exploration: Number of Plate and Plate Size

Probe Position: : mid-point of the only one plate vertically
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FIGURE 12. Design space exploration to analyze the number of plate and plate size
of PG-CAS (a) capacitance change of PG-CAS with respect to the number of plate,

(b) deviation in capacitance (A C) with respect to the number of plate, (c) capacitance
change rate of PG-CAS with respect to plate size (probe Position: mid-point of the
only one plate vertically), (d) deviation in capacitance (A C) with respect to plate size
(probe Position: mid-point of the only one plate vertically), (e) capacitance change of
PG-CAS with respect to plate size (probe Position: mid-point of the two plates
vertically) and (f) capacitance change rate of PG-CAS (probe Position: mid-point of the
two plates vertically).

detection and countermeasures. The PG-CAS structure sim-
ulation was computed and verified via Ansys Maxwell, and
the proximity to capacitance conversion circuits and detec-
tion simulations were computed and verified via Spectre™
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PG-CAS Sensitivity Simulation Results

Probe Position: mid-point of the plates 3 vertically

Ansys Maxwell Modeling: PG-CAS Plates and EM probe
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FIGURE 13. Simulation results of attack detection sensor (PG-CAS) with respect to distance between sensing plates and EM probe (a) PG-CAS simulation modeling in Ansys
Maxwell: probe position on the mid-point of plates 3 vertically, (b) capacitance change of PG-CAS, (c) capacitance change rate of PG-CAS, (d) PG-CAS simulation modeling in
Ansys Maxwell: probe position on the mid-point of plates 3 and 4 vertically, (e) capacitance change of PG-CAS and (f) capacitance change rate of PG-CAS.

using TSMC 65nm technology. All the simulations are post-
layout parasitic extracted simulation which closely replicates
actual IC implementation.

A. SENSITIVITY OF PG-CAS

Fig. 12 shows the design space exploration to analyze the
number of plate and plate size of PG-CAS. To find the
optimal pairs of sensing plate, various situations were applied
to the simulation by changing the number of sensing plate
(Fig. 12(a) and (b)). This simulation was carried out to exam-
ine the values and variations of capacitance as the number
of sensing plates varied, respectively 2, 4, and 9 plates, with
an EM probe vertically approaching the mid-point of one
of the plates selected from the multiple plates. Fig. 12(a)
show the simulated capacitance values of the PG-CAS struc-
ture as the EM probe approached the sensing plates. When
the number of sensing plates is increased within a limited
size (Imm x Imm, in this case), the dimension of the sens-
ing plates is reduced due to the decrease in the formation
of electric field lines with the patterned-ground plane. The
deviation in capacitance (AC) reached its maximum when
the number of pairs to be 4 as shown in Fig. 12(b). Based
on this result, the maximum sensitivity of PG-CAS can be
determined, and the number of plates are 4.
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To find the optimal sensing plate size, various situations
were applied to the simulation by changing the sensing plates
and patterned-ground. The EM probe approached the mid-
point of the only one plate vertically (Fig. 12(c) and (d)), and
the mid-point of the two plates vertically (Fig. 12(e) and (f)).
From this simulation results, we can confirm the following:
1) As the sensing plate size increased, the simulated capac-
itance values of PG-CAS increase up to a certain point, and
then decrease thereafter (Fig. 12(c) and (e)). 2) The devia-
tion in capacitance (AC) reached its maximum at a specific
plate size (Fig. 12(d) and (f)). Based on this result, the max-
imum sensitivity of PG-CAS can be determined, and a plate
size of 335um and the patterned-ground size of length and
width is 800um and 30um has been identified, respectively.
It is effective for the PG-CAS system to cover the entire
area of the chip. If only a portion of the chip is covered,
there is a possibility that it may not detect or detect late for
the probe approaching from the uncovered area.

Fig. 13 shows the simulation results of the PG-CAS struc-
ture. The purpose of this simulation is to observe how
the EM probe affects the change in the capacitances as
we explained in Section IIl. As shown in Fig. 13(a), the
EM probe approached the mid-point of plate 3 vertically.
Fig. 13(b) shows the simulated capacitance values of the
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PG-CAS System Simulation Results: Output Digital Count

Probe Position: mid-point of the plates 3 vertically
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FIGURE 14. Simulation results of attack detection circuit with respect to distance between sensing plates and EM probe (a) digital count change of PG-CAS system: probe
position on the mid-point of plates 3 vertically, (b) digital count change rate of PG-CAS system, (c) digital count difference between each counter, (d) digital count change of
PG-CAS system: probe position on the mid-point of plates 3 and 4 vertically, (e) digital count change rate of PG-CAS system, (f) digital count difference between each counter.

PG-CAS structure as the EM probe approaches the sensing
plates. In the absence of the EM probe, Clg, C2g, C3g, and
C4g (baseline capacitance between each plates and patterned-
ground, respectively) are measured to be were 25.6 fF. When
the EM probe approached, C3g reduces due to the coupling
effect of the EM probe. As the distance between the sens-
ing plates and EM probe becomes <0.1 mm, a capacitance
change of >45% is observed, while at a distance of 0.6 mm
or shorter, the capacitance diverges by >6% compared to the
baseline EM probe cases as shown in Fig. 13(c). Fig. 13(d)
shows the EM probe approached the mid-point of plates 3
and 4 vertically. The sensing plate size of each plate and the
patterned-ground size of length and width are the same con-
ditions. Fig. 13(e) shows the simulated capacitance values of
the PG-CAS structure as the EM probe approaches the sens-
ing plates. The capacitance value of C2g and C4g is the same
as Clg and C3g due to the probe position. When the EM
probe approached, C3g reduces due to the coupling effect of
the EM probe. As the distance between the sensing plates
and EM probe becomes <0.1 mm, a capacitance change of
>11% is observed, while at a distance of 0.5 mm or shorter,
the capacitance diverges by >5% compared to the baseline
EM probe cases as shown in Fig. 13(f). Subsequently, the
results imply that using capacitive asymmetry, the EM probe
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approaching can be detected as Clg, C2g, C4g, and C3g
diverges from their baseline capacitance due to asymmetry
in probe positioning with respect to the pads.

B. PG-CAS SYSTEM

Fig. 14 shows the post-layout simulation results of the
PG-CAS system attack detection circuits. The purpose of this
simulation was to verify the capacitance value is converted
to a digital number for post-processing and to determine
how the circuit can detect the attack when an EM probe
approaches PG-CAS plates. By using switched-capacitor
network, changed capacitance as EM probe approaching con-
verts output frequency of current-starved ring-oscillator and
is fed to digital logic circuit. The transient full-system post-
layout SPICE simulation were performed with proximity
to capacitance conversion circuit and digital logic synchro-
nization circuit to check if countermeasure is turned on
appropriately. In the case of the PG-CAS system, the probe
approaches the mid-point of plate 3, similar to Fig. 13(a).
Fig. 14(a) shows the simulated digital count of PG-CAS
system as the EM probe approaches the sensing plates. In
the absence of the EM probe, the digital count of each out-
put is counted to be constant (e.g., 554 in 10 us, at nominal
corner). When the EM probe approached, the digital count of
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RO3 (connected with plate 3) reduces since the capacitance
between the plate 3 and patterned-ground plane (C3g) is
reduced. As the distance between the sensing plates and EM
probe becomes <0.1 mm, a maximum change of >42% in
counted number is observed. Maximum change is observed
while being at a distance of 0.5 mm or shorter, the digi-
tal count diverges by >4% compared to the baseline EM
probe cases as shown in Fig. 14(b). 14(c) shows the digital
count difference between each counter. When the EM probe
is close to plate 3, the digital count difference between RO3
and RO1, RO2, and RO4 is increased.

In the case of the PG-CAS system, the probe approaches
the mid-point of plate 3, similar to Fig. 13(d). Fig. 14(d)
shows the simulated digital count of the PG-CAS system
as the EM probe approaches the sensing plates. In the
absence of the EM probe, the digital count of each output is
counted to be were 560. When the EM probe approached,
the digital count of RO3 (connected with plate 3) reduces
since the capacitance between the plate 3 and patterned-
ground plane (C3g) is reduced. The digital count of RO2
and RO4 is the same as ROl and RO3 due to the probe
position. As the distance between the sensing plates and EM
probe becomes <0.1 mm, a digital count change of >20%
is observed, compared to the baseline EM probe cases as
shown in Fig. 14(e). Fig. 14(f) shows counter output differ-
ence between each counter. When the EM probe is close to
plates 3 and 4, the counter output difference between RO3
and RO1 is increased. The results clearly imply that using
the PG-CAS system, the approaching the EM Probe can be
detected.

C. PROBE DETECTION & COUNTERMEASURES

Fig. 15 shows an EM SCA detection. Since the proposed
PG-CAS system operate the proximity to capacitance conver-
sion circuit intermittently at < 1% duty-cycle, the time-frame
is significantly important to detect an attack and turn on
countermeasures. The time gap between an EM probe
approaching and turning on countermeasure is only 2.99 us,
making the PG-CAS system possible to operate the proxim-
ity to capacitance conversion circuit intermittently at < 1%
duty-cycle even though the attack is performed random time
frame. One important point to note that any practical attack is
not possible in this short period of time making the solution
practical even in commercial low-power edge applications.

D. SENSITIVITY OF PG-CAS SYSTEM WITH NON-IDEAL
EFFECTS

Various non-ideal effects can affect the sensing plate and
proximity to capacitance conversion circuit of the PG-CAS
system. 1) The sensor capacitance and subsequent range of
oscillation are both sensitive to process variation. 2) The volt-
age gain of the switched-capacitor circuit highly depends on
the matching between Cy and Cy, (Fig. 7) as well as the par-
asitics at the input. 3) the noise of each circuit can certainly
affect sensitivity. However, the PG-CAS system focuses on
relative value of capacitance rather than absolute value. The
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PG-CAS System Simulation: Probe Detection & Countermeasure
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FIGURE 15. EM SCA detection and countermeasure turn-on time.

capacitance changes caused by an approaching probe are
converted into frequency change by the proximity to capac-
itance conversion circuit. The digital count from the output
oscillation frequency of the current-starved ring-oscillator
are fed to a digital subtractor, which calculates the differ-
ence between the digital count occurring on each counter.
Furthermore, the digital count is calibrated by the baseline
capacitance, even when the capacitance changes. Thus, even
though the absolute value of capacitance may change due to
process variation, the change is already compensated through
the calibration process. This represents another advantage of
the PG-CAS system.

VI. CONCLUSION

This paper presents the design and analysis of an EM SCA
detection system utilizing PG-CAS sensing structure and
circuit to detect variations in the EM field caused by an
approaching EM probe. The PG-CAS system for approach-
ing probe consists of the EM SCA detection sensor plate and
circuits. The EM SCA detection sensor that can sense an EM
probe approaching due to the breaking of the symmetry of
the plate-ground capacitance pair system was implemented
in a grid of four metal plates of the same size at the top metal
layer and a patterned-ground plane at a lower metal. The EM
SCA detection circuit comprises of proximity to capacitance
conversion circuits that can detect the change in capacitance
between the plates and patterned-ground Plane, digital syn-
chronization logic circuits that determine the operation of
EM SCA circuit-level countermeasure through the detected
attack, and operate the proximity to capacitance conversion
circuit intermittently at < 1% duty-cycle leading to reduced
power consumption, and integration of AES protection with
sense. When an attack is detected, AES protection is turned
on based on the detection signal. The PG-CAS system sim-
ulation results demonstrate that the PG-CAS technique can
be successfully utilized to sense approaching EM probes
for a probe-chip distance of <0.01 mm, with > 42% devi-
ation from the without attack. PG-CAS provides a 3.9x
improvement for a detection range of 0.1 mm, compared to
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TABLE 1. Simulated performance summary of the comparison table.

This work (Post-layout Simulation)

[, [6]

Parameter .
Probe Position: Plate 3

‘ Probe Position: Plates 3 & 4 (Measurement)

Sensing Method

(Patterned-Ground Co-planar Capacitive Asymmetry Sensing)

PG-CAS Inductive Sensing

Circuit Technique

Switched-Capacitor + Digital Logic

LC-Oscillator + Digital Logic

Sensing 0.01 mm 45.29 % >5.9x (2) 23.44% >3.0x (2 7.59%
Pecr;e""age 0.1mm 15.59 % >3.9x (2 11.32% >2.8x (2 3.91%
ange
@ probe di%tance 0.5 mm 6.12% - 5.78% - 0.09%
Digital 0.01 mm 42.59 % - 20.36 % - -
Count 0.1 mm 12.99% - 9.10% - -
Change
@ probe distance 0.5mm 4.69 % - 4.29% - _
Maximum Detection Range 0.5 mm 0.1 mm
Power Consumption 0.67 uW (1% duty cycle) 20 uW (1% duty cycle)

the prior work on inductive sensing as shown in Table 1.
This intermittent PG-CAS circuit operation consumes 0.67
W of power, which is much lower (~ 29x) compared to
the prior work (Table 1). In addition, PG-CAS is sensitive
to both E-field and H-field probes, unlike inductive sensing
which cannot detect an E-field probe (as it does not have a
loop and fields do not interact). Hence, using the proposed
PG-CAS system intermittently, an EM side-channel attack
can be pro-actively detected and consequently, any counter-
measure can be turned on, reducing the power overheads
significantly.

Future works will involve fabricating a semiconductor chip
for evaluating the proposed PG-CAS system. Several fac-
tors need to be considered during the design process. 1) It
is imperative to verify the impact of capacitance resulting
from metal filling, which is one of the pivotal steps in the
semiconductor fabrication process. 2) In order to perform
measurements, if the IC chip is to be mounted onto a PCB
substrate, the design should take into account the capacitance
resulting from wire-bonding.
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