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ABSTRACT The physical unclonable function (PUF) is a promising low-cost hardware security primitive.
Recent advances in nanotechnology have provided new opportunities for nanoscale PUF circuits. The
resistive random access memory (RRAM) is extensively used in nanoscale circuits due to its low cost,
non-volatility and easy integration with CMOS. This paper proposes a novel tristate hybrid PUF (TH-PUF)
design based on a one-transistor-one-RRAM (1T1R) cell; this cell can be configured into two weak PUFs
and a strong PUF using few control signals. To assess the proposed PUF design, a compact RRAM model
at UMC 65 nm technology is employed. Simulation results show that the proposed TH-PUF achieves good
uniqueness, reliability as well as a higher gate usability compared with an entire CMOS PUFs. The number of
challenge response pairs (CRPs) of the proposed TH-PUF is larger than other RRAM-based PUFs. Moreover,
the TH-PUF is more resistant to a modeling machine learning attack than traditional PUF designs.

INDEXTERMS Physical unclonable function, hardware security, resistive random access memory, modeling

attack.

I. INTRODUCTION

The IoT and cloud are becoming ubiquitous in our daily life,
in which millions of mobile devices are digitally connected
and exchanging electronically large volume of information.
Therefore, adversaries have many opportunities to access the
user system and intercept private information due to the unse-
cure and identity information leakages. Traditional software
encryption technologies are usually complex and must be ca-
pable to store secret keys in non-volatile memories (NVMs);
hence, they are not suitable for resource-constrained IoT de-
vices. Moreover, they have been shown to be vulnerable to
side channel attacks (SCAs) [1]. As a lightweight hardware
security primitive, the physical unclonable function (PUF) has
been used for authentication and identification [2]. A PUF
can extract the random manufacturing process variations of
an integrated circuit (IC) as identifier [3]. In principle, any

two chips cannot generate the same response with the same
input.

Previous PUF designs have been proposed based on CMOS
circuits, such as the tristate inverter based PUF and the flip-
flop based PUF [4], [5]. However, they cannot meet the needs
of IoT devices due to the limited density and scaling trend
of CMOS technology; therefore, CMOS-based PUF designs
encounter the same constraints, such as high power dissipation
and large area. It is well known that most PUF designs are
vulnerable to machine learning (ML) attacks [6]; therefore,
new anti-attack PUF designs are needed. When the feature
size is reduced to nanoscales, the design and manufacturing of
ICs face even greater challenges. The unpredictability of the
thickness and the cross-sectional area likely leads to process
errors; however, more process errors and noise sources can
improve the uniqueness and randomness of PUF responses.
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In the last decade, new types of nanodevices have emerged,
such as phase change material (PCM) [7], spin transfer torque
magnetic tunnel junction (STTMTJ) [8] and resistive random
access memory (RRAM) [9]. RRAM is a nonlinear non-
volatile resistive memory, that changes its resistance by the
charge flowing through it. RRAM has a lower power dissipa-
tion, higher density, and is compatible with CMOS. Hence,
RRAMs have been used in many PUF designs [10]-[12] Most
RRAM-based PUFs utilize simple RRAM cells and generate
a single response bit using one or more cells [13], [14]. Due to
the limited capacity of RRAM cells, emerging NVMs cannot
provide a sufficient number of CRPs and therefore they cannot
be used as strong PUFs. Using a small number of CRPs, these
PUF designs have a lower utilization rate of the RRAMs. To
address this problem, our contributions in this paper are given
as follows.

® A reconfigurable TH-PUF with a so-called transformed

tristate hybrid schame is proposed in this paper. The pro-
posed TH-PUF is based on a one-transistor-one-RRAM
(ITIR) cell; it can be configured to three operational
modes, including two weak PUFs and a strong PUF.
Depending on the requirements, the different modes can
be selected.

® The proposed TH-PUF is evaluated using a compact

RRAM model at the UMC 65 nm technology. Simula-
tion results show that all three modes of the proposed
TH-PUF have a good uniqueness, reliability as well as
a higher density compared with schemes utilizing only
CMOS PUFs. The number of CRPs of the TH-PUF is
larger than the most RRAM-based PUFs.

® The results for modeling attacks of the TH-PUF are also

provided and it is shown that the proposed TH-PUF is
more resistant to machine learning attacks than other
conventional PUFs.

The proposed PUF can be used in the PUF-based authen-
tication protocol, allowing for extremely lightweight imple-
mentations [15]. The authentication server stores and manages
CRPs for each device in the database. A random challenge is
returned to the device from the server, when the request of
the device is received. The server matches the PUF response
generated by the device with the CRP stored in the database
to authenticate the device. To prevent a reuse attack, the CRP
is deleted once it is used; therefore, the number of CRPs is an
important parameter in this process. The proposed PUF can
provide a large number of CRPs to the authentication system.

This paper is organized as follows. In Section II, the ITIR
cell is introduced. Section III presents the design and config-
uration strategies of the proposed TH-PUF design. In Sec-
tion IV, the simulation results are given to shown that the
proposed PUF design has good performance and security.
Then, conclusion is provided in Section V.

Il. BACKGROUND

The RRAM is a device that operates based on the relationship
between charge and magnetic flux. Strukov et al. [16] fabri-
cated the first RRAM device at HP Lab showing that it can
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FIGURE 1. Relationship of RRAM with other basic circuit components.
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FIGURE 2. The operational principle of the RRAM (The purple area is the
doped region while the blue area is the undoped region).

be physically realized. An RRAM has unique circuit charac-
teristics, the relationship between charge and magnetic flux,
which can change the resistance via the voltage applied to
the device. The other three basic circuit components, resistor,
capacitor and inductor, cannot realize it. The relationship be-
tween RRAM and other basic components is shown in Fig. 1.
The resistance of the RRAM can be changed by a write pulse
voltage; this change can be kept when the power is turned off.
Based on this unique characteristic, RRAM can be utilized as
a non-volatile memory [17].

The RRAM can change its resistance between a high resis-
tance state (HRS) and a low resistance state (LRS) by con-
trolling the direction of the current flow, as shown in Fig. 2.
The right terminal of the RRAM is the doped region while
the left terminal is the undoped region; the conductivity of the
undoped region is weaker than the doped region. The resis-
tance of the RRAM increases when a positive pulse flows in
RRAM from the undoped region to the doped region (denoted
as the RESET operation), due to the diffusion of the undoped
region. It is reduced when a negative pulse flows in the RRAM
from the doped region to the undoped region, denoted as the
SET operation. The RRAM is widely used for in-memory
computing [18], neural networks [19], logic design [20] and
PUF [21].

The 1TIR cell reduces the hardware overhead and is com-
patible with a RRAM-based memory array for most main-
stream memory applications; many designs have used 1TIR
as a basic cell of a PUF, in which the transistor acts as a
switch. A 1T1R cell is shown in Fig. 3(a). The word line (W L)
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FIGURE 3. 1TIR cell: (a) basic schematic, and (b) one recommended R/W
circuit.

is used to control the ON/OFF state. The bit line (BL) and
the source line (SL) are used to provide the selecting pulse.
The read/write (R/W) circuit is shown in Fig. 3(b), using two
MUXs for control; a NMOS is controlled by the challenge
signal, WL. The control signals, con, and cony, select the
terminal of the RRAM for the pulse to be provided; then, the
write pulse Viyp is used to change the resistance of the RRAM
and configure its state. When the 1T1R cell is deactivated in
the PUF, the enable signal (En) can disable it by the transmis-
sion gate (TG). If the challenge signal is ‘0’, the resistance of
the NMOS is very large, so equivalent to OFF state. In this
case, even if a write pulse is applied to the 1TIR cell, the
resistance of the RRAM remains unchanged. If the challenge
signal is ‘1°, the cell remains in the ON state. In this case, the
control signals of the MUXs have multiple configurations to
read or write the RRAM.

The Verilog-A compact model of ASU [22] has been used
for the RRAM; the I-V curve of the HfO,-based RRAM and
the resistance variation of the 1TIR cell are given in Fig. 4
as simulated by Hspice. A typical DC switching plot without
variation under an applied voltage range of —2 V to 2 V is
shown in Fig. 4(a). The switching behaviors of the RRAM
can then be established; the RRAM can be configured to
LRS by a set pulse and written to HRS by a reset pulse. In
Fig. 4(b), VseT,on denotes that a +1.5 V set pulse is applied,
and VReser.on denotes that a —1.5 V reset pulse is applied.
The resistance of the RRAM changes differently at various
temperatures, and therefore, it may lead to poor reliability.
However, the LRS of the RRAM is stable, so only varying
by a very small amount with a change in temperature; hence,
it can be utilized for the PUF design to enhance performance.
The RRAM can be RESET to a stable HRS in a short time by
applying a reset voltage of 2.5 V with a pulse width of less
than 1 ns; so regardless of the pulse width on the resistance of
RRAM, a pulse of 2.5 V is used in the performed simulation.

1Il. PROPOSED PUF DESIGN

A tristate hybrid PUF design (TH-PUF) based on a ITIR
cell is proposed; the proposed design can be configured into
three different PUFs. A schematic diagram of the TH-PUF
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FIGURE 4. (a) The I-V curve of the used HfO,-based RRAM and (b) the
resistance variation of the RRAM during the Set and Reset with a supply
voltage of 1.5 .
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FIGURE 5. Schematic diagram of the proposed TH-PUF design with R/W
modules.

design with a peripheral decoder and R/W modules is illus-
trated in Fig. 5. It consists of two symmetric ITIR arrays
connecting multiple 1T1R cells in series/parallel. The BLs are
connected to the data ports of the 1TIR cell; for a 3-terminal
transistor, WL is connected to all the gate terminals of the
transistors along the same row, while SL is connected to all
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FIGURE 6. 1-bit filament growth-based PUF with a R/W circuit.

source terminals of the transistors along the same column. The
configuration strategies are analyzed as follows:

A. A 1-BIT MEMRISTIVE MEMORY-BASED PUF CELL

When only one 1TIR cell is enabled, the proposed TH-PUF
is similar to a 1-bit memristive memory-based PUF cell [23].
However, the proposed design requires less hardware, as
shown in Fig. 3(b). Due to manufacturing, the different width
and range (maximum and minimum) of the doped region of
the RRAM cause a different write time of the RRAM. There-
fore, the width of a pulse required for setting the RRAM from
HRS to LRS or resetting the RRAM from LRS to HRS is
different. Assume Ty, is the transition time for an ideal RRAM
from HRS to LRS; the actual transition time T, 4¢¢q May be
greater or smaller than T;,. This difference is used to generate
a random response ‘1’ or ‘0’ and the probability of ‘1’ or ‘0’
should be in theory close to 50%. The operation of the PUF
circuit consists of the following two steps:

1) Reset: the RRAM is configured to HRS by a reset pulse
Vv pa using the control signals (con, = ‘1, con, = ‘0°, Enp, =
‘1°).

2) Response Generation: Differently from Reset, when a
set pulse Vyypp of width T, is applied through the control
signals (con, = “0’, conp, = °1°, En, = ‘1), the resistance of
the RRAM can be either LRS or HRS; this process is random
and unpredictable. Hence, using the control signals (con, =
‘1, conp, = ‘0°, Enp, = ‘1’), we can then utilize the series of
the RRAM and a grounding resistor to generate a response by
voltage division. If the RRAM is in the HRS, the response is
‘0’, while, if the RRAM is in the LRS, the response is ‘1°.

B. A 1-BIT FILAMENT GROWTH BASED PUF CELL

When two ITIR cells are enabled together, the proposed
TH-PUF is equivalent to the 1-bit filament growth-based PUF
cell [23], as shown in Fig. 6. Due to manufacturing variations,
when two RRAMs are connected in series, the ability of a state
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FIGURE 7. Proposed configurable PUF scheme, which needs to turn on at
least a 1T1R cell every column.

transition is different. If two RRAMs in series are initialized
to LRS, when a reset pulse is applied to the two RRAMs, there
is only one RRAM to be in HRS first. If the reset voltage is
disabled at this point, the PUF cell has one RRAM in LRS and
the other in HRS; the RRAM completing the state transition is
random and unpredictable. Moreover, when configured again,
there is still the RRAM from the previous time to ensure the
transition of the resistance state, so the output of the PUF is
stable.

The configuration and working principle of the filament
growth-based PUF are like a memristive memory-based PUF.
The middle R/W circuit is floated and it configures the two
RRAMs to LRS through the two side R/W circuits. One of
the two RRAMs is Reset to HRS by applying a reset pulse.
The middle R/W circuit and the RRAM are used to generate
the response, like the memristive memory-based PUF.

C. RRAM-BASED STRONG PUF CELL

The proposed TH-PUF can be configured as a strong PUF. As
for implementing a strong PUF, it is needed to configure at
least one RRAM to LRS in each column of the 1TIR array
of Fig. 5. The resistance of the LRS of the RRAM hardly
changes under temperature variation (as shown in Fig. 4(b));
this enhances the reliability of the TH-PUF. The TH-PUF can
be configures as the strong PUF structure [24], as well as,
having more CRPs through different configurable methods.
The main principle of the proposed PUF design is to select two
symmetric 1T1R channels and compare the delay to obtain the
final response through an arbiter.

For the TH-PUF structure with m x n stages, the corre-
sponding challenge signal matrix C and its specific circuit can
be simplified as shown in Fig. 7. The ‘1’ represents that the
ITIR cell keeps the LRS mode, while a ‘0’ represents the
HRS mode. The middle R/W circuit is only enabled in the
configuration phase, as used to configure the resistance state
of each RRAM. The RRAM of the channel is configured to
a stable LRS or HRS to keep the upper and lower channels
identical. In the response generation phase, except for the left
and right R/W circuits, all other circuits must be floated by the
TGs. When the R/W circuit on the left applies a pulse signal,
it is propagated to the D flip-flop arbiter, that consists of four
NAND gates and is at a logic output by default, through
the 1T1R channel turned on by the NMOSs. As the upper
and lower channels are symmetric, the delay difference only
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TABLE 1 Parameters of the RRAM

Parameter Description Value Variation
Gapon Gap distance of LRS 0.12nm + 15%
Gapoy f Gap distance of HRS 1.5nm + 15%
Gapg Variation of gap distance ~ 0.Inm ~ 1.7nm

Ron™ LRS 1.073kQ

Rops* HRS 1.621MQ

D Width of RRAM 3nm

*The resistance of R,, and R,y vary according to the Gap.
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FIGURE 9. 1-bit filament growth-based PUF: (a) resistance distribution of
the RRAM after applying a pulse in over 5000 Monte Carlo simulations; (b)
uniformity and uniqueness results by increasing the number of CRPs.

TABLE 2 Performance of the Proposed TH-PUF At Different Number of
Stages
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FIGURE 8. 1-bit memristive memory-based PUF: (a) resistance distribution
of the RRAM after applying a pulse in over 5000 Monte Carlo simulations;
(b) uniformity and uniqueness results by increasing the number of CRPs.

arises from a manufacturing error of the RRAMs. Due to the
different LRS or HRS resistances of each RRAM, the delay is
also different. Finally, the arbiter generates a random response
by assessing the signal that arrives first.

IV. SIMULATIONS AND RESULTS OF WEAK PUFS

To evaluate and compare the proposed TH-PUF, the simu-
lated circuits are built based on the ASU compact RRAM
model at UMC 65 nm technology [22]. The parameters of
the model are then re-fitted to the experimental data of the
IMEC HfOx-based RRAM devices [25]. The primary internal
variable used in this model is the gap distance (g), which is
defined as the distance between the top electrode and the tip of
the conductive filament. Increasing of the gap distance leads
to an increase of the resistance of the RRAM. This paper uses
Hspice to simulate the three modes of the proposed TH-PUF.
The parameters of the RRAM used for simulation are listed in
Table 1.

A. 1-BIT MEMRISTIVE MEMORY-BASED PUF

The RRAM is configured to HRS first, then a set pulse is
applied. The results of 5000 Monte Carlo simulations for the
RRAM resistance are plotted in Fig. 8(a); nearly half RRAMs
are moved from HRS to LRS; the lowest HRS is significantly
higher than LRS, indicating that the response is stable. The
uniformity and uniqueness of this weak PUF are illustrated in
Fig. 8(b); they are close to the ideal value of 50%.
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. . . . Reliability Reliability
PUF Size  Uniformity  Uniqueness (temperature) (voltage)
16-stages 50.62% 50.42% 99.20% 99.66%
32-stages 50.54% 50.30% 98.60% 98.52%
48-stages 50.26% 50.16% 97.62% 97.96%
64-stages 50.12% 50.00% 97.60% 97.42%

B. 1-BIT FILAMENT GROWTH BASED PUF

When the two RRAMs are in series and LRS, a reset pulse is
applied to the filament growth-based PUF. 5000 Monte Carlo
simulations of the resistance transition of this PUF are exe-
cuted; the results are plotted in Fig. 9. The filament growth-
based PUF is stable and has good uniformity and uniqueness.

V. THE CHARACTERISTIC OF STRONG PUF
After configuring the strong PUF, a pulse is applied. The delay
and delay difference distribution of a 16-stage TH-PUF are
shown in Fig. 10. The upper delay, the lower delay and the
delay difference follow a gaussian distribution. The delay of
the 16-stage path is 0.38 ns, and the delay of the 32-stage
TH-PUF path is 1 ns. The input and output waveforms of
the 16-stage TH-PUF are given in Fig. 11 by taking process
variations for the RRAM and CMOS into account. The entire
timing takes 20 ns. A 3 V pulse voltage of 10 ns width is
provided as input at 5 ns and the complete pulse signal is
received at the output after a short delay. There are delay
differences between the outputs of the upper and lower paths.
As for the strengths of the TH-PUF, metrics such as perfor-
mance, hardware efficiency and security analysis are given as
follows.

A. PERFORMANCE

Fig. 12 shows the inter-chip and intra-chip HD of a 32-stage
TH-PUF with 64 kb array of RRAM. The mean of the inter-
chip HD (uniqueness) is 50.26% with o = 8. The mean of the
intra-chip HD is 1.4% with o = 6, so the reliability is 98.6%.
The results of uniformity, uniqueness and reliability under
variations of temperature and voltage for different number
of stages of the TH-PUF are given in Table 2. Uniformity
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(reliability).

and uniqueness are improved with an increase of number of
PUF stages, while the reliability decreases, due to multiple
variations. In general, performance of the TH-PUF is close to
the ideal value.

Table 3 provides a comparative analysis of the proposed
TH-PUF with other RRAM-based PUFs found in the technical
literatures. There are three operational modes for the TH-PUF
as a flexibility scheme. The uniformity and uniqueness of the
TH-PUF are greater than most designs. The reliability of the
proposed TH-PUF is 97%; this is a good value compared
with other PUF designs because the result is derived with no
post-processing or error correction codes. It can be applied to
a lightweight authentication protocol using reverse fuzzy ex-
tractors that correct the noise in the PUF responses so allowing
for implementations on devices [15].

B. HARDWARE EFFICIENCY

As adjacent 1TIR cells share the R/W circuit, then there is
1 MUX and 1 TG for each pair of 1TIR cells. The overhead
of the proposed PUF includes m 4 2 MUXs and 2 DeMuxs,
m + 2 TGs and 1 D flip-flop arbiter for two symmetrical n x
m RRAM arrays, so requiring less area than [14] and no need
for the inverter and current mirror (no detail is provided on the
overhead of other designs in Table 3).

VOLUME 2, 2021



- IEEE Open Journal of

igNano - Nanotechnology

TABLE 3 Comparison of 32-Stage TH-PUF With Other PUF Designs

Reference [13] [26] [14] [27] [28] TH-PUF
PUF type strong strong strong strong weak strong
Basic cell 1TIR ITIR RRAM RRAM 2T2R ITIR
Based state LRS&HRS LRS&HRS HRS LRS Set Time LRS
Modes two one two one two three
Uniformity ~ 50% 50-53 % 51.70% 51.00% NA 50.54%
Uniqueness ~ 50% 51.3 % 52.01% 50.00% 50.4% 50.30%
Reliability(T) unreliable 99.87 % NA 98.00% ~ 100% 98.60%
Anti-attack No NA No NA NA Yes

The hardware efficiency (HE) is evaluated by the number of
elements required to generate a 1-bit response. As currently it
is not reported in the technical literature the relevant details on
the decoder block or the R/W module in the Table 3, then only
the utilization rate of the RRAM is taken into consideration in
this paper. The largest number of CRPs that can be generated
by the same scale RRAM-based PUFs are as follows:

for an x m RRAM array in [13]:

m! 5

Ncrp = m X n (D

for an x m RRAM array in [26]:
Ncgp =2" x 2" 2

for an x m RRAM array in [14]:

n!

Ncrp = m xXm (3)

for an x m RRAM array in [27]:
Ncrp =16 xnxm 4)

for an x m RRAM array in [28]:
Nerp = = ;m )

The proposed TH-PUF can be fully configured with every
RRAM in the column, and any number of RRAMs can be
selected to generate the response bit. Therefore, the number
of CRPs of the proposed TH-PUF may increase exponentially
when increasing the number of stages. As for a n x m stage in
a TH-PUF, the number of CRPs is given by:

n! n! "
Nerp = <”+2! =21 T3 x (=3 +"'+1>

(6)

The comparison of the number of CRPs for the TH-PUF

and other RRAM-based PUFs found in the literature under

the same RRAM square array is shown in Fig. 13. The number

of CRPs for the proposed TH-PUF is significantly larger than

other PUFs under the same scale, showing a more than tenfold
increase for the 16-stage PUF.

C. SECURITY ANALYSIS

To evaluate the security of the proposed TH-PUF, two com-
mon machine learning attacks to PUFs are employed, i.e.
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FIGURE 13. Comparison of the number of CRPs of the proposed TH-PUF
and other RRAM-based PUFs under the same scale RRAM square array
(The number of CRPs of the TH-PUF is on the right axis; for other PUFs it is
on the left axis).

logistic regression (LR) [29] and the covariance matrix adap-
tation evolution strategy (CMA-ES) [30]. LR is a classifica-
tion model often used for dichotomy. LR assumes that the
data follows a specific distribution and then it uses maximum
likelihood as parameter estimate. The loss function of LR is
given as J(w). w is the parameter vector, and x; and y; are the
data samples.

1 n
Jw) = —= (Z(yﬂogp(x» + (1 = y)log(1 — p(x»)) @)
n

i=1

CMA-ES is used to solve the continuous optimization prob-
lem. It is a combination of an evolutionary algorithm and
probability statistics. It imitates the principle of biological
evolution, on the assumption that the results always follow
a gaussian distribution with a mean of zero when changes
occur in a gene. CMA-ES is the most effective ML attack to
non-linear PUF designs.

A prediction rate of 70% represents a successful attack to
the PUF. In the simulation, an open source implementation of
LR with RProp programmed in Python [31] and the reliable
CMA-ES [32] are used. A gaussian noise with ©u =0,0 =0.5
is applied to simulate the variation of the supply voltage and
the temperature. The delay equivalent circuit of the TH-PUF
is shown in Fig. 14. The RRAM is simplified as a resistor, and
the NMOS is modeled by a resistance and capacitance. The
delay of the upper path Dy, is expressed as :

Dupper = RK|1 X CK]lKl

+ (Rg1 + Rgy2) X Crp2Kp + - -
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(O N S

FIGURE 14. Delay model of the proposed TH-PUF (R;; denotes the total
resistance of the RRAM and the NMOS, and C;; denotes the capacitance of
the NMOS).

+ (Rx;1 + Rgy2 + - - + Ri,i) % Ck,iK;

+ (Riy1 + Riy2 + -+ - + Rg;i + Ri,n) X Ci,nKy
()

where K; is the challenge of the i-th column; Rg,; and Ckg;;
represent the resistance and the capacitor of the K;-th row and
i-th column, and D, can be found in a similar manner. So
the delay difference is calculated as:

AD = Dupper - Dlower
= Dk, 1K1 + Dgy2K> + - - - + Dg,iK; + Dg,n Ky,

—

=w’ -K )

where Dk, = (Rg;1 + -+ + Rg;i) X Ckii — (R + -+ +
R}(ii) XC;(ii; Rk, represents the resistance of the upper path,

while R/K,»i represents the resistance of the lower path, with:

Dk K

. Dg,> . K>

W= ) and K = (10)
DKnn Kn

The response is 1, if the delay difference is greater than 0;
otherwise, the response is 0.

Most previous RRAM-based PUF designs of Table 3 did
not evaluate performance under ML attacks. Hence, A com-
parison of the proposed TH-PUF design with other con-
ventional PUF designs are presented. The prediction results
of the proposed TH-PUF and the traditional arbiter PUF
(APUF) [33], CRO PUF [34], XCRO PUF [35] are given in
Fig. 15. Traditional PUF designs and 2 x 16 stage TH-PUF
are vulnerable to LR, and the prediction rate reaches to nearly
90% with a training sample of 1000. While, the 4 x 32 stage
TH-PUF is more resistant to LR; the prediction rate remains
at approximately 55% independently of the number of CRP
samples in training. CMA-ES is applicable to an attack to
non-liner PUF designs. Although the results are weaker than
LR for attacking a PUF when a small number of samples is
trained, the prediction rates increase by increasing the train-
ing CRPs. The prediction rate of the 4 x 32 stage TH-PUF
reaches 70% with 10 000 training CRPs compared with 1000
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FIGURE 15. Prediction rate of (a) LR; (b) CMA-ES to TH-PUF and other PUF
designs.
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TABLE 4 Prediction Rate of LR and CMA-ES for Different Bit Stages of
TH-PUF

Number of CRPs 16-bit 32-bit 48-bit 64-bit
LR 5000 63.24%  62.96%  60.60%  55.16%
Accuracy 10000 64.36% 63.06% 62.24%  58.60%
CMA-ES 5000 68.52%  65.32%  60.74%  59.64%
Accuracy 10000 74.52%  68.36%  65.55%  63.34%

CRPs for other PUFs. The proposed TH-PUF mitigates the
attack of LR and CMA-ES attacks compared with traditional
PUF designs, because the adversary needs more time and
resources to collect enough CRPs to achieve higher prediction
rates for the proposed PUF. To completely thwart machine
learning attacks, there are many other protocol-based ap-
proaches, such as deception protocol [36], that can be applied
to the proposed TH-PUF.

The prediction rates of different stages of the proposed
TH-PUF to LR and CMA-ES are reported in Table 4; an
increased complexity of the proposed TH-PUF is beneficial
to security, as the 64-bit TH-PUF shows robustness to the
attacks. Unfortunately, an improved LR or CMA-ES attack
may still be able to learn the TH-PUF with a lower number of
CRPs.

VI. CONCLUSION

In the paper, an enhanced reconfigurable PUF design with
transformed tristate based on the so-called 1T1R cell has
been proposed. The TH-PUF can be configured to three types
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of PUF, including two weak PUFs and a strong PUF. The
configuration strategies have been analyzed in detail to show
that they can significantly improve performance when com-
pared with conventional PUF designs. The Monte Carlo sim-
ulation results of the three modes of the proposed TH-PUF
have been provided. Simulation results show that all the three
modes of the TH-PUF have excellent performance, achiev-
ing good uniformity (50.12%), uniqueness (50.00%) and re-
liability (97.60%). The number of CRPs of the TH-PUF is
significantly larger than other RRAM-based PUF designs.
Moreover, the simulation results have demonstrated that the
proposed TH-PUF mitigates the common machine learning
attacks, including LR and CMA-ES attacks.
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