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ABSTRACT The expanding scale and growing connectivity of Internet of Things (IoT) devices coincide
with the emergence of next-generation communication technologies. These devices serve various purposes,
including communication, manufacturing, biomedical, and environmental monitoring. However, the
increasing number of connected devices raises concerns about data security and integrity. Previous research
has highlighted the severe consequences of security inadequacies, shown by incidents involving biomedical
devices [1], [2], [3] as an example. Nevertheless, due to resource constraints like power, hardware
complexity, and latency, digital cryptography is not universally suitable for these devices [4], [5], [6].
An alternative is embedding physical-layer security (PLS) measures. Diverse countermeasures within the
physical layer have been explored, including wireless network security [4], [5], [6], [7], [8], [9] and
resistance against side-channel attacks (SCAs) [10], [11], [12]. This study reviews threat modeling for PLS,
underlining its significance and emphasizing its similarities and distinctions from conventional security
threat models. We then investigate two commonly employed adversarial techniques: 1) eavesdropping and
2) SCAs. This exploration involves an investigation of distinct security approaches, alongside an evaluation
of their associated threat models and tradeoffs. While PLS techniques address the aforementioned resource
and latency constraints, they do not universally apply to all devices. Ultralow-power or ultralow-latency
devices might necessitate balancing security with performance. However, the absence of a standardized
framework in the realm of PLS poses challenges for designers in comparing and selecting the most fitting
approach. To conclude, this work provides suggestions for addressing current gaps and enhancing the
field of PLS.

INDEX TERMS Eavesdropping, intelligent sensing systems, Internet of Things (IoT), physical-layer
security (PLS), side-channel attacks (SCAs).

I. INTRODUCTION

S COMMUNICATION technology evolves into next-

generation networks, massive Internet of Thing (IoT)
networks involving millions to billions of devices is an
emerging use case [1], [4], [5], [13]. These devices in such
networks exchange information and take measurements for
various applications, including but not limited to home and
transportation automation, industrial, biomedical, mining, or
environmental monitoring [3], [14], [15]. Some IoT devices
such as sensing modules are often designed to be ultralow
power, that can rely on a small battery, or even energy

harvesting in some cases to sustain autonomous operation
for a longer duration while reducing costs [16], [17]. Each
device transmitting potentially confidential data through such
networks creates a security concern. These security concerns
are exacerbated by the latency and energy requirements and
other resource constraints of IoT networks.

Currently, devices in IoT networks are not co-designed
with their security solutions. Security is traditionally added
as an afterthought through well-established digital cryp-
tography methods. These encryption schemes leverage
a computationally hard-to-reverse function [18], [19].
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FIGURE 1. System-level security approach leveraging cross-layer optimization and
different resource utilization levels.

However, those functions typically require significant com-
putational power to perform their calculations over multiple
iterations, which adds to the memory requirement and
energy consumption. Moreover, not all encryption algorithms
are suitable for ultralow-latency and low-power wireless
communications [4] since executing multiple rounds of
computation increases the latency, starting to become the
bottleneck of the data transfer.

Physical-layer security (PLS) focuses on leveraging the
unique physical properties of devices or their communication
channels to secure the information exchange [6], [8], [20].
Security solutions can be implemented in different layers,
including network, architecture, and device level techniques
as shown in Fig. 1. For the scope of this work, architecture
and device-level techniques will be investigated. Recently,
there have been several PLS research works securing against
threat models such as the information leak in the radio-
frequency (RF) communication [4], [7], [9]. However, new
threat models are introduced with PLS, where attackers same
wise can leverage the physical properties to crack the devices
or communication, such as side-channel attacks (SCAs) [10],
[11], [12], [21], or spoofing. Here, we review the literature
around PLS, analyzing the tradeoffs with each solution,
and investigating them according to their threat models,
device compatibility, and security capabilities to understand
improvements awaiting for the PLS in the future.

This article is organized as follows. In Section II,
we provide an introduction to PLS threat models, their
importance, and their difference from conventional security
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models. Eavesdropping is investigated in Section III, going
over different security techniques and their comparison.
SCAs are investigated in Section IV in the same manner.
In Section V, we provide our insights on possible future
research directions for PLS for energy-constrained integrated
systems.

Il. PHYSICAL-LAYER SECURITY THREAT MODELS
Threat modeling is an essential part of any security work
where the attack model, attacker capabilities, and scenario
of the attack are defined. Even though some assumptions
can be made depending on the application of the proposed
security model, the threat model should be as realistic as
possible to make the work applicable in real-world cases.
However, there should naturally be some limitations for the
attacker, as an attacker with unlimited computational power
and unlimited time would be able to crack any security
model. In conventional security methods using cryptography,
this limitation is the time it would take for a modern
computer to break the code, and its power consumption to
do that. A scheme can be called practically secure if the
power consumption and the time requirement are infeasibly
high. In the case of elliptic-curve cryptography (ECC), the
amount of power required to break the cipher is equivalent
to the power needed to boil all the water on Earth, making
the scheme practically secure [22].

As PLS gives the capability to utilize the physical
properties of devices, materials, waves, etc., to the defender,
these capabilities should be given to the attacker as well.
This will create a new attacker model, that is aware of the
PLS model and has new tools such as laboratory equipment
to break the security. For instance, the attacker will usually
have access to the EM probe station (~$50000) in an
electromagnetic (EM) SCA model, or to an RF spectrum
analyzer (~$100000) for wireless communication attacks.
This new attacker model creates a challenge to previously
defined threat models in the case of cryptography. Additional
physical observations made by the attacker can drastically
reduce the power and time required for the attack, lowering
them within the feasible region and breaking the security
scheme [21], [23]. This introduces new metrics in a threat
model other than power and time, such as the financial
budget of the attacker, or the number of adversary devices as
will be detailed in Section III. These metrics are necessary
to determine whether a PLS solution is applicable to the
device we are seeking to secure.

With the introduction of new metrics, a PLS threat model
must be well defined with realistic assumptions. The threat
model should clearly define its attacker model, such as
eavesdropping or SCA, and its range of target devices to
be secured. Considering ultralow-power or ultralow-latency
devices, some PLS solutions would require high energy
consumption that could be the bottleneck in the system.
The threat model should clearly include the capabilities
of the attacker, the equipment they have, their knowledge
about the PLS scheme, and sometimes their financial budget.
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These metrics can define the feasible limits for the proposed
security scheme. The PLS solution will naturally have a
tradeoff between its security level and resource consumption
that can be tuned according to the adversarial environment
and performance requirements of the system. For example, in
the case of a sensor within a network that does not transmit
highly confidential data on its own, security using a very
complicated PLS technique that targets a high-budget, highly
capable threat model would be an over-engineered solution.
Instead, a low-cost solution can be utilized that would
require infeasible resources from the attacker concerning the
importance of the information obtained from it. This requires
the threat model to specify which group of secured devices
are targeted, considering performance metrics, such as their
power consumption and latency requirements.

In this work, threat models will be categorized under
two groups: 1) passive and 2) active attacks. Passive attacks
consider an adversary that does not alter the data, or cause
the victim device to dysfunction. The sole reason behind a
passive attack is to retrieve confidential information from the
system without being detected by anyone. An eavesdropper
may perform a passive attack by listening to the channel
without getting into any interaction with other nonadversary
nodes within the network. Whereas an active attacker would
interact with other victim nodes in the network to make
them leak information, dysfunction, or accept fault-injected
data from the adversary impersonating a valid node. Active
attacks can also include SCAs where the adversary can
give specific inputs to a system to measure its response,
and, in return, try to obtain some information, e.g., secret
key, or make it dysfunctional such as skipping security
protocols [21], [23].

This work will investigate different PLS techniques from
the literature, comparing their threat models and countermea-
sures to highlight their security versus performance tradeoffs.

lll. EAVESDROPPING

An eavesdropping attack can be defined as an adversary
sniffing over the communication channel to capture confi-
dential information. An adversary can decide to stay passive
or use the obtained information for an active attack, such
as jamming, injecting false data, or spoofing. In both cases,
the adversary should remain incognito, and the attack is
considered to be unsuccessful if that’s not the case. For that
reason, throughout this section, it is assumed that eavesdrop-
pers position themselves at side lobes of the beam pattern,
as they can be detected if they reside in the main lobe [4].
For the ease of threat model description, names Alice for the
message source, Bob for the intended receiver and Eve for the
adversary will be used throughout this article. Cryptography
is a well-developed and powerful way to obfuscate the
data systematically before transmission to secure it against
eavesdroppers. The message can be encrypted using a secret
key, that is only recoverable by the intended receiver, Bob,
who knows the corresponding key to decrypt. This key
can either be the same or a different one depending on
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whether the system is symmetric or asymmetric. However,
cryptographic engines often require multiple rounds of
calculation-intensive operations, making them power-hungry.
For resource-constrained systems using digital cryptographic
engines may become the power consumption bottleneck.
Conventional cryptography also makes it challenging to meet
the ultralow-latency requirements of 5G and 6G [4]. From
the security perspective, significant research efforts in digital
hardware and algorithms [24] have been cast. However, the
PLS of wireless systems under a tight power and latency
budget remains a critical need [13], [25], [26]. PLS must
be addressed at the forefront of the design process and
intrinsically leverage the physical properties of the device,
signal, or wireless channel to obfuscate the confidential data
against adversaries.

A wire-tap channel introduced by Wyner [27] can be
defined as a communication channel where the eavesdropper,
Eve, can listen but has a worse channel condition than the
main channel. This scheme provides secrecy by creating a
signal-to-noise ratio (SNR) difference between the intended
receiver, Bob, and the adversary, Eve. Following the wire-
tap channel model, phased-array antenna systems performing
beamforming to direct a higher amount of power to the
intended receiver and less to the side lobes have been
demonstrated to achieve secrecy against a side-lobe Eve by
degrading the SNR of the Eve. However, a highly sensitive
receiver can still recover the original message under low
SNR channel conditions. This requires Alice to perform
additional processes on the transmitter end to scramble the
signal even further, aggravating the channel condition for
Eve while keeping it the same for Bob.

A. SPATIAL DOMAIN SOLUTIONS

In a radio system utilizing a digital modulation such as
commonly used FSK, APSK, QAM, etc., the receiver would
map the received signals to a constellation map, each
point (symbol) representing a binary number based on the
modulation. The error rate in recovering those symbols can
be quantified with error vector magnitude (EVM), which
is a measure of how close the received symbol is to the
ideal symbol location. For error-free communication, parties
would try to minimize EVM at the receiver side. However,
similar to wire-tap channels, a PLS scheme can target to
achieve a higher EVM for Eve, reducing their symbol
recovery rate by scrambling their received constellation.
Emerging from the original idea of using phased-array
antennas for secrecy, spatial domain solutions can scramble
the constellation by utilizing the phase difference between
the signals received by Bob and Eve.

One of the earlier works in this area by Babakhani [20]
targets achieving secrecy by using a near-field antenna
modulation technique. This work modulates the signal after
the antenna, as opposed to the more conventional way of
doing it before, introducing different scrambling at each
receiver angle. Using an antenna array of two antennas,
N, = 2, one antenna is chosen to be the main radiator,
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FIGURE 2. Reflector antenna switching-based constellation scrambling and
received constellations by the (a) intended receiver and (b) eavesdropper [20].

and the other is set as the reflector, as shown in Fig. 2.
The reflected signal will interfere with the original signal
from the main radiator, forming different signal patterns
for each angle. If a switch is positioned on the reflector
antenna, the length of the antenna can be changed digitally.
By doing so, the phase and amplitude of the reflected signal
would change since the reflection is determined by the
boundary conditions of the reflector antenna. Higher order

modulations can be achieved by increasing the number of

reflector antennas and configurability of each antenna by
adding more switches. This, in return, will also increase the
number of possible ways the waves can interfere, scrambling

the phase and amplitude further for the eavesdropper. It
should be noted that this higher order modulation does not
require any additional power consumption from the power

amplifier (PA) or the phase shifter (PS) as the modulation

happens in space through wave interference. Even though

this scheme achieves constellation scrambling, transmitting
the information at the desired angle by Alice is calculation
intensive [7]. Furthermore, it does not involve any spatial
aliasing, thus Eve can find classification boundaries on the
constellation map to recover the original message [4].

To obtain a higher security level, spatial aliasing can be
introduced which causes the spectrum at the side lobes to

be aliased depending on Bob and Eve’s spatial position,
making it harder for the eavesdropper to recover the symbols.

As proposed by Venkatesh et al. [4], [9], spatiotemporal
modulation allows aliasing the symbols in space by routing
each symbol to one or more antennas within the array, having

a single element active at a given time as shown in Fig. 3.

Due to the phase shift between each antenna, the symbols
will align perfectly at the main lobe (Bob) but will alias each
other in time over side lobes. This aliasing is dependent on
the receiver angle and time, thus forming the spatiotemporal
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FIGURE 3. Symbol to antenna mapping and time modulation [4].

modulation. As the eavesdropper is forced to listen from a
side lobe, each symbol will take a path with variant distances,
arriving earlier or later than it should, and overlapping with
the consecutive symbol.

Symbols are mapped dynamically to the antenna array
such that each antenna will only transfer a portion of the
symbol. Waveforms from the antenna array will realign in
space for the main lobe, making it possible for Bob to recover
the original message. However, for the side lobes spectral
aliasing is observed, substantially degrading the recovery
rate for the adversary. This spectral aliasing is caused by
the time modulation happening with the dynamic symbol to
antenna mapping. Each antenna element transmits a portion
of the symbol that is modulated in time with frequency
fmod> which is lower than the signal bandwidth BW causing
aliasing in the frequency domain. This effect is canceled out
by the realignment of the waveforms in the main channel,
but sustained in the side lobes, forming a wire-tap channel
for Eve. Now, the Alice-to-Eve channel is not only worse
because of its lower SNR level and modulation scrambling
as in the previous case, but the spectral aliasing obfuscates
the message itself against any constellation classification.

To assess the security strength of the proposed scheme
Venkatesh et al. [4] also considered a distributed eavesdrop-
ping attack. Instead of listening through a single receiver,
Eve can deploy multiple receivers across space, not residing
in the main lobe. If synchronized, these devices can gather
enough spatial and orthogonal information from the channel
to perform a channel inversion attack. If Bob’s position is
known by Eve, and it is assumed to be known as Eve stays
out of the main lobe, Eve can use the channel inversion to
calculate what is received by Bob. For a system where Alice
has a phased array of N, many elements, and Eve has Mg
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FIGURE 4. Received constellation and frequency spectrum for (a) conventional
phased array antenna, (b) Spatiotemporal modulation sampled at fixed rate,
(c) Spatiotemporal modulation dynamically sampled with sync function [4].

many distributed eavesdroppers, Mg >= N, shall be satisfied
for Eve to obtain enough information to calculate Hy_p,
channel matrix for the Alice-to-Eve channel. Practically,
this requires at least N, many eavesdropper devices to be
in a precise wireless synchronization while placed away
from each other at a considerable distance. In practice,
precise synchronization for that many devices will be a
challenge for Eve, making the attack practically infeasible.
Although it seems impractical, the system is theoretically
still vulnerable to a distributed eavesdropping attack. A
channel inversion with such an attack is possible because
a fixed modulation frequency, e.g., fmoda = 0.25BW, will
only cause finite different ways of constellation scrambling.
If the modulation frequency is set to an irrational fraction
of the bandwidth, e.g., fmod = (1/7)BW, the number of
different scramblings will approach infinity, making the
channel inversion process much more challenging. Similarly,
a nonperiodically changing modulation frequency can be
used such as a chirp signal. It is important to note that
to retain the spectral aliasing, the maximum frequency of
the chirp signal should be kept under the Nyquist rate, i.e.,
max|fmod| < 2BW. As shown in Fig. 4, the system achieves
a constellation scrambling outside the main lobe, forming
a secure zone within the main lobe even though the signal
level in side lobes is still close to a conventional phased
array antenna. Outside of this secure zone bit error rate
(BER), which can be used as another quantification of PLS,
approaches 50%, essentially meaning that the best guess of
the original bit is a random guess.

Spatiotemporal modulation suffers challenges due to its at
least per-symbol rate steering requirement, putting latency
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stress on the hardware. Furthermore, it only utilizes a single
antenna at a time, significantly reducing the transmitted
power and array gain [7]. Addressing these issues, an
alternative spatial solution, constellation decomposition array
(CDA) is proposed by Mannem et al. [7]. Instead of
doing a symbol-to-antenna mapping, each antenna transmits
a decomposed fraction of the original constellation. This
arises from the fact that a higher order modulation can be
decomposed to and recovered from lower order ones, as
shown in Fig. 5. For instance, a 64QAM modulation can
be decomposed to QPSK4, QPSK2, and QPSKI, where n
in QPSK” shows the Euclidean distance between symbols.
If each decomposed constellation is transmitted through a
separate antenna or group of antennas, the original higher
order constellation can be formed in the direction of Bob,
while Eve will receive a scrambled constellation from a
different angle.

While this scrambles the constellation for Eve, it is only
dependent on the angle and an intelligent receiver can
recover the original symbol as in the case of spatiotemporal
modulation with a fixed modulation rate. To enable a large
number of possible scrambled constellation patterns over
time, techniques, such as antenna swapping or changing the
decomposition can be used. Antenna swapping will change
which decomposed modulation is mapped to which antenna
over time, increasing the possible number of outcomes,
as shown in Fig. 6. Additionally, how the higher order
modulation is decomposed to lower ones can be changed over
time to create an additional challenge for the eavesdropper.
As in the case for 64QAM in Fig. 5, it can be decomposed
to three QPSK modulations, or a QPSK4 and a 16QAM!. In
both techniques, the constellation will align in the direction
of Bob, ideally not affecting his correct recovery rate.
Although it utilizes constellation scrambling without spectral
aliasing and does not include distributed eavesdropper attack
in its threat model, CDA is a more hardware-friendly
solution with respect to spatiotemporal modulation. CDA
does not require per symbol rate steering, which reduces
the tight latency performance requirement on the hardware
and utilizes all antennas simultaneously, hence decreasing
the load on a single PA and utilizing the entire multiantenna
array gain.
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B. NOISE INJECTION SOLUTIONS

Another subset of PLS solutions against eavesdropping
attacks focuses on forming a wire-tap channel by introducing
additional noise to the side lobes, degrading their SNR level
more than what is naturally achievable with phased array
antennas [5], [6], [8]. Although they are not specifically
designed for scrambling the received constellation by Eve,
this additional artificial noise (AN) will distort the signal
significantly, which is much more than natural noise sources
can. This, in return, will scramble the constellation, therefore
reducing the SNR level and increasing the EVM on adversary
devices, while ideally keeping the channel artificial-noise-
free for Bob.

Injecting AN on side lobes without distorting the
main lobe, where Bob receives information from, requires
additional beamforming specifically for the AN. This beam-
forming should overlap with the side lobes as much as
possible, as otherwise there would be noise-free eavesdrop-
ping locations, and not distort the main beam. However,
this would require additional RF chains within the system
that are usually the most power-consuming blocks in a
millimeter wave communication circuit [6]. As proposed by
Zhang et al. [8], each RF chain drives a subset of antennas
from the phased array to transmit either noise or information.
A power allocation ratio can be assigned to the system that
will determine how much of the maximum power shall be
used for transferring the information, and for transmitting the
noise to side lobes. The secrecy capacity between the main
channel and the wire-tap channel is enhanced as the power
allocated to noise generation increases, degrading the symbol
recovery rate by the adversary. However, the SNR level of
Bob will also degrade as this would decrease the power
utilization by the RF chain transmitting the information.
Thus, for a given power capacity, a tradeoff between the
secrecy level and the main-channel user SNR exists.

In order to see how this solution works and what are
the possible attacks against it, let y(6;, ¢¢, t) be the signal
received by Eve, where 7 is the time, and 6; and ¢, are spatial

VOLUME 3, 2023

angles at time ¢. Then, for a system with one RF chain for
the information and K-1 chains for the noise

(O, ¢, 1) = VPh(,, 1) |:«/asts(f)
K—1 o
+> a;‘lw;x;(t)]Jrn(t) (1)
i=1

where P is total transmit power, h(6;, ¢;) is the channel
condition matrix, « is power allocation ratio, and w, and
w, are beamforming vectors for information and AN,
respectively, x; and x, signals for the information and AN,
and n(f) is the additive white Gaussian noise modeling the
channel noise. Thus, Eve receives the information signal
mixed with the AN sources, not being able to extract the
information x;(f) without knowing the contribution from
the noise sources. The challenge for Eve is now to estimate
the noise beamforming vector w', to calculate the second
half of the equation, leaving only the signal coming from
the information source.

To provide security against more challenging attacks, a
distributed eavesdropper attack can be once again defined
as the threat model. Additionally, we can assume that Eve
knows the location of Bob, and is capable of deriving wy
from that information. For ease of demonstration, we assume
that the system consists of two RF chains, one for the
information and the other for AN, simplifying (1) as

YO, b1, 1) = ~'Ph(r, $1) [«/awxxs(t)

+ 41— otwnx,,(t):|+n(t). 2)

If Eve positions herself within a null space of the information
signal wg, which we assumed that she already knows, the
contribution of the information chain in the received signal
will be zero, leaving the received signal equation as

Y(Or, 1. 1) = 'Ph(6;, ¢1) [Vl - Olwnxn(t)]-l-n(t). 3)

Eve can travel between N, many null spaces, taking
measurements to derive the noise beamforming vector wj,.
Since w, is time invariant, it is enough to use a single
eavesdropper for this task. Once w, is calculated, Eve can
now deploy a device to an information null position to
receive and extract the noise signal, x,(f), being able to
calculate the contribution purely from the noise source. Now,
using the synchronized multiple devices attack, Eve can
position a second device to a mixed signal point combining
information with AN, and extract xs(¢) as everything else
is now known, hence achieving a successful eavesdropping
attack.

If Alice utilizes multiple RF chains for noise, i.e., K > 2,
additional noise sources will make the attack more compli-
cated as Eve will now have to identify pure-noise locations
for each noise chain. This task is more challenging since
Eve only knows about w; and its null spaces, but now has to
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differentiate between noise sources as well and find points
where only one of them is effective. This will get harder
as K increases, making this system practically secure even
though it is theoretically susceptible to eavesdropping with
two eavesdroppers. An additional tradeoff emerges between
the security level and power consumption as the number of
RF chains in the system increases.

AN hopping (ANH), as proposed by Ju et al. [6], targets
to solve this vulnerability against multiple eavesdroppers by
introducing time dependency on the noise beam vector w,,.
Instead of having multiple RF chains for the noise signal
and increasing the power consumption in return, this system
involves strictly two RF chains, but randomizing w, over
time with per-packet rate as shown in Fig. 7, forming the
noise hopping. Starting with a single eavesdropper, the signal
received by Eve as a mixture of the noise and information
can be modeled as

(O, @1, 1) = \/I_Jh(G,, &r) |:\/6sts(t)
+v1- aWn(l)Xn(t)}+n(l) “4)

that is very similar to the previous case where K = 2 in
(2), but with a time-dependent noise beam vector w,(f).
Similarly, Eve requires multiple eavesdroppers to be working
under precise synchronization. Once again knowing wyg,
Eve can determine null spaces to measure the noise and
try to derive w,. However, as Eve starts to take multiple
measurements from different null spaces to derive w,,, it will
change over time and make Eve’s previous measurements
useless. Now, Eve should move very fast to derive w,, before
it hops to the next pattern. If w,, changes every 1 ms, Eve will
have to move at least five times faster than an airplane [6],
making it physically infeasible. Instead, Eve can decide to
deploy N, many synchronized eavesdroppers at different null
spaces to make those measurements in parallel all at once. In
that case, Eve is able to derive w,, at each hop and can recover
xs(#) if an additional eavesdropper is placed in a mixed
location as it was in the previous case. However this attack
requires N,+ 1 synchronized eavesdroppers instead of two as
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earlier, and it is practically very challenging to synchronize
separately placed N, + 1 many wireless devices with high
precision. When compared with [8], this work reduces the
number of RF chains to two, significantly reducing the power
consumption and improving the security level by requiring
N, + 1 synchronized eavesdroppers for a successful attack
instead of two.

C. EVOLVING INTO ACTIVE ATTACK: JAMMING

In case of a successful eavesdropping attack, the adversary
can choose between staying passive and listening to the
communication or taking an additional action to evolve the
attack into an active one. An active attack can include
changing the message, spoofing the message source, or
blocking the communication. Jamming can be used as a tool
to block communication by creating high-power interference
within the channel, lowering the SNR, and increasing
the error rate at the receiver. However, similar to the
eavesdropping threat model, most of the time the attacker has
to remain undetected. A wideband jamming attack covering
the entire channel with interference is effective, but prone
to be detected by other parties. Instead, the adversary could
prefer performing a selective jamming, that only targets a
smaller subchannel within the full bandwidth of the used
protocol.

Bluetooth low energy (BLE) is a short-distance com-
munication protocol used frequently for IoT devices due
to its low-power design. Similar to WiFi and Bluetooth,
BLE communicates over 2400 MHz, spanning an 83.5-MHz
bandwidth up to 2483.5 MHz. It is divided into 40 channels
and 37 of them are used for data exchange. Performing
adaptive frequency hopping, BLE reduces the probability of
collisions where a different set of devices, not necessarily
using BLE, try to communicate over the same bandwidth.
This frequency-hopping mechanism can also be used as a
technique to mitigate the jamming attacks. Not desiring to be
exposed, an advanced adversary can apply selective jamming
that first detects the channel of the communication, and
then jams the signal only within that bandwidth. With each
hop, the adversary should repeat scanning the bandwidth,
detecting the signal, and jamming that specific channel.
Additionally, once the channel is discovered, the adversary
can interfere with individual bits, leveraging the knowledge
of the modulation scheme. As the time between each hop
reduces, it makes it challenging for the attacker to perform
this chain of attacks within a very limited amount of time.

A conventional transmitter design for BLE uses packet-
level, 612-us frequency hopping, whereas the attacker only
needs around 1 us to detect the channel and then can jam the
rest [13]. The security can be achieved if the hopping period
is reduced to 1 ws, which is equivalent to bit-level hopping,
at which the attacker will have just enough time to detect
the channel. By the time the channel is detected and the
attacker starts to jam, the next bit will be sent from another
jam-safe channel. On the other hand, the authorized receiver
will generate the same pseudorandom number sequence of
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FIGURE 9. Time interleaving of two transmitter paths to avoid dead zones [13].

channel transitions to know the next channel and expect
the new bit from that. However, significantly reducing the
hopping period is not trivial as it puts stress on the hardware
design. As proposed in [13], rather than implementing phase-
locked-loops (PLLs) using crystal oscillators, bulk acoustic
wave (BAW) resonators can be used for a fast-hopping
scheme, leveraging their frequency agility property. However,
BAW resonators are limited by their tuning bandwidth
range, usually requiring integrating multiple of them to
cover a larger bandwidth. Instead, covering a wider range
with a single resonator is achieved by mixing the BAW
resonator frequency with a programmable integer divider
output. Additionally, dead zones caused by the settling time
of the hardware chain are avoided by utilizing two hardware
channels and time interleaving the output. Corresponding
hardware design is shown in Fig. 8, and the effect of time
interleaving is demonstrated in Fig. 9. While the active
transmitter path holds its steady state, the other path settles
to the next state before the switching occurs and, thus,
eliminates any dead zone due to settling time. This allows
the system to operate at the target 1 s hopping period while
halving the stress on each chain and successfully prevents
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the communication from being selectively jammed, or altered
by the adversary.

IV. SIDE-CHANNEL ATTACKS

The second group of attacks to be investigated in this article,
SCAs, deals with an adversary gathering additional side
information about the system to break or bypass for gathering
confidential data or reverse-engineering its functionality.
Side-channel information can be of various types dependent
on the application, such as time, EM waves, or data
characteristics. Some of the commonly used threat models
are shown in Fig. 10. SCA applies to many different concepts
and, thus, has different solutions belonging to different layers
of security, including algorithm [28], coding [29], hardware
architecture [30], and PLS [13], [31].

SCA can be explained with a simple example of a Caesar
cipher, where each character in the alphabet is mapped
to another character by a linear rotation of a fixed secret
number K. The system becomes vulnerable if side-channel
information is known such as the language being used. An
easy way to break the cipher other than brute-forcing all
possible K values is to count the most frequent character in
a sufficiently long text and map it to the most frequently
used letter in that specific language. Once a mapping is
known, the secret value K can be calculated to break the
system, which concludes the attack. Although it is a simple
case of breaking one of the earliest ciphers, even modern
encryption schemes can be vulnerable to such attacks. As
most of the security schemes depend on the infeasibility
of time and resources required to break the system, this
additional information can be used to lower the effort needed
to a feasible range. It is previously shown that the secret
key K can be retrieved from a cryptographic core using EM
or power analysis SCA if precautions against such an attack
are not taken [21], [23]. The system can be secured against
such an eavesdropper by using algorithm-level techniques
such as equalizing the number of 0’s and 1’s at the output to
have an equal probability for each bit or architecture-level
techniques such as implementing the algorithm in a way
that it is not traceable through the power lines [21], [32].
However, the SCA requires the whole chain to be secure, as
the eavesdropper can shift their focus on the weakest link to
break the chain. This section will focus on analog-to-digital
converters (ADCs), how they can leak information as a result
of EM or power SCA, and how to secure them against these
SCAs using architecture- and device-level techniques.

ADC is an essential component in any communication
or sensing system that requires digital evaluation or post-
processing. In a system where the analog and/or digital signal
conveys confidential information, this domain transition can
be the weakest point in terms of security [10], [11], [12].
Successive approximation register (SAR) ADC is one of the
frequently used ADC types that performs a binary search
over the range to find the closest possible point to the
input analog signal. Utilizing a chain of parallel capacitors
with switches as a digital-to-analog converter (DAC), SAR
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ADC can search the best possible binary sequence (switch
positions) that generates the closest possible voltage to the
input through the DAC. However, the systematical way of
sequencing the guesses can leak information through the
power channel, each guesses requiring a slightly different
power consumption and EM radiation within the DAC.
An adversary having necessary laboratory equipment can
capture this side-channel information and feed it into a
statistical model such as neural networks to identify the
results of the ADC without tampering with the chip. To
make the information less traceable, an additional factor of
randomization can be embedded into the system as a PLS
solution.

Randomized switching SAR ADC, as proposed by
Ashok et al. [11], replaces the most significant bit (MSB)
single capacitors with parallel smaller capacitances that form
the same net capacitance, as shown in Fig. 11. Each smaller
capacitance has its switch and is controlled through a random
number generator (RNG). Due to the random switching, the
time required for each bit to flip to its correct value will be
variable, making it challenging for the adversary to determine
when each bit is decided during the conversion. Once a
random switch sets the capacitor to its correct value, it will
be retained as in the conventional SAR ADC, equalizing
the total charge transfer while resulting in different current
profiles. Furthermore, in a differential SAR model with two
DAC modules with their own RNGs, randomization over
space can be achieved. This model achieves a reconstruction
error 32 times higher than the unprotected SAR ADC against
EM SCA, and 82 times higher against power SCA, as shown
in Fig. 12, with a 15.5% increase in power as the overhead
of the security scheme.

Random-mapping SAR ADC (RaM-SAR), as proposed
by Chen et al., tackles the same problem by targeting

270

EM SCA : Bitwise Accuracy
100 Reconstruction Error | Bit  Unprotected = Protected
| 7 99.7% 83.0%
80 ! 9 9
4 | 6 99.1% 64.6%
v €0 145 LSBs 5 97.6% 58.1%
= ~e—Protected
o 40 , 4 93.4% 56.0%
» 20 —e—Unprotected x32/ | 5 e T
= 11.4LSB - :
. S
*® o—o b oo 2 76.4% 53.9%
1E+2 1E+3 1E+4 1E+5 1 50.9% 53.1%
Training Samples 0 52.1% 53.5%
@ 100K training samples
Power SCA | Bitwise Accuracy
100 Reconstruction Error } Bit Unprotected ~ Protected
| 7 99.5% 74.8%
~ 80
2 | 6 97.7% 61.7%
v 60 —e—Protected ~ 58 LSBs 5 95.5% 55.5%
w 40 ~e-Unprotected xg2 [ | 4 913% 52.8%
2 2 : 3 B21% 52.1%
e, —¢0-7LSBs 2 65.7% 52.3%
1E+2 1E+3 1E+4 1E+5 1 52.5% 50.9%
Training Samples 0 49.6% 51.7%

FIGURE 12. Resilience of randomized switching SAR ADC against EM and power
SCA [11].

better energy efficiency compared to prior work [12]. Based
on a least-significant-bit (LSB)-first SAR ADC [33], this
work randomizes the search pattern by changing the first
guess at each conversion process. The LSB-first SAR has
a different but deterministic switching sequence based on
the initial guess, which is equivalent to the result of the
previous conversion cycle. By randomizing the first guess
at each conversion, RaM-SAR randomizes the conversion
sequence, weakening the correlation between side-channel
information and the digital output. Additionally, two half-
sized comparators are used to provide two thresholds,
reducing the number of cycles in the worst case from 25
(LSB-first SAR) to 15.

The conversion consists of four phases: 1) the random
start phase (P1); 2) the overshooting phase (P2); 3) the
ternary search phase (P3); and 4) the binary search phase
(P4). In the first phase, a random guess is made for the
voltage. If the guess is higher than both thresholds, the
search direction (DIR) is set as O to lower both thresholds.
Otherwise, DIR is set as 1 to increase them. In phase 2,
bits are flipped according to the direction until an overshoot
happens, i.e., one of the comparator outputs flips, finalizing
the conversion process for MSBs. A ternary search begins in
phase 3 which takes two clock cycles. In phase 4, conversion
continues with a binary search toward LSB, combining
the two DACs and finalizing the result. The conversion
process is shown in Fig. 13. The next conversion cycle
will start from an independent random point, randomizing
the searching pattern and, thus, making EM/power tracing
challenging. A comparison of RaM-SAR and RS-SAR in
terms of their security and performance metrics is provided
in Fig. 14. RaM-SAR provides a higher RMS error for
the attacker which indicates a higher level of security
against SCA. This additional security is achieved while
maintaining a lower figure-of-merit (FoM) than RS-SAR,
that is a lower energy consumption per conversion as
targeted.
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Work RaM-SAR RS-SAR
Protected Blocks All All
Threat Model EM + Power | EM + Power
Attack Method CNN CNN
Vpp-PSCA RMSE* 0.40 0.23
EM SCA RMSE 0.45 0.18
Sample Rate [MS/s] 25 2
Area [mm?] 0.072 0.073
ENOB** [b] 10.9 7.7
FoM*** 11.3 120.7

* Power SCA Root-mean-square error
**  Effective number of bits
***  Figure-of-merit (fJ/conv.-step.)

FIGURE 14. Security and performance comparison of RaM-SAR and RS-SAR.

Besides the works reviewed, there are various other SCA
methods with different aims, such as a fault injection,
or a security bypass. The devices processing confidential
information need to be secured against an SCA, as the
conventional way of encrypting the information before
transmitting is now not sufficient by itself. It is crucial to
define a realistic but strong threat model against an SCA. The
financial budget of the attacker can be considered as a factor
since most SCA techniques require high-end technologies
that can be costly. The confidentiality of the information
and its importance will determine how strong the threat
model should be, i.e., how high their budget will be. An
increased budget means higher quality equipment, meaning
higher precision attacks. For instance, a fault injection attack
where the adversary targets a memory to flip the stored bits
can be modeled by having the capability to do a bit-flip
(high precision), byte-flip, or a word-flip (low precision),
to a specific location (high precision) or a random location
(low precision) [34]. As securing against a stronger threat
model usually comes with a tradeoff in power and area, it
may not be possible to secure every device against it. The
threat model should answer “How much effort and budget
would an adversary spend to obtain the information that
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is hidden, and how to secure the system against such an
adversary?”

V. WHAT IS NEXT FOR PHYSICAL-LAYER SECURITY?
The need for PLS is increasing as the number of low-
resource devices in our networks, such as sensors, is expected
to vastly increase. The conventional way of securing those
devices may become the bottleneck of the system, forcing
the designers to make the mistake of totally neglecting
security. Furthermore, it is reviewed that with a threat model
capable of physical-layer attacks, such as SCA, even high-
power systems utilizing strong, well-proven cryptographic
cores can fail [21]. Consequences of neglecting security were
shown previously in various areas such as the biomedical
devices [1], [2], [3], [35] where an attack can cause leakage
of patients’ information or may involve an action that could
be fatal.

There is a need to develop a holistic security approach to
mitigate attacks against resource-constrained devices. This
includes exploiting a system-level approach with cross-layer
optimization extending from the networking layer through
encryption and authentication down to the physical layer.
Recent works address some physical-layer threat models and
have demonstrated countermeasures in integrated hardware
for energy-constrained wireless systems [4], [5], [6], [8],
[9], [20], [36], [37], [38], [39], [40]. However, it is difficult
to compare those works and determine which one to use
based on an application since there is no single security
metric to be used. Most of the PLS security metrics
are dependent on experimental results and use different
measures, such as EVM, SNR, symbol recovery rate, or
number of eavesdroppers to break. Those measures also
differ based on the system itself, test setup, and the threat
model hardening the evaluation process. Instead, as is the
case with cryptography, developing a systematical way of
evaluating those works based on a mathematical framework
should be addressed.

Once such a framework and evaluation metrics are defined,
a library of PLS techniques, mapped with their target
threat model, security level, and tradeoffs can be formed.
Leveraging that secure design protocol, instead of embedding
the security as an afterthought, the device can be co-designed
with its security technique, sharing hardware and resources
as needed. By determining the power and area budget of the
device, and the threat model they want to secure against,
designers will be able to choose the best option among many
solutions.

VI. CONCLUSION

PLS is an alternative solution for securing resource-
constrained devices where conventional cryptography
methods are not feasible. It also provides additional security
to the hardware implementation of well-known cryptographic
methods, making them more robust against adversaries.
This work reviewed two of many attack types, namely,
eavesdropping and SCAs, investigating different solutions
and comparing their security and performance metrics.
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