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ABSTRACT Satellite communication networks have gained a lot of attention recently as a solution to
mitigate the limitations of terrestrial networks such as stability and coverage. However, integrating satellite
and terrestrial networks makes the system more vulnerable to spoofing attacks. Thus, robust and effective
authentication is required. Physical layer authentication (PLA) has emerged as an alternative paradigm that
uses physical characteristics to achieve authentication. In this paper, PLA is proposed for low earth orbit
(LEO) satellites using the Doppler frequency shift (DS) and received power (RP) characteristics. Hypothesis
testing using a threshold or machine learning (ML) is considered to discriminate between legitimate and
illegitimate satellites. For ML, a one-class classification support vector machine (OCC-SVM) is employed
which uses training data from only legitimate users. The performance is evaluated using real satellite data
from the system tool kit (STK). Results are presented which show that the authentication rate (AR) with
DS is higher than with RP at low elevation angles for both schemes, but is higher with RP at high elevation
angles. Further, the ML authentication scheme provides a higher AR than the threshold scheme for a small
percentage of the training data considered as outliers, but at larger percentages the OR threshold scheme is
better.

INDEX TERMS Doppler frequency shift, physical layer authentication, received power, vertical heteroge-

neous network, space network, machine learning.

I. INTRODUCTION

The importance of terrestrial networks has increased tremen-
dously in recent years due to advances such as the Internet of
Things (IoT) and sixth-generation (6G) technologies. How-
ever, these networks have drawbacks such as limited coverage
in remote and rural areas due to high deployment costs and
network reliability degradation due to environmental factors
and natural disasters [1]. 6G wireless network architectures
are being developed to improve coverage and reliability [2].
This will include the integration of terrestrial networks, e.g.
cellular networks, and non-terrestrial aerial networks, e.g.
unmanned aerial vehicle (UAV), aircraft, marine, and space
networks [3]. This integration creates what is called a vertical
heterogeneous network (VHetNet), also known as a space-air-
ground-sea integrated network (SAGSIN) [4], [5], [6]. VHet-
Nets are widely envisioned as a promising 6G technology and
thus VHetNet authentication has attracted significant research
attention [7].

Satellite communications is important for many commer-
cial, emergency, and military applications [8]. The number of
low earth orbit (LEO) satellites which can deliver VHetNet
services has increased significantly [1], and the thousands
of LEO satellites now provide global connectivity [9]. For
example, OneWeb has launched 394 of a planned 648 satel-
lites to provide low latency, high-speed global coverage by
the end of 2022 [10]. SpaceX [11] and Amazon [12] have
both expressed interest in satellite-based communication sys-
tems [13]. However, the open nature of VHetNets makes
satellite communication systems vulnerable to active attacks
such as spoofing attacks. Spoofing attacks are regarded as
a serious threat because they allow illegitimate satellites to
send false or malicious data to users [8], [14]. Most satellite
systems currently send unauthenticated messages or messages
that have been authenticated at the application layer using
symmetric or public key solutions. Using authentication for
access control is an efficient way to ensure data security [15],
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[16]. Thus, simple and effective solutions are required for
these systems to improve network security [13]. This can be
achieved by using physical layer authentication (PLA) in con-
junction with upper layer authentication (ULA) schemes [9].

In [13], the security challenges for satellite communica-
tion systems were considered. Several anti-spoofing schemes
have been developed, e.g. global navigation satellite system
(GNSS) spoofing detection [17], [18], received signal corre-
lation using multiple antennas at the receiver [19], examining
physical information such as received power, carrier-to-noise
ratio (CNR), and angle of arrival [20], [21], and leverag-
ing ad-hoc network infrastructure [22], [23] and dedicated
hardware [24], [25]. It was shown in [14] that satellite com-
munications is vulnerable to spoofing attacks. Thus, a PLA
scheme was proposed to validate satellites using the Doppler
frequency shift (DS). It is used prior to initial access to the
land mobile satellite (LMS) system so an attacker cannot
imitate the real-time DS of a user. The DS can be estimated
either through signal observations or user calculations from
satellite broadcast ephemeris.

In terrestrial networks, physical layer attributes such as the
channel state information (CSI) can be used for PLA [26],
[271, [28], [29], [30], [31], [32], [33], [34], [35], [36]. How-
ever, CSI-based schemes may not be suitable for satellite
authentication because of the line-of-sight (LOS) channel
which does not provide sufficiently unique features. In [37],
a PLA framework was proposed for controller area networks
(CANSs) to mitigate spoofing attacks. This scheme utilizes the
arrival intervals and magnitudes of the received signals as
features. Moreover, reinforcement learning (RL) is employed
for authentication using the Dyna architecture.

In [38], Iridium LEO satellite signatures were obtained
using in-phase and quadrature (IQ) signal values. The signals
from these satellites exhibit unique attenuation and fading
characteristics due to the high mobility of up to 25000 km/h.
The proposed scheme employs a convolutional neural network
(CNN) for authentication, and pattern recognition techniques
are used to generate synthetic images from the IQ values.
In [39], [40], the DS of spacecraft links was used to gen-
erate symmetric keys. An orbit-based authentication scheme
for satellite communications was proposed in [41]. Satellites
orbiting the Earth on a fixed trajectory provide a priori in-
formation for security purposes and time difference of arrival
(TDOA) measurements from multiple receivers are used for
authentication. A PLA scheme using DS was proposed in [9]
for LEO satellites. Since velocity and location information for
all satellites is available, reference DS values for any satellite
can easily be calculated. Thus, each satellite in a constellation
can compare the measured DS value with the reference value
for the satellite in the constellation to decide whether it is
legitimate. Then, a majority vote is taken at a fusion center
to make the final authentication decision.

A robust satellite authentication scheme is required due to
the use of LEO satellites in VHetNets. Consequently, this
paper presents PLA for these satellites using the DS and re-
ceived power (RP) characteristics. Hypothesis testing using a
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threshold or machine learning (ML) is considered to discrim-
inate between legitimate and illegitimate satellites. For ML, a
one-class classification support vector machine (OCC-SVM)
is used which is a technique for outlier and anomaly detection
that uses only legitimate training data. The performance is
evaluated using real satellite data from the system tool kit
(STK) and DS and RP estimation errors are considered. The
DS and RP are updated throughout the communication session
to provide robust authentication. Results are presented which
show that a high authentication rate (AR) can be obtained
using these features. Further, at low elevation angles 0, the
AR with DS is higher than with RP, while the converse is true
at high 6. The contributions of this paper are as follows.

® An adaptive PLA scheme using DS and RP characteris-

tics to authenticate LEO satellites is proposed.

® Hypothesis testing using a threshold or OCC-SVM is

used to discriminate between legitimate and illegitimate
satellites.

® The AR is evaluated using DS and RP characteristics

separately and together over the communication session.

e Results are presented using two-line element (TLE)

data for real satellites to verify the effectiveness of the
proposed schemes. TLE data is orbital data for Earth-
orbiting objects and is available at: https://celestrak.
com/.

The rest of the paper is organized as follows. Section II
presents the system model and Section III introduces OCC-
SVM. The proposed authentication schemes are given in
Section IV. Section V provides simulation results to evaluate
the performance and some concluding remarks are given in
Section VI.

1. SYSTEM MODEL
The system model for the LEO satellite PLA scheme is illus-
trated in Fig. 1. The fixed or mobile satellite services station
(FMS) must authenticate the legitimate satellite (Alice) over
the communication session while preventing spoofing attacks
from an illegitimate satellite (Eve). Eve tries to imitate Alice
in order to send incorrect or malicious data to users. The
FMS first authenticates Alice using ULA and then PLA is
performed over the session. A LEO satellite communication
session is the time over which the satellite is continuously
serving a given ground user [42]. A session is assumed to have
2n — 1 phases (time instances). Fig. 1 shows the first n phases.
ULA is performed in the initial phase and DS and RP values
are obtained. In subsequent phases, PLA is performed at the
FMS which must decide between the two hypotheses

Ho :  Alice is transmitting, 1
H;:  Eveis transmitting. M
Thus, Ho denotes that the signal is from Alice while H;
means it is from Eve. If the test is passed, then the current
DS and RP values are kept and used to test new DS and RP
values in the next phase.
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FIGURE 1. The system model.

A. DOPPLER FREQUENCY SHIFT
The received signal at the FMS will have a DS given by [43]

v X fo

fa=

x cos(¢), 2)

where v is the velocity of the satellite, ¢ is the speed of
light, f. is the center frequency, and ¢ is the angle between
the satellite to FMS link and the direction of motion of the
satellite. Consequently, for the same v and f. at a given time, ¢
will differ between satellites so the DS is unique to a satellite.

B. RECEIVED POWER
The power received at the FMS in watts is given by [44]
Pt 8t 8r

— ~Loror 3
where p; is the transmit power, g; is the gain of the transmit
antenna, g, is the gain of the receive antenna, / is the distance
between the satellite and FMS, and A is the wavelength. The
term (47t1/1)? is known as the free space path loss (FSPL).

IIl. ONE-CLASS CLASSIFICATION SUPPORT VECTOR
MACHINE (0CC-SVM)

One-class classification (OCC) is a ML technique that can be
used to solve authentication problems. The proposed authen-
tication framework employs the OCC-SVM [45] algorithm to
distinguish between Eve and Alice using training data from
Alice. The goal with OCC-SVM is to find the optimal au-
thentication boundary that surrounds most of the training data
from Alice [46]. The method in [45] is used to solve the
OCC problem using SVM. OCC-SVM computes a decision
function f which encloses most of the training data [27]. A
test sample b is accepted if f(b) > 0 which indicates it is
within the authentication boundary.
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First, the following optimization problem is solved [45],
[47]
1 1<
; — 2, - A
min 2IIWII + e ;sz P,
subjectto  (w-®(g))>p—s;, 5 >0 4

where w is the weight vector, p is the distance from the origin
to the boundary, ¢ is the number of training samples, ® is
the feature mapping, g; is the ith feature vector, s; is the
corresponding slack variable, and 7 is the percentage of data
considered as outliers. Using Lagrange multipliers p;, g; > 0
to solve (4) gives [45]

14

1 1
Low.s. 0.0 p) = 51wl + -2 3 s = p
i=1

4 l
=Y pil(w-D(2))—p + s)— Y _ qisi-
i=1 i=1
(5)

Setting the derivatives with respect to w, s and p equal to zero
gives [45]

pi=——¢qi < —, (6)

Yopi=1, (7)

i=1
4

w= ) pidg). (8)
i=1

The decision function used to test a new vector b is [27], [47]

f(b) =sgn((w- P(b)) —p), €))

and substituting w from (8) gives

f(b) = sgn <Z(p,-<l>(g,~) - ®(b)) - p) . (0)
The kernel expansion is defined as [45]
k(gi,b) = &(g;) - (b), (11)
so the decision function is
f(b) = sgn (Z pik (gi,b) — p) : (12)

The test is passed if f(b) > 0 and fails otherwise. The linear
kernel is considered in the proposed scheme and is given by

k(gi,b) =gi-b. (13)
IV. AUTHENTICATION BASED ON PHYSICAL
CHARACTERISTICS

Fig. 2 shows the authentication flowchart. In the initial phase,
ULA is performed and DS and RP values are obtained at
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Algorithm 1: Threshold authentication scheme.
Authenticate using ULA.
Collect DS and RP values from Alice.
Compute 7; , ; and 7, , ; using (20) and (21),
respectively.
Test Ty y,i+1 and Ty, iy 1-
while Alice do
Update the DS and RP values from Alice.
Compute 7; , ; and 7, , ; using (20) and (21),
respectively.
Test Td,u,i—H and Tr,u,i+l-
end while

Algorithm 2: Machine learning authentication scheme.
Authenticate using ULA.
Collect DS and RP values from Alice.
Form the training matrix M.
Train using OCC-SVM.
Test using OCC-SVM.
while Alice do
Update the training matrix M.
Train using OCC-SVM.
Test using OCC-SVM.
end while

the FMS. Then, the threshold is computed for the threshold
authentication scheme or the OCC-SVM is trained for the ML
authentication scheme. In subsequent phases, a threshold or
OCC-SVM test is performed using new DS and RP values. If
the test is passed, these values are kept and used to test the DS
and RP values in the next phase, otherwise the connection is
terminated. Note that it is intractable for Eve to reproduce the
exact DS and RP values at the ground station corresponding
to Alice.

A. ESTIMATED DOPPLER FREQUENCY SHIFT

Let fd,a,,-, fd,a,,ur] ,and fd,e,lurl be the estimated DS at the FMS
for Alice in the current phase, and Alice and Eve in the next
phase, respectively. Then

faai = faai+ €a (14)
faaivt = faaivt + €dys (15)
Fieitt = Qist faaivt + €ds (16)

where f;,; and fy,i+1 are the exact DS for Alice in the
current and next phase, respectively, ojy1, 0 < @11 < 1, is
the ratio between the DS of Alice and Eve, and ¢4, &4,, and
g4, are the DS estimation errors at the FMS due to factors
such as approximation and receiver noise. The DS estimation
errors can be modeled as Gaussian random variables with
ea; ~ N0, 07 ), e4y ~ N0, 07), and g4, ~ N(0, 5. [14].
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FIGURE 2. The authentication flowchart.

B. ESTIMATED RECEIVED POWER

Let prai, Pra.i+1> Preit+1 be the estimated RP at the FMS
for Alice in the current phase, and Alice and Eve in the next
phase, respectively. Then

ﬁr,a,i = Pra,it Erps 17
ﬁr,a,i—i—l = Pra,i+1 + Erys (18)
Prieit1 = Bir1Prai+1 + Erys (19)

where py,; and p,,;+1 are the exact RP for Alice in the
current and next phase, respectively, Bir1, 0 < Bit1 < 1, is
the ratio between the RP of Alice and Eve, and ¢,, ¢,,, and &,
are the RP estimation errors. The RP estimation errors can be
modeled as Gaussian random variables with &, ~ N(0, 0,21 ),
&r, ~N(0,02), and &,, ~ N(0, 67}) [48].

In a real system, Alice will have a deviation from the refer-
ence trajectory [49] which will affect the signal received at the
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ground station [50]. It is impossible for Eve to determine this
deviation and this will cause errors if Eve tries to manipulate
her RP and DS values to imitate Alice. Further, the errors in
the estimated DS and RP values at both Eve and Alice will
make this task even more difficult.

C. THRESHOLD AUTHENTICATION SCHEME

In the threshold authentication scheme, the magnitudes of the
differences between two consecutive DS and RP values are
employed [27]. For Alice, these magnitudes are

(20)

21

Ti.ai = |fa.ai+1 — fd.a.il,
Tr,a,i = |ﬁr,a,i+1 - ﬁr,a,i|v

respectively, and can be expected to be within small thresholds
€4 and €,. Therefore, the DS hypothesis test can be expressed
as

{Ho NTywivt — Taail < €a, o)

Hi Ty uiv1 — Taail > €a,

where Ty ,, j+1 is the DS magnitude from an unknown satellite
which could be Alice or Eve. Similarly, the RP hypothesis test
can be expressed as

{HO . |Tr,u,i+1 - Tr,a,i| < €, (23)

Hi A Tuiv1 — Trayil > €r,
where T}, ;+1 is the RP magnitude from an unknown satellite

which could be Alice or Eve. The AND hypothesis test for the
DS and RP magnitudes is given by

Ho : 1 Tyguiv1 — Ti,ail < €a AND
|Tr,u,i+1 - Tr,a,il < €&,
Hi Ty uiv1 — Ty a il > €4 AND

[Triv1 — Trail > €,

(24)

and the OR hypothesis test for these magnitudes is given by

Ho N Taui+1 — Ta.a,il < €4 OR
|Tr,u,i+1 - Tr,a,i| < €,

Hi N Tgui+1 — Tia.ail > €2 OR

— Trail > €.

(25)

|Tr,u,i+]

The AND and OR authentication schemes provide lower and
upper bounds, respectively, on the performance so the perfor-
mance of other schemes such as soft-decision fusion will lie
between them. The threshold authentication scheme is sum-
marized in Algorithm 1.

The false alarm rate (FAR), missed detection rate (MDR),
and authentication rate (AR) are used to evaluate the au-
thentication schemes. The FAR for the DS and RP threshold
authentication schemes is defined as

FAR;; = P(ITy uiv1 — Tu.ail > €alHo),
FARr,t = P(|Tr,u,i+l - Tr,u,i' > €V|H0)5

(26)
@7

52

respectively. The MDR for the DS and RP threshold authenti-
cation schemes is defined as

MDR;; = P(|Ty uiv1 — Ty ,ail < €alHr), (28)

MDR,; = P(|Tr,u,i+l - Tr,a,il < &lH1), (29)

respectively. The FAR and MDR for the AND threshold au-
thentication scheme are defined as

FARAND,: = P(|Ty,u,iv1 — Tu,a,il > €4 AND

|Tr,u,i+l - Tr,a,i| > €,|Ho), (30)
MDRaND,: = P(ITy,u,iv1 — Tu.a,il < €q AND
|Tr,u,i+1 - Tr,a,i| =< Er|Hl), (31)

respectively. The FAR and MDR for the OR threshold authen-
tication scheme are defined as

FARor, = P(|Tyu,iv1 — Ta,a,il > €4 OR

|Tr,u,i+1 - Tr,a,il > €,|Ho), (32)
MDRoRr c = P(ITy,u,i+1 — Ta.ail < €4 OR
|Tr,u,i+] - Tr,a,il < e |H1), (33)

respectively. The AR for the DS, RP, AND, and OR threshold
authentication schemes is given by

AR, = % x [(1 = FAR; )+ (1 —=MDRy )], (34
AR, = % x [(1 = FAR;) + (1 — MDR,,)], (35)
ARAND,r = % x [(1 — FARAND,) + (1 — MDRaND )] .
(36)
ARoRr, = % x [(1 = FARor ) + (1 = MDRogr )], (37)
respectively.

D. MACHINE LEARNING AUTHENTICATION SCHEME

In the ML scheme, OCC-SVM is employed using DS, RP, or
DS and RP as features for training and testing. In the initial
phase, DS and RP values are collected from Alice for OCC-
SVM training. Then, DS and RP values from an unknown
satellite «, which could be Alice or Eve, are used for testing
at the FMS. If the test is passed, the corresponding DS and
RP values are used to update the features for training. On the
other hand, if the test fails, the connection is terminated.

The DS and RP data vector has the form

m=[frai Prail- (38)

After Alice is authenticated via ULA, ¢ data vectors corre-
sponding to £ samples from Alice

d; = [faaij Praij].j=12....¢ (39)

VOLUME 4, 2023



IEEE Open Journal of

Vehicular Technology

Confus_lon Predict Negative Predict Positive
Matrix

N FP
Actual Negative (N)

Hq Type 11 error

FN TP
Actual Positive (P)

Type I error Ho

FIGURE 3. Confusion matrix.

are used for OCC-SVM training. Then, OCC-SVM is used to
test £ data vectors from u

b = [fawit1; Pruitij].j=12,....L (40)

If the test is passed the satellite is accepted, the features are
updated, and OCC-SVM is retrained. Otherwise, the connec-
tion is terminated. The data matrix in phase i — 1 is

diyq

i P
M=| (41)

diyy
In the initial phase (i = 1), this data is from Alice and is
used for training. The matrix in subsequent phases (i > 1) is
first tested, and if the test is passed, the matrix is used for
training in the next phase. The ML authentication scheme is
summarized in Algorithm 2.

The confusion matrix shown in Fig. 3 is used to evaluate
the performance of the ML authentication scheme. True pos-
itive (TP) denotes correctly accepting a legitimate satellite,
true negative (TN) denotes correctly rejecting an illegitimate
satellite, false negative (FN) denotes incorrectly rejecting a
legitimate satellite, and false positive (FP) denotes incorrectly
accepting an illegitimate satellite. The FAR for DS, RP, and
DS and RP is given by

FN,

FAR; = —, 42
d.l P (42)
FN,
FAR, = —, (43)
P
FNd,r
FARg,1 = P (44

respectively, where F'N;, FN,, and FNy , are the FN for DS,
RP, and DS and RP, respectively, and P = TP + FN. The
MDR for DS, RP, and DS and RP is given by

FP;

MDRy; = —2,

N (45)
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TABLE 1. Simulation Parameters

Parameter Value
Center frequency 7.5 GHz
Antenna diameter 0.5m
Modulation BPSK
Bandwidth 10 MHz
Data rate 10 Mbps
Satellite altitude 2000 km
Tx power for all satellites | 10 dBW

TABLE 2. Range of Doppler Frequency Shifts At Different Altitudes

Altitude Minimum | Maximum
500 km 0 Hz 165 kHz
1000 km 0 Hz 145 kHz
1500 km 0 Hz 130 kHz
2000 km 0 Hz 120 kHz
FP,
MDR,; = , (46)
N
FPy,
MDRy ;1 = N 47)

respectively, where FP;, F P, and FP; , are the FP for DS,
RP, and DS and RP, respectively,and N = TN + FP. The AR
for the DS, RP, and DS and RP when P = N (equal amounts
of data from Alice and Eve), is given by

1
AR,y = 3 X [(1 = FARz) + (1 — MDRy )], (48)
1
AR, = 3 X [(1 — FAR,;) + (1 — MDR,))], (49)
1
ARy 1 = Re [(1 = FARg 1)+ (1 —MDRy )], (50)
respectively.

V. SIMULATION RESULTS

In this section, the proposed authentication schemes are eval-
uated using real DS and RP values obtained using STK during
the communication session along the satellite trajectories.
DS and RP values are obtained every 0.01 s and n = 9330.
The proposed ML authentication scheme employs OCC-SVM
using the scikit-learn library in Python. The simulation param-
eters are given in Table 1.

A. DS AND RP OVER THE COMMUNICATION SESSION
Tables 2 and 3 give the range of DS and RP values, re-
spectively, at different altitudes. The normalized Doppler
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TABLE 3. Range of Received Power At Different Altitudes

Altitude Minimum Maximum

500 km | -110 dBW | -98 dBW

1000 km | -113 dBW | -102 dBW

1500 km | -115 dBW | -105 dBW

2000 km | -117 dBW | -108 dBW

1 T .
0571 T
0o
o
=
& 0
142]
(=]
=
0.5 1
— NDS
— NRP
-1 . . .

0 5000 10000 15000
i

FIGURE 4. Normalized Doppler frequency shift (NDS) and normalized
received power (NRP) over the communication session.

frequency shift (NDS) and normalized received power (NRP)
over the communication session are defined as

DS;
NDS;= ———,i=1,2,....2n— 1, (51)
max(DS)
RP; .
NRPi= ———— i=1,2,....2n—1, (52)
max(RP)

respectively, where max(DS) and max(RP) are the corre-
sponding maximum values. Fig. 4 presents the NDS and NRP
for Alice at an altitude of 2000 km. This shows that the NDS
and NRP values in the first half of the communication session
are similar to those in the second half. Thus, only DS and RP
values for phases 1 to n are considered in the simulations. The
DS and RP ratios between Alice and Eve are given by

R S (53)
fa’,e,ti

pr=Lreti i 10, n, (54)
Pre.t;

respectively, and the corresponding normalized values are

Noj=—2  i=1,2,....n, (55)

—_—
max(a;)’

54

FIGURE 5. Normalized o; (No;) versus 6.

%103

=
Z251

151

FIGURE 7. The trajectories for Eve and Alice where Evel corresponds to

case 1 and Eve2 to case 2.
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FIGURE 8. MDR, FAR, and AR for the DS, RP, AND, and OR threshold authentication schemes averaged over the communication session versus (a) « with

o2 = 0.08, and (b) o2 with « = 0.4.

Bi

—i=1,2,...,n,
max(f;)

NB; = (56)

where max(«;) and max(B;) are the maximum «; and S;,
respectively. Figs. 5 and 6 show Ne; and NB;, respectively,
versus 6 for two cases. In case 1, the DS and RP values are ob-
tained for Alice and Eve when the trajectories are very close,
while in case 2 the trajectories are far apart. However, in both
cases Eve is within the half power beam width (HPBW) of the
FMS receive antenna as indicated in Fig. 7. Figs. 5 and 6 show
that the variations in No; and N B; are negligible in both cases.
For example, the difference between the largest and smallest
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values of No; is 4 x 10~7 while the corresponding difference
in NB;isless than 5 x 1073, Thus, it is assumed in the follow-
ing that &; = o and B; = B over the communication session.

2 2 2 2 2 2 2

In the simulations, o7 = Of =04 =0, =0,=0,=0",

aj=pi=a,6q=01xT;4i,ande, =0.1 x T, 4;.

B. THRESHOLD AUTHENTICATION SCHEME
PERFORMANCE

Figs. 8(a) and 8(b) present the MDR, FAR, and AR for the DS,
RP, AND, and OR threshold authentication schemes averaged
over the communication session versus « with 02 = 0.08 and
o? with @ = 0.4, respectively. Fig. 8(a) shows that the FAR
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FIGURE 9. AR for the DS and RP threshold authentication schemes versus
0 with « = 0.4 and 62 = 0.03, 0.05, and 0.06.

for DS is lower than the FAR for RP for all values of «, and the
minimum FAR is 48.9% for DS and 53.2% for RP. Fig. 8(b)
indicates that the FAR for DS is lower than the FAR for RP
for all values of o2, but there is a small increase with 2. For
example, the FAR at o2 =0.02 is 45.6% for DS and 46.3%
for RP, while at 62 = 0.09 the AR is 48.9% for DS and 54.9%
for RP. Fig. 8(a) shows that the MDR for DS is lower than
the MDR for RP at low «, but at high o the converse is true.
For example, the MDR with o = 0.1 is 25.2% for DS and
35.4% for RP. On the other hand, Fig. 8(b) indicates that the
MDR for DS is lower than for RP for most values of o2, but
both increase with o2. For example, the MDR at o2 =0.03
is 5.4% for DS and 16.2% for RP, while at o2 = 0.08 the
corresponding values are 42.0% and 44.4%.

Figs. 8(a) and 8(b) show that the AR for DS is higher than
for RP for all values of o and o->. For example, in Fig. 8(a) the
AR ata = 0.1 for DS is 63.1% versus 57.6% for RP. However,
this difference decreases with increasing « and is less than 1%
at o = 0.8. The AR with AND is 48.4% at « = 0.1, while for
OR it is 74.5%. Both decrease with increasing o so at o« = 0.9
the AR with AND is 35.2% and with OR is 60.6%. Further,
Fig. 8(b) shows that the AR for DS is higher than for RP for
all values of o2. For example, the AR at o2 =0.02 for DS
is 75.5% versus 71.4% for RP. The AR with AND is 64.2%
at 2 = 0.01 while for OR it is 88.9%. Both decrease with
increasing o2, so at 0> = 0.1 the AR with AND is 36.6% and
with OR is 61.3%.

Fig. 9 presents the AR for the DS and RP threshold authen-
tication schemes versus @ with & = 0.4 and o2 = 0.03, 0.05,
and 0.06. This shows that the AR for DS is better than for
RP at low 6, but the converse is true at high 6. For example, at
® = 20° and o2 = 0.06, the AR for DS is 71.4% versus 51.1%
for RP. However, at & = 80° and o2 = 0.06, the AR for DS is
48.0% versus 71.1% for RP. This shows that using DS at low
6 and switching to RP at high 6 can provide good authenti-
cation performance. For example, at 02 =0.03, 02 = 0.05,
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and 0> = 0.06 the minimum AR with this approach is 76.5%,
71.6%, and 64.0%, respectively.

C. MACHINE LEARNING AUTHENTICATION SCHEME
PERFORMANCE

Figs. 10(a) and 10(b) present the AR for the DS, RP, and DS
and RP ML authentication schemes with £ = 10 and n = 0.5
averaged over the communication session versus o with 0> =
0.08 and o2 with & = 0.4, respectively. Fig. 10(a) shows that
the AR for DS is higher than for RP for all values of «. For
example, the AR at « = 0.2 for DS is 73.3% versus 71.6% for
RP, and the AR at o = 0.8 for DS is 68.4% versus 63.1% for
RP. However, the AR for DS and RP is higher than with DS or
RP separately. For example, the AR at « = 0.6 for DS and RP
is 74.2% versus 71.2% for DS and 67.8% for RP. Fig. 10(b)
shows that the AR for DS and RP is higher than with DS or
RP separately for all values of o2, For example, the AR at
o2 = 0.06 for DS and RP is 74.7% versus 74.2% for DS and
71.9% for RP.

Fig. 11 presents the AR for the separate DS and RP ML
authentication schemes versus 0 with o = 0.4, £ = 10, 62 =
0.03 and 0.06, and n = 0.5. This shows that the AR for DS is
higher than for RP at low 6, but the converse is true at high
0. For example, at 0 = 20° and o2 = 0.06, the AR for DS is
74.7% versus 70.5% for RP, and at 6 = 80° and o2 = 0.06,
the AR for DS is 69.0% versus 74.9% for RP. This shows that
using DS at low 6 and switching to RP at high 6 can provide
good authentication performance. For example, at o> = 0.03
and o2 = 0.06 the minimum AR in this case is 74.3% and
74.1%, respectively.

D. AUTHENTICATION SCHEME PERFORMANCE
COMPARISON

Figs. 12(a) and 12(b) present the AR for the DS, RP, AND,
and OR threshold authentication schemes and the DS, RP,
and DS and RP ML authentication schemes averaged over
the communication session with n = 0.1 and 0.5 and £ = 10
versus & with 0> = 0.02 and o with a = 0.3, respectively.
Fig. 12(a) shows that the AR for DS is higher than for RP for
all values of «, and the AR decreases with «. Further, the AR
for the DS or RP ML authentication schemes with n = 0.5 is
lower than the AR for the DS or RP threshold authentication
schemes at low « and higher at high «. However, the AR for
DS or RP ML authentication with n = 0.1 is higher than the
AR for DS or RP threshold authentication for all values of «.
For example, the AR at « = 0.1 for the DS and RP threshold
authentication schemes is 76.3% and 74.7%, respectively, but
the AR for the corresponding ML authentication schemes is
94.0% and 91.2% with n = 0.1 and 74.3% and 73.8% with
n = 0.5, respectively. In addition, the AR at « = 0.9 for the
DS and RP threshold authentication schemes is 55.6% and
53.1%, respectively, while the AR for the corresponding ML
authentication schemes is 74.9% and 66.8% with n = 0.1
and 64.3% and 60.2% with n = 0.5, respectively. However,
using both DS and RP for ML authentication with n = 0.1
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FIGURE 11. AR versus ¢ for the DS and RP ML authentication schemes
with y = 0.5, « = 0.4, £ = 10, and ¢2 = 0.03 and 0.06.

provides the highest AR followed by OR threshold authen-
tication, DS and RP ML authentication with n = 0.5, and
then AND threshold authentication. For example, the AR at
o =0.11s 95.2%, 88.7%, 74.8%, and 64.0% for DS and RP
ML authentication with n = 0.1, OR threshold authentication,
DS and RP ML authentication with n = 0.5, and AND thresh-
old authentication, respectively, and the corresponding AR at
a = 0.81s 94.0%, 78.9%, 72.5%, and 53.9%, respectively.
Fig. 12(b) shows that the AR for DS or RP ML authenti-
cation with n = 0.5 is lower than the corresponding threshold
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authentication schemes at low o' and higher at high o>. The
AR for DS or RP ML authentication with n = 0.1 is higher
than the AR for DS or RP threshold authentication for all
values of o2. For example, the AR at o2 =0.01 for DS and
RP threshold authentication is 77.1% and 75.4%, respectively,
but the corresponding values for ML authentication are 94.3%
and 93.1% with n = 0.1 and 73.9% and 73.1% with n = 0.5,
respectively. The AR at 0> = 0.1 for DS and RP threshold
authentication is 52.0% and 49.0%, respectively. However,
the AR for the ML authentication schemes with DS and RP
separately is 83.4% and 71.9% with n = 0.1 and 72.0% and
67.9% with n = 0.5, respectively. The highest AR is achieved
with both DS and RP ML authentication with n = 0.1. For
example, the AR at o2 =0.01 is 95.3%, 89.2%, 75.0%, and
64.5% for DS and RP ML authentication with n = 0.1, OR
threshold authentication, DS and RP ML authentication with
n = 0.5, and AND threshold authentication, respectively. Fur-
thermore, the AR at o2 = 0.1 is 92.5%, 74.0%, 63.5%, and
38.1% for DS and RP ML authentication with n = 0.1, OR
threshold, DS and RP ML authentication with n = 0.5, and
AND threshold authentication, respectively.

Figs. 13(a) and 13(b) present the AR versus 6 with o=
0.04 and o = 0.3 for the separate DS and RP threshold and
separate DS and RP ML authentication schemes with = 0.1
and 0.5 and ¢ = 10, and the AND threshold, OR threshold,
and DS and RP ML authentication schemes with n = 0.1 and
0.5 and ¢ = 10, respectively. Fig. 13(a) shows that the AR
for DS is higher than with RP at low 6, but at high 6 the
AR for RP is thigher than with DS. For example, at 6 = 20°
the AR for DS and RP threshold authentication is 77.5%
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and 64.3%, respectively, and the AR for the corresponding
ML authentication is 95.4% and 86.4% with n = 0.1 and
74.9% and 70.6% with n = 0.5, respectively. However, at
6 = 80°, the AR for DS and RP threshold authentication is
59.8% and 79.0%, respectively, and the corresponding values
for ML authentication are 90.2% and 95.1% with n = 0.1
and 70.3% and 74.6% with n = 0.5, respectively. Thus, it
can be concluded that when the DS and RP are used sepa-
rately for authentication, DS should be considered at low 6
and RP at high 6. For example, in this case the minimum
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AR is 94.8%, 77.3%, and 73.5% for ML authentication with
n = 0.1, threshold authentication, and ML authentication with
n = 0.5, respectively. Finally, threshold authentication pro-
vides better performance than ML authentication with large n
when DS and RP are used separately, but the converse is true
with small n. Fig. 13(b) presents the AR when DS and RP
are both used for authentication. This shows that with small
n, ML authentication provides the highest AR. For example,
at & = 50° the AR is 95.6%, 89.7%, 76.1%, and 66.1% for
DS and RP ML authentication with n = 0.1, OR threshold
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authentication, DS and RP ML authentication with n = 0.5,
and AND threshold authentication, respectively.

Fig. 14 presents the AR for DS and RP ML authenti-
cation versus 0 with o2 = 0.04, n=0.1, and « = 0.3 for
£ =1,3,5, and 10. This shows that the AR increases with
£. For example, at & = 80° the AR is 73.6%, 86.3%, 90.9%,
and 95.5% for £ = 1, 3, 5, and 10, respectively.

VI. CONCLUSION

Physical layer authentication (PLA) has emerged as an alter-
native paradigm that uses physical characteristics to achieve
authentication. A PLA scheme was proposed for low earth
orbit (LEO) satellites using Doppler frequency shift (DS) and
received power (RP) characteristics. This scheme employs
hypothesis testing using a threshold or machine learning (ML)
to discriminate between legitimate and illegitimate satellites.
Estimation errors in the DS and RP values were considered
and the performance was evaluated based on real satellite
data from the system tool kit (STK). Results were presented
which show that DS provides a high authentication rate (AR)
at small elevation angles (9) and decreases with 6, while RP
provides a low AR at small 6 and increases with 6. Further,
ML authentication with a small percentage of outliers 7 in
the training data provides the highest AR. Finally, the AR for
the ML authentication scheme increases with the amount of
training data £.
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