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ABSTRACT Wireless systems have become an increasingly pivotal part of our lives. Various critical
applications and use cases such as healthcare, financial transactions, e-commerce, transportation, indus-
trial automation, etc. rely on secure and reliable communication for their proper operation. Despite their
widespread adoption, conventional cryptographic security mechanisms are unable to scale with the increas-
ingly decentralized and heterogeneous networks. Physical layer security (PLS), on the other hand, provides
a promising complementary solution to ensure authenticity, confidentiality, integrity, and availability of
legitimate transmissions by exploiting the dynamic characteristics of the wireless environment. Despite
the plethora of literary works regarding different facets of PLS being present, a unified framework is still
absent. In this paper, we provide a PLS framework that not only encompasses the existing works but also
enables the development of next-generation PLS methods. In line with this, the importance of PLS for
emerging technologies such as joint sensing and communication, vehicular communication, non-terrestrial
networks, millimeter-wave, terahertz communication, etc. is highlighted. Furthermore, the key challenges
and directions for future PLS mechanisms are identified.

INDEX TERMS Artificial noise, authentication, availability, beamforming, channel, confidentiality, coop-
erative transmission, eavesdropping, integrity, jamming, physical layer security, PLS, radio environment,
sensing, signal, spoofing, wireless security.

LIST OF ACRONYMS
1G first generation.
3GPP 3rd Generation Partnership Project.
4G fourth generation.
5G fifth generation.
6G sixth generation.
AI artificial intelligence.
AoA angle of arrival.
AP access point.
APP application.
ARQ automatic repeat request.
BS base station.
CBRS Citizens Broadband Radio Service.
CFO carrier frequency offset.
CFR channel frequency response.

CIR channel impulse response.
CLT central limit theorem.
CoMP coordinated multipoint.
CP cyclic prefix.
CSI channel state information.
D2D device-to-device.
DL deep learning.
DNN deep neural network.
DoS denial of service.
ELPC extremely low-power communication.
eMBB enhanced mobile broadband.
ERLLC extremely reliable and low-latency communica-

tion.
FeMBB further-enhanced mobile broadband.
FFT fast Fourier transform.
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FIR finite impulse response.
FTR fluctuating two ray.
HAPS high altitude platform systems.
ICI inter-carrier interference.
i.i.d. independent and identically distributed.
IoT Internet of things.
IP Internet protocol.
IQI in-phase/quadrature imbalance.
ISI inter-symbol interference.
IT information technology.
ITS intelligent transportation system.
JSC joint sensing and communication.
LDHMC long-distance and high-mobility communication.
LDPC low-density parity-check.
LED light-emitting diodes.
LoS line-of-sight.
LPI low probability of intercept.
LTE long-term evolution.
MAC medium access control.
MCC mission-critical communication.
MEC mobile edge computing.
MIMO multiple-input multiple-output.
ML machine learning.
mMIMO massive multiple-input multiple-output.
mMTC massive machine-type connectivity.
MPC multipath component.
MRC maximal-ratio combining.
mmWave millimeter-wave.
MEC mobile edge computing.
NFV network function virtualization.
NLoS non-line-of-sight.
NTN non-terrestrial network.
NWDP N-wave with diffuse power.
OFDM orthogonal frequency division multiplexing.
PAPR peak-to-average power ratio.
PEAC phase enciphered Alamouti coding.
PHY physical.
PLS physical layer security.
QoE quality of experience.
QoS quality of service.
REM radio environment map.
RF radio frequency.
RIS reconfigurable intelligent surface.
RSS received signal strength.
RSSI received signal strength indicator.
SIMO single-input multiple-output.
SISO single-input single-output.
SON self-organizing network.
SNR signal-to-noise ratio.
TDD time-division duplexing.
TDoA time difference of arrival.
THz terahertz.
TN terrestrial network.
TWDP two-wave with diffuse power.
UAV unmanned aerial vehicle.
umMTC ultra-massive machine-type communication.

uRLLC ultra-reliable low-latency communication.
V2I vehicle-to-infrastructure.
V2N vehicle-to-network.
V2P vehicle-to-pedestrians.
V2V vehicle-to-vehicle.
V2X vehicle-to-everything.
VLC visible light communication.
WSN wireless sensor network.
XAI explainable AI.
XR extended reality.

I. INTRODUCTION
A. MOTIVATION AND BACKGROUND
Wireless networks have evolved to the point of unrecog-
nizability over the last few decades. Consider the brick-like
cellular phones of the first generation (1G) which cost a for-
tune but only provided half an hour of talk time, and compare
it to an average smartphone in the fourth generation (4G) era
which brings the power of the internet (and so much more)
to the palm of our hands. While the initial generations of
the cellular system focused on connecting people together,
firstly via voice/text and later using emails and social media,
it was not until the fifth generation (5G) that a paradigm shift
towards machine connectivity became obvious [1]. The intro-
duction of three main classes of services, namely enhanced
mobile broadband (eMBB), massive machine-type connec-
tivity (mMTC) and ultra-reliable low-latency communication
(uRLLC) opens the door for a variety of applications - ranging
from education to gaming, healthcare to banking, industrial
automation to autonomous driving, and so on - to become a
reality [2].

The aforementioned services have their distinct require-
ments. For instance, eMBB targets high data rates and
better spectral efficiency; mMTC is aimed at increasing
the device density and battery life; uRLLC is focused on
improving the reliability while reducing the latency for
mission-critical applications [3]. The sheer diversity of re-
quirements necessitates a variety of enabling technologies
as well. Accordingly, some of the critical enablers identi-
fied for 5G include millimeter-wave (mmWave) communi-
cation, small cells, massive multiple-input multiple-output
(mMIMO), beamforming and network function virtualization
(NFV) [4], [5]. Moreover, even though 5G does not pro-
vide a completely different physical (PHY) layer waveform
(which is usually a distinguishing feature between the dif-
ferent generations), it introduces flexibility in the shape of
numerologies [6]. The increased heterogeneity of the network
- in terms of device capability, network topology, frequency
bands, numerology, application/user requirements - means
that compared to the previous generations, 5G networks have
to optimize an exceedingly large number of parameters [7].
Given the huge number of scenarios that may crop up and
the possible decisions to take from a network’s perspective,
the shift towards the incorporation of artificial intelligence
(AI)/machine learning (ML) has become inevitable [8]. With
sixth generation (6G), the diversity of applications is going to
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FIGURE 1. Illustration of some wireless scenarios where conventional cryptography-based security struggles.

increase further with the services like further-enhanced mo-
bile broadband (FeMBB), extremely reliable and low-latency
communication (ERLLC), long-distance and high-mobility
communication (LDHMC), ultra-massive machine-type com-
munication (umMTC), and extremely low-power commu-
nication (ELPC) [9], [10]. The network optimization will,
consequently, become even more complicated. Accordingly,
various academic works regarding the 6G vision put AI/ML
at the center of network design [11]–[13].

AI/ML, despite its promise, comes with certain potential
vulnerabilities. As [14] points out, the increased use of AI
leads to an expansion of the potential attack “surface”. The
next generation of wireless networks will generate even more
data, and constraints such as limited capabilities of devices,
increased heterogeneity of the network, and the dynamically
changing wireless topology will further solidify the need for
advanced security techniques [15]. The conventional security
paradigm, i.e., cryptography does not scale well enough to
address the diversity in applications, devices, and network
deployment scenarios. As illustrated in Fig. 1, this is due
to the following reasons: firstly, cryptographic security de-
pends on the computational complexity of the key-breaking
which is rendered a naive assumption with the advent of
quantum computing [16]; secondly, in applications such as
Internet of things (IoT)/mMTC the terminal devices are con-
strained in terms of power and other computational resources
necessitating simple and lightweight security mechanisms
[17]; thirdly, the high-mobility applications such as high-
speed trains, vehicle-to-everything (V2X) communications
and non-terrestrial networks (NTNs) manifesting in a con-
tinuously changing network topology require renewed key
management and authentication procedures [18]; and lastly,
for uRLLC/ERLLC applications, latency is a critical issue

and conventional cryptographic methods might be too time-
consuming to be practical [19]. The next-generation network,
therefore, necessitates a new approach that could complement
(if not replace) cryptography. Physical layer security (PLS)
is arguably the most compelling candidate; it addresses the
quantum threat by providing various alternatives where the se-
curity is ensured by providing better link quality for legitimate
nodes compared to the illegitimate links [20]; unlike cryp-
tography, which requires computational capabilities at both
computing nodes, PLS also supports asymmetrical security
mechanisms where the processing may be kept on the base
station (BS)/access point (AP) side, rendering it suitable for
IoT terminals [21]; PLS also simplifies the key management
by allowing communicating nodes to extract keys from the
channel observed between themselves, eliminating the need
for secure key exchange [22]; moreover, since key exchange
and encryption/decryption are not necessary, PLS boasts re-
duced latency compared to cryptographic approaches [23].

B. CONTRIBUTIONS OF THIS WORK
As evident from the above discussion, PLS is not necessarily a
new topic. In fact, there is a plethora of academic works1 that
look at the different facets of PLS ranging from information-
theoretic foundations to its practical implementation. That
said, till now there is no unanimous definition for PLS or an
accompanying framework that encompasses the different ap-
proaches developed. Accordingly, in this work we contribute
the following to the PLS literature:
� Keeping in view the myriads of mission-critical appli-

cations expected in 5G and beyond networks, wireless

1Readers are referred to https://www.comsoc.org/publications/best-
readings/physical-layer-security for a list of selected readings on PLS.
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FIGURE 2. Structure/outline of this paper.

security is a non-negotiable requirement. Even though
PLS has primarily been studied to secure communica-
tion, it applies to any wireless technology application
including sensing. Accordingly, in this work, we provide
a generalized framework for PLS that is relevant for all
wireless systems.

� We split the PLS fabric into observation and modifica-
tion planes and provide a novel manner of categorizing
the existing (and future) PLS mechanisms depending on
how they leverage the physical properties of the wireless
signal and/or radio environment to secure the wireless
link(s).

� The different domains of PLS are discussed under the
modification and observation plane concepts, enabling
a vision of future PLS mechanisms for next-generation
wireless systems.

� The importance of PLS in paradigms such as NTNs,
uRLLC, IoT, V2X, terahertz (THz), and joint sensing
and communication (JSC) is highlighted, followed by
identification of the associated technical challenges.

C. STRUCTURE OF THE PAPER
As illustrated in Fig. 2, this article is structured in the fol-
lowing manner. Section II describes the wireless security
threats with their associated motivations. Next, the proposed
PLS framework is presented in Section III where its differ-
ent domains are highlighted. Section IV sheds light on the
importance of PLS in the latest technologies such as NTN,
JSC, mobile edge computing (MEC), uRLLC, and IoT. The
various challenges that need to be faced in realizing PLS along

FIGURE 3. Types of PLS threats in wireless network.

with future directions are discussed in Section V. Finally,
Section VI concludes this work.

II. OVERVIEW OF WIRELESS SECURITY THREATS
Wireless systems enjoy a uniquely important place in our
daily lives. While their ubiquitous presence simplifies count-
less tasks, the broadcast nature of wireless transmissions
poses inherent security risks, some of which are illustrated in
Fig. 3. In this section, we briefly describe the primary motiva-
tions behind various attacks before providing some examples
from real networks.
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A. CLASSIFICATION OF ATTACKS
The preliminary goal of PLS approaches is to make use
of the properties of the PHY layer such as randomness of
wireless channel and uniqueness of radio frequency (RF) fin-
gerprints to address all the security requirements in wireless
systems. These requirements are represented by the CIAA
quartet (confidentiality, integrity, authenticity, and availabil-
ity), fulfillment of which characterizes a secure and reliable
communication system. In the following text, we will look at
each requirement one by one along with the possible attacks
that target them.

Confidentiality is arguably the first requirement that pops
into one’s head when thinking about communication secu-
rity. A confidential system aims to limit the disclosure of
information only to the legitimate receiver while preventing
its interception by malicious entities [24]. The violation of
confidentiality, referred to as an eavesdropping attack, results
in the attacker being able to obtain and decode the secret
data/signal content [20]. Conventionally, data encryption is
the most commonly used technique for masking important and
sensitive contents (where the encryption key may be shared or
extracted from the wireless channel). In this case, an eaves-
dropper might be able to intercept the transmitted signal but
cannot obtain any critical information from it [25].

Authentication ensures correct identification of the commu-
nicating nodes while integrity ensures that the message/data
is not tampered with by the malicious attacker(s). A spoofer,
on the other hand, attempts message injection, false reporting,
data modification, and so on. A man-in-the-middle attack,
for instance, is an attack against the integrity of information
where, as the name implies, the attacker sits between the
communicating nodes and manipulates the transmitted data
[26]. To mitigate any inconvenience of such kind, the commu-
nicating nodes first perform mutual authentication (i.e., initial
handshake) before establishing a communication link for data
transmission using unique identities such as medium access
control (MAC) and Internet protocol (IP) addresses. This step
is to confirm that the communication request comes from the
authorized nodes, distinguishing them from other nodes. It is
evident that authenticity and integrity can be fulfilled simulta-
neously. For the sake of node authentication at the PHY layer,
hardware [27], channel [28], and tag-based authentication [29]
methods are employed.

Even if the transmitted data is kept confidential and its
integrity and node authenticity maintained, it is often use-
less unless the authorized nodes are capable of accessing a
wireless network anytime and anywhere upon request. The
violation of availability, referred to as denial of service (DoS),
will result in the authorized nodes being unable to access the
wireless network, which in turn results in an unsatisfactory
user experience. More specifically, a malicious node may
launch DoS attack at the PHY layer by generating interference
signals for disrupting the desired communication, which is
also known as a jamming attack. This type of attack is seg-
regated into proactive and reactive attacks [30]. A proactive
jamming attacker transmits a jamming signal irrespective of

the legitimate data transmission. As opposed to the proac-
tive jamming attack, the reactive jammer starts jamming only
over non-idle channels. To mitigate these attacks and ensure
availability, we can use redundant communication links that
become available when the primary link has been disrupted.
Spread spectrum techniques are also used to combat jamming
attacks by spreading the signal’s energy over time and fre-
quency domains [31].

B. EXAMPLES OF REAL-WORLD ATTACKS
To enable better understanding for the readers, we provide
some examples of security breaches in real-world communi-
cation systems. These attacks typically involve low-end IoT
terminals normally seen in smart city paradigms such as smart
homes, transportation, and grids. Here it should be reiter-
ated that conventional cryptographic approaches are relatively
complex and, therefore, ill-suited to such applications.

Intelligent transportation systems (ITSs) envision the in-
tegration of sensing, control, analysis, and communication
technologies into travel infrastructure and transportation to
improve mobility, comfort, safety, and efficiency. As such,
they rely heavily on secure V2X communication to ensure
their smooth operation. However, malicious adversaries can
disrupt their safety functions by injecting false measurements
to compromise the security of drivers and pedestrians. In the
case of obstacle/object detection, the falsified data might re-
sult in drivers making incorrect and unsafe decisions leading
to collisions[32]. When launched on a larger scale, these at-
tacks can cause multiple accidents, delays, and traffic jams.
If combined with any disaster, it could even hamper the
movement and performance of disaster-relief teams, leading
to increased casualties.

Besides, the smart grid, which is basically the next genera-
tion of power electric system, relies on robust communication
networks to provide efficient, secure, and reliable power de-
livery. Thus, network security is of critical importance in the
smart grid. A set of attacks on the smart grid is investigated
in [33], ranging from direct load shifting to meter data ma-
nipulation. Specifically, at a smaller scale, the adversaries can
control certain IoT devices, such as home appliances, in the
smart grid and induce an abnormal working state in these
devices, e.g., increasing the power consumption. In terms of
large-scale attacks, aggressive adversaries can compromise
many high-wattage IoT devices to manipulate the power de-
mand in a larger smart grid. The work in [34] demonstrates a
large-scale attack model on real-world grids, using a botnet to
turn on and off a large number of IoT devices synchronously,
resulting in massive power fluctuations with the potential to
cause a large-scale blackout.

In addition to the active attacks described above, smart
home appliances such as IP cameras, smart motion sensors,
AI speakers, and other IoT devices tend to have access to
significant amounts of personal data through various user ac-
counts as well as real-time spatial or positional information,
which may be the target of passive eavesdropping attacks. An
adversary may learn a user’s behavioral patterns as well as
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FIGURE 4. Illustration of PLS conceptual framework.

their credentials for different accounts. With such information,
the adversary can then apply the password dictionary in a
brute-force attack to guess the password and compromise the
system. This has been demonstrated in a real-world case of IP
camera identity leakage [35].

III. PHYSICAL LAYER SECURITY FRAMEWORK:
DEFINITION AND DOMAINS
The basic idea of PLS is providing unbreakable, provable, and
quantifiable secrecy from an information-theoretical point of
view [24]. This is generally thought to be achieved through the
intrinsic characteristics of the wireless channel such as fad-
ing, interference, and multipath propagation [36]–[38]. These
methods are used to either authenticate the identity of the user
or ensure confidentiality of the transmission by ensuring better
signal reception at the legitimate receiver compared to the ille-
gitimate/malicious attacker [39], [40]. Apart from the channel
itself, other works have also exploited the hardware/RF prop-
erties of the transceivers for device authentication [41], as
well as physical parameters (such as distance/angle between
devices) in the environment to ensure confidentiality [42].

In essence, PLS admits the following approaches to its
fold: (a) extraction of secret keys to encrypt/decrypt data
bits, (b) modification of physical signal/transmission based
on securely shared keys, and (c) modification of physical
signal/transmission based on extracted keys. While the cur-
rent literature boasts various works providing an overview of
existing PLS techniques with the focus either on certain attack
types or their counter-measures - such as [20], [43] focusing
on confidentiality and [44], [45] targeting anti-jamming PLS
mechanisms — a singular definition and framework that not

only encompasses the existing works but also enables the
development of next-generation PLS methods is still lacking.
Consequently, in this work, we provide a PLS framework that
plugs the aforementioned gap in the literature by elaborating
how PLS is achieved by first observing and then utilizing
the dynamic characteristics of wireless signals, RF front-end
of the devices, transmission medium, and radio propagation
environment to secure wireless transmissions2.

Fig. 4 provides a high-level illustration of the PLS frame-
work. Essentially, an observable plane serves as the source
of randomness/uniqueness that can be leveraged to secure or
authenticate wireless transmissions. These observations may
come from the channel, RF front-end, or the radio environ-
ment as long as they follow certain criteria. The parameters
extracted from the observation plane (or securely shared se-
quences) are then used to modify the transmissions on the
bit, signal, or network level. However, it should be noted
that in any approach either the observation or modification
parameters should be physical in nature. For instance, the
combination of non-observable shared sequence with bit-level
modification is NOT considered to be covered under the PLS
umbrella (rather it is considered to be cryptography). The
following passage provides more details regarding the mod-
ification/observation planes with selected examples from the
literature, while a summary of the same is provided in Table 1.

2Here we would like to clarify that the goal of this particular work is
NOT to survey all PLS works, rather we just present selected works relevant
to different categories of approaches to illustrate how they fit in with the
proposed framework.
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TABLE 1. Examples of Existing PLS Schemes Categorized According to PLS’s Threats, Countermeasures and Definition

A. OBSERVATION PLANE
The observation plane consists of the various parameters re-
lated to the wireless propagation environment that serves as
a source of entropy and randomness which can be leveraged
to secure the wireless link. These parameters should comply
with the following properties:
� Measurability: This term indicates the extent to which

the observable parameter is capable of being noticeable,
visible, and discernible. Specifically, it must be quantifi-
able, i.e., it can be measured using a scientific process.

� Reciprocity: This expression implies that the observable
parameter’s response measured at location A is theoret-
ically identical to the response measured at location B,
considering that the wireless transmission takes place
between location A and B.

� Uniqueness: For a particular transmission, the observ-
able parameter should be unique, distinctive, and solitary
in its characteristics. For instance, a third party that lies
away from the legitimate transceivers should obtain a
parameter uncorrelated to that between the legitimate
parties.

� Randomness: From a statistics perspective, the observ-
able parameter should have no apparent order and
its individual values are uncertain and unpredictable.
Specifically, the values of the observable parameter can
be randomly modeled.

In the following text, we will evaluate the different do-
mains, i.e., wireless channel, RF front-end, and radio envi-
ronment, one by one in light of the same criteria.

1) CHANNEL
As a wireless signal passes through the propagation environ-
ment, the interaction between the signal and objects in the

environment manifests in the form of phenomena such as
absorption, reflection, refraction, and diffraction. These phe-
nomena are rendered time-variant and random due to mobility
in the environment [68]. From the communication perspec-
tive, the random behavior of the channel becomes challenging,
especially in rich scattering environments since the coherence
distance, time and bandwidth become limited. On the other
hand, this is invaluable from the PLS perspective as the chan-
nel observations of legitimate and illegitimate nodes become
independent (as long as they are half-wavelength apart).

Here it is important to look at the wireless channel in terms
of the ideal properties of the observable plane parameters.
Even though the interaction between the wireless signal and
the environment is fairly complex, various models have been
developed to provide a mathematical representation of the
influence that the environment has on the signals. As such,
various quantities such as received signal strength indica-
tor (RSSI), channel state information (CSI), channel impulse
response (CIR), and channel frequency response (CFR) are
used to measure the channel. For the sake of modeling and
analysis, the channel is generally represented as a finite im-
pulse response (FIR) filter. If all other parameters (especially
frequency) are kept constant, the channel is reciprocal, i.e.,
the channel response is the same in both uplink and downlink
directions. In fact, reciprocity is one of the main motiva-
tions for the use of time-division duplexing (TDD) systems.
Moreover, the propagation environment consists of several ob-
jects with different reflection/absorption capabilities, leading
to multipath propagation, i.e., when different replicas of the
signal arrive at the receiver with varying power levels and
phases. These multipath components (MPCs) are modeled to
be random and may add up constructively or destructively
[69]. This randomness in turn means that the observed channel

VOLUME 3, 2022 327



SOLAIJA ET AL.: TOWARDS A UNIFIED FRAMEWORK FOR PHYSICAL LAYER SECURITY IN 5G AND BEYOND NETWORKS

FIGURE 5. Difference in observed channel parameters such as CIR’s
amplitude (shown) and phase (not shown) can be used for link/device
authentication.

parameters are unique for different wireless links (as shown in
Fig. 5), and can therefore be used for link authentication. For
instance, in [70] an ML-assisted wireless fingerprinting ap-
proach is proposed to complement higher-level authentication
where the identity of each node is validated by its wireless
channel properties. It should be noted that the uniqueness
of the channel depends on the richness of the environment
which, in turn, is a function of transmission parameters like
carrier frequency. In case the propagation environment has
poor scattering, the assumption regarding the independence
of legitimate and illegitimate channels may not hold [71].
Consequently, in such cases, it is advisable to complement
channel-based PLS techniques with other approaches that
consider RF front-end or radio environment map (REM) in-
formation, as discussed later.

One of the major advantages of exploiting wireless channel
for PLS comes from the fact that channel estimation is an
integral part of wireless communication. Since the wireless
channel is highly dynamic, the communicating nodes need to
know the effect that the environment has on the signal so that
it can be removed, and a clean signal can be recovered at the
receiver. The PLS methods, therefore, do not cause unneces-
sary overhead in terms of channel estimation. Consequently,
wireless channel and its properties have been widely used in
PLS for link adaptation [72], channel-based key generation
[73], node authentication [74], and interfering signal injection
[75].

In link adaptation, the goal is to utilize the independence
of channel fading experienced by the legitimate and illegiti-
mate nodes. In this category of approaches, the transmission
parameters are adapted to optimize the communication over
the legitimate link. Since the transmitted signal is adapted and
optimized specifically for the legitimate receiver, it provides
inherent security against any other user without requiring
any additional processing or computation at the former [20].
Examples of link adaptation-based PLS approaches include
subcarrier allocation [51], adaptive modulation and coding
[72], power allocation [76], pre/post-coding [77], etc. As il-
lustrated in Fig. 6, key generation has four main steps. The

FIGURE 6. Basic steps for wireless channel-based key generation.

first step is called channel probing where both users obtain
their measurements of the shared channel. This is followed by
quantization, where the analog measurements are converted
to binary values. The quantization level is usually dictated by
the signal-to-noise ratio (SNR) level of the measured channel.
Quantization is followed by the information reconciliation
step to take care of any disagreement/mismatch in the earlier
measurements. Since this step involves the public exchange of
information between the legitimate nodes, it is possible a ma-
licious node might also extract some information. Therefore,
to ensure the security of the generated key, privacy amplifi-
cation is employed where any compromised information/bits
from the keys are removed [78]. In node authentication, the
spatial decorrelation of the wireless channel between legiti-
mate and illegitimate nodes is exploited to verify the identity
of the user. Generally, node authentication consists of training
and message transmission phases. In the former, a database of
the channel fingerprint is built, while in the latter the actual
transmission is tested against the database to corroborate that
the current and prior transmissions are carried out by the same
user [79]. Here, it should be noted that for channel-based
authentication to be useful, both training and transmission
phases need to occur within the coherence time of the channel.
Interfering signal injection (discussed in detail in Section III-
B2) includes techniques where intelligently designed signals
are added on top of the transmitted data while taking into
consideration the legitimate channel to ensure that they do not
interfere with the legitimate reception.

Here, it should be reiterated that the channel observa-
tions are in fact a function of the transmission parameters
used. For instance, path loss depends on the carrier fre-
quency, with higher frequencies such as mmWave and THz
undergoing significantly increased attenuation compared to
the conventional systems. Since the classical channel models
were developed for sub-6 GHz bands, they are unable to cap-
ture the propagation at these higher bands. As [80] illustrates,
non-line-of-sight (NLoS) environment can not be modeled by
a Rayleigh distribution at 28 GHz while a similar observation
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for THz bands is provided in [81]. Given that propagation in
mmWave and THz bands is similar to each other [82], while
being vastly different from conventional systems, it is neces-
sary to develop and utilize more appropriate (and accurate)
models capable of representing the heterogeneous networks
expected in beyond 5G networks. Consequently, based on
two-wave with diffuse power (TWDP) model [83] - which
provides a physical explanation of why Rayleigh/Rician fad-
ing might not completely capture wireless fading - other
models such as N-wave with diffuse power (NWDP) [84]
and fluctuating two ray (FTR) [85] have been developed.
NWDP generalizes TWDP to include N dominant MPCs in
addition to the diffused components. The impact of the num-
ber, amplitudes, and total power of these dominant MPCs
on PLS metrics such as secrecy outage and capacity is pro-
vided in [84]. The authors analytically show that a more
unbalanced distribution of amplitudes amongst the dominant
MPCs of legitimate link compared to illegitimate one can
significantly increase secrecy. The security analysis for FTR
is found in [86], where the authors validate that increasing
(decreasing) SNR of the legitimate (illegitimate) link leads
to secure communication, and light shadowing in the eaves-
dropper’s link improves secrecy capacity. In addition to the
diffuse component-based models, other generalized models
have also been proposed recently. κ-μ fading model, which
provides a generalized representation of line-of-sight (LoS)
environment, has been analyzed from secrecy capacity and
secrecy outage probability in [87]–[90] where [88], [89], and
[90] focus on single-input single-output (SISO), single-input
multiple-output (SIMO) and multiple-input multiple-output
(MIMO) systems, respectively. Secrecy outage for α-η-μ and
α-κ-μ in presence of a passive eavesdropper is provided
in [91]. It should be noted that α-η-μ model is used to
represent the NLoS propagation with its non-linearity and
non-homogeneous nature, while α-κ-μ models propagation
where LoS link also exists. Secrecy capacity and outage anal-
ysis of the even more general α-η-κ-μ model, which has
been shown to fit well with the measurements at mmWave
frequencies [92], has been provided in [93]. (For more details
regarding the performance of PLS methods under generalized
fading models, readers are referred to [94]).

2) RF FRONT-END
In addition to the wireless medium itself, the RF front-end
also suffers from imperfections leading to impairments such
as clock jitter, phase noise, carrier frequency offset (CFO), in-
phase/quadrature imbalance (IQI), non-linearity of the power
amplifier, and antenna imperfections [95]. Since these impair-
ments vary from device to device, they can be considered
as device “fingerprints” that may then be used to distinguish
between different devices [41]. As such, RF fingerprinting
is one of the popular PHY layer authentication mechanisms
(see Fig. 7), targeted at eliminating (or at least detecting)
any attacks on the node identity or message integrity. An-
other benefit of using RF fingerprint is how they complement

FIGURE 7. The RF impairments serve as potential “fingerprints” for
wireless nodes.

the channel-based authentication. This is illustrated in [96],
where device authentication is carried out using the device
fingerprint while channel-based key generation is applied for
secure communication in IoT devices. In general, while the
channel-based methods are considered to be more appropri-
ate for indoor and relatively stationary environments (so that
authentication is not needed too frequently), the RF-based
approaches can be leveraged in mobile environments due to
their stability.

One of the challenges faced in RF-based PLS, however, is
the reliability of the fingerprint in real network conditions.
For instance, a single impairment may not provide enough dy-
namic range to enable distinction between devices. Different
approaches to address this have been studied with [97] using
a weighted combination of multiple device characteristics,
while [98] discusses a collaborative approach to where obser-
vations from multiple nodes are used to authenticate a device.
Similar to channel-based PLS, a major motivation for using
RF impairment-based security solutions is the fact that they
need to be identified/measured anyway to ensure reliable com-
munication. However, a major issue in this regard arises when
the hardware impairments have a similar effect on the signal
as certain channel-related phenomena. For instance, mobility
in the environment leads to Doppler spread/shift which is, in
essence, a change in the frequency as seen by the receiver.
This is similar in effect to the local oscillator imperfection
leading to CFO and imperfect frequency synchronization. In
such scenarios, one approach might be to try and separate
the channel effects from device impairments utilizing the fact
that the former are varying on a much smaller time scale
while the latter are more stable [99]. An alternative to this
is to incorporate both the channel and RF-based impairments
into a time-varying device fingerprint, as illustrated in [100],
where the CFO due to oscillator mismatch is combined with
channel induced Doppler into a time-varying CFO used for
authentication of the device. A similar approach is used in
[101], [102]. In the former, imperfect or “chaotic” antenna
geometries and activation sequences are used for authentica-
tion while in the latter beamspace representation of the mutual
coupling between multiple antennas of a mmWave MIMO
system is used for the same purpose.
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FIGURE 8. The physical parameters observed from the environment (such
as distance or angle between the nodes) serve as the source of keys to be
used for PLS.

3) RADIO ENVIRONMENT/SENSING
As wireless signal traverses the air, it experiences differ-
ent phenomena (such as absorption, reflection, refraction,
diffraction, etc.) due to the objects and their properties in
the surrounding environment. Similar to the independence of
the channel in a rich scattering environment, the surrounding
objects and their properties might also be independent and
therefore, serve as an environment fingerprint for different
links. Properties such as distance, speed, angle, size of objects,
or their constituent materials exemplify the different observ-
able parameters that can be considered to either authenticate
or secure a wireless link [103]. Figure 8 illustrates how dif-
ferent physical parameters can be used to generate keys in the
network.

The most popularly used environment-related physical
measurements for PLS include the distance or angle between
the communicating nodes. For instance, the angle of arrival
(AoA)-based key generation is employed in [104], where az-
imuth, elevation, or both angles are used to generate the secret
key. The authors argue that AoA-based approach exhibits
a lesser mismatch rate compared to channel-dependent key
generation, rendering it more suitable for low SNR scenarios.
Moreover, [42] proposes key generation based on the relative
location of the communicating nodes. Since the relative loca-
tion or distance is a reciprocal quantity, it eliminates the need
for sharing the entropy source between the devices. There are
various ways of calculating the distance, such as received sig-
nal strength (RSS) or time difference of arrival (TDoA)-based
approaches [105]. As in the case of RF-based approaches
mentioned earlier, it is possible to use parameters obtained
from the radio environment or sensing in conjunction with
channel knowledge, as is the case illustrated in [106]. It should
be pointed out that in our generic PLS framework the sensing
is not limited to RF domain. It is also possible to incorpo-
rate the information learned from external sensors including
(but not limited to) cameras, LiDar, humidity/temperature
sensors, etc.

B. MODIFICATION PLANE
In the previous subsection, we looked at the observation plane
which serves as the source of randomness/entropy which can
then be exploited to secure the wireless link. The exploitation
can be realized on the bit, the signal, or the network domain,
which collectively make up the modification plane.

1) DATA BITS
Wireless security mechanisms have conventionally been em-
ployed at the bit level. Classically, data is secured by con-
verting the message or plaintext to ciphertext using some
encryption mechanism [107]. Here it is important to make
the distinction between cryptography and key-based PLS. In
both cases, the transformation takes place at the bit level.
In the former case, the key may or may not be shared be-
tween the communicating nodes in the cases of symmetric
and asymmetric encryption, respectively. Either way, the en-
cryption is done on the basis of a known/shared sequence.
Since this process, including the key sharing/management,
is generally carried at higher layers, it is not covered un-
der the PLS paradigm. On the other hand, PLS incorporates
the key-generation mechanisms depending on the observable
parameters related to the wireless channel and the radio en-
vironment around the communicating nodes as discussed in
the previous section. Since both transceivers observe the same
channel/environment from which the key is extracted, there is
no need for key exchange in PLS mechanisms [108]. In addi-
tion to key-based PLS, channel coding has also been utilized
to provide security at the bit level. While various realizations
of this exist (including polar [109], low-density parity-check
(LDPC) [110] and other genres of codes [38]), one of the
critical limitations of coding-based mechanisms is that the
eavesdropper’s (wiretap) channel needs to be degraded as
compared to the legitimate link [111].

It should be noted that modification on the bit level is
merely targeted at protection against eavesdropping. Jamming
and spoofing are not addressed under this paradigm, which
also happens to be a significant limitation of the standard
cryptographic security solutions.

2) WIRELESS SIGNAL
The majority of the work pertaining to PLS arguably falls
under the wireless signal domain. Here it should be noted that
in the context of modification plane, wireless signal covers
all the blocks between the coded bit-stream of data and the
antenna at the transceivers. In the case of eavesdropping,
this category of security solutions essentially aims to provide
better data decoding capability at the legitimate receiver com-
pared to the malicious attacker. This can either be done by
intentionally degrading the performance of the eavesdropper
or by improving the quality of service (QoS) for the legitimate
receiver. Methods such as adaptive resource allocation [72] or
beamforming [112] in the direction of legitimate node inher-
ently provide some PLS since they are aimed at improving its
link quality. Although the design of beamforming can be done
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according to different criteria (linear [113], [114] or nonlinear
[115], [116]), a common goal is to direct the legitimate sig-
nal towards the legitimate receiver, while reducing the signal
strength at the eavesdropper direction by making use of the
spatial degree of freedom. A challenging issue in guaranteeing
PLS arises if the eavesdropper is located closer to the trans-
mitter than the legitimate receiver. In this context, the secrecy
performance of spatial beamforming may not be satisfactory.
On the other hand, there are various realizations where the
interfering signal may be generated at the eavesdropper such
that it lies in the null space of the legitimate receiver, i.e., it
does not interfere with the legitimate receiver’s signal. For
this, certain works assume knowledge about eavesdropper lo-
cation/CSI and modify signals such that decoding capability
at that particular node is degraded. For instance, [117] and
[118] assume knowledge of the eavesdropper’s CSI while
adding artificial noise to the transmitted signal. However, this
assumption cannot be counted upon, especially in the case
of passive eavesdroppers. The more realistic alternative is to
design interfering signals just considering the legitimate link’s
information. This is evident in [119] where the legitimate
transmitter only knows the legitimate channel and has fewer
antennas than the eavesdropper. Similar to this, noise-loop
modulation is proposed in [43] guaranteeing secure and re-
liable transmission. In this approach, the legitimate receiver
purposely jams the transmission by deliberately introducing
noise in the channel leading to the concealment of the infor-
mation from the illegitimate node, no matter its computational
power. Another PLS approach, called signal design [120], has
shown significant performance gain in preventing reliable data
transmission to eavesdroppers by altering the signal structure
(e.g., modulation scheme, constellation structure, extra pro-
cess, etc.) such that an eavesdropper is unable to decode the
received signal correctly. Constellation adaptation depending
on the legitimate CSI has been proposed in [121] where the
constellation order (and mapping) is modified depending on
the channel phase. As a result, the eavesdropper is unaware of
the modulation scheme/order being used in the transmission
block and therefore, incapable of demodulating it as shown in
Fig. 9. In addition to channel-based sequences, other shared
sequences have also been used for constellation rotation [46],
[47]. All these approaches lead to a seemingly chaotic signal
[48], characterized by a cloudy/distorted constellation, being
observed by the eavesdropper. Channel-based shortening is
proposed in [52] where a shortening filter is designed to re-
duce the effective delay spread at the receiver and the cyclic
prefix (CP) is reduced accordingly leading to inter-symbol
interference (ISI) at the eavesdropper. The authors in [122]
propose adaptive and flexible PLS algorithms where data and
pilots are jointly secured. Particularly, minimum-phase all-
pass channel decomposition is exploited, where the proposed
algorithms precode the data and pilots using the all-pass com-
ponent of the channel which is random enough to provide
security without causing peak-to-average power ratio (PAPR),
thus not harming the performance of the legitimate user. Apart
from the channel knowledge, RF impairments have also been

FIGURE 9. The modulation order/scheme is modified according to channel
information making it difficult for the eavesdropper to intercept and
demodulate the signal.

used to secure communication. For instance, in [123] the
authors leverage the CFO by pre-equalizing its combined ef-
fect with the channel to provide secure communication. Since
CFO of the legitimate link is independent of and unknown to
the eavesdropper, the eavesdropping quality is degraded.

In terms of jamming, the most commonly utilized spread
spectrum approach is to dynamically change the frequency
at which the legitimate transmission is taking place to dis-
rupt the jamming. The frequency hopping can be done on
the basis of a pre-shared sequence [31], or alternatively, a
channel-dependent sequence can be utilized [65]. While these
approaches might be sufficient for rudimentary jamming at-
tacks where the attacker does not have the capability to
monitor and adapt to frequency hopping, more sophisticated
and intelligent jammers capable of monitoring the transmis-
sion can still be problematic. To address such attacks, a rather
interesting approach is developed in [124] where the legiti-
mate transmitter leverages deep reinforcement learning to first
understand the jammer’s strategy and then find the optimum
countermeasure. It adapts its own transmission parameters in
addition to harvesting the energy from the jamming signal.
This does not only waste the attacker’s power resources but
also enables the legitimate node to augment its own transmis-
sion via ambient backscatter communication.

As far as spoofing is concerned, most PLS solutions target
the authentication of the communicating node (and thereby
the message itself) using either the wireless channel [62] or
RF impairments [60]. Neither of these approaches requires
any modification of the transmitted signal. However, a handful
of works have proposed the addition of an authentication
tag to the wireless transmission. The tag, independent of
the message, is encrypted and embedded into the transmitted
signal and used to differentiate the legitimate device from an
illegitimate one[125].

It is evident from the above discussion that a plethora
of signal modification PLS solutions have been developed
against eavesdropping. Moreover, modification of the signal
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parameters is arguably the only effective approach to miti-
gate jamming. On the other hand, signal modification is not
necessarily the best (or most popular) approach for protection
against spoofing.

3) NETWORK
The network in the context of the modification plane refers
to the different nodes present in the environment. This may
include relays in a cooperative communication scenario, BSs
in a coordinated multipoint (CoMP) architecture and reconfig-
urable intelligent surfaces (RISs) in smart radio environments.
The cooperative communication paradigm has gained increas-
ing popularity since it enables otherwise resource-constrained
devices to reap the diversity benefits of MIMO technology
in a distributed manner with the help of helper nodes or re-
lays [126]. The cooperative communication process usually
has two phases, where the first phase involves the broadcast
transmission from the source (to both relay and destination),
while in the second phase the relay retransmits the signal
towards the destination [127]. These systems are regularly
deployed in ad hoc or wireless sensor networks (WSNs),
where the decentralized structure, coupled with device limita-
tions renders the authentication more burdensome compared
to conventional cellular or Wi-Fi systems. The lack of au-
thentication leads to the possibility of malicious attackers
posing as relays to adversely affect the communication. Ac-
cordingly, several approaches relying on cooperative relaying
and jamming have been developed to alleviate the issue of
untrustable relays [128]. In cooperative relaying, if there is the
possibility of eavesdropping, trustworthy relay(s) are selected
to avoid interception of the message. However, this might
inhibit the diversity benefit which is the primary motivation of
cooperation. Alternatively, in cooperative jamming, a known
jamming signal is transmitted by either source, destination,
or a helper node to disrupt the potential eavesdropper’s in-
terception. In the case of destination-based jamming [129],
while the need for a helper is eliminated, the system cannot
take advantage of the diversity unless the destination has
full duplexing capability. Moreover, jamming, in general, is
a power-hungry approach. An interesting workaround to this
problem is provided in [130] exploiting the properties of fast
Fourier transform (FFT) operation in orthogonal frequency
division multiplexing (OFDM) transmissions, where the des-
tination node transmits a jamming signal only during the CP
duration of the broadcast phase. The FFT operation causes
this jamming signal to spread throughout all the subcarriers
at the relay, causing inter-carrier interference (ICI) and re-
duced interception. Since the signal is only transmitted for
a limited (i.e., CP) duration the proposed solution is more
power-efficient and does not require full duplexing capability.

Unlike cooperative communication, CoMP is strictly a
cellular concept developed to mitigate the inter-cell interfer-
ence, particularly for small cells and heterogeneous network
deployments. CoMP was initially introduced for long-term
evolution (LTE) in 3rd Generation Partnership Project (3GPP)

FIGURE 10. Intentional misalignment of the received packets (sent from
different antenna elements) at eavesdropper to degrade its interception
capability.

Rel-11 [131], with various enhancements in the succeeding
releases. While it is not the primary driver behind CoMP, a
handful of works have looked at CoMP from other perspec-
tives including PLS [132]. In an underwater communication
scenario, the transmissions from multiple distributed antenna
elements are scheduled (and their power controlled) such that
the received signal at the legitimate receiver is clean and non-
overlapping (from the different antenna elements) while the
packets from different antenna elements overlap and interfere
at the eavesdropper [59], as shown in Fig. 10. The distributed
BSs are also utilized to overcome the limitation of directional
modulation where the eavesdropper lies in the same direc-
tion as the legitimate receiver [133]. This concept has also
been extended to sparse environments, where coordination
ensures that the transmitted message is only recoverable at
the intersection of the transmissions from cooperating BSs
[134]. The multipoint (or multi-landmark) is also extended
to authentication, where RSSI observations are obtained at
various physical locations to confirm the identity of a user
[135]. The presence of multiple antennas at each landmark
also provides better spatial resolution to further improve the
accuracy of authentication.

In conventional wireless systems, the propagation channel
is a function of the surrounding radio environment. It is,
therefore, assumed to be uncontrollable and the transceivers
can only try to compensate/mitigate this effect. Given that
information-theoretic PLS requires the legitimate user’s chan-
nel to be better than the illegitimate one’s, the uncontrollable
nature of the channel can be a hindrance to ensuring the
security of communication [136]. However, the smart radio
environment paradigm empowered by RISs envisions wireless
channel as a controllable entity [137], which opens various
new avenues for PLS using RISs. The authors in [138] further
explore RISs in beamspace context and show how the channel
is converted from a design problem with unknown gains into
a design element with controlled gains. Having a controlled

332 VOLUME 3, 2022



object in the environment opens a new dimension in address-
ing current and future problems in the wireless network. For
instance, the scatterers in RIS can be programmed to fast fade
the channel of an eavesdropper, while maintaining a stable
channel for intended users. Essentially, there are two main
ways in which RISs can be exploited for secure communi-
cations, i.e., either by improving the secrecy rate/capacity of
legitimate users or by enabling covert communications to hide
the ongoing communication from the illegitimate user.

A survey of the former approaches is provided in [139],
where various scenarios, systems models, optimization prob-
lems, and methodologies are discussed. RIS enables joint
active/passive beamforming at the transmitter and RIS, re-
spectively, using a large number of antenna elements available
at the latter. This has been used to protect the communica-
tion from eavesdropping in [140], even in the presence of a
stronger eavesdropper channel compared to the legitimate one
in a LoS propagation environment. Joint beamforming is also
discussed in [141], where authors motivate the use of RIS in
mmWave and THz bands in the presence of a passive eaves-
dropper. RIS, in conjunction with artificial noise, is discussed
in [142], where multiple eavesdroppers are present in the
vicinity of the RIS. The impact of RIS on secrecy outage and
average secrecy capacity in a vehicular paradigm is studied
in [143], where the authors consider two scenarios, i.e., when
the RIS is adjacent to the transmitter, and secondly when it
is mounted on a building on the roadside. In [144], RIS is
exploited to provide secure connectivity in device-to-device
(D2D) scenario where the direct link between users is unavail-
able.

RISs have also been purported as enablers for covert com-
munication. For instance, [145] considers the case where a
warden tries to detect the communication while an eaves-
dropper aims to intercept it. In such a system (or adversary)
model, not only is the secrecy capacity to be optimized but
also the received power at the warden needs to be minimized.
In [146], adversarial machine learning is employed for deep
neural network (DNN)-empowered illegitimate receiver to en-
sure that the adversarial perturbations in transmissions have an
adverse effect on its detection capability, while the legitimate
receiver can still detect the communication successfully. An
RIS-based transmitter is proposed in [147] for a JSC system
to embed communication symbols in the radar waveform in
a covert manner. A hybrid relay/RIS is proposed in [148]
where a joint power allocation and relay/reflection coeffi-
cient selection problem is formulated to ensure reception of
the transmission at the legitimate receiver while ensuring its
covertness from the warden.

Additionally, RISs have been exploited in [67] to protect
communication against jamming attacks. In particular, the
joint optimization of beamforming and power allocation is
studied with the goal of ensuring that the QoS requirements of
the users are met in the presence of a multi-antenna jammer.
Moreover, as mentioned earlier, from the PLS perspective a
rich scattering channel is more desirable as it provides more
randomness. One of the potential benefits of using RISs is

controlling the variation in the channel over time, which can
then be used for various purposes including PHY layer key
generation [149].

The network-based PLS generally utilizes the macro-
diversity to increase the reliability of a user’s communication
link while degrading the attacker’s efficacy. These methods
are primarily applicable to eavesdropping and jamming at-
tacks, with limited effort to utilize cooperation in the networks
for authenticating users.

C. FROM OBSERVATION TO MODIFICATION PLANE
As mentioned earlier, there are two primary components of
the PLS framework discussed in this work. The first, i.e., the
observation plane is the source of unique randomness that
can be exploited by the second, i.e, modification plane to
secure wireless transmissions. However, this raises the ques-
tion about the decision mechanism that serves as the bridge
between the aforementioned planes. In essence, what param-
eters should be observed in a given scenario, how long should
they be observed, how should they be processed and analyzed,
and consequently which approach in the modification plane
should be utilized. Given that even for the same user, the
security requirements may vary depending on the application
being used, it is imperative that the system is capable of adapt-
ing in real-time. As such, the role of AI and self-organizing
networks (SONs) becomes extremely critical. The original
concept of adaptive or “cognitive” PLS was introduced in
[150], further motivated in the context of V2X communication
in [18], and finally a framework was provided in [151]. Like
much of next-generation systems, optimized PLS is depen-
dent on learning on the fly. The role of AI extends from
signal analyses to modeling the behavioral characteristics of
the users in the observation plane. The information about the
environment is then utilized to identify any anomalies that
exemplify the presence of malicious entities [99]. Following
that, the appropriate selection of PLS mechanism, resource
allocation, signal processing method, node selection (in net-
work domain) needs to be carried out. However, it should be
highlighted that AI itself suffers from various potential threats
in the form of adversarial ML, and countermeasures must be
taken to mitigate them [152].

IV. LATEST TRENDS AND FUTURE DIRECTIONS FOR
PHYSICAL LAYER SECURITY
Starting from 5G, each generation of wireless networks is
expected to further diversify its use cases and applications.
As a result, new technological paradigms are also expected
to arise. In this section, we look at some 5G and beyond
archetypes (shown in Fig. 11) from a PLS perspective.

A. JOINT SENSING AND COMMUNICATION
Sensing (radar) and communication are two of the foremost
wireless technologies that have developed independently for
decades. However, with the increase in the number of devices
and applications for both, as well as the mutual reliance, there
has been a push towards JSC in recent years. This is primarily
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FIGURE 11. An illustration of the emerging technological trends for beyond 5G network paradigms where PLS might prove critical.

driven by spectrum scarcity, power limitations, and general
similarities in the hardware. The joint design, however, has
certain drawbacks as it leads to degradation in performance
of either communication or sensing compared to the conven-
tionally stand-alone systems [153]. Since sensing involves the
transceivers acquiring information about their targets using
wireless transmissions and their reflections [154], it raises
serious concerns about user privacy and its vulnerability to
any malicious nodes in the surrounding. In [151], the authors
present a framework for JSC radio environment security in
addition to exploring the suitability of existing PLS methods
for sensing. For sensing, the attacks might target the sens-
ing process, nodes, or the environment. In a process-oriented
attack, the main goal is to manipulate the wireless sensing
process. Low probability of intercept (LPI)-based [155] and
randomized probing-based [156] solutions are used, for in-
stance, to defend against spoofing attacks on sensing system.
Node-oriented attack targets the different nodes that are part
of the radio environment awareness and mapping process.
These nodes may support communication, sensing, or both.
The attacker might be interested in information such as node’s
identity, data, velocity, angle, location, RF characteristics,
power, and waveform used [157]. The environment-oriented
attacks are on the physical-radio environment. This includes
changing the LoS/NLoS characteristics, channel richness and
sparsity, urban/rural categorization, mobility, physical objects,
communication infrastructure, radio capable devices, interfer-
ence, and so on. For instance, RIS can be used by the attackers
to generate a fake multipath channel or absorb signals to
misrepresent the coverage area [151]. While JSC has received
significant attention from the design and optimization per-
spective, there is a glaring gap in the literature regarding its
security provisioning. We believe that the PLS framework pro-
vided in Section III delivers the necessary structure which can
be extended to cover the sensing aspect of wireless systems.

B. RIS-EMPOWERED SMART RADIO ENVIRONMENTS
As mentioned in Section III-B3, RIS has great potential for
enhancing the security of wireless communications. However,
despite its promise, there are significant challenges related to
CSI acquisition, phase noise/errors, and channel correlation,
that need to be addressed before its full potential can be
realized. For instance, the joint active/passive beamforming at
the transmitter and RIS, respectively, requires the CSI of the
eavesdropper (w.r.t. transmitter and RIS) but given that eaves-
droppers are often passive, this is not a reasonable assumption
[158]. Related to this, there is the issue of outdated CSI and
how it might impact the RIS’s performance (in terms of ca-
pacity) which is tackled in [159], where the authors consider
different (centralized and distributed) deployment scenarios.
The obtained results show improved results for centralized
architecture when RIS is closer to either communication node,
while decentralized deployment leads to higher capacity when
RISs are further away from these nodes. It should be kept
in mind that the achievable capacity for any link is directly
connected to PLS performance via its secrecy capacity. An-
other common assumption regarding RISs is the continuous
nature of phase shifts that can be induced by its elements.
However, as highlighted in [160], this is not the case. Rather,
these phase shifts are intertwined with the amplitude response
(or reflection coefficients) and, therefore, must be optimized
jointly [161]. The results here also indicate that despite the
imperfect assumption regarding phase shifts, the asymptotic
results converge to the continuous phase shift capacity for
a large number of reflecting elements suggesting that over-
all capacity or secrecy capacity gains in the case of PLS
can still be achieved. The problem of phase errors from the
perspective of diversity order is also investigated in [162],
with the authors concluding that full diversity order can be
achieved over independent fading channels with RIS as long
as the absolute phase error is less than π/2. However, this
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raises the question regarding how valid the independent fading
assumption itself is. Some recent works have attempted to
tackle this issue, where [163] shows that the conventional
independent and identically distributed (i.i.d.) Rayleigh fading
model is not realistic for RIS and provides an alternate model
for spatial correlation that can be used in future studies. This is
then used as a baseline in [164] where temporal evolution of
channel is also considered and degrees of freedom for finite
spacing between the reflecting elements are analyzed. Their
exact impact on the achievable capacity (or secrecy capacity),
however, remains to be studied. An additional concern regard-
ing RISs is their limited granularity in frequency domain due
to lack of digital/RF chains. This can cause interference when
users/networks use adjacent channels, leading to inadvertent
disruption of communication and even limit the RIS’s perfor-
mance in terms of frequency-selective scheduling [165].

C. HIGHER FREQUENCY BANDS (MMWAVE AND SUB-THZ)
The rising popularity of augmented/virtual reality applications
necessitates higher bandwidths to ensure a smooth quality
of experience (QoE) for the users. However, the amount of
spectrum in the conventional cellular bands (up to 6 GHz)
is already crowded. Consequently, higher frequency bands
including mmWave and THz have garnered increasingly more
attention from both academia and industry. These frequency
bands have significantly different propagation characteristics
compared to sub-6 GHz frequencies, with severe propagation
losses being observed [166]. Moreover, such systems will
use extremely directional narrow beams. Apart from strength-
ening the communication, directional transmission has the
inherent advantage of security from any attacker lying outside
the beam [38], [167]. The security of such transmissions can
be further strengthened by the use of multiple propagation
paths [168] and spatio-temporal array architectures [169]. The
narrow beams and directional transmission, however, render
reliable connectivity very challenging due to their small cover-
age area. Given that applications such as virtual reality cannot
afford a connection being dropped, it is understandable that
the mmWave/THz systems will be complemented by sub-6
GHz bands rather than operating in a stand-alone manner.

As discussed in Section III-A1, various models including
NWDP, FTR, and the different variants of κ-μ have been
proposed to represent the fading in mmWave/THz frequency
bands. While the studies in references [87]–[93] provide
theoretical analyses of several PLS metrics under the afore-
mentioned fading models, there is still a paucity of PLS
techniques that leverage these generalized models to improve
the security performance of wireless systems in the higher
frequency bands. Moreover, PLS mechanisms are required
which can support nodes operating at distinct frequency bands
with significantly varying channel propagation characteristics.

D. VISIBLE LIGHT COMMUNICATION
With the revolution of the lighting industry and large unex-
ploited visible light spectrum, visible light communication
(VLC) has been proposed as an auspicious and disruptive

technology for 5G and beyond based on low-cost light-
emitting diodes (LEDs), where the light is used for both
illumination and data communication purposes simultane-
ously. VLC systems are more immune against interference
and less susceptible to security vulnerabilities which is in-
herited from the fact that light does not penetrate through
any opaque objects such as walls [170]. Therefore, it is rea-
sonable to consider the VLC channel perfectly secure, at the
physical layer, in a single user and/or private room scenario.
However, in public areas such as classrooms, libraries, hall-
ways, or planes, securing VLC networks is required [171].
In these public areas, possible eavesdroppers may exist and
try to attain confidential information [172]. As [170] points
out, the fundamentals and techniques of PLS developed for
conventional RF systems, discussed in Section III, cannot be
directly applied to VLC systems. This is primarily due to: (1)
the variability of the standard specifications in transmission
protocols and modulation schemes, and (2) the more deter-
ministic nature of VLC channels. As such, typical techniques
such as coding, multi-antenna schemes, relays/cooperation,
and authentication do not apply to VLC systems [173]. For a
comprehensive study of literature on securing VLC systems,
readers are referred to [170], where different types of VLC
systems are studied considering different network parameters
such as the characteristics of VLC channel, the availability of
CSI, the geometry of the communication environment, and the
type of signaling used.

E. NON-TERRESTRIAL NETWORKS
Academia, industry, and standardization bodies have in-
creased their activities related to NTNs as a potential enabler
for ubiquitous connectivity, with the users clamoring for
reliable service and coverage irrespective of their location
[174]. Empowered by various deployment options such as
satellites, high altitude platform systems (HAPS), and un-
manned aerial vehicles (UAVs), NTNs are primarily used
to expand the coverage in order to deliver connectivity to
regions that are unreachable by conventional networks (i.e.,
isolated areas, marine vessels, airplanes) [175]. As stated in
[176], the unique characteristics of NTNs make the prob-
lem of ensuring secure communication different from that of
purely terrestrial networks (TNs). NTNs (at least the satellites)
are primarily deployed in LoS scenarios, where the reduced
propagation losses lead to increased coverage footprint. How-
ever, the increased coverage footprint also results in greater
vulnerability to eavesdropping attacks. In [177], the authors
propose the use of polarization domain to effectively prevent
the eavesdropper from detecting the communication signal. A
dual-polarized antenna was designed in fixed downlink satel-
lite communication that enabled legitimate receivers to obtain
polarization information. A significant challenge in devising
security mechanisms for NTN emerges in the case of hybrid
networks, which comprise both terrestrial and non-terrestrial
components [178]. This scenario is studied in [179], [180],
where the former adapts relay selection and user schedul-
ing to ensure confidentiality of the communication and the
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latter analyzes the secrecy performance of the link between
a multi-antenna NTN and terrestrial recipients via multiple
cooperative relays in the presence of several eavesdroppers.

F. ULTRA-RELIABLE LOW-LATENCY SECURE
COMMUNICATIONS
5G introduced the mission-critical communication (MCC)
paradigm under uRLLC services to facilitate applications such
as industrial automation, smart grids, augmented/virtual re-
ality and remote healthcare systems [181]. Apart from the
obvious requirements related to reliability and latency, these
applications also require high security owing to their criti-
cal nature. For instance, any manipulated/disrupted control
message in applications such as remote surgery may lead
to loss of life. Cryptography-based approaches may not be
feasible since they violate the ultra-low latency requirement
due to the high-complexity signal processing required by
encryption/decryption and other key management and dis-
tribution tasks [23]. Meanwhile, the relatively short channel
block-length also limits the usage of complicated encryp-
tion/decryption algorithms in MCC [19]. As a result, security
at the PHY layer has garnered considerable attention as a tool
to offer low-complexity security mechanisms and lightweight
encryption schemes for MCC applications [182]. It should,
however, be kept in mind that not all PLS methods are applica-
ble to the MCC paradigm. For instance, multi-antenna-based
beamforming techniques, discussed in Section III, require ac-
curate CSI which is hard or infeasible to obtain in uRLLC due
to the ultra-low latency requirement. In such cases, location-
based beamforming provides a desirable alternative [23]. An
interesting thing to note here is the inherent trade-off be-
tween reliability and latency, which renders optimizing both
extremely difficult [183]. The work in [184] extends this op-
timization problem to also include security as an optimization
parameter. Consequently, it is important to develop future
PLS methods that take reliability and latency requirements as
inherent constraints.

G. MASSIVE CONNECTIVITY AND IOT
IoT technology enables physical objects to sense, communi-
cate, and perform certain actions on demand, which can facil-
itate a multitude of applications, such as smart home, smart
city, and ITSs. Since IoT is becoming increasingly prevalent
in our daily lives, the security of IoT network is indispensable.
PLS techniques can improve the security of IoT networks
from three main aspects: firstly, IoT devices may be fast-
moving and continually switching between different APs/BSs.
This will result in frequent authentication requests leading to a
delay beyond the latency tolerance of next-generation scenar-
ios/applications [22]. PLS simplifies the handshake process
by using, for example, RF fingerprinting to provide a method
of direct identification for the authentication process. Sec-
ondly, IoT is being deployed in all sectors at a massive scale
which makes it difficult to efficiently distribute and man-
age the secret keys [185]. PLS offers an exciting alternative
where all communicating nodes can directly extract the keys

from their environment/channel, thus eliminating the need for
key distribution and management. Lastly, IoT devices cannot
afford complicated processing to maintain security [21].
While certain PLS methods such as beamforming [112], noise
aggregation [186], cooperative jamming [187], and artificial
noise injection [75] require additional hardware, processing,
and energy resources, PLS also provides certain asymmetric
PLS mechanisms where the load of designing a secure trans-
mission is moved to BS/AP side and no additional processing
is required at IoT node itself. That being said, most of the
existing PLS mechanisms do not take into consideration the
energy efficiency or try to jointly optimize it with security per-
formance. The authors in [188], on the other hand, propose a
user association approach that maximizes the secure through-
put while minimizing energy consumption in an ultra-dense
network. It is, therefore, likely that asymmetric, lightweight,
and low-power PLS mechanisms will attain increasing popu-
larity in next-generation networks provided their performance
is validated in realistic settings.

H. PLS IN THE AGE OF EDGE COMPUTING
MEC is touted to be a potential enabler for both mMTC/IoT
and uRLLC applications by reducing the need for backhaul
bandwidth for the former and cutting down the latency for
the latter. The transference of computing capabilities closer to
the user means real-time applications such as extended reality
(XR) can be realized without the signal having to traverse all
the way to the center of the network. Similarly, the amount of
data to be sent to the central network can be reduced by doing
preliminary analysis/processing at the edge servers/devices.
However, the presence of additional network nodes outside
the physically secure information technology (IT) center of
the network introduces vulnerabilities to the privacy of user
data from potential eavesdroppers, necessitating PLS meth-
ods tailored to MEC scenarios. One such scheme involving
transmission of jamming signals from MEC servers is given
in [189], where full duplexing capability is used to mitigate
self-interference. A deep learning (DL)-driven authentication
mechanism using CSI fingerprint to counter any spoofing at-
tacks is proposed in [190]. The impact of MEC on PLS, or
how the former can enable and empower the latter, however,
remains to be studied.

I. V2X COMMUNICATION
V2X communication encompasses different facets of vehic-
ular communication depending on what the connected vehi-
cle communicates with, including vehicle-to-vehicle (V2V),
vehicle-to-infrastructure (V2I), vehicle-to-pedestrians (V2P)
and vehicle-to-network (V2N). In general, vehicles and end
devices interact and exchange data with each other in order
to improve road safety. Therefore, they need to be connected
in a reliable and timely manner, where the confidentiality and
security of messages are vital [191]. V2X communication is
particularly vulnerable to the data exchange being intercepted
and private information about identity, position, and trajectory
of the users being exposed [192]. PLS has been discussed as
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a potential solution to these problems [193]. However, one
of the biggest challenges in this regard is to adapt to the
varying security requirements as a function of the application,
location, utility, environment, and other contextual informa-
tion about the user. As [194] points out, it is not possible to
provide appropriate security for different V2X applications
and scenarios, suggesting applying different PLS techniques
in a cooperative manner. An intelligent framework for this is
provided in [18], however, any further studies or feasibility
analysis of such an approach remains missing.

J. ADVERSARIAL ML AND EXPLAINABLE AI
The increasing complexity of wireless systems in terms of
waveforms, propagation environments, and resource alloca-
tion has left the network operators and architects with no
choice but to turn towards AI/ML to improve network per-
formance. Some examples of this include the use of DL in
Citizens Broadband Radio Service (CBRS) band to detect the
presence of incumbent users, and the optimization of network
slicing to improve network resource utilization. Both of these
applications have shown to be vulnerable to adversarial ML,
where the black-box nature of AI has been utilized to target the
learning process and consequently render decisions adverse
to the legitimate users/network [195]. Apart from approaches
that involve pre-emptive training to mitigate possible adver-
sarial attacks [196], [197], an alternative is to move towards
explainable AI (XAI) to improve the level of users’ trust
towards such systems by providing interpretable explanations
of the decisions taken by the machine. However, there remains
a trade-off between explainability and performance for cases
where mathematical models are absent [198]. Moreover, as
[199] points out, unless the models are explicitly designed to
be transparent, the explanation or interpretability remains a
subjective function of the user’s knowledge of the specific do-
main. Accordingly, it is important to design/tailor the AI/ML
models with prior knowledge of the wireless communication
domain.

K. CROSS-LAYER SECURITY
Typically, the network protocol stack layers are protected with
a set of independent and uncoordinated security mechanisms
ignoring their cross-layer interaction. However, independent
security solutions at different layers might lead to conflicting
actions and result in performance degradation. For instance,
intricate attacks exploit multiple vulnerabilities of various lay-
ers leveraging isolation and lack of awareness and cooperation
between them. Therefore, proper interaction and coordination
among different protocol layers help in developing a robust
detection system suitable for wireless networks. Such interac-
tions are the key elements to building cross-layer architectures
[200]. However, a limited number of works have been re-
ported on this topic so far. For example, cross MAC/PHY
layer security is proposed in [201]. Automatic repeat request
(ARQ) (as MAC operation) and maximal-ratio combining
(MRC) (as PHY operation) have been jointly exploited to
enhance the confidentiality of wireless services requested by

a legitimate user against eavesdropping attack. The potentials
of application (APP) and PHY layers can also be explored
to enhance security. Such as in [202] where employing au-
thentication and watermarking strategies at the APP layer
along with the coding and signal processing at the PHY layer
can lead to considerable secrecy gains. Any further security
interaction study between other layers and PHY layer remains
missing.

V. CHALLENGES FOR PHYSICAL LAYER SECURITY
Despite the fruitful research in PLS era, there is a variety of
challenges to be tackled in order to make PLS a reality. In this
section, we provide and list several open issues and challenges
for future works which are as follows:
� A major roadblock in the practical realization of PLS

is the limiting assumptions often made regarding the
attacking nodes. This may refer to the processing ca-
pabilities of the attacker, the number of antennas, ac-
tive/passive, or individual/collaborative nature. This fact
has slowed both the development of proof-of-concept
prototypes and the acceptance of PLS approaches to
security in reality [203]. Quite often, the attacker is as-
sumed to be similar to a simple legitimate receiver in
the network. While this assumption might be valid to
ensure the privacy of wireless links from other users in
the network, a malicious attacker should be considered
to be suitably equipped and capable of smartly switching
between different types of attacks based on link quality
[204].

� For any observable parameter, reciprocity is imperative
which has been assumed in this work. However, achiev-
ing this can be quite challenging in practical scenarios.
For example, TDD system itself is reciprocal, but the
channel estimation results at both ends of the link, which
are affected by noise and interference may not be con-
sistent [99]. Therefore, when the observable parameter
is not the same at both ends, some information needs
to be exchanged between the communicating entities for
reciprocity compensation, resulting in the potential risk
of observable parameter disclosure.

� 5G and beyond paradigms promise ubiquitous connec-
tivity anytime, anywhere including high-speed scenar-
ios. Mobility (particularly high-speed mobility) brings
challenges such as Doppler spreading, selectivity of the
channel, low coherence time, increased handovers and
authentication overhead [205]. The channel selectivity
and shorter coherence duration become a more pro-
nounced problem from a PLS perspective. For instance,
in PHY authentication if the legitimate transmitter and
receiver lose their connection for more than coherence
time, the channel no longer supports verification of the
users [71]. In such cases, the authentication procedures
need to be re-evaluated or even re-designed.

� With the increasing popularity of concepts such as cog-
nitive/adaptive PLS and PLS for JSC, it is important
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(and even imperative in some cases) to devise new met-
rics to quantify security for next-generation wireless
networks. While link-level metrics for communication
security have been extensively studied [206], there is
limited work on quantifying the security of an envi-
ronment. For instance, [207] proposes a “secrecy map”
which provides average secrecy capacity over the whole
space for given positions of legitimate nodes without
putting any location constraints on the illegitimate node.
Considering the importance being given to sensing in
beyond 5G networks, it might be prudent to come up
with security metrics that can be extended to cover the
security of sensing and communication jointly for the
whole environment instead of limiting it to specific sce-
narios in terms of attackers’ and interferers’ locations or
orientations.

� So far, PLS approaches remain limited to the informa-
tion theory domain, without practical implementations.
A limited number of works have been triggering the
practical validation of PLS approaches. For instance,
the implementation of two PLS techniques is proposed
in [208], namely phase enciphered Alamouti coding
(PEAC) and artificial noise. The resulting testbed is very
complex though, as well as difficult to replicate and
validate. Besides, the implementation is only applica-
ble to a situation where the Shannon capacity of the
eavesdropper is exactly half the Shannon capacity of the
legitimate receiver. However, a proof-of-concept using
off-the-shelf hardware to protect the legitimate com-
munication against mobile eavesdropping is proposed
in [209]. This is achieved by leveraging the flexibility
and control granularity offered by the relatively new
concept of spectrum programming [210], by which it
provides the ability to control and degrade the quality
of the eavesdropper’s channel by virtually manipulating
the connectivity of the legitimate receiver.

VI. CONCLUSION
Wireless communication systems form a critical part of
our lives, providing connectivity for various applications
such as healthcare, education, trading, industrial automation,
and transportation. The increased connectivity and coverage,
though beneficial from a usefulness perspective, become a
vulnerability in terms of user privacy and data confidential-
ity. Even though cryptographic methods are widely used for
communication security, they are at risk with the advent of
quantum computing. Moreover, the key management and dis-
tribution which is essential to cryptography cannot scale with
the exploding heterogeneity of next-generation wireless de-
vices. PLS offers a promising alternative, where properties
of the wireless channel, RF front-end of the equipment, and
physical parameters of the surrounding radio environment are
exploited to ensure confidentiality, integrity, authenticity, and
availability for the communication systems.

Despite PLS being a well-studied topic, a singular defini-
tion or unified framework describing the essential components

(and their realizations) of PLS has been missing from the
literature till now. In this work, we have described the general
PLS framework comprising of observation and modification
plane, where the former serves as the source of entropy while
the latter illustrates how the transmissions can be modified
to provide security. In addition to providing a clear distinc-
tion between cryptography and PLS, this framework not only
allows the categorization of existing works but also makes
room for the development of next-generation PLS methods. In
line with this, the emerging technologies relevant to PLS have
been highlighted along with potential challenges in realizing
them.
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