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ABSTRACT Unprecedented growth in wireless data traffic, and ever-increasing demand for highly secured,
and low-latency wireless communication has motivated the research community to move towards sixth-
generation (6G) technology, where networks can cater to the rising need for ubiquitous secure wireless
connectivity. One of the promising technologies for 6G wireless communication is the reconfigurable
intelligent surface (RIS) concept that is proposed to successfully deal with increasing security threats by
smartly controlling the wireless channel conditions. This survey paper presents a detailed literature review
on RIS-assisted physical layer security (PLS) for next-generation wireless communications. Firstly, we
briefly discuss the PLS concept, its importance, the PLS performance metrics, and its applicability in
different wireless networks. Next, we discuss the applications of RIS in the 6G scenario. Then, a detailed
and systematic classification of the various RIS-assisted wireless system topologies exhibiting multiple
scenarios, system models, channel fading models, performance metrics and objectives is done. The existing
state-of-art approaches for PLS such as secret key generation (SKG), optimization algorithms, namely
semidefinite relaxation-successive convex approximation (SDR-SCA) to optimize RIS coefficients, and
optimal placement of RIS units are discussed for single-input single-output (SISO) case. For multiple-input
single-output (MISO) case, PLS strategies such as inducing artificial noise (AN), optimization algorithms,
alternating optimization (AO), machine learning (ML) and deep learning (DL), and reflect matrices are
discussed. Similarly, for multiple-input multiple-output (MIMO) setup, block coordinate descent (BCD) and
AN induction are some of the PLS methods used to analyze the secrecy. Lastly, we present some of the
technical challenges and future directions based on the survey.

INDEX TERMS Reconfigurable intelligent surface, physical layer security, MISO, MIMO, SISO.

I. INTRODUCTION
Steady growth in smaller and more portable wireless de-
vices due to the emergence of many internet-based and

mobile-based services have led to the need to develop firmly
secured wireless communication systems [1]. Physical layer
security (PLS) concept has emerged as a promising candidate
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FIGURE 1. Wyner based PLS concept.

that exploits the wireless channel characteristics to ensure
authentication and confidentiality in the physical layer, which
was discovered by Wyner using a wiretap channel [2], [3], [4].
The basic concept of PLS includes three primary communica-
tion entities, as shown in Fig. 1.

The two legitimate nodes, i.e., transmitter, receiver, and
one eavesdropper node referred to as Eve. The transmitter
node, i.e., Alice, sends secret information to the receiver, i.e.,
Bob. Eve tries to decrypt the information to obtain the secret
message.

PLS strategies have been proposed in the literature that
aims to utilize the wireless channel characteristics such as
fading, diversity, noise, and interference, for reducing the
signaling overhead [5], [6]. They are more advantageous in
decentralized networks since it does not require longer cryp-
tographic key length as opposed to classical cryptography [7],
[8], [9]. The concept of utilizing long secret key to attain
perfect secrecy was successfully demonstrated by Shannon in
1949 [9]. This work inspired the research community to work
on the idea of designing the robust and secured networks.
The traditional cryptographic techniques may fail to provide
robust security to the network for futuristic sixth-generation
(6G) communication systems due to the unlimited computa-
tional capacity of quantum computing. The large amount of
data that is collected by environmental, human-body sensors,
etc. and the mobility features need more advanced security
techniques that can be achieved by PLS combined with the
advances in artificial intelligence (AI) algorithms. Hence, PLS
has emerged as a promising technology for securing the net-
work from eavesdroppers (Eves). Due to the aforementioned
reasons, PLS-based methods are more suitable for providing
robust security to emerging wireless technologies such as the
Internet of Things (IoT), fifth-generation (5G)-Tactile Inter-
net, vehicular communication for autonomous driving, remote
surgery, etc., as these technologies are delay-sensitive, power-
limited, and processing-restricted. It is likely to be best suited
for critical applications such as financial services, mobile ser-
vices, healthcare services, transport services, and AI-powered
services which give utmost priority to strong security [1].

Nowadays, secured wireless communication is becoming
more challenging due to the large number of users utilizing

shared spectrum to improve spectrum efficiency such as co-
operative communication and non-orthogonal multiple access
(NOMA). Managing data security and privacy among billions
of internet-connected devices is a significant challenge. Due
to the rapid increase in IoT devices, the physical layer has
become quite vulnerable to Eves due to hardware defects
and physical signal features such as time, frequency, and
modulation [10], [11]. The overall mobile data traffic fig-
ure anticipates reaching 5016 exabytes (EB)/month by 2030
as reported in International Telecommunication Union - Ra-
diocommunication Report (ITU-R) [12]. There is a need to
safeguard such a large volume of data from malicious users in
wireless networks. Besides, securing such massive data, there
are some other key performance indicators (KPIs) that moti-
vate us to find new radical solutions for beyond 5G/6G based
communication systems [13], [14]. The KPIs targeted for 6G
are peak data rate (at least 1˜Tb/s) [15], user experience data
rate (up to 1˜Gb/s), end-to-end latency (10 ∼100 μs) [16],
mobility (at least 1000˜ km/hr), connection density (up to 107˜
devices/km2), and area traffic capacity (up to 1˜Gbit/(s.m2)).

Reconfigurable intelligent surface (RIS) is a planar surface
that consists of a large number of low-power and low-cost
passive elements as shown in Fig. 2. The outer layer comprises
many reflecting elements, the middle layer is made of copper
and the last layer has a circuit board that tunes the reflection
coefficients. The RIS is operated by a smart controller. Each
reflecting element is made up of positive-intrinsic-negative
(PIN) diodes. The base station (BS) calculates the value
of reflection coefficients depending on channel state infor-
mation (CSI), which are provided to the RIS’s controller
through a feedback link. The key advantages of RIS are that
it can improve the overall signal-to-interference-plus-noise
ratio (SINR) without affecting the hardware, passively reflect
the incident signals with optimal phase shifts, and reduce the
number of antennas at the transmitter and receiver [17]. RIS
is comparable to the half-duplex relay in terms of spectral
efficiency performance and achieves the same and even bet-
ter energy efficiency performance than a full-duplex relay.
RIS does not require effective self-interference cancellation
techniques or signal power amplification as compared to the
conventional relay systems [18]. Also, due to its ability to
get mounted on different surfaces, it is suitable for diverse
application scenarios [17].

The RIS technology has several unique characteristics, such
as it is nearly passive, unaffected by receiver noise, having
complete frequency band response, being easily deployable,
and does not need much signal processing [13], [19]. It also
supports full-duplex transmission and adjusts the phase shifts
to coherently combine the reflected, refracted, and scattered
radio waves and minimizes the fading effect, thereby im-
proving the performance [20]. The aforementioned features
of RIS technology help in enhancing the quality of service
(QoS) in terms of high data rate, support for a large num-
ber of users, ultra-high reliability, etc. [21], [22], [23]. Many
existing PLS techniques, such as conventional beamforming,
and artificial noise (AN), cannot provide complete security
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FIGURE 2. RIS functionality.

to the wireless network. The usage of RIS in conjunction
with the PLS methods has been suggested in the literature
to further enhance the overall security of communication be-
tween legitimate users [24], [25]. RIS’s capability to perform
passive beamforming increases the degree of freedom (DoF)
that further enhances the system’s performance, especially
PLS. The main idea behind the design of RIS technology
is the 2-Dimensional metasurface that can tune the wire-
less propagation environment by coherently combining the
reflected, refracted, and scattered radio waves and directing
them towards the legitimate receiver [26], [27]. In many re-
search works, other terminologies for RIS such as intelligent
reflecting surface (IRS) [28], [29], [30], [31], [32], intelligent
wall [33], large intelligent surface (LIS) [22], have been used,
though all these terms are based on the same principle of
passive reflecting elements and perform same operation. A
complete list of acronyms is given in Table 1.

As shown in Fig. 2, a multi-antenna BS with N antennas
communicates with a single-antenna user via an M-element
RIS in the presence of an Eve. RIS receives the signal Gx(t )
and delivers the resultant signal hH�Gx(t ) to the receiver by

adjusting the reflection coefficient matrix denoted by �. Here,
x(t ) is the input signal, hH ∈ C

1×M represents the channel
vector from RIS to the receiver, H is a Hermitian operator
and G ∈ C

M×N is the channel matrix from transmitter to the
RIS. The phase shift matrix � at RIS is given by � = diag(v),
where v = [e jθ1, e jθ2 , . . ., e jθM ]T and θi ∈ [0, 2π ] represents
the phase shift introduced by ith element on the RIS. A
PIN diode is embedded in each reflecting element and it
can be switched ON and OFF by which a phase difference
of π can be achieved [34]. RIS controller intelligently re-
configures the phase shifts of the RIS reflecting units [35]
so that the reflected signal is constructively added to the
LoS signal to maximize the total received power at the le-
gitimate user and minimizing it at the Eve [36], [37]. This
results in the enhancement of signal-to-noise ratio (SNR) at
legitimate users and reduction at Eves, thus, improving the
secrecy rate (SR). Both active as well passive configuration
of RIS are shown. Besides modifying the phase shifts of RIS
reflecting elements, active RIS can amplify the reflected sig-
nals due to the presence of integrated active reflection-type
amplifier.
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TABLE 1. List of Acronyms

RIS combined with PLS dramatically improves the secrecy
performance of wiretap channels (WTCs) [28], [29], [38],
[39], [40], [41], [42], [43], [44]. The authors in [28] maxi-
mized the secrecy rate of RIS-assisted multi-antenna wireless
communication system by applying alternating optimization.
In [38], a more practical scenario is considered where the CSI
of the Eve is unknown to the transmitter. By applying the joint
beamforming and jamming scheme and effective utilization
of RIS, the authors demonstrated the enhancement in secrecy
rate. In [29], the authors considered an RIS-assisted Gaussian
multiple-input multiple-output (MIMO) wiretap channel and
maximized the secrecy rate by jointly designing the transmit
covariance matrix at the transmitter and the phase-shift ma-
trix at the RIS. The authors in [40] provided the asymptotic
secrecy outage probability (SOP) analysis to study the impact
of the increase in the number of reflecting elements of RIS
and average SNRs. It is shown that the secrecy performance is
enhanced by utilizing the characteristics of RIS. Then, in [41],
[42], the authors utilized the concept of physical layer secret

key generation by using RIS to maximize the secret key rate.
Several research works have examined PLS scenarios for the
cases of both known and unknown CSI of the Eve to the legit-
imate transmitter. In [43], the authors proposed an active RIS
assisted system to minimize transmission power at UAV-borne
BS and enhance achievable secrecy rate. In [44], the authors
considered a active-RIS assisted MISO system with an eaves-
dropper and achieved enhanced secrecy performance gain by
not only modifying the phase shifts but also by amplification
of signal amplitudes.

There are some articles in the literature that address the
related issue of PLS with brief discussion on RIS for some
wireless networks [45], [46], [47], [48], [49], [50]. In [45], the
authors have done a short survey by reviewing the research
works related to RIS-assisted PLS and also suggested some
of the open research challenges in RIS-assisted PLS scenar-
ios. In [46], the authors have discussed about the various
challenges, solutions and applications of PLS in beyond-5G
systems, including cell-free massive MIMO, RIS, light fidelity
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(LiFi), or distributed and cooperative protocols. In [47], the
authors discussed different use cases demonstrating the im-
pact of RIS in enhancing the PLS of unmanned aerial vehicle
(UAV) networks. In another survey [48], the authors have
presented a systematic classification of key less PLS schemes.
They have also concisely discussed about AI in PLS and
RIS for PLS in the context of key less PLS. In [49], the
authors have presented a comprehensive survey on different
RIS applications in ground-based vehicular communications
and aerial vehicular communications. In [50], the authors
presented a comprehensive analysis on security and privacy
challenges faced by RIS-assisted 6G technologies.

The aforementioned existing survey articles [45], [46], [47],
[48], [49], [50] have not provided detailed discussion on RIS-
assisted PLS systems. To the best of the authors’ knowledge,
this is the first survey article that addresses in detail about
the wide range of research works focused on RIS-assisted
PLS systems for improving the overall secrecy performance.
Specifically, this work presents an in-depth analysis of how
RIS is utilized to enhance the PLS for different wireless
networks with different topologies. Additionally, this survey
article aims to discuss RIS coupled with various promising
6G communication technologies such as RIS-assisted energy-
efficient and extremely-high reliability and low latency with
security (eRLLCS), RIS-assisted visible light communication
(VLC) systems [51], RIS-UAV [52], RIS-NOMA [53], RIS-
assisted intelligent transportation systems, and RIS-assisted
smart healthcare. The major contributions of this survey ar-
ticle are detailed as follows:
� A detailed and systematic classification of various RIS-

assisted models is provided based on system model,
fading distribution, type of eavesdropping attacks (active
or passive), methodology adopted and performance met-
ric evaluated.

� Some promising essential technologies for 6G that use
RIS to reduce eavesdropping and improve secrecy are
discussed in this article.

� This survey article also discuss various performance
metrics required to evaluate the secrecy performance of
RIS-assisted wireless networks.

� A tutorial with an emphasis on key design issues,
namely, PLS performance metrics, RIS placement in dif-
ferent communication scenarios, and RIS passive reflec-
tion optimization techniques from a security perspective,
to help researchers, engineers, cyber-security practition-
ers, system designers, students, in clearly grasping the
big picture of the role of RIS in enhancing PLS, is pre-
sented.

� Lastly, possible research directions that could be further
worked upon for the betterment of security in RIS-
assisted PLS systems are suggested.

Fig. 3 shows the systematic representation of the survey.
The rest of this paper is summarized as follows: Section II
presents the PLS concept and the performance metrics to eval-
uate the secrecy performance of the given system. It discusses
how PLS is useful in the development of highly secured and

robust future wireless systems. Different kinds of privacy,
minimization of active and passive attacks, and ultra-reliable
and low latency communication (URLLC) are some of the
PLS crucial features which are discussed in this Section. Sec-
tion III provides a brief description of RIS and its applicability
in the 6G scenario. Section IV summarizes the existing state-
of-the-art methods for secrecy enhancement in RIS-assisted
wireless systems. There is a discussion of technical challenges
and future directions in Section V. Finally, we conclude the
survey in Section VI.

II. PLS AND ITS APPLICABILITY IN OTHER NETWORK
SCENARIOS
In this Section, we briefly discuss PLS, various performance
metrics of PLS and its applicability in different wireless net-
works as shown in Table 2. Due to the anticipated trillions of
IoT devices connected to the backbone network in the pres-
ence of a highly mobile and distributed environment, it has
become crucial to adopt PLS techniques [54]. As discussed
earlier, the PLS techniques exploit the channel characteristics,
i.e., noise and fading, and transceiver architecture features
such as synchronization and hardware impairment, to fully
support legitimate communication by providing double-layer
security [55]. Connecting more wireless devices increases the
risk for future wireless networks [1].

Some of the critical aspects of future wireless networks in
which PLS has a crucial role to play are as follows:
� Privacy and authentication: Privacy is one of the most

crucial elements which needs to be considered in wire-
less communication [56]. There are three different types
of privacy: data privacy, location privacy, and iden-
tity privacy. Due to the demand for data-intensive on-
demand services by the users, the service providers get
access to their private information, which is stored and
utilized by other collaborators, and adversarial entities
in designing their recommendation systems [57]. So, in
order to prevent illegal data access by service providers
and securely implement the smart city concept, there is
a need to ensure the privacy of users’ data. User authen-
tication is also essential in order to prevent the wireless
network from impersonation threats [2], [56].

� Enhancing secrecy capacity in MIMO system: With
the help of PLS characteristics in [58], the authors
achieved a large secrecy capacity between the source
and destination. Antenna array beamforming techniques
enhance communications between legitimate users while
jamming Eve’s signals. Multi-antenna deployments and
cooperative relays can increase the SR performance of
the system [3], [59], [60].

� Minimize active and passive attacks: Interference and
jamming are the two kinds of active attacks. These
attacks use transmission power to interfere with the
original signal. Jamming is of four types: spot, sweep,
barrage, and deceptive jamming. Similarly, interference
can persist by random and on-demand interference. Pas-
sive attacks include eavesdropping and traffic analysis.
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FIGURE 3. Systematic representation of the survey.

By applying different PHY layer security techniques,
such as beamforming, AN, and directional antennas, the
wireless networks can be prevented from such attacks to
a certain extent [61].

Here, we briefly discuss some performance metrics.

A. SECRECY CAPACITY
The secrecy capacity is the difference between the capacity of
the main channel and the Eve’s channel [4], [62] and is given
by

CS = CM − CW, (1)

where CM is the main channel’s capacity and CW is the Eve
channel’s capacity, all in bits/s. The mathematical expressions
for CM and CW are given by

CM = 1

2
log2

(
1 + P

NM

)
, (2)

and

CW = 1

2
log2

(
1 + P

NW

)
, (3)

where P is the signal power, NM , and NW are Gaussian noise
powers corresponding to the main and Eve channel respec-
tively [63]. When the main channel capacity becomes smaller

than the Eve channel capacity, i.e., secrecy capacity falls be-
low zero, then its occurrence probability is called intercept
probability [64].

B. SOP AND CONNECTION OUTAGE PROBABILITY (COP)
SOP is defined as the probability that the target rate becomes
higher than the instantaneous code rate. It can be expressed as

pout = P(CS < RS), (4)

where RS is the target rate and CS is the instantaneous se-
crecy capacity. SOP signifies that if the instantaneous code
rate becomes lower than the required communication rate, the
information-theoretic secrecy of the system will no longer be
supported [63].

COP is defined as the probability that the Eve receives
the message successfully. Connection outage occurs when
the amount of mutual information accumulated for legitimate
channel is less as compared to the code rate.

C. SECRECY THROUGHPUT
It is the average amount of confidential information received
without a secrecy outage at the receiver. Mathematically, it
is given as the product of target SR and the secrecy proba-
bility [65]. Effective secrecy throughput depends on the CSI
accuracy at transmitter. It increases with increase in accuracy
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of CSI availability upto a certain extent. Then it decreases
since higher value of CSI accuracy will also enhance the
Eve’s decoding capability leading to rise in SOP as well [66].
Effective secrecy throughput can be defined as

Te f f = (Rcode − Rred )Pr (CL − Ceve,Ceve < Reve) (5)

where Rcode and Rred represent the codeword rate and redun-
dancy rate respectively. CL and Ceve denote the legitimate
channel and eavesdropper’s channel capacities respectively.
(Rcode − Rred ) signifies the largest secrecy rate i.e. Rs and the
expressions Pr (CL − Ceve,Ceve < Reve) indicates the prob-
ability that there is secured and reliable transmission of
information from transmitter and receiver.

D. ERGODIC SECRECY CAPACITY (ESC)
Ergodic secrecy capacity is the capacity of fading channels
calculated in an average sense, (which is an important parame-
ter in PLS) since the received SNR varies with time for a faded
scenario [67]. From the transmitter node to the jth legitimate
receiver and the worst-case Eve, the ergodic capacity of the
legitimate channel is expressed as [67], [68]

RT : j = Eh j ,r j

[
log2

(
1 + |h j |2P/

(
rα

j σ
2
s

))]
, (6)

and the ergodic capacity of the eavesdropping channel is given
as

RT :e = Ehe,re[log2(1 + |he|2P/(rα
e σ 2

e ))], (7)

where RT : j is ergodic capacity of the transmitter and jth
receiver link and RT :e is the ergodic capacity of the transmitter
and worst-case Eve link. E is the expectation operator. h j cor-
responds to the fading coefficient between the transmitter and
the jth legitimate receiver and he corresponds to the fading
coefficient between the transmitter and the worst-case Eve.
r j is the distance between the transmitter and jth legitimate
receiver and re is the distance between the transmitter and
the best Eve. σ 2

s and σ 2
e denote the variance of noise at the

legitimate transmitter and the worst-case Eve, respectively.
Assuming that the worst-case Eve achieves the highest chan-
nel gain, the above set of equations is the analytical upper
bound on the ergodic secrecy capacity for the worst-case Eve.
Mathematically, the ergodic secrecy capacity is given by

CT : j = [
RT : jmin − RT :emax

]+
, (8)

where [a]+ is max (0, a), RT : jmin is the minimum ergodic
capacity obtained from a group of receiver nodes and RT :emax
is the maximum ergodic capacity obtained from a group of
eavesdropping nodes.

E. SECURITY GAP AND RATE INTERVAL
Security gap and rate interval can assess the PLS in URLLC.
The security gap can be defined as

Security gap = SNRBmin

SNRBmax
(9)

where SNRBmin is reliability threshold and SNRBmax is secu-
rity threshold. SNRBmin is given as the lowest SNR of the

main channel that satisfies the condition, PB
BER ≤ PB

BER(max),

where PB
BER is the average bit error rate (BER) at the sender,

PB
BER(max) ≈ 0 is the maximum average BER needed for guar-

anteed reliable communication between the sender and the
receiver. The security threshold is given as the highest SNR
of the Eve’s channel that satisfies the condition, PE

BER ≥
PE

BER(min), where PE
BER is the average BER at Eve where

PE
BER(min) ≈ 0.5 is the minimum average BER needed for

guaranteed secrecy level between the sender and the receiver.
The rate interval is given as

δR = Rtr − Rinf, (10)

where Rtr is defined as the highest allowable transmission
rate that satisfies the condition, PB

BER ≤ PB
BER(max), and Rin f

is defined as the lowest allowable transmission rate that satis-
fies the condition PE

BER ≥ PE
BER(min). If δR is positive, reliable

and secure communication is possible between sender and
receiver. If δR is negative then it is not possible [69].

F. INTERCEPT PROBABILITY AND PROBABILITY OF
NONZERO SECRECY CAPACITY (PNSC)
The probability by which the secrecy capacity, Cs falls below
zero is called intercept probability [70], [71], [72].

Pinter = Pr (Cs < 0) (11)

Passive eavesdropper intercept legitimate channel’s informa-
tion without modifying it whereas active eavesdropper have
the ability to modify it and cause severe decoding errors.

PNSC can be defined as the probability that secrecy capac-
ity is maintained above zero level since the wireless channel
is variable. The secrecy of the channel can be maintained
only till the legitimate channel’s quality is better than the
eavesdropper’s channel.

Pr (Cs > 0) = Pr (γL − γeve) (12)

where γL and γeve are signal-to-noise ratio corresponding
to legitimate and eavesdropper’s channel respectively. The
performance of RIS-assisted secure communication system
is evaluated in terms of average secrecy rate, PNSC and
SOP [73].

G. SECURE ENERGY EFFICIENCY
The energy efficiency of secured transmission over physical
layer can be evaluated by the help of two performance metrics.
One is the secure energy efficiency and the other is energy
per secret bit. Secure energy efficiency can be defined as the
amount of confidential information transmitted with a speci-
fied amount of energy consumed in duration δT . The ratio can
be calculated as

EE = RsecδT

δE
= Rsec

P
(bits/Joule) (13)

where Rsec is the achievable secrecy rate. This metric is used
in literature [74], [75] to measure the energy efficiency of
physical layer. Another metric is the reciprocal of secure en-
ergy efficiency and is referred to as energy per secret bit It can
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FIGURE 4. RIS-based 6G communication scenario.

be calculated as the minimum energy needed to transmit one
bit securely.

Ebit = P

Rsec
(Joules/bit ) (14)

The suitability of the performance metric depends on the sys-
tem scenarios and the channel conditions.

Table 2 summarizes the existing surveys on PLS schemes
in different wireless networks. In [76], the authors discussed
PLS research on various 5G technologies including MIMO,
NOMA, millimeter-wave communications, etc. and not par-
ticularly on RIS. The authors in [5] focussed on various
multiple-antenna techniques to enhance PLS for different sys-
tems. Similarly, the authors in [79] have provided a detailed
review on various secure transmission strategies from point-
to-point channels to larger multi user networks Then, in [80],
the authors presented a detailed survey on various PLS opti-
mization strategies to maximize secrecy performance of the
system. The authors in [81] and [82] focused particularly
on PLS for VLC and UAV systems, respectively. Similarly,
in [85], the authors presented an exhaustive survey on PLS
in satellite communications. However, the aforementioned
works in [5], [79], [80], [81], [82], [85] have not consid-
ered the important fact that besides controlling the transmitter
and receiver, the propagation channel parameters can also be
finely tuned. RIS has the capability to smartly control channel
parameters thereby improving the SNR, security, spectral and
energy efficiency. It can be integrated with other existing net-
works by modifying the network protocol. Also, it is nearly
passive, light in weight and small in size due to which it can
be easily deployed. All these unique characteristics can help

in realizing an intelligent network in 6G scenario. The role of
RIS in 6G PLS is discussed in following Section.

III. RIS AND ITS APPLICABILITY IN 6G PHYSICAL LAYER
SECURITY SCENARIO
As shown in Fig. 4, the deployment of RIS in smart of-
fices/homes, not only improves the connectivity but also
compensates for the power loss by reflecting beamforming
to nearby devices [93]. In order to enhance the coverage
in an indoor environment such as airports, shopping malls,
educational institutions, and factories, RIS can be fixed to
walls, ceilings, and even furniture, which is quite practically
feasible [94]. Similarly, the connectivity can be enhanced in
outdoor environments by coating RIS on building exteriors,
lampposts, high-speed moving vehicles, road signs, etc., in
order to control the transportation system smartly and thus
make the propagation environment intelligent [19], [78], [94],
[95], [96], [97]. RISs can be deployed in high-security areas
where BSs cannot be installed [98]. With the rapid evolution
of 6G emerging technologies, i.e., THz communication, AI,
intelligent wearables, implants, RIS, optical wireless commu-
nication (OWC), 3D networking, proactive caching, UAV, and
wireless power transfer, the number of wireless devices has
increased manifold [99], [100].

Table 3 shows the summary of representative works on
RIS and its role in 6G PLS scenario. To support ubiquitous
connectivity all over the world, including deserted places, as
well as to satisfy the 6G KPIs in terms of data rate upto
Tbps, RIS is an excellent option. It is due to its nearly passive
nature, its ability to control the wavefront intelligently such
that additional reflected paths are available at high frequency
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and visible light spectrum, and its easy deployment in the
existing infrastructure [11], [13], [98], [101]. In [102], the
authors investigated the performance of RIS-assisted THz
massive MIMO system and by exploiting the use of RIS, the
bit-error rate performance is improved by combating the large
free space path-loss. It can provide a robust non-line-of-sight
(NLoS) link in areas where obstacles block the line-of-sight
(LoS) path [103]. The indoor RIS can be connected to the
outdoor RIS which facilitates cooperative communication
between the household environment and outside the public do-
main. As discussed in [104], intelligent Omni-surface, which
is a specimen of RIS, can be utilized to provide ubiquitous ser-
vice connectivity to mobile users. In the future, this ubiquitous
wireless connectivity requires authentication and complete
security from eavesdropping and man-in-the-middle attacks.
It is possible with the help of RIS-assisted PLS techniques,
which aim to redirect undesirable signals in such a way that
the communication between legitimate users is strongly se-
cured [45], [46], [101].

Some of the PLS applications of RIS in 6G are discussed as
follows:

A. RIS-ASSISTED ERLLCS COMMUNICATION SYSTEM
The smart city concept composed of advanced industries,
schools/universities, and critical areas such as health care,
defense sector, surveillance, etc., require less delay and se-
cure connectivity that is free from Eves. The smart city
model comprises applications as the upper layer, followed
by an open-access platform and massive IoT infrastructure
that forms the lower layer. These layers utilize the wireless
medium to communicate with each other [123]. So, one must
safeguard the interaction between the layers in a massive IoT
against malevolent users regarding privacy, confidentiality,
integrity, and interoperability. The next generation of commu-
nication systems will consist of massive self-organizing and
self-healing robots. Many IoT devices, including personal IoT,
healthcare IoT, and industrial IoT, require high computational
power and, therefore, need more energy. So, in order to ensure
an eco-friendly communication network design, bit-per-Joule
energy efficiency (EE) is also a crucial performance criterion.
It decides the applicability of a particular wireless technology
for creating the green and sustainable network [124]. PLS ex-
ploits the inherent characteristics of the physical channel and
does not involve any complex encryption/decryption process,
due to which it becomes beneficial in providing security to
delay-sensitive applications. It satisfies the ultra-low latency
requirement of the given network while maintaining its secu-
rity and privacy [69]. Authors in [125] applied the friendly
jamming technique, which is one of the promising PLS tech-
niques, to prevent the data from getting decoded by Eves.
RIS turns out to be a powerful hardware technology for the
upcoming 6G networks due to the presence of many low-cost
and passive reflecting elements. It can play an important role
in achieving PLS by carefully utilizing the channel conditions
and by optimization of phase shifts of reflecting elements of
RIS to enhance the data rate and energy efficiency compared

to the traditional amplify-and-forward relay in communica-
tion networks [124], [126]. By configuring RIS to redirect
the signals such that they produce destructive interference
towards Eves and add constructively at desired users, the se-
curity of the system can be enhanced [123]. RIS maintains
a trade-off between security, complexity, and energy while
designing PLS protocols for IoT-based networks [127]. One
of the methods used in conjunction with the RIS to improve
network security is cooperative jamming [31].

B. RIS-ASSISTED SMART HEALTHCARE SYSTEM
The smart healthcare system is a data-intensive service that
requires very high data rates, ultra-high reliability, and very
low end-to-end delays that can be made possible by using 6G
network [126]. As shown in Fig. 4, a smart healthcare sys-
tem consists of intelligent internet of medical things (IIoMT)
which are wearable devices and sensors that can intelligently
monitor real-time data and securely send the patient’s infor-
mation to the medical staff via the internet. It is required to
prevent the patients’ privacy and access to the massive volume
of critical information from eavesdropping, jamming, and
spoofing [128]. Remote healthcare has become very crucial,
especially in pandemic times when it is required to follow
strict protocols and maintain social distancing to minimize the
infection spread. It facilitates hospital-to-home (H2H) facility,
thus reducing patient load at the hospital and supporting the
elderly population who need continuous health monitoring
to ensure well-being. For IIoMT devices, energy efficiency
is the most crucial parameter. In order to send and receive
confidential data securely and efficiently, reliable connectivity
is also critical. Due to the boundless spread of a large amount
of medical data, there is a need to address the security and
privacy issue of this humongous information in order to form
a fully connected and secured digital world [66]. In [129],
the authors briefly discuss the three main classifications in
which the PLS techniques can be categorized based on the
kind of authenticity attack. These are cryptography, anomaly
detection, and “friendly” jamming.

A PLS technique to ensure authentication and improve
channel estimation for Wireless Implantable Devices is pro-
posed. In the future, RIS-assisted PLS techniques can be used
effectively to protect private medical and health data from
Eves. It can be deployed for seamless connectivity and en-
hance the security of the legitimate link from malicious users.
Also, due to its passive reflection mechanism, it is applicable
for almost the whole frequency range, which makes it a cost-
effective solution for 6G applications [130]. The capability
of RIS to modify the propagation channel conditions can be
effectively utilized to enhance reliability and sensing accu-
racy which are the prime concerns in the medical field [131].
In [13], the authors have proposed a design to create wearable
body area network to monitor the health of people in real
time by using RIS and smart sensors. The sixth generation
of wireless communication networks can satisfy all these re-
quirements, which are beyond 5G capabilities [132].
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FIGURE 5. RIS-assisted vehicular network.

C. RIS-ASSISTED SMART AND SECURED TRANSPORTATION
Smart transportation aims to enhance the cellular user’s qual-
ity of service (QoS), road safety, traffic congestion, cost and
energy efficiency by deploying the latest wireless technolo-
gies in the current transportation system [133]. It focuses
the desired signal towards the intended receiver by adjusting
the phase shifts and amplitudes of incident waves such that
the desired information and energy is transmitted to the re-
ceiver [134]. Security issues in vehicle-to-infrastructure (V2I)
networks are addressed by deploying RIS keeping in mind that
it should be 1) optimally placed, 2) able to estimate the CSI
in a highly dynamic vehicular environment, 3) able to reflect
optimally, and 4) able to adapt to varied spectrum ranges. The
intelligent transportation system needs to protect the commu-
nication links between different wireless vehicular network
entities from Eve attacks as shown in Fig. 5. V1, V2, . . .,Vm are
interfering vehicles and there is a direct link between vehicle
vehicle V and UAV-assisted RIS. It is demonstrated that RIS
provides the highest average secrecy capacity as compared
to the decode-and-forward (DF), amplify-and-forward fixed
gain relays in presence of an Eve [105]. Due to the enormous
increase in intelligent devices that require frequent recharging,
it is essential to make arrangements for such facilities in future
vehicles. One such concept is wireless energy transfer (WET)
which utilizes RIS to provide recharging of intelligent devices
within the vehicle. In order to effectively transmit energy via
radio frequency (RF) signals in a poor propagation environ-
ment, passive RIS elements are coated within the vehicle to
reconfigure the environment. In [105], the authors discussed
that machine learning (ML) can be used to design more ef-
fective RIS-assisted PLS techniques as it can provide more
accurate CSI [135].

In [106], the authors utilized RIS for both PLS as well as
vehicle-to-vehicle (V2V) communication. In previous works,
the researchers either did not consider RIS in the vehicular
networks [136], [137], [138], [139], [140] or the system was a

non-vehicular RIS-assisted PLS system. In [106], two scenar-
ios are considered. In the first scenario, the authors considered
a V2V network consisting of a RIS-based access point for
transmission, and in the second scenario, they considered a
vehicular ad-hoc network (VANET) comprising a RIS-based
relay. The main idea is to utilize RIS as a reflector and a
transmitter. Mobile nodes are considered and also the effects
of fading. They showed that the parameters such as source
power, Eve distance, the distance between source and relay,
secrecy threshold, and the number of RIS cells had a great
impact on the system’s performance. The average secrecy ca-
pacity (ASC) and SOP of the system were analyzed. Similarly,
in [107], the authors considered two realistic scenarios; one is
V2V communication in which RIS acts as a relay as shown in
Fig. 5, and the other is V2I, in which RIS acts as a receiver.
SOP is analyzed, and the system’s performance improves due
to RIS’s presence in the network.

D. RIS-ASSISTED VLC SYSTEMS
VLC is a high-speed communication technique that utilizes
existing illumination systems which makes it cost-effective. It
operates within the frequency range of 400–800 THz, which
makes it a suitable technique for the 6G scenario [141]. RIS’s
ability to re-configure the wireless propagation channel to
compensate for the blocked LoS path is greatly utilized in
enhancing the communication performance [142]. By intel-
ligently controlling the reflection coefficients, a fine-grained
three-dimensional (3D) passive beamforming toward the de-
sired user can be achieved. This feature also helped in
improving the secrecy performance of the single-input single-
output (SISO) VLC system [108]. RIS is implemented as an
intelligent controllable mirror array and by smartly control-
ling the orientation of each mirror, the difference between
the channel gains of transmitter and receiver is increased, and
thus the secrecy performance is improved. Now, in [109], the
authors investigated the secrecy performance of a multi-user
RIS-assisted VLC system. The system model is composed
of multiple transmitters, multiple receivers, and an Eve. By
adopting an additive channel model [143] instead of opti-
mizing the mirror orientation as discussed above [108], the
secrecy rate is significantly improved as compared to the other
benchmarks, namely, random assignment case and without
RIS case.

In [28], the authors considered maximizing the SR of a
RIS-assisted RF multi-antenna system with a single antenna
Eve. Most of the research works are focused on enhancing the
secrecy performance of RIS-assisted standalone VLC or RF
network [28], [108], [109]. So, the authors in [110] discussed
the PLS of RIS-assisted dual-hop SISO-based VLC/RF hybrid
network in the presence of an Eve eavesdropping from the
relay. The first hop is the VLC link that transmits information
in an electromagnetic-sensitive environment and the second
hop corresponds to the RF link that further increases the com-
munication coverage with the help of RIS and relay nodes.
Closed-form expressions of SOP and strictly positive secrecy
capacity are derived and verified via simulations. Further
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research can be done in RIS-assisted PLS systems consid-
ering multiple-input single-output (MISO) systems, MIMO
systems, multiple RISs, Nakagami fading channels, etc.

E. RIS-ASSISTED UAV COMMUNICATION SYSTEMS
UAV-based communication systems have emerged as one
of the most innovative and upcoming wireless technologies,
which is getting popularity due to its flexible networking ar-
chitecture and affordable deployment cost [144], [145], [146],
[147], [148]. They are needed in order to cater to explosive
growth in wireless traffic, especially in high altitude areas or
difficult terrains where either the BS is inoperative or is not
possible to build [149], [150], [151], [152]. By optimization
of rotation angles and RIS location, which can be adjusted by
UAV, the ergodic capacity is improved [153].

By deploying a UAV relay with a RIS between users and
BS, stronger legitimate links with ground nodes can be made,
and also more potential Eves can be determined [154] as
shown in Fig. 5. In [111], the authors investigated the perfor-
mance of a RIS-assisted UAV secure communication systems
that consists of rotary-wing UAV, ground user, and an Eve.
Time division multiple access (TDMA) protocol is used in
order to ensure legitimate communication between ground
user and UAV. Building-mounted RIS is used to further assist
secure data communication. Rician fading is assumed for all
links. Imperfect CSI of the Eve is available to the transmitter.
To maximize the average worst SR, joint uplink/downlink
optimization is done by the proposed algorithm. The perfor-
mance improvement is observed in simulation results due to
the joint design of UAV trajectory, RIS’s passive beamform-
ing and transmit power of legitimates. The authors in [112]
proposed a RIS-assisted UAV communication system that
consists of UAV-mounted BS and a legitimate receiver to
maximize the average secrecy rate. Passive Eve is considered,
so, the small scale fading between the RIS and the passive
Eve is difficult to achieve. Joint optimization of the trajectory,
transmit power of UAV, and phase shifters of RIS is done
and the SCA scheme is applied. It is demonstrated that with
the help of RIS, the secrecy performance of the system is
significantly improved. In [113], the authors maximized the
fair secrecy energy efficiency which is calculated by taking the
ratio of the minimum secrecy rate to the total power utilized.
This is done by jointly optimizing the UAV’s trajectory, phase
shifts of RIS, and transmit power.

From these studies, it can be concluded that significant
secrecy performance improvement can be achieved over the
traditional schemes as in [113]. For efficient utilization of
bandwidth resources, RIS can be deployed to enhance the
spectral efficiency by integrating the index modulation [126].
By utilizing the THz and visible band, and deploying RIS,
the spectral efficiency of the wireless communication system
can be further increased [155], [156]. From the point of view
of PLS, RIS aims to maximize the SR in the UAV-assisted
networks, besides improving spectral efficiency [52], [157].

F. RIS-ASSISTED NOMA NETWORKS
NOMA is one of the crucial schemes for 5G and beyond
wireless networks, because it has high spectral efficiency, low
latency, supports a massive number of users, etc. [158], [159].
However, this scheme is quite prone to eavesdropping. So,
there is a need to fully secure from malicious users [1], [160].
So, designing PLS techniques for NOMA is very critical for
the security of the network [161]. The work in [161] focuses
on PLS for downlink NOMA considering both kinds of Eves,
i.e., 1) external Eves and 2) internal Eves.

The authors of [114] focused on securing wireless transmis-
sion in NOMA networks with RIS assistance. Rayleigh fading
channel was used. The work utilized robust active and passive
beamforming for the secure wireless transmission of data and
to minimize overall transmission power. AN was introduced
to degrade the information reception capability of the Eve.
A sequential rank-one constraint relaxation (SROCR) based
alternating optimization (AO) algorithm is applied to optimize
the RIS reflection coefficients and transmit power efficiently.
A robust beamforming design was analyzed mathematically
and it was demonstrated that by carefully increasing the
number of antennas at BSs, the transmit power decreases,
and beamforming gain for secured communication in NOMA
improves. It was shown that with the increase in the eaves-
dropping rate, the security requirement reduces due to which
less AN is needed. The proposed AO algorithm performs
better in terms of transmit power than two baseline schemes,
i.e., random phase and equal power allocation (EPA). It con-
sumes the least power of all. In article [115], the authors
enhanced the heterogeneous internal secrecy requirements
of NOMA users and minimized the total transmit power.
They proposed SDP and SCA-based iterative algorithms to
optimize active beamforming and passive phase shifts to
minimize power consumption. A significant improvement in
power consumption compared to conventional NOMA (C-
NOMA), NOMA without RIS, and OMA with or without RIS
is demonstrated. Then in [53], the authors investigated the
performance of RIS-assisted downlink NOMA transmission
system having two NOMA users. Two scenarios are con-
sidered. In the first one, internal eavesdropping is present,
and in the second case, it extends to both external and in-
ternal eavesdropping. The authors further considered two
sub-scenarios, one is the sub-scenario without CSI of Eve,
and in another case, the Eve’s CSI is available. Joint beam-
forming and power allocation scheme were applied to enhance
the secrecy performance. Also, by increasing the number
of reflecting elements of RIS, the secrecy performance is
improved.

The authors in [116] optimized the SR, sum SR, and eaves-
dropping rate by jointly optimizing the transmit beamforming,
artificial jamming, and RIS reflecting vectors. The jamming
and NOMA signals are transmitted together to suppress
eavesdropping and apply successive interference cancellation
(SIC). In another article, [117], the secrecy performance of
RIS-assisted NOMA networks consisting of two legitimate
users, BS, and an Eve is evaluated in terms of SOP and ASC
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FIGURE 6. RIS-assisted CRN.

under a generalized Nakagami-m fading channel model. The
secrecy diversity orders and high SNR slopes are also deter-
mined in [117].

G. RIS-ASSISTED CR SYSTEMS
In this Section as shown in Fig. 6, we discuss CR systems
which are deployed in order to cater to the ever increas-
ing bandwidth demand of users and thus solve the spectrum
scarcity issues. These are prone to eavesdropping, jamming,
and spectrum sensing data falsification and need to be fully
protected by applying PLS techniques [119]. The authors
in [118] considered an underlay MIMO-CRN with a re-
lay node to effectively utilize the spectrum and cater to a
huge number of users. Both primary users (PUs) and sec-
ondary users (SUs) intelligently use the same spectrum in
underlay MIMO-CRN due to which there is less interfer-
ence to PU data. But to fully preserve the privacy of PU’s
and SU’s data and maintain their data rate, the authors pro-
pose a bi-directional zero-forcing beamforming scheme to
enhance the secrecy capacity of the network. Highly secured
communication is achieved for both PUs and SUs and the
results are demonstrated in terms of ergodic secrecy capacity
and SOP. As shown in Fig. 6, RIS is combined with PLS
to prevent the network from eavesdropping and to make it
energy-efficient. Here G ∈ C

M×N is the channel matrix from
secondary transmitter (ST) to the RIS. hI,s ∈ C

M×1 denote
channel vector from RIS to SU, hI,Evem ∈ C

M×1 denote chan-
nel vector from RIS to mth eavesdropper and hI,p ∈ C

M×1

represent the channel vector RIS to PU respectively. RIS’s
ability to constructively add the signals at desired receiver,
destructively at the Eve, and its energy-efficient passive nature
makes it extremely important entity while designing wireless
networks.

In [119], the authors considered a RIS-assisted gaussian CR
MISO system and aim to enhance the secrecy rate of the SU.

Joint optimization of transmit covariance at transmitter and
phase shift coefficients at RIS is done by applying AO and
improved results with RIS are reported in terms of secrecy
rate. Similarly, in [120], the authors considered a RIS-assisted
multiple-input-multiple-output cognitive radio wiretap chan-
nel (MIMO CR WTC) model and aim to enhance the secrecy
rate of the SU. An AO is proposed for joint optimization of
transmit covariance at the base station and phase shift coeffi-
cients at RIS. So, the secrecy rate of the SU is enhanced over
other benchmark schemes and the proposed algorithm has
fast monotonic convergence too. Then in [121], the authors
considered a CR MISO WTC and aim to enhance the secrecy
rate at SU under certain power constraints. It is assumed
that complete CSI of PU and SU is available and for Eve,
three different conditions of CSI are considered, namely, full
CSI, imperfect CSI, and no CSI. To get the enhanced secrecy
rate in each scenario, different optimization algorithms are
proposed and optimized secrecy rates are obtained for each
case. The authors in [122] considered a RIS-assisted cognitive
radio network (CRN) that utilizes RIS to enhance its spectral
efficiency, energy efficiency, and security.

IV. STUDIES ON SECRECY ENHANCEMENT IN VARIOUS
RIS-ASSISTED WIRELESS SYSTEM TOPOLOGIES
The major research works on secrecy performance in RIS-
assisted wireless networks are summarized in this Section.
The organization is done based on the system design, specifi-
cally how RIS relates to the network’s topology. The research
works presented are classified according to the four main cat-
egories, i.e., single/multiple users with single/multiple Eves.
Further, they are analysed in terms of performance metrics
obtained, antenna system deployed, number of RIS present,
channel model used, and the major contributions in the re-
search field. Table 4 presents a summary of representative
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TABLE 4. A Summary of Representative Works on Secrecy Enhancement of RIS-Assisted Wireless Networks With Single/Multiple Users and
Single/Multiple Eves
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TABLE 4. (Continued.)

FIGURE 7. Generic RIS-assisted System Setup.

works on secrecy enhancement of RIS-assisted wireless net-
works with single/multiple users and single/multiple Eves.

A. SECURED TRANSMISSION FOR A SINGLE USER WITH
ONE EVE
In Fig. 7, we consider a generic RIS-assisted system setup
consisting of t transmitters, k receivers, n Eves, and p number
of RISs each with L reflecting elements. Each transmitter

and receiver is composed of nt and nr number of antennas
respectively.

1) SISO
For SISO wireless network configuration with a single trans-
mitter, single receiver, single RIS, and an Eve, we con-
sider t = 1, k = 1, n = 1, p = 1, nt = 1 and nr = 1. Table 3
presents a representative study considering this setup. Au-
thors in [40] have derived an asymptotic expression for SOP
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of RIS-assisted communication system in the presence of a
passive Eve, and verified by simulations. SOP versus average
SNR results for different RIS elements is presented. The au-
thors in [162] discussed the PLS performance of RIS-assisted
communication systems with imperfect phase compensation.
A channel model for legitimate and wiretap links is used to
formulate three scenarios. The first scenario considered folded
normal and Rayleigh distributions for legitimate and illegit-
imate links, respectively, assuming no phase errors. In the
second and third scenarios, legitimate links are modeled by
Beckmann and Nakagami distributions, respectively, whereas
illegitimate links are modeled by Rayleigh distribution, as-
suming phase errors in both cases. Both active as well as
passive eavesdropping cases are considered. The authors de-
rived the analytical expressions of SOP and average SR for
each scenario and provided an open problem for investigating
the secrecy performance of the multi-antenna system.

Recently, secret key generation (SKG) has gained popu-
larity in safeguarding legitimate data communication from
eavesdropping [41], [163]. Several research works have been
reported in the literature [41], [42], [163], [164], [165], [166]
for SKG and the secret key rate maximization in RIS-assisted
wireless networks. SKG approach proves to be a lightweight
PLS technique that uses shared keys among legitimate users to
secure the privacy of the data communication from malicious
users. Hence, Eves face difficulty in decoding the information
because there is a low correlation between legitimate channels
and Eves. In [163], the authors aim to increase the secret key
capacity of the RIS-assisted system by optimizing the location
of intelligent RIS units. The system model is composed of a
single antenna transmitter, receiver, and Eve. The secret key
capacity formula is derived, and besides enhancing the secret
key capacity, the bit inconsistency rate is also reduced. In [41],
[163], the authors have utilized RIS for SKG in order to
enhance the secret key capacity. In [163], the authors consider
a single Eve whereas [41] dealt with multiple non-colluding
Eves. The Eves in both [41] and [163] are not completely pas-
sive, so, their CSI statistics are available to the transmitter as
well as to the receiver. The authors in [167] investigated both
constructive and destructive impact of RIS on physical layer
key generation (PKG) scheme. The system setup is composed
of a transmitter, receiver, RIS and an eavesdropper which can
be active or passive. The experimental results demonstrated
the improvement in sum secrecy rate.

The authors in [168] investigated the environment recon-
figuraton attack (ERA) which is a wireless jamming attack
primitive. The system setup is composed of legitimate trans-
mitter, receiver and an eavesdropper that employ OFDM
modulation technique along with RIS. RIS behaves as a prac-
tical low-cost toolkit for attackers and helps in disturbing
legitimate receivers and thus randomness increases. Analyt-
ical, simulation as well as experimental results are presented.
The results demonstrate that ERA is able to severely degrade
available data rates even with small RIS. So, RIS acts as a
powerful attacker tool that can deal with physical layer at-
tacks against wireless communications. The authors in [169]

designed a countermeasure against adversarial wireless sens-
ing that is referred to as IRShield that acts as a plug-and-play
privacy-preserving extension to the existing wireless infras-
tructure. The experimental evaluation of the designed system
demonstrated that the adversarial motion detection rates from
passive eavesdropping of wireless signals are lowered to 5%
or less.

The authors in [170] analysed the security gap concept
for Gaussian channels and for the discrete memoryless chan-
nels (DMCs) for any finite codelengths under any reliabil-
ity/security conditions and at any transmission rates. The
authors in [171] have proposed a suitable performance metric
for URLLC networks, i.e., COP that maintains a trade-off
between latency, reliability, security and network throughput.
In another research work [172], the authors have analysed the
performance of PLS in RIS-assisted hybrid automatic repeat
request (HARQ) system. The system setup is composed of
single antenna transmitter, receiver, Eve and an RIS in non-
LoS scenario. The closed form expressions for COP and SOP
are obtained in RIS-assisted hybrid automatic repeat request
with chase combining (HARQ-CC) and hybrid automatic
repeat request with incremental redundancy (HARQ-IR) sys-
tems and the numerical results are verified by simulation
results.

2) MISO
For MISO configuration with a single transmitter, receiver,
RIS, and an Eve, we consider nt number of transmit an-
tennas, nr = 1, t = 1, k = 1, n = 1 and a RIS i.e. p = 1
with L reflecting elements. The representative works con-
sidering this setup are given in Table 3 and discussed here.
The authors in [38] and [114] investigated the secrecy per-
formance of the RIS-assisted communication system when
the Eve’s CSI is not known and AN is utilized to prevent
the leakage of information to the Eve, i.e. the Eve is com-
pletely hidden and does not exchange CSI with transmitter.
In [38], the authors aimed to minimize the transmit power
such that the desired QoS is satisfied at the receiver and
utilize the remaining power for generating AN to jam the
Eve’s receiver. Two algorithms, namely, oblique manifold
(OM) and minorization-maximization, are applied to solve the
non-convex optimization problem, and the simulation results
are reported in terms of average SR versus QoS thresh-
old. Though SR is less compared to the scenario when the
Eve’s CSI is known, the level of secrecy is still apprecia-
ble. In [114], RIS-assisted NOMA transmission is considered
and the CSI of multi-antenna Eve is imperfectly known. A
Sequential rank-one constraint relaxation (SROCR) AO algo-
rithm is proposed to efficiently optimize the RIS reflection
coefficients and the transmit power. In [28], the authors con-
sidered maximizing the SR of RIS-assisted multi-antenna
system with a single antenna Eve and then extended it to a
multi-antenna Eve. They presented an alternating algorithm
to jointly optimize the transmit covariance matrix and RIS’s
phase shift matrix under Rayleigh’s fading channel model.
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It is demonstrated via simulations that their RIS-assisted
network improves the SR compared to the conventional tech-
nique without RIS. Furthermore, the impact of horizontal
distance between the transmitter and the receiver is observed
on the SR performance of the proposed method in [28]. As
observed from the presented simulations, the SR increases
with the increase in horizontal distance between the trans-
mitter and the receiver, which is attributed to the receiver’s
closer proximity to RIS, thereby resulting in stronger reflect
beamforming.

On a comparable basis, in [178], the authors aimed to max-
imize the SR of the network consisting of a multi-antenna
transmitter, receiver, and Eve. Assuming that CSI is perfectly
known to to the transmitter and the RIS. The differences are
in the optimization techniques used at the transmitter and RIS.
They have proposed two techniques, namely, element-wise
block coordinate descent (BCD) and AO with minorization-
maximization. The first is more suitable for small-scale RISs,
while the second is more suitable for large-scale fading RISs.
In [178], Rayleigh fading channels are employed. The sim-
ulation results indicate that the average SR performance for
both BCD and AO algorithms is similar for wide range of
transmit power values. The average SR performance is also
compared with the no RIS scenario and demonstrates that
the average SR improves significantly by employing the RIS.
Similarly, in [185], the authors presented a power-efficient
scheme that aimed to minimize the transmit power subject to
secrecy constraints. A multi-antenna BS communicates with
a single-antenna receiver in the presence of a single-antenna
passive Eve. They employed an AO algorithm and semidef-
inite programming (SDP) relaxation to obtain an optimal
secure transmit beamformer and reflecting beamformer design
at RIS. The authors demonstrated that it outperforms when
there is no RIS in terms of secure transmit power.

However, in prior works, the scenario like in [51] has rarely
been thoroughly investigated, where the average power of a
legitimate communication link is lesser than the Eve link.
The considered channel in [51] is a quasi-state flat fading
one. The average secrecy rate (ASR) is maximized by joint
optimization of the access point (AP) transmit beamforming
vector, and RIS reflect beamforming vector. An efficient al-
gorithm based on alternating optimization (AO) maximizes
the SR. The authors compared the performance of the pro-
posed ‘alternating optimization’ based joint active and passive
beamforming scheme with access point-maximum ratio trans-
mission (AP-MRT) with RIS, without RIS. Furthermore, the
proposed scheme in [51] was also validated by the analytical
upper bound on SR, which agrees well with the simulation
results. Using the presented simulation results in [51], it is
shown that their scheme outperforms the existing benchmarks
like AP-MRT in achieving secrecy.

The aforementioned research works studied the perfor-
mance of single RIS-based wireless networks considering
both large and small-scale RISs [178]. The SR performance
can be further analyzed for multiple RISs scenarios. There are
a few research works in which multiple RISs are considered

to increase the communication links between the legitimate
parties, which results in improved SR performance as demon-
strated in [186], [187], [188], [189]. The multiple RISs are
considered in order to make the data transmission more robust
and secured [186]. Deep Reinforcement Learning approaches
are also applied to smart radio environment composed of
multiple RISs for the orchestration of tunable reflecting ele-
ments [190].

RIS can be used either as legitimate or eavesdropping in
order to enhance the privacy of confidential information [187].
By deploying multiple RISs, the number of transmission
paths between the legitimate receiver and the BS increases,
which results in an improvement in the received signal power,
thereby improving the overall SR performance [188]. The
authors in [186] maximized the SR of the system in which
multiple RISs cater to the users. When Eve is active, its CSI
is available at AP. The switch state of each RIS is adjusted
according to the system load. RIS phase shifts, AP trans-
mit beamforming, and RIS switch state vector are jointly
optimized to maximize SR under a given power constraint.
They demonstrated that the proposed distributed RISs assisted
scheme performs better in terms of SR than the conventional
RIS-assisted scheme. In another research [187], the authors
investigated the SR performance of multistream MIMO PLS
system considering two RISs, i.e., one legitimate and the
other eavesdropping RIS. The simulation system comprises
a multi-antenna BS, a multi-antenna legitimate receiver, and
a legitimate RIS. Within proximity of the legitimate commu-
nication link lies a multi-antenna Eve with an eavesdropping
RIS to assist in decoding legitimate information. It was as-
sumed that BS knows about the Eve but is unaware of the
eavesdropping RIS. Similarly, the Eve is unaware of the
deployment of the legitimate RIS. Frequency flat Rayleigh
fading channels are considered. They showed that even with
a minimal RIS size compared to an eavesdropping one, the
SR increases over the whole range of SNR. In [189], the
authors maximized the SR at the user in the network hav-
ing RIS-assisted channel with inter-surface signal reflection.
They apply the AO algorithm for joint optimization of the
beamformer at transmitter and phase shift coefficients at dou-
ble RIS. Product Riemannian manifold based AO algorithm
is applied to optimize phase shift coefficients at both RIS.
Performance comparison with the SDR-based AO algorithm
demonstrates that SR in both cases is nearly the same but
with a faster speed of convergence in the case of the Product
Riemannian manifold based AO algorithm.

Furthermore, the performance can be analyzed under the
generalized Nakagami-m distribution for small-scale fading
as opposed to the Rayleigh fading channel models consid-
ered in the aforementioned works [28], [38], [114], [178].
The Nakagami-m distribution reduces to Rayleigh for m = 1,
unilateral Gauss distribution for m = 0.5, and for the channel
without fading, m → ∞ [191], where m is the diversity or-
der. In another research work [30], the authors discussed the
secrecy capacity of a RIS-assisted cooperative network con-
sisting of a transmitter, receiver, and Eve. RIS is likely to be
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aware of CSI of all channels. The authors in [30] formulated
a generic multi-objective AO problem that focused on find-
ing secrecy capacity by improving the receiver’s channel and
degrading the Eve’s channel. The simulation results demon-
strated that the average secrecy capacity improves irrespective
of the system setup by deploying a RIS. To obtain optimal
reflection coefficients for RIS elements, the authors in [192]
use ML and deep learning (DL) techniques to reduce the com-
putational complexity of the RIS-assisted wireless system.
The system setup consists of a multi-antenna AP, a legitimate
receiver, an Eve, and a RIS. All channels in the system ex-
perience quasi-static flat fading and AP and RIS controller are
fully aware of CSI of all channels. The simulation results have
shown that ML and DL approach provides a comparable SR
performance with reduced time and computational complexity
compared to the conventional learning approaches [28], [51].

The researchers also focus on enhancing the SR of wireless
communication in the mm/terahertz (THz) band by apply-
ing powerful beamforming techniques [193], [194]. In [173],
the authors investigated the performance of the RIS in pro-
viding security to wireless communication in the mm/THz
band. The considered channel in [173] is a rank one chan-
nel model with a dominant LoS link for the BS-RIS case
in the presence of passive Eve. This paper discussed the SR
maximization assuming discrete phase shift by joint opti-
mization of the transmit beamforming and reflecting matrix.
SR performance in terms of simulation curves is reported,
and it is shown that with the increase in the number of re-
flecting elements of RIS, there is a steady increase in SR.
Also, the SR performance enhances appreciably by applying
SDP-based and BCD methods. Authors in [174] maximized
the SR of downlink THz communication in the MISO wire-
tap channel by designing the active beamformer at the BS
and the passive reflecting phase shifters at the RIS. They
use a clustered channel model based on the extended Saleh
Valenzuela model. RIS operates in two modes, i.e., sens-
ing mode (for channel estimation) and computing mode. To
jointly optimize the phase shifters and beamformers, two
high-quality suboptimal designs are discussed, i.e., the closed-
form successive design (SD) and the iterative joint design
(JD). It is shown that the proposed RIS-based SD and JD
methods perform better than the traditional optimal secure
beamforming without RIS in terms of achievable secrecy data
rate.

In [175], the authors maximized the SR over the BS to
the legitimate user by jointly optimizing the BS beamforming
matrix and the RIS phase shift matrix. The system design
consists of a single antenna receiver, a multiple antenna
Eve, one RIS, and one BS equipped with a multi-antenna
uniform linear array. CSI is available to the BS and the
RIS. The difference between the works in [174] and [175]
lies in the kind of applied optimization techniques and also
in the chosen frequency band. In [175], the authors devel-
oped an efficient algorithm that is executed by optimizing
the phase shift matrix at RIS and transmitting beamform-
ing vectors alternately, keeping the other parameters fixed.

They exploit Majorization-Minimization (MM) and mani-
fold optimization (MO) techniques to obtain the solution.
The proposed algorithm in [175] not only improves the SR
but is also computationally more efficient than the exist-
ing Charnes-Cooper transform and semidefinite relaxation
(CCT-SDR).

In this part, we have reviewed the performance of RIS in
enhancing the SR of wireless communication in the mm/THz
band considering a single Eve. Then the joint optimization
of the transmitter’s beamforming matrix and RIS phase shift
matrix is done to maximize the SR. Further investigation can
be done by considering multiple colluding as well as non-
colluding Eves since we need to thoroughly study the more
realistic scenario. Practical optimization techniques that are
cost and energy-efficient need to be designed to accurately
obtain the CSI of Eves.

3) MIMO
In Fig. 7, by considering nt number of transmit antennas,
nr number of receive antennas, t = 1, k = 1, n = 1, and a
RIS with multiple reflecting elements, a MIMO wireless net-
work with a single transmitter, receiver and an Eve can be
formulated. The representative work considering this setup
is given in Table 3 and discussed here. Hong et al. in [176]
aimed to enhance the SR in AN-assisted MIMO communica-
tion systems. The SR is improved by jointly optimizing the
transmit precoding (TPC) matrix at the BS, the covariance
matrix of AN, and phase shifts at the RIS. The proposed algo-
rithm is BCD, assisted by the MM algorithm. The Rayleigh
fading is considered for the direct links between the BSs
to the Eve and the receiver while Rician fading is consid-
ered for RIS links [176]. It is shown that by increasing the
number of RIS-reflecting elements, one can obtain a higher
converged SR value at the cost of increased computational
complexity. As inferred from the simulation results presented
in [176], the proposed algorithm is found to be significantly
superior to the existing algorithms, namely, no-RIS scenario,
RandPhase, and block coordinate descent-quadratically con-
strained quadratic program-semidefinite relaxation in terms of
SR.

The authors in [177] investigated the secrecy performance
of a RIS-assisted MIMO and multi-Eve system that aims to
enhance the secured communication among the multi-antenna
enabled mobile devices targeting the beyond fifth genera-
tion (5G) mobile communication networks. They presented
a system where all entities, i.e., the transmitting AP, the le-
gitimate receiving user, and the Eve, have multiple antennas.
CSI for all channels are accurately known at AP. RIS com-
posed of multiple passive elements dynamically adjusts the
phase shift of each reflecting element based on the propa-
gation environment learned through periodic sensing [195].
In order to enhance the SR, the transmit covariance matrix
at the AP and the RIS reflection coefficients are optimized
jointly for both discrete and continuous RIS coefficients. The
transmit covariance matrix optimization problem is solved by

190 VOLUME 5, 2024



a successive convex approximation (SCA)-based algorithm
to maximize the secrecy rate. This work can be extended
to multiple legitimate users and multiple Eves. The authors
of [32] investigated the impact of fading on the secrecy system
performance and maximized the achievable secrecy rate with
the required transmit power budget. The AN was introduced
to bring in additional interference to degrade the reception of
the Eve by exploiting the RIS-induced extra DoF. A generic
MIMO system with a single BS, a legitimate receiver, a single
Eve, and a RIS was considered. The work in [32] assumes that
the CSI of the Eve is available at the BS. The BCD algorithm
was applied to jointly optimize the secure precoder, the AN
jamming precoder, and the phase shift matrix at the RIS.
Using the weighted minimum mean square error (WMMSE)
algorithm and the Karush-Kuhn-Tucker (KKT) conditions, the
authors in [32] have derived the closed-form expressions for
the secure precoder and the AN jamming precoder phase shift
using the MM algorithm. The proposed algorithm proves to
be superior over the baseline schemes in terms of SR. The
authors in [196] have proposed RIS-assisted physical layer
key generation (PLKG) strategy for TDD systems. The system
model is a MIMO system composed of a transmitter, receiver,
eavesdropper and RIS. The experimental results demonstrate
that the proposed scheme achieves high KGR, low key error
rate and randomness.

B. SECURED TRANSMISSION FOR A SINGLE USER WITH
MULTIPLE EVES
In this Section, we classify the research works with a single
receiver and multiple Eves based on number of antennas at
the transmitter and receiver.

1) SISO
For this setup, we consider nt = 1, nr = 1, t = 1, n = 1, k
number of Eves and an RIS. The related works are sum-
marised in Table 3. The authors in [179] aimed to boost the
average secrecy performance of a RIS-assisted indoor wire-
less communication system in which a legitimate transmitter
wants to communicate with a legitimate receiver in the pres-
ence of potential Eves and a RIS. The channel fading follows
the Rice distribution. Using an analytical genetic algorithm
(GA), an optimal tile-allocation-and-phase-shift-adjustment
(TAaPSA) strategy maximizes the achievable secrecy rate.
The closed-form expressions for SOP and achievable secrecy
rate are derived, and it shows that for low numbers of Eves,
the achievable secrecy rate can be improved by increasing
the achievable rate of legitimate users and simultaneously
decreasing the overhearing rate of illegitimate users. Also, the
location of the RIS proves to be a potential solution to further
enhance the secrecy performance. Xu et al. in [67] studied the
ESC of RIS-assisted communication systems considering dis-
crete phase shifts and both colluding and non-colluding Eves.
Assuming that RIS is fully aware of instantaneous legitimate
CSI but completely unaware of the instantaneous eavesdrop-
ping CSI. The asymptotic analysis demonstrates that the ESC

scales with the number of RIS reflecting elements for both
kinds of Eves.

As discussed earlier, in [41], the authors adopted the secret
key generation concept by utilizing RIS in order to enhance
the secrecy key capacity. Multiple non-colluding Eves are
considered and RIS’s ability was utilized to modify reflection
coefficients that helped in minimizing the secret key leak-
age to Eves. A closed-form expression for lower bound on
RIS-assisted wireless networks’ secret key capacity is de-
rived along with the multiple elements reflecting coefficient
matrix that helped to increase the minimum secret key capac-
ity. Semidefinite relaxation-successive convex approximation
(SDR-SCA) optimization technique was applied to obtain the
desired solutions. The authors have shown that by increasing
the size of RIS in the network and using SDR-SCA, the se-
cret key capacity is improved compared to other benchmark
systems, such as one without RIS and one with RIS. The
authors presented another study in [164] to generate secret
keys in a RIS-assisted wireless network. RIS was utilized to
generate artificial randomness in the propagation channel to
achieve fast phase switching and support one time password-
encrypted data transmission. Secure transmission rate and key
generation rate (KGR) are derived and based on this, an op-
timal time slot allocation algorithm is formulated that caters
to two phases, one is for key generation, and the other cor-
responds to data transmission. Here, the authors considered
multiple Eves with the non-availability of CSI, and the Pois-
son point process (PPP) is used to derive KGR. Simulation
results demonstrated that this proposed scheme outperforms
the other two schemes, i.e., random phase-shifted RIS and
when there is no RIS.

2) MISO
Many research works in the literature deal with security
enhancement in RIS-assisted MISO wireless networks with
multiple Eves. Table 3 lists some notable works in this area.
We consider a MISO wireless network consisting of a multi-
antenna transmitter, receiver, multiple Eves, and a RIS with
multiple reflecting elements by taking nt number of transmit
antennas, nr = 1, m = 1, k = 1, n number of Eves and a RIS
in Fig. 7. The authors in [181] have determined the viability of
the introduction of AN to enhance the security of RIS-assisted
communication systems under a Rayleigh faded scenario. The
authors maximize the SR by joint transmit beamforming with
AN and RIS reflect beamforming. They compared the perfor-
mance of four scenarios, namely both AN and RIS networks,
only AN networks, only RIS networks, and finally, no RIS
networks. The numerical results presented in [181] indicate
that the AN-assisted network delivers the best secrecy perfor-
mance irrespective of the presence or absence of RIS. It was
also demonstrated that with the increase in the number of eves,
AN’s presence proves to be more helpful than the RIS since it
suppresses the information received by the Eve when the Eve
and receiver are close to the RIS.
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In [180], the authors considered two eavesdropping scenar-
ios, i.e. colluding and non-colluding Eves and the transmitter
is not completely aware about CSI of Eves’ channels. The
authors maximized the achievable secrecy rate in the presence
of both the above eavesdropping scenarios. They distributed
Eves randomly around the receiver, and the angle of arrival
(AoA)-based CSI of the cascaded wiretap channel is im-
perfectly known. An efficient AO-based robust and secure
beamforming (RSBF) scheme was presented that proved to
perform better than the standard schemes. RIS can enhance
spectrum as well as energy efficiency. So, there are a few
papers that deal with improving energy efficiency besides
providing security to the network [31], [197]. In [31], the au-
thors investigated the secrecy performance of the RIS-assisted
wireless network in the presence of cooperative jamming.
The cooperative jamming concept involves transmitting the
cooperative jamming signal that disturbs the Eve, and there-
fore, the signal helps in enhancing the SR. The work also
aimed to maximize the energy efficiency of the network. The
beamforming vector, jamming vector, and phase shift matrix
were jointly optimized to maximize the energy efficiency and
improve the SR over other benchmark schemes. In [197],
the authors considered a RIS-assisted-secure-energy-efficient
transmission that maximized the transmit power such that the
SNR at legitimate user and Eve is under control. They opti-
mized the beamforming weights at the transmitter and phase
shift coefficients at RIS. All channels experience Rayleigh
fading and perfect CSI is available at transmitter and receiver.
It is shown that over the entire range of target SR, the transmit
power of the proposed scheme remains almost constant, and
noticeable improvement is seen compared to the other bench-
mark schemes.

C. SECURED TRANSMISSION FOR MULTIPLE USERS WITH
ONE EVE
In this Section, the classification of research works consisting
of multiple receivers with one Eve is done based on number
of antennas at transmitter and receiver.

1) MISO
In [182], the authors proposed a multi-user two-way com-
munication setup with RIS and evaluated its secrecy perfor-
mance. The system setup comprises several pairs of end-users,
a RIS, and an Eve. Due to the non-LoS scenario, the RIS
establishes communication links between the end users. Chan-
nels experience quasi-static block fading. Due to passive Eve,
the instantaneous CSI of the Eve is not known to the users.
The proposed scheme in [182] utilizes the signal from one
particular user as good jamming to disturb the reception of the
signal at the Eve. A user scheduling scheme is also derived
to enhance the ASR. It was shown that it improves with the
number of reflecting elements. ASR scaling laws are also
derived considering very large transmit power, RIS reflecting
elements, and the number of end-user pairs.

D. SECURED TRANSMISSION FOR MULTIPLE USERS WITH
MULTIPLE EVES
Here, we consider the case when multiple receivers with mul-
tiple eves are present.

1) MISO
This scenario considers a MISO wireless network consisting
of a multi-antenna transmitter, multiple receivers, and Eves,
and a RIS with multiple reflecting elements, by taking nt

number of transmit antennas, nr = 1, m = 1, k number of
receivers and n number of Eves in Fig. 7. In [183], the authors
discussed the programmable wireless environment for PLS to
achieve highly efficient secret communication. All receivers
and Eves are in the same direction as the transmitter, due
to which their channel responses are highly correlated. The
conventional beamformers at transceivers are not guaranteed
to deliver improved secrecy. The SNR needs to be increased at
the desired receiver, thereby calling for RIS-based techniques.
Hence, to improve the secrecy aspect of wireless communi-
cation between legitimate users, RIS is employed to create
an extra link so that the SNR of legitimate links improves,
whereas it suppresses at Eves. They jointly optimized the
BS and beamformers and RIS reflection coefficients to max-
imize the minimum SR among all legitimate users. Since the
problem is non-convex, AO based path-following algorithm
is applied for a single transceiver and an Eve system. Heuris-
tic closed-form solutions based on zero-forcing beamforming
(ZFB) are formulated for multiple receivers and Eves.

In [184], the authors considered the worst-case assumption,
i.e., Eves possess more hardware resources and computational
capabilities than legitimate users. The perfect CSI of Eves is
unknown at AP. The Rician fading model is employed. The
system setup consists of multi-antenna AP, multiple single-
antenna legitimate users, and multi-antenna potential Eves.
Transmit beamformers, AN covariance matrix, and RIS phase
shifts are jointly optimized, and a robust, secured system
demonstrates the vast potential of RIS in enhancing the PLS
of future wireless communication systems.

V. TECHNICAL CHALLENGES AND FUTURE DIRECTIONS
In this Section, we discuss the technical challenges and open
research directions that are identified on the basis of the pre-
sented survey.

A. CSI ACQUISITION
Most of the research works in RIS-assisted wireless networks
are based on the assumption of the availability of exact CSI
at the transmitter and/or RIS since accurate CSI is critical in
order to optimally adjust the RIS elements to achieve maxi-
mum performance gains [198]. By employing long-term CSI,
we can reduce the computational complexity of the overall
system [198]. Also, it plays a crucial role while choosing
a suitable secrecy performance metric and accordingly the
appropriate PLS technique that can be applied for secured

192 VOLUME 5, 2024



data transmission. However, in reality, knowledge of imper-
fect CSI can only be made available to the transmitter since
the RIS is composed of a large number of passive reflect-
ing elements, which makes it a very challenging task [45].
The conventional channel estimation schemes for RF are not
suitable for RIS-assisted communication systems since the
transceiver for RIS is entirely different from the conventional
RF transceivers [198]. The authors in [114] assumed that
the transmitter did not have complete knowledge of the CSI
of the Eve, thereby necessitating more transmit power to
achieve higher secrecy and reduce channel estimation inaccu-
racy. Hence, there is a need to design new channel estimation
methods for RIS-assisted wireless communication links for
different fading channel models.

B. COST AND ENERGY-EFFICIENT PRACTICAL PROTOCOLS
The practical protocols required to deploy RIS at different
places, optimally design them, and facilitate information ex-
change between the RIS and the traditional transceivers need
to be cost and energy-efficient. We can apply PLS techniques
for secured data transmission in IoT-based networks, but these
strategies should have cost and power efficiency besides being
delay-sensitive [199]. In [200], the authors have proposed a
dynamic spectrum learning-assisted RIS framework in which
by intelligently controlling the ON-OFF status of RIS ele-
ments, the energy efficiency and hence, the received SINR can
be improved. But from the PLS point of view, the design of
cost and power-efficient techniques for RIS-assisted wireless
communication systems is still an open research problem.

C. RIS-ASSISTED PLS OF LATEST 6G-BASED WIRELESS
COMMUNICATION TECHNOLOGIES
6G networks focus on human-centric applications such as
AI, virtual reality (VR), 3D media, blockchain technology,
and the Internet of Everything (IoE) [201]. AI is the most
crucial technology for 6G networks [202], [203], [204], [205],
[206]. Tight integration of RIS with these latest wireless com-
munication technologies such as mmWave communication,
free-space optics, blockchain technology, mobile edge com-
puting (MEC) architecture for space information networks
(SIN) [207] etc., and its secrecy performance evaluation needs
to be explored [208]. By optimally tuning the phase shifts of
the scattering elements of RIS, the transmitted signals can
be either reflected or refracted depending on the position of
the legitimate receiver and Eve. With that adjustable reflected
phase-shifted signal and the transmitted signal, one can im-
prove the security and energy efficiency of the network.

D. RIS-ASSISTED MIMO SYSTEM WITH MULTIPLE EVES
AND USERS
The researchers need to address yet another challenge based
on this literature survey. They need to consider a more prac-
tical scenario with multiple Eves, and receivers [17] and
improve the secrecy performance of the system. In [209], the
authors investigated the secrecy performance of the system
composed of multiple Eves and receivers. The authors in [210]

investigated the secrecy performance of the massive MIMO
system composed of a BS, multiple users, and an Eve. In an-
other research, [211], the system setup consists of a downlink
Rician MIMO channel, a multi-antenna BS, multi-antenna
user, multi-antenna Eve, and a RIS, and they generate ergodic
SRs. So, a more practical scenario with a better practical PLS
improvement strategy and less signaling overhead needs to be
designed [157].

VI. CONCLUSION
The RIS is found to be a promising technology for enhancing
the PLS of wireless networks and facilitating 6G wireless
communication. Their ability to smartly control the propa-
gation environment helps in improving the SR of wireless
communication. This paper presents a detailed literature sur-
vey on the PLS of RIS-assisted wireless communication links
for different systems and channel models. First, a brief dis-
cussion on the RIS and its applications in the 6G scenario
is presented in this survey article. We discuss the various
performance metrics used to evaluate the secrecy performance
of wireless networks. Next, we present a detailed literature
review on the RIS-assisted PLS of different wireless systems,
including SISO, MISO and MIMO categorized based on the
number of Eves. Finally, this survey presents the technical
challenges and a few possible future research directions.

The research topics are related to RIS usage in 6G networks
due to its diversified applications, and practical limitations
such as the availability of complete CSI and hardware impair-
ments. The performance of RIS-assisted wireless networks
can be further analyzed whilst considering the mobility and
orientation of RIS in combination with the MIMO system
comprising multiple Eves and receivers. The performance
gain in terms of secrecy rate due to RIS can be further studied
by considering information encoding and QoS provisioning as
well. Also, practical optimization strategies that can provide
maximum performance gains from channel and RIS physi-
cal characteristics can be explored. Apart from security, the
critical concern that one should consider while designing the
PLS techniques for RIS-assisted links is the satisfaction of
QoS requirements like reliability, power efficiency, spectral
efficiency, and delay conditions.
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