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ABSTRACT This article proposes an adaptive and fault-tolerant communication method for controlling
parallel-connected active front-end rectifiers (AFRs). The proposed method relies on the principle of master-
slave communication based on the controller area network bus protocol. The master unit is responsible
for generating current reference signal and for sharing it with the slaves, while the slave units are solely
responsible for generating the power based on the received reference set points. The master can be selected
and changed automatically based on a negotiation algorithm among the connected rectifiers. Then, if a
communication fault occurs in the master, another master is chosen by the slaves. On the other hand,
slaves’ communication faults are tolerated by switching to communication-less mode of operation with
online estimation of the current reference signal instead of receiving it over the communication network.
The proposed algorithms are validated by simulation and experimentally on a prototype with three parallel
AFRs.

INDEX TERMS Adaptive communication, communication-based control, communication fault tolerant con-
trol, master-slave communication.

I. INTRODUCTION
Recently, parallel-connected rectifiers are being increasingly
employed in many industrial applications, such as renewable
energy [1], transportation [2], and interfacing dc and ac mi-
crogrids [3]. Moreover, they are considered as the backbone
of the electrical vehicle (EV) charging stations, as a single
rectifier usually does not meet the power requirements to
fast charge EVs [4], [5]. Utilizing parallel-connected recti-
fiers not only boosts power ratings but also enhances the
reliability and availability of the power system through the
provision of system-level redundancy [6], [7]. However, there
are many challenges related to the use of parallel connected
rectifiers, which should be faced particularly the reliability
of the communication network, control process, and power
management.

In general, there are two methods to manage the power
generated from different distributed generations (DGs) such
as droop control, and communication-based control. The
droop control is commonly used because it does not require
any communication medium, wired or wireless, so it does
not experience communication delays. However, the droop
control has multiple disadvantages comparing with the com-
munication one such as voltage magnitude deviation, lower
accuracy, slow temporary reaction, and the dependence on
the impedance at the output of the converter [8]. Moreover,
the selection of droop coefficients plays an important role on
both power sharing and control performance [9]. Compared
to the droop control, communication-based control has higher
accuracy due to the ability to accurately share the control sig-
nals, measurements, and power ratios between DGs. However,
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there are major disadvantages associated with it, namely reli-
ability, complexity, and communication delay. In master-slave
communication, a fault in the master DG would lead to a
failure in the entire system due to the central point of failure.
Moreover, a communication fault in any slave will put the
slave out of service even if it is healthy in terms of hardware.
To solve the aforementioned problems, Peng et al. [10] pro-
posed a self-triggered control method for dc microgrids. The
method overcomes the problems of data dropouts and commu-
nication delays; however, it cannot deal with communication
faults.

Another data driven model-based method was proposed in
[11] to enable communication delay tolerant in centralized mi-
crogrid control schemes. This method also does not solve the
communication faults. A hybrid control method was proposed
in [12] to perform communication fault tolerant control. The
load sharing was done by droop control, while the voltage reg-
ulation is done based on a CAN-bus communication network.
However, this method depends on both communication and
droop to perform fault tolerant control, which increases the
complexity of the system. Additionally, the problems asso-
ciated with the droop control appear in the response during
the communication faults. A droop control method based
on virtual frequency was proposed in [13] to perform some
communication faults tolerant control. However, this method
leads to disconnect the converter from the grid when a serious
communication problem occurs.

Master-slave based-control was employed extensively for
the power sharing problem. The master rectifier computes the
required reference current for voltage regulation and trans-
mits it to other rectifiers as a set point of reference current.
Therefore, the master (or multiple masters) rectifier operates
as a voltage regulator, while other rectifiers work as current
regulators. This mechanism can achieve accurate power shar-
ing along with accurate voltage regulation. Nevertheless, this
method has a major disadvantage when the fault is in the
master unit, which causes the entire system to fail.

A resilient fault-tolerant algorithm was proposed in [14].
This study considers communication faults of small durations,
which are compensated using voltage regulation control. The
communication network in this method is modeled as a stor-
age cloud, which can be impracticable due to the high delay
network overhead. Fuzzy logic and event-triggered control
were used to reduce the communication network bandwidth
[15] where curve-fitting was used to infer the system param-
eters and fuzzy gain while controller gain is communicated
in an event-triggered way. This method can tolerate small
delays but cannot function if the communication link is com-
pletely disconnected. A master-slave-based communication is
used for voltage control in [16] where some communication
failures are tolerated. If some of the slave converters get
disconnected, they keep their latest power unchanged. If the
master is disconnected, a stand-by master converter takes the
responsibility. However, this method has two major limita-
tions, it requires an additional redundant master to tolerate
master faults, and the slaves will not share the required power

if the reference signal is changed. A consensus-based control
was proposed in [17] with secondary event-based control.
Lower communication rates are tolerated using the event-
based control, however, only one link failure can be tolerated
in a network. A centralized consensus-based control was stud-
ied in [18]. In this work, inverters are connected parallel to
form multiple microgrids, where grid-forming inverters share
power and each cluster of grid-following inverters support
a leader grid-forming inverter. Communication links are as-
sumed to be available between all grid-following inverters in
a cluster and assumed to be between all grid-forming leader
inverters. For a network of N connected leader inverters, a
scenario of losing one connection link (i.e., N-1 inverters) can
be tolerated with some time delay. However, losing a link be-
tween grid-following inverters is not considered. Distributed
complex power sharing was used to control power sharing
inverters [19]. This technique requires a communication net-
work to function in a consensus-like distributed way where
each inverter shares its active and reactive power in a complex
form. User datagram protocol (UDP) was used in a private
network over Ethernet where inverters broadcast their power
data. Short delays can be tolerated in this control method;
however, communication is expected to be always available
between all nodes.

Given the existing research, a fault tolerant mode of opera-
tion is still needed when communication channels are used.

Recently, communication fault-tolerant control has
emerged as an additional prerequisite for ensuring reliable
systems. This requirement complements other objectives
such as dc link voltage regulation and grid-side current
control. Many solutions have been proposed in the literature
to achieve the control objectives [20], [21]. A sliding mode
control (SMC) was proposed to achieve these objectives for
three-phase three-level T-type rectifier [22]. Such controller
was used to adopt the error between the measured and
reference grid currents as a sliding surface. The controller
showed a robust response for abnormal conditions such
as unbalanced grid voltages and sudden load change. In
addition, the adopted controller is simple and designed in the
abc reference frame where no transformations are required.
Therefore, such strategy is adopted in this study to control the
grid’s side currents.

In this article, an adaptive communication method is pro-
posed for the supervisory control of parallel active front-end
rectifiers (AFRs). The proposed algorithm relies on master-
slave mechanism. A new master can be chosen by the slaves
if the existing master goes down, thereby making the pro-
posed solution more reliable. The proposed communication
method is designed based on the CAN-bus protocol due to
its advantages over other protocols including simple physi-
cal structure, reliability, and autoretransmission for lost data
[23]. This article presents, implements, and validates three key
components: 1) Real-time transmission and reception of data;
2) Communication fault detection and tolerance strategy; 3)
Automatic master selection algorithm. The contributions of
this study can be summarized as follows.
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FIGURE 1. Circuit diagram of the considered system.

1) Novel fault-tolerant method for master-communication
fault.

2) Novel tolerant method for slaves-communication faults.
3) Novel adaptive method for reference currents estimation

and synchronization.
4) Compatible solution for the use with low-cost industrial

microcontrollers.

II. SYSTEM DESCRIPTION AND CONTROLLER DESIGN
A. SYSTEM DESCRIPTION
The circuit diagram of the considered parallel AFRs is shown
in Fig. 1. The circuit consists of three two-level three-phase
controlled rectifiers. All rectifiers have a common ac input
from the utility grid and a common dc output that feeds a load.

One of the rectifiers acts as a master and performs dc
voltage regulation based on the traditional proportional inte-
gral (PI) controller. The PI controller computes the required
grid currents to force the dc link voltage error to converge
to zero. The computed current is considered as a reference
and is transmitted to all connected slaves. The current is then
regulated using SMC proposed in [24] due to its simplicity
and ability to deal with uncertainty and sudden load change.

As seen in Fig. 1, each converter is connected to the grid
through an input L-filter that has an inductance (Lg) to achieve
boost operation. The load and the total capacitance at the
dc-link are denoted by Rl and Cl , respectively. The dynamic
model of the circuit shown in Fig. 1 can be represented as

follows [25]:

Vabc =
3∑

i=1

[
Lg

dIabci

dt
+ RgiIabci + Uabci

]
(1)

CV̇dc = 3
Vd Id + VqIq

Vdc
− Vdc

Rl
(2)

where Vabc = [Va Vb Vc]
T

is the vector of grid voltages,

Iabci = [Iai Ibi Ici]
T

is the vector of grid currents, Vd , Vq,
Id , and Iq are the grid voltages and currents represented in

dq frame, and Uabci = [Uai Ubi Uci]
T

is the vector of the
poles’ voltages.

B. CONTROLLER DESIGN
In general, active front end rectifiers have two main objec-
tives, dc link voltage regulation and grid current regulation. In
addition, there are multiple requirements such as minimizing
the total harmonic distortion (THD) of the grid currents and
the variation in the dc link voltage (must be less than 5%),
ensuring accurate tracking for both dc link voltage and grid
currents, achieving a unity power factor, and fast response
operation. In this article, an additional objective is considered,
which is the reliability and robustness against communication
faults.

To regulate the dc link voltage, the PI controller is used to
compute the reference current as follows:

I∗
d = Kp(V ∗

dc − Vdc) + Ki

∫
(V ∗

dc − Vdc) dt (3)

where I∗
d is the current reference signal, Kp and Ki are the

proportional and the integral gains, and V ∗
dcis the reference

dc link voltage. In this article, MATLAB/SIMULINK manual
tuning tool was used to provide the optimal PI gains, where the
desired response was achieved with Kp = 2, and Ki = 180.

The grid currents can be controlled based on the rectifier’s
power sharing ratios (Ri) using SMC [24] as follows:

uai = Iai − I∗
ai

ubi = Ibi − I∗
bi

uci = Ici − I∗
ci

(4)

where I∗
ai = RiI

∗
d cos (wt ) (5)

I∗
bi = RiI

∗
d cos (wt + 2π/3) (6)

I∗
ci = RiI

∗
d cos (wt − 2π/3) . (7)

Although only the master is responsible for dc-link voltage
regulation, all rectifiers have a dc-link voltage sensor and dc-
link voltage controller. They are added to all rectifiers because
any unit can be assigned as the new master even if it is acting
as a slave at one instant. If the rectifier is operating as a slave,
it will not use the dc link voltage controller and its feedback
sensor.
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C. CURRENT REFERENCE SIGNAL GENERATION
Current reference is generated by the master in the dq refer-
ence frame based on the error of the dc link voltage. However,
to ensure smooth and synchronized response between the con-
nected rectifiers, the generated reference signal is converted
into a time-variant function. For smooth and timely tracking,
this function should meet the following constraints:

I∗
d (t ) |

t=t0
= I∗

d0, I∗d (t ) |
t=t f

= I∗
d (8)

İ∗
d (t ) |

t=t0
= 0, İ∗

d (t ) |
t=t f

= 0 (9)

Ï∗
d (t ) |

t=t0
= 0, Ï∗

d (t ) |
t=t f

= 0 (10)

where Id0 is the initial current value, t0 is the initial time, and
t f is the desired transient time.

To design a time-variant function that satisfies the con-
straints, a fifth order polynomial can be selected as follows:

I∗
d (t ) = a5t5 + a4t4 + a3t3 + a2t2 + a1t + a0 (11)

where a5 to a0 are constants.
To reduce the computational time required to calculate

these constants, the hardware timer that provides the operating
time (t) is always reset when a new reference signal is applied.
This means that t0 is always 0. Substituting t0 = 0 in the
general formula of the fifth order-polynomial (12) leads to
a0 = Id0, while a1 and a2 are zeros as the first and second
derivatives’ initial conditions are zeros.

By substituting the constraints (8)–(10) in (11), the con-
stants a5 to a0 can be computed as follows:

a0 = Id0, a1 = a2 = 0

a3 = 10
t3

f
(I∗

d − Id0)

a4 = −15
t4

f
(I∗

d − Id0)

a5 = 6
t5

f
(I∗

d − Id0).

(12)

D. CURRENT REFERENCE SIGNAL ESTIMATION
This section is formed to estimate the current reference signal
when a communication fault occurs at the slave side to achieve
communication fault tolerant.

Based on the principle of power balance between input and
output, the following relation can be written [26]:

√
3Vd Id = V 2

dc

Rl
. (13)

It can be noticed from (13) that the input power is written as
a function of the d-term only if the q term will be almost zero
in case the controller is well-designed and the source grid is
operating in normal conditions. Equation (13) can be written
as a function of Id as follows:

Id = V 2
dc√

3Vd Rl
. (14)

However, (14) is valid only theoretically because the con-
verter contains losses such as switching losses. Therefore, it
is difficult to define an explicit model for power balancing
including all possible losses. Furthermore, (14) requires the
exact knowledge of the load resistance. In practical appli-
cations, the resistance of the load varies significantly. This
means that load resistance should be computed based on the
output voltage and load’s current. This increases the number
of required sensors. To overcome those challenges, the load
resistance, losses, and grid voltages are considered unknowns.
Therefore, (14) can be written as follows:

Id = V 2
dc√

3Vd Rl
+ losses. (15)

To estimate the relation between the current and the dc link
voltage, (15) can be written as follows:

Id = ∂1V 2
dc + ∂2 (16)

where ∂1 = 1√
3Vd Rl

, ∂2 = losses√
3Vd

.

Finally, to make (16) valid for both steady state and tran-
sient periods, it is worth inserting the derivative of the dc link
voltage in Id formula as follows:

Id = ∂0V̇dc + ∂1V 2
dc + ∂2. (17)

It can be noticed that the relation between V 2
dc and Id is

linear. Therefore, the constants ∂0, ∂1, and ∂2 can be estimated
using many estimation methods including linear regression,
lease squares, and recursive least square (RLS) method. RLS
has the advantages of higher accuracy and stability [27], so,
RLS is adopted. Therefore, (17) can be written in the general
form of RLS by splitting the known and the unknown values

Id︸︷︷︸
Y

= [
∂0 ∂1 ∂2

]
︸ ︷︷ ︸

δ

⎡
⎢⎣

V̇dc

V 2
dc

1

⎤
⎥⎦

︸ ︷︷ ︸
ϕ

. (18)

RLS algorithm can be summarized as follows [28]:

K (k) = P (k − 1) ϕ (k)
[
I + ϕ(k)T P (k − 1) ϕ (k)

]−1
(19)

ε (k) = Y (k) − ϕ(k)T δ̂ (k − 1) (20)

δ̂ (k) = δ̂ (k − 1) + K (k) ε (k) (21)

P (k) = [
I − K (k) ϕ(k)T ]−1

P (k − 1) (22)

where K is the estimator gain, P is the error covariance matrix,
ϕ is the measurements vector, δ̂ is the estimated parameters
matrix, ε is the estimation error, and I is the identity matrix.

Once δ̂ is computed, the reference current can be estimated
as follows:

Î∗
d = ∂̂0V̇dc + ∂̂1V 2

dc + ∂̂2. (23)

When the connection is healthy, each slave rectifier will
keep estimating the parameters of (23) until the error between
the received I∗

d and Î∗
d approaches zero. If an error occurs and
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TABLE 1. Periodic Control Packet

TABLE 2. Periodic Status Packet

the slave does not receive a new current reference package,
(23) will be used to tolerate the fault.

During postfault, if the load is changed, the term ∂1 is the
only term that is affected since it contains the load resistance,
as shown in (16). However, Rl can be easily obtained as both
dc link voltage and output dc current for each converter as
both of them are measurable. Therefore, when the load is
changed, Rl_new can be computed as

Rl_new = Vdc

Idc
. (24)

Then, ∂1_new becomes as follows:

∂1_new = 1√
3Vd Rl

+ 1√
3Vd (Rl − Rl_new)

. (25)

Equation (25) will compensate and eliminate the effects of
load change during postfault.

III. SHARED DATA TYPES AND PACKETS
There are five kinds of shared data for the management, nego-
tiation, and control process.

A. PERIODIC CONTROL DATA
A periodic data packet is broadcasted from the master to
slaves. This packet contains the reference current and the
number of connected rectifiers (NCR) for power sharing man-
agement, as shown in Table 1. For equal power sharing, the
ratio of the ith slave will be as follows:

Ri = 1

NCR
. (26)

B. PERIODIC STATUS DATA
A periodic packet is broadcasted from all connected slaves to
the master and for the other slaves. The aim of this packet is
to confirm that the transmitting slave is still connected and is
working well. Packet’s identity (ID) and formatting are shown
in Table 2.

C. APERIODIC CONNECTION REQUEST
When a new slave is connected to the bus, it transmits a packet
to inform all rectifiers that it is connected. The master will
respond to the request packet with a new ID. This packet
contains data about the rated power for the new connected
slave, as shown in Table 3.

TABLE 3. Aperiodic Connection Request

TABLE 4. Aperiodic ID Assignment Packet

TABLE 5. Timeout Reference Packet

D. APERIODIC CONNECTION APPROVE
The master will respond for the authorized connection request
by a packet that contains the ID of the new connected rectifier,
as shown in Table 4. This ID is generated incrementally at
each connection request. All other slaves will catch the new
ID and store it locally for future negotiations.

E. TIMEOUT REFERENCE PACKET
This packet is generated by the grid operator through a
graphical user interface. It is broadcasted through the com-
munication channel to all connected rectifiers to inform them
about the timeout of control packet transmission. If the control
packet is not received within the specified timeout, the slaves
will recognize that the master is not available, and they will
choose a new master. The ID and data formatting of this
packet are shown in Table 5.

IV. DEVELOPED COMMUNICATION METHOD
Initially, when the first rectifier is connected to the dc grid,
it will request a new ID from the master, but no response
will be received as there is no master yet. After the timeout
is finished, the connected rectifier will recognize that it is
the first connected rectifier. Therefore, it will assign itself
as the master automatically and assigns an ID = 1 to itself.
During this time, all required power will be generated from
this rectifier if the required power is within its rated power.

If a new rectifier is connected to the grid, it will transmit
the same request shown in Table 3. The master will respond
and send the new ID for the new rectifier. The ID of the
second rectifier will be 2. This rectifier starts then working
as a slave. Rectifier 2 will continuously receive the reference
current and the number of connected rectifiers from the master
and applies the control law described in (4) to generate the
required current. As there are only two rectifiers connected to
the grid at this point, the power sharing ratio for each rectifier
will be 50%, as shown in (26).

If another rectifier is connected to the grid, the assigned
ID will be broadcasted by the master to all rectifiers on the
grid. Each rectifier will record this ID for future negotiations.
All slaves will send their periodic packets to ensure that they
are working, as shown in Table 2. If any slave does not send
the confirmation packet before the timeout (a default is set
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as 1 ms), it will be considered as not available, and its ID
will be removed from the local data of each rectifier. If it is
available again, then it must request a new ID. When any slave
is disconnected from the grid, the master rectifier will reduce
the stored number of connected rectifiers to ensure correct
power sharing. It will also inform all slaves of the new number
of connected rectifiers.

Finally, if the master does not send the periodic control
packet, the slaves will recognize that the master is not
available. The slave with the least ID will then send the
confirmation packet, which contains its ID to all slaves. If a
slave receives an ID less than its ID, it will acknowledge that
the sender has higher priority and will not respond by a new
packet.

If any rectifier has an ID less than the received ID, it will
respond to the sender by a new packet containing its ID. After
that, if no response is received within the timeout period, the
last transmitter will be assigned as the master. The flowcharts
of these algorithms are depicted in Fig. 2(a) and (b). Following
this approach, the time complexity of the proposed algorithm
is O(1) where the constant time is changeable by setting the
timeout, as shown in Table 5. The space complexity is O(n),
where n in the NCR. This space complexity is, however, still
relatively small. As shown in Table 4, the ID of a rectifier costs
only one byte, and is stored locally with the same size. This
means that for n rectifiers, each rectifier will store n bytes,
which is a small memory footprint even for low-cost micro-
controllers. The block diagram of the entire control process is
shown in Fig. 2(c).

If the communication delay exceeds the threshold time for
packets, it will be considered as a fault and the communication
fault-tolerant technique will be enabled. However, if the delay
is significant but does not exceed the threshold, then the slaves
will not consider it as a fault. Regardless, if it is desired to
compensate such delays, then two threshold times can be set
(timeout1 and timout2, timeout1> timout2). If the delay time
is larger than timeout1, then communication fault is assumed
and the system starts the tolerant control technique. However,
if the delay time is less than timeout1 but larger than timout2,
then a significant delay is assumed, which can be tolerated
using one of the following methods.

1) The controller can depend on the previously received
reference signals until a new reference is received.

2) Start estimating the reference signal using the proposed
slaves-communication fault tolerance method but with-
out starting the process of assigning a new master until
timeout1 is passed.

Therefore, the proposed method can be used for both
communication-fault tolerant and for communication-delay
compensation.

V. RESULTS
A. SIMULATION RESULTS
The proposed master selection algorithm is validated through
MATLAB/Simulink software and True-Time toolbox [29].

FIGURE 2. Flowcharts of (a) master/slave assignment algorithm. (b) New
master assignment algorithm. (c) Control block diagram.
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TABLE 6. Experimental and Simulation Parameters

FIGURE 3. Connection state, priority, and who is the master.

True-Time toolbox is used to simulate the CAN-bus commu-
nication channel in real-time including communication delay
and sampling time effects. All parameters used in the simula-
tion and experiments are listed in Table 6.

At the beginning, the first rectifier was connected at time
zero. Therefore, its ID becomes 1, and this rectifier starts
working as a master. At time 0.03 and 0.06 s, the second and
third rectifiers are connected, respectively, and transmitted
their own requests to obtain new ID’s. It can be noticed from
Fig. 3 that they received a new ID immediately due to the
existence of the master.

At time 0.1 s, the master rectifier is considered not avail-
able, therefore, the priority of the second rectifier, which has
the least ID has increased (least value is the highest priority).
Therefore, it transmitted a confirmation packet through the
communication bus. Then, it is assigned as a new master. The
results of this experiment are shown in Fig. 3.

The currents from each rectifier are shown in Fig. 4. The
grid and the dc-link voltage measurements are shown in Fig. 5
. The grid currents and voltages are in-phase, which means

FIGURE 4. Rectifiers currents during steady state and master fault.

FIGURE 5. Ac and Dc grids measurements during steady state and master
fault.

FIGURE 6. Lab-scale test bed.

VOLUME 4, 2023 715



SHARIDA ET AL.: ADAPTIVE FAULT-TOLERANT COMMUNICATION BASED-CONTROL FOR PARALLEL CONNECTED RECTIFIERS

FIGURE 7. Experimental results of steady state analysis.

FIGURE 8. Experimental result of transient response.

the power factor is unity. The dc link voltage is stable with no
ripples, which proves the validity of the controller along with
the communication method. At time zero, all required power
was generated by the maser rectifier as it is the only connected
one.

At time 0.03 s, the second rectifier is connected, therefore,
the power sharing ratio became 50% for each rectifier. At time
0.06 s, the third rectifier is connected, and the power is shared
equally among the three rectifiers. Based on (26), the equal
power sharing ratio for each rectifier is one third, which is
clearly appeared in Fig. 4. Where the current generated of
each rectifier has almost 3.3 A out of totally 10 A generated
by all rectifiers, as shown in Fig. 5. It can be noticed that
the current has sudden instant change at the instance of new
rectifier connection. This sudden change occurs due to the
difference between the dc-link voltage and the output voltage
of the new connected rectifier. This difference triggers the
master rectifier to sense the change in the dc-link voltage.

FIGURE 9. Experimental results of reference signal estimation. (a) I∗
d =

−6A. (b) I∗
d = −12A.

The master in-turns adapts the reference currents to regulate
the voltage and force its error to converge to zero. Therefore,
the dc-link voltage error converges rapidly to zero. When
the dc link voltage is well regulated, the current reference is
returned to its normal value.

Finally, at time 0.1 s, a fault occurs in the master rectifier.
This fault means that the slaves will not receive any reference
currents and there are only two rectifiers connected to the dc
link.

In the event of such a scenario in a traditional
communication-based controller, the entire system would ex-
perience a complete failure, leading to the inability to generate
the necessary power. However, the proposed algorithm is
adaptive and rapidly solves this issue with almost no impacts
on the generated currents and power, and the dc link voltage.
When the master rectifier was disconnected, the slaves ne-
gotiated and selected the second rectifier as the new master
based on the proposed algorithm presented in Fig. 2(b). Thus,
the generated power and the dc-link voltage are almost not
affected even when the master is completely removed from
the system.

B. EXPERIMENTAL RESULTS
The rest of the tests are conducted on a lab-scale prototype
shown in Fig. 6. The prototype consists of three parallel
connected AFRs as shown in Fig. 1. Each AFR has its own
local controller that is based on STM32H745 low-cost micro-
controller. All AFRs are connected to the ac grid through L
filters, while their outputs are connected to the dc link through
manual switches. The hardware setup includes also an oscil-
loscope, a regenerative grid emulator, and a programmable
electronic load.

The control loop and the communication method are im-
plemented on STM32H745 microcontroller. STM32H745 has
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FIGURE 10. System response under slaves’ communication faults.
(a) Without fault tolerant control. (b) Enabling the fault tolerant control
after postfault. (c) Enabling the fault tolerant technique before postfault.

two cores, M7 and M4. The M7 core is used to execute the
control loop while communication tasks and fault tolerant
techniques are implemented on the M4 core using C++.
At startup, the M4 initializes the communication session by
setting the required parameters of the CAN-Bus protocol in-
cluding the ID and baud rate. All communicated data are

FIGURE 11. System response under slaves’ communication faults with
online load change.

shared between the two cores by the mean of shared memory,
where the M4 stores the data received from the master inside
a shared memory, at the same time, the M7 keeps monitor-
ing this shared memory. Any update in this memory will be
notified from the M7 controller. If the stored data in this
shared memory is changed, the M7 controller will use the new
value to update the reference currents. Similarly, when the M7
wants to send any value to the other devices, the M7 will store
the new data in a new shared memory that is under continuous
monitor from the M4 controller. Any change in this memory,
the M4 will share the stored data over the CAN-Bus.

Fig. 7 shows the steady state results of the proposed
algorithm. It shows that the grid currents are in phase with
grid voltages, which mean that the input power factor is unity.
The dc link voltage is almost constant with no ripple.

Another test is conducted experimentally to validate the
proposed communication-based control algorithm during
transient, as shown in Fig. 8, where the reference dc link
voltage is changed from 350 to 400 V. It can be noticed that
the voltage of the dc-link voltage changes from the initial to
the final value smoothly with almost zero steady-state error.
On the other hand, the grid currents have almost no overshoot
and remain in phase with grid voltages. This ensures that
the proposed communication algorithm is fast enough to deal
with transients. Moreover, the adaptive current reference sig-
nal generation makes the current regulation smooth and fast.
During this healthy-conditions, all slaves are estimating the
parameters of (23) to be used after communications postfault
conditions. The results of estimating the current reference
signal are shown in Fig. 9 for different current levels. It can
be noticed that the estimated reference current is aligned and
matches the actual one. In Fig. 9, the negative sign of the ac-
tual and estimated reference current indicates that the current
is consumed from the grid.

Fig. 10 shows the response of the system under the slaves
communicaion faults. During the steady state, each slave uses
the last received current reference packet. Therefore, the fault
has almost no effect during steady state. However, when a
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new reference voltage is applied to the master, the slaves
will not receve a new current reference packet. Fig. 10(a)
shows that all required current is compensated solely by the
master as the communication fault tolerant technique is not
enabled. When the fault tolerant technique is enabled [see
Fig. 10(b)], the slaves starts supporting the master with the re-
quired currents. Therfore, slaves currents increase and master
currents decrease until the power is shared equaly among all
converters.

Fig. 10(c) shows the response of the slaves during postfault
conditions if the fault tolerant technique is enabled before the
fault instant. It can be noticed that the slaves can support the dc
link with the required currents even during tranisant. Thanks
to the accurate and real-time estimation of the current refer-
ence signal, all rectifiers respond to voltage transiant rapidly,
smoothly, and accurately.

Finally, the load in doubled during slaves’ communica-
tion fault. It can be noticed that the current of all AFRs
are increased smoothly and the dc link voltage is restored,
which validates the reliability and the robustness of the
proposed communication fault tolerant control during load
changes.

VI. CONCLUSION
This article proposed an adaptive communication-based con-
trol method for parallel-connected active front end rectifiers.
The proposed algorithm enhances the reliability of the com-
munication system by tolerating the communication faults
in both master-level and slaves-level. The master-level faults
were tolerated by assigning a new master when the old
one is not available, while the slaves-level communication
faults are tolerated by switching to the communication-less
power sharing using the online estimation of the lost cur-
rent reference packets. The proposed method was validated
through simulations and hardware experiments using multi-
ple scenarios including steady-state, transient, sudden load
changes, master fault, and slave faults. The obtained results
prove the reliability, availability, speed, and the flexibility
of the proposed communication technique in the postfault
conditions.
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