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ABSTRACT In the last years, guaranteeing the security in Internet of things communications has become an
essential task. In this article, the bias of a wide set of oscillators has been studied to determine their suitability
as both true random number generators (TRNGs) and physically unclonable functions (PUFs). For this
purpose, a generic configurable structure has been proposed and implemented in an field programmable gate
array (FPGA). With this implementation, by introducing some external signals it is possible to configure the
system in different oscillator topologies. This way, we have managed to analyze 2730 oscillators composed
by seven lookup tables (LUTSs) without having to resynthesize the code each time. The performed analysis
has included conventional ring oscillators, Galois ring oscillators, and newly proposed oscillator topologies.
From this analysis, we have concluded that none of these oscillators behave as an ideal TRNG but ring
oscillators present the closest to an ideal behavior. Regarding their suitability as PUFs, some of the newly
proposed oscillators in this article present a high reproducibility, higher than that of conventional ring
oscillator PUF (RO-PUF) and a high uniqueness. Furthermore, we have noticed that both their reproducibility
and their uniqueness tend to improve when increasing the length of the oscillators, which opens the possibility
of finding new oscillators with even better properties by studying oscillators of bigger lengths. Finally,
by studying the spatial correlation of the bias of these oscillators, we have observed that they present a
much lower spatial correlation compared to the ring oscillators, which opens the possibility of using these
oscillators in PUF architectures that use more comparisons than typical RO-PUFs.

INDEX TERMS Authentication, FPGA, hardware security, Internet of things (IoT), physically unclonable
function (PUF), secure key generation, true random number generator (TRNG).

, CARLOS SANCHEZ-AZQUETA ©,

I. INTRODUCTION

Industrial control systems (ICS) encompass various types of
control systems that are used to optimize industrial processes
and reduce human errors. They are often used in critical in-
dustrial facilities such as power plants, distribution systems,
heavy industries, or water treatment facilities. Due to the
importance of these facilities, a malicious attack or a human
error can cause a great damage, so guaranteeing the security
of these systems is an essential task [1].

In the past, these control systems used to be isolated in
small networks, protected from the outside world. The work-
ers needed to manually read each component and report the
findings. Nowadays, with the great progress in the field of
the Industrial Internet of Things and the machine-to-machine
networks most of these processes are automated, being able to
read and transmit much more useful data. Unfortunately, this
advance has also made these control systems more vulnerable
to targeted attacks.
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While, traditionally, many proposed encryption systems
assumed that an attacker could only have access to the en-
crypted information, in an ICS there can be insider threats
with unlimited access to any device. This way, an attacker can
extract information via side-channel or fault attacks [2], steal
encryption keys that are not stored in a secure way, or im-
personate other person to extract confidential data. Therefore,
designing secure encryption algorithms is not enough and it
is crucial to guarantee other security aspects such as: secure
key generation, secure key storage, and authentication. In this
context, two important cryptographic primitives are True ran-
dom number generators (TRNGs) and physically unclonable
functions (PUFs) [3], [4].

A TRNG can be defined as a device that generates random
numbers from a physical process, rather than by means of an
algorithm, whereas a PUF is defined as a physical object that,
given an input and certain conditions (challenge), provides
a physically defined output (response) that can be used as
a unique identifier (often called a “digital fingerprint”). In
other words, the same PUF instance always presents the same
response for the same challenge, but different PUF instances
present different responses to the same challenge.

Regarding TRNGs, besides being needed in many areas
such as computer simulations, hazard games, or gambling,
they are very important in the field of secure communications.
Indeed, encryption algorithms as well as other cryptographic
primitives such as message authentication code require the
usage of secret keys. If those keys were generated by a user
or a pseudo random number generator (PRNG) they could be
somehow predictable and potentially vulnerable to cryptanal-
ysis. Therefore, using a TRNG to generate keys is a good way
to guarantee a maximum unpredictability [5].

As for PUFs, they can use the uncontrollable variations
introduced during the semiconductor manufacturing process
to provide low-cost authentication. Furthermore, in the ideal
case, their responses are random so they can also be used for
key generation and storage [6]. For these reasons, in the last
years, PUFs have emerged as a potential solution to preserve
a high level of security in IoT structures [7].

With regard to FPGA implementations, while many dif-
ferent structures have been proposed, most of the preferred
solutions for both TRNGs and PUFs are based on ring oscil-
lators (ROs). In the case of RO-TRNGsS, they typically use the
noise in frequency or phase (jitter) of ROs [8]. In the case
of RO-PUFs, they are often based on the small differences in
frequency between identical ring oscillators implemented in
different locations [9]. In some cases, such as [10], [11], the
same RO-based structure can be configured to work both as a
PUF and as a TRNG.

In [12], a new set of oscillators called Fibonacci Ring Os-
cillators (FIRO) and Galois Ring Oscillators (GARO) were
proposed as fast TRNGs. These systems have been widely
studied and several TRNGs based on them have been im-
plemented [13], [14]. However, this kind of structures is not
completely understood, are not supported by a stochastic
model and, therefore, there is not a way of guarantying a
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FIGURE 1. Scheme of (a) Fibonacci ring oscillator and (b) Galois ring
oscillator.

minimum entropy of these systems [15], [16]. Furthermore,
some works have proven that the behavior of these systems
can greatly depend on the location within the FPGA so that, in
certain locations, these systems can present poor randomness
results [17]. Based on this fact, Garcia-Bosque et al. [18]
studied the possibility of using the variations with the loca-
tion presented by the GAROs to construct a PUF. That work
showed that the bias of these systems varied with the location
in a similar manner as the frequencies of a ring oscillator
and, therefore, it was possible to use GAROSs to construct a
PUF in an analogous manner as an RO-PUF but comparing
biases instead of frequencies. However, the uniqueness of the
tested systems seemed to be smaller than the ones presented
by analogous RO-PUFs.

In this article, an analysis of the bias of a much wider
set of oscillators referred to as generalized GAROs has been
carried out to evaluate the suitability of these systems as both
TRNGs and PUFs. Regarding the suitability of these systems
as TRNG:s, this analysis has focused on studying if their bias
follows the binomial distribution that should be found in an
ideal TRNG. Regarding the suitability of these systems as
PUFs, this article presents an exhaustive analysis of the prop-
erties of these systems including their reproducibility, their
uniqueness and their spatial correlation.

The rest of this article is organized as follows. Section II
presents the generic structure of the oscillators that we have
studied and a way to implement it in a configurable manner.
Section III explains the experiment that we have carried out as
well as the parameters calculated to evaluate the systems, Sec-
tion IV presents the experimental results. Finally, Section V
concludes this article.

Il. STUDIED GENERIC STRUCTURE

A. BACKGROUND

In [12], with the aim of combining the true random properties
of ROs and the pseudorandom properties of Linear Feedback
Shift Registers (LFSRs), FIRO, and GARO were proposed.
Their structure was analogous to an LFSR (with a Fibonacci
or Galois structure) but used inverters instead of registers (see
Fig. 1). As seen in the figure, the feedback connections can
be defined with a set of coefficients f,. The switches are
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FIGURE 2. Scheme of the proposed (a) generic structure and (b) generic
configurable structure.

shown for illustration purposes. In practice, if f, = 1 there is
a feedback connection in the ith position and if f, = 0 there is
not a feedback connection (and the XOR is not implemented).

In [18], it was shown experimentally that the bias of
GAROs changed with their location in a reproducible way
and, therefore, they could be used to construct a PUF. As a
proof of concept, a seven-LUT PUF that compared the bias
of neighboring GAROs was implemented achieving an aver-
age Intrachip Hamming Distance (Intra-HD) of ~1% and an
average Inter-HD of ~39%.

In this article, a more generic structure has been studied to
evaluate their suitability as both TRNGs and PUFs.

B. PROPOSED GENERIC CONFIGURABLE STRUCTURE

The proposed generic structure is shown in Fig. 2(a). It con-
sists of an array of n logic blocks that perform a combinational
operation where the output of each block a,, 1 < r <n, can
be any function of the feedback signal a,, and the output of
the previous block a,_;. In case of the first block, its output
ai, can only be the feedback signal a, or its inverted signal a,,.
It can be trivially seen that this structure includes ROs (when
all the blocks perform an inversion operation a, = a,_) and
GAROs (when all the blocks perform an inversion or an
XNOR operation) but also a large number of additional oscil-
lators. This structure, however, does not include FIROs since
these systems would require the implementation of additional
LUTs in the feedback signal.

This article will analyze experimentally all the possible
oscillator configurations emerging from the abovementioned
general structure to see if any of them can be used to construct
a good TRNG or a good PUF.

Typically, when an oscillator is implemented in an FPGA, it
has a fixed connectivity and can only perform a fixed function
(a ring oscillator and a GARO with a certain feedback poly-
nomial). Creating a new implementation of each oscillator
requires a large amount of time, which makes it unfeasible
to perform a systematic analysis of the proposed generic
structure by resynthesizing the FPGA each time a new oscil-
lator architecture is analyzed. To solve this issue, this article
presents a generic structure implemented in a configurable
manner. Its scheme is shown in Fig. 2(b). Since each LUT can
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carry out any possible six-input function, it is possible to use
two of the inputs as the inputs of the logic block (a, and a,_1
in Fig. 2(a)) while using the other extra four inputs as configu-
ration inputs ¢, = (c?, c}, c%, cf ) , which can be introduced
externally, to determine the function a, = f;, (a,—1, a,) that
the logic block is performing.

In case of LUT #1, it should be enough to use a single
configuration input to determine if the LUT performs an in-
version (a; = a,) or a delay operation (a; = a,). This last
operation just consists of a propagation of the unchanged input
through the LUT (thus applying the inherent delay of the
LUT). However, to have a more symmetric structure, the first
LUT also includes an ag signal that is introduced externally
and four configuration inputs so that the first LUT can perform
any logic operation f;, (ao, a,). Nevertheless, during all of our
experiments, the external signal is always kept at ap = 0 and
the function f,, is always a delay or an inversion. Finally,
an inverter followed by a flip—flop is used to sample the
system. This inverter is used to avoid any possible frequency
couplings.

Regarding the implemented functions, there are 16 possible
two-input functions that can be configured with the configu-
ration signals ¢,. However, in practice, some functions are not
of interest since they create fixed points or their only effect
is to reduce the effective size of the system. For this reason,
the only functions that have been considered are the XOR,
XNOR, OR, NOR, AND, NAND, DEL (f., (ar—1,a,) =
ar—1) and INV (f, (ar—1, a,) = a,—1). In any case, the im-
plemented structure can perform any operation.

It must be noticed that there are a couple of extra functions
Sfer(ar—1, an) = an and f, (ar—1, a,) = a, whose net effect is
that the LUTs #1 to #r-1 do not have any influence on the
output. This can be trivially seen since these functions make
the output of LUT #r independent of the output of LUT #r-1
and, due to the characteristics of the proposed structure, it
is already independent of the output of LUTs #1 to #r-2.
Therefore, using these extra functions, it is possible to study
any oscillator of size less than n.

lil. EXPERIMENT DESIGN

A. EXPERIMENTAL SETUP

To study the bias of these oscillators, a seven-LUT con-
figurable structure has been implemented in 101 different
locations in 20 different FPGAs (using Pynq Z2 boards). More
precisely, each oscillator is implemented in a different column
and uses seven different rows (one row for each LUT). The
reason for using 101 different locations is that it will allow
us to generate 100-bit responses (explained below), which is
a quite standard number. Furthermore, it is in line with the
number of locations used in [18], which makes it easier to
compare both works.

The structures have been physically placed so that the LUTs
as well as the flip—flops within each structure are close to each
other and implemented always in the same relative location,
so that all oscillators are almost identical. We have not forced
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the exact same relative routing (i.e., wires connecting LUTS),
so some oscillators might present small differences, but we do
not expect this fact to have a big impact on the results. Finally,
the same bitstream file has been used to program each FPGA
to make sure that the exact same structures are implemented
in all FPGAs. To carry out the experiments, a Python script
has been used to send instructions to the FPGAs (choose the
configuration, start each measurement, reset the systems, ...)
and to collect the data from the FPGAs. The communications
between the computer and the FPGAs have been carried out
through serial RS-232 standard.

To measure the bias of each system, the sampling fre-
quency of the flip—flop shown in Fig. 2(b) is 100 kHz and,
when the sampled value is 1, a counter is incremented. After
100000 samples (1 s), the final value of the counter can
be used as an estimation of the bias. These values for the
sampling frequency as well as the total number of samples
have been chosen for two reasons: first, they are the same
as the ones used in [18] so, this way, it is easier to compare
both works; second, according to [18], by choosing these
values it is possible to estimate the bias with high precision
without taking too much time to complete each measurement.
To quantify this fact, if we assume that the sample bits fol-
low a binomial distribution with 0.2 < p <0.8, after taking
100 000 samples, the bias can be estimated with an error
of ~0.3%.

Since one of the key properties that we want to measure is
the reproducibility of the bias, each measurement is repeated
100 times. To sum up, for each configuration and each FPGA
a matrix of integer numbers A = {A{ } is generated where each
element represents the final value of the counter at the ith
measurement at the jth location.

Since the final value of the counter is trivially related to
the bias of the oscillator, in order to simplify the language in
this paper, from now on, we will refer to the final value of the
counter as “bias”.

B. MEASURED PARAMETERS

To evaluate whether each configuration can be used as a good
PUF or as a good TRNG, four bias metrics have been cal-
culated: randomness, reproducibility, uniqueness, and spatial
correlation.

1) Randomness of the bias: If a certain oscillator was
an ideal TRNG, the measured values of the bias
should follow a binomial distribution of p = 0.5 and
N = 100 000. To measure how close the measured val-
ues are from a binomial distribution, we have calculated
the root-mean-square error (RMSE) between the ideal
binomial cumulative distribution function (cdf) and the
obtained cdf

RMSE = \/Z?’:O (cdfmeasured (1) — cdfyin (1))

N +1 M

where the cdf indicates the probability of measuring a bias
with a value less or equal than /, i.e.,: cdf = P(bias <1I). It
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must be noticed that, even if some configurations behaved
as ideal TRNGs, their values should not be exactly 0, due to
the natural uncertainty that exists when we sample a TRNG.
Therefore, to have a figure of merit to qualitatively see how an
ideal TRNG looks like, we have also used a PRNG to simulate
measuring an ideal TRNG, with the number of simulated
measurements equal to the number of actual measurements in
the tested configurations. We have then computed their RMSE
values (referred to as “ideal RMSE”) and plotted them in a
histogram.

Among the possible methods that can be used to compare
two distributions, we consider the RMSE method a good
choice due to its simplicity and the ability of giving out a
single parameter that can be used to easily compare, which
distributions are closer to the ideal binomial distribution.
Nevertheless, other metrics such as Kolmogorov—Smirnov,
chi-square or Anderson—Darling tests could have been used
for this purpose, possibly leading up to similar results.

It must be noticed that obtaining an ideal RMSE does not
guarantee that the TRNG is good since it could have other
issues such as having a high statistical dependency. Therefore,
in case that a configuration presented a good RMSE value,
more complex test such as the National Institute of Standard
and Technology (NIST) tests [19] should be performed to
determine if it can, indeed, work as an ideal TRNG. However,
if a bad RMSE was obtained, it would already indicate that
the TRNG is not ideal without having to apply any additional
tests.

2) Reproducibility of the bias: To evaluate if a configu-
ration can be used to construct a reproducible PUF,
when measuring the bias in a certain location the re-
sult should always be approximately the same. More
precisely, a PUF response is typically obtained by com-
paring the bias in two or more different locations so the
differences between the column elements in A (which
correspond to several measurements in the same jth
location) should be much smaller than the differences
between the row elements in A (that corresponds to the
measured bias in different locations). A possible way
to quantify this reproducibility is to divide the average
standard deviations of the rows and columns as done in
[18]. However, it can be difficult to interpret how this
parameter would exactly affect the average Intra-HD of
an actual PUFE. For this reason, in this article, to mea-
sure the reproducibility, we have compared the bias of
neighboring oscillators to obtain 100-bit responses and
calculated their average Intra-HDs. In other words, for
each measurement i we compare the values A{ and A{ H

(f A > A/ ™1 the jth bit of the response is 1, otherwise
is 0). By repeating this process for all values of j, with
0 < j <99, we obtain a 100-bit response for each mea-
surement i (a total of 100 responses of 100 bits). Then,
we calculate all the Intra-HDs between these responses
and, finally, the average value. This is in line with the
analysis made in [20].
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It must be noticed that, by using this comparison strategy,
the obtained 100 bits within each response will not be in-
dependent [21] and, therefore, the responses would not pass
any comprehensive randomness evaluation such as the NIST
tests. However, this strategy allows us to extract a higher
total entropy compared to other approaches, such as pairwise
comparison. For this reason, it is quite often used in the lit-
erature, although this evaluation pattern could be exploited
by side channel attacks [22]. A detailed study of different
approaches to generate the responses in this kind of PUFs and
its impact on several parameters such as total entropy, entropy
per oscillator, and entropy per bit can be found in [23].

3) Uniqueness of the bias: To check if a configuration can
be used to construct a unique PUF, the average bias in a
given location should be different in different FPGAs
(more precisely, for a given location, the differences
when changing the FPGA should be much bigger than
the differences when repeating the measurement). In a
similar way as explained before, this could be quanti-
fied comparing standard deviations but, again, we have
chosen to generate 100-bit responses and calculate their
average Inter-HDs. More precisely, for each FPGA and
configuration, we have taken the most repeated 100-bit
response. This way, we have obtained 20 responses (one
for each FPGA). After that, we have calculated all the
Inter-HDs between these responses and, finally, the av-
erage value.

In both cases (for the study of the reproducibility and the
study of the uniqueness of the bias) we have obtained the
fractional Hamming distance (FHD). Thus, given two m-bit
responses x = (x1,...X,) and x’ = (x', ...x'y,), their FHD
have been calculated as

FHD (1. ' ) = § % © ¥k
(o5 m) = 3 =—— (%] 2
k=1

4) Spatial correlation of the bias: Finally, it has been
widely documented that the frequency of ring oscillators
can present a strong spatial systematic component [24],
[25]. This fact forces designers to use some comparison
strategies (such as comparing only nearby oscillators) to
reduce this effect at the cost of reducing the number of
output bits. To measure the spatial correlation of these
oscillators, we have used the Moran’s I [26] as well as
the Geary’s C [27].

The Moran’s I can take values between —1 and 1, where
the O indicates the absence of correlation, 1 indicates perfect
positive correlation, and —1 indicates perfect negative corre-
lation. In case of Geary’s C, it takes values between 0 and 2
where the value of 1 indicates the absence of correlation, 0
indicates perfect positive correlation and 2 indicates perfect
negative correlation [28]. It must be noticed that, although
both Moran’s I and Geary’s C are related, they are not iden-
tical. Moran’s [ is a measure of global spatial autocorrelation
while Geary’s C is more sensitive to local spatial autocorrela-
tion.
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FIGURE 3. Histogram of the obtained RMSE values for (a) five-length
oscillators and (b) n-length oscillators (n < 7). For each configuration, a
single RMSE value has been obtained considering all repetitions, locations,
and FPGAs.

IV. EXPERIMENTAL RESULTS

A. PRELIMINARY TEST

With the chosen values of sampling frequency, number of
samples and number of repetitions it takes 100 s to measure
each configuration. With the initially chosen functions there
is a total of 2 x 8% = 524288 configurations of length 7 so
it is unfeasible to measure all of them (this expression is
trivially obtained since the first LUT can perform two dif-
ferent operations while the other six LUTSs can perform eight
different operations). Therefore, to see, which configurations
are more interesting to be studied, a preliminary experiment
has been carried out using only five-length configurations in
five different FPGAs. Furthermore, of all possible five-length
configurations (2 x 8* = 8192) we have only measured those
ones that do not have a logical fixed point (2048 in to-
tal). From this initial test, some preliminary results have
been obtained.

First, by looking at the obtained RMSE values, we have
noticed that none of the configurations behave as an ideal
TRNG [see Fig. 3(a)]. Note that the ideal RMSE green line is
actually a histogram of the RMSE values obtained by a PRNG
but, since all values are very close to 0, they are contained in a
single box. Furthermore, it can be seen that the ring oscillators
(all configurations that only have an odd number of inverters
and an even number of delays) have lower RMSE values than
the rest of the configurations, indicating that their cdfs are
closer to the ideal binomial cdfs expected in case that the
sampled bits were perfectly random.

VOLUME 4, 2023



IEEE Open Journal of the
Industrial Electronics Society

TABLE 1 Five-Length Configurations With the Highest Average Inter-HDs
Configuration RMSE
INVb XNOR INVa XOR DELa
INVb XNOR XNOR DELa DELa
DELb XOR XNOR DELa DELa
DELb XNOR INVa XNOR DELa
DELb XNOR DELa XOR DELa
DELb DELa INVa INVa NOR
INVb INVa INVa XOR XOR
INVb XOR XOR XOR XOR
INVb AND DELa NAND NAND
INVb XNOR DELa XNOR DELa
DELb INVa XNOR XNOR DELa
DELb NOR DELa OR XOR
DELb XOR DELa XNOR DELa
INVb INVa INVa XNOR XNOR
DELb DELa DELa DELa NOR
INVb INVa DELa XNOR XOR
INVb INVa XOR XNOR DELa
DELb DELa XOR XNOR DELa
INVb INVa DELa XOR XNOR
INVb XOR NAND INVa NAND

*A color scale has been used to visualize the magnitude of the parameters

Inter-HD (%) Intra-HD (%)

It must be noticed that it is common to find TRNGs that
present a bias and it can be easily removed using some
postprocessing techniques. Therefore, although the bias is an
important parameter used to evaluate the quality of a TRNG,
other aspects apart from the bias are usually considered to
determine the suitability of a system as a TRNG. A very
important parameter is the statistical dependency between
the bits, i.e., how likely it is to predict the value of a bit
by knowing some previous or following bits. This analysis,
however, would require to generate long binary sequences in
all configurations, which would be unfeasible for this article.

Therefore, this analysis does not allow us to accurately
determine how well these systems would perform as TRNGs.
However, it allows us to conclude that none of these sys-
tems would behave as an ideal TRNG, unless some kind of
postprocessing was used. In a similar way, this analysis does
not necessarily mean that ring oscillators are always a better
choice as TRNGs than the other tested configurations since
their sampled bits could present higher statistical dependency.
However, for slow sampling frequencies where the statistical
dependency tends to decrease, this result indicates that ring
oscillators would usually be better TRNGs.

The second thing that we have noticed is that the measured
average Inter-HDs are all lower than the ideal value of 50%.

In Table 1, we can see the top configurations ordered by
their average Inter-HD. From these values it can be seen that
most of the top elements have in common that they do not
have an AND, NAND, OR, or NOR gate. Furthermore, the
few of them that have any of those functions and high average
Inter-HD, also present a quite high average Intra-HD.

This result could be expected since, when GAROs were
initially proposed, AND, NAND, OR, and NOR gates were
explicitly discarded because their asymmetry was feared to
lead to suboptimal properties. This preliminary test gives
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supporting evidence of this reasoning. Nevertheless, future
research could look into this in more detail.

B. FINAL FULL EXPERIMENT

Based on these preliminary results, we have carried out the
full experiment with n-length configurations (n <7) in 20
FPGAs but using only the XOR, XNOR, DEL, and INV oper-
ations. Of all possible configurations, we have only measured
those that do not present a fixed point (a total of 2730). It must
be noticed that, even after discarding these operations, the
number of possible configurations is much larger compared
to that of conventional GARO, which only present 20 — 64
possible configurations of size 7, many of them with logical
fixed points. This experiment has been carried out at a tem-
perature of 20 °C. From this experiment, several conclusions
have been made.

C. ANALYSIS OF THE RMSE VALUES

First, by analyzing the RMSE values [see Fig. 3(b)], the
results are consistent with the results in the preliminary five-
length test (i.e., no configurations have a bias that follows a
binomial distribution with p = 0.5 but the ring oscillators are
the closest ones to this ideal binomial distribution). Therefore,
none of these systems could work as an ideal TRNG and
would always need some postprocessing.

In order to further study the differences between the dis-
tributions of the bias and the ideal binomial distribution, the
mean and standard deviation over repetitions FPGAs and lo-
cations of all distributions have been calculated and compared
to the ideal values of a binomial distribution. A scatter-plot
is shown in Fig. 4, where each point represents a different
configuration and its x and y coordinates correspond to its
mean and standard deviation, respectively. To better visualize
these data, these values have been normalized by dividing
them by the ideal values.

From this graph, it can be seen that all configurations have
lower means and higher standard deviations than the ideal
values. These deviations from the ideal values (for both means

17



GARCIA-BOSQUE ET AL.: SUITABILITY OF GENERALIZED GAROS ON FPGAS AS PUFS OR TRNGS

1.01 B 2-length
" I 3-length
£ 0.81 I 4-length
3 B 5-length
5 0.6 mm 6-length
.&’ I 7-length
® i
£ 0.4
(<]
Z 0.2

0.0

2 4 6 8
Av. Intra-HD (%)
(a
;\? 2.8
n 2.6
:'Q:. 2.4
£ 2.2
)
£2.04
> i
2 1.8
€ 1.6
3
s 1.4
2 3 4 5 6 7
Configuration length

(b

FIGURE 5. (a) Histograms of the average Intra-HDs for configurations of
different lengths. (b) Mean of the average Intra-HDs for different lengths.

and standard deviations) explain why all configurations failed
the RMSE test. It can also be seen that, in the case of ring
oscillators, these deviations are smaller compared to the rest
of oscillators, which explains why they performed better in
the RMSE analysis. Finally, it can be seen that, while in the
case of the ring oscillators both deviations (lower means and
higher standard deviations) are somewhat comparable, in the
case of the remaining oscillators, the effect of having higher
standard deviations is much more noticeable. This implies that
the distributions of the bias are quite wide, i.e., there is a wide
range of possible bias that are likely to be measured. While
this is not a good property for a TRNG, it could beneficial for
a PUF based on comparing biases.

D. ANALYSIS OF THE REPRODUCIBILITY

Second, to study the reproducibility of possible PUFs, we
have plotted the histograms of the average Intra-HDs of all
configurations of each length in Fig. 5(a). From this figure,
we can see that most of these oscillators tend to have a
high reproducibility. In addition, to check how significant
our results are, we have calculated the error (standard error
of the mean) of each value of average Intra-HD. Although
these errors vary depending on the chosen configuration, on
average the error was 0.12%, which indicate that the mea-
sured values are quite accurate. Moreover, we can see that
there is a big influence of the length of the configuration
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in the measured Intra-HDs since configurations of bigger
lengths tend to have smaller average Intra-HDs. This can be
seen more clearly in Fig. 5(b) where we have plotted the
mean value of the average Intra-HDs of all configurations of
each length.

Furthermore, to analyze the influence of the temperature in
these systems, we have chosen five of these oscillators with
low average Intra-HDs (< 2%) and measured their responses
at 11 different temperatures from —20 °C to 80 °C. Each mea-
surement has been repeated 100 times to obtain 100 responses
at each temperature per oscillator. Then, for each temperature
and oscillator, we have calculated the Intra-HDs by comparing
the measured responses with the most common response ob-
tained at standard conditions (20 °C, 1 V) and calculated the
average value (obtaining an average Intra-HD per oscillator).
The mean values are shown in Fig. 6(a). As the figure shows,
while temperature changes can affect the average Intra-HDs,
the impact is not critical.

In addition, the average Intra-HDs of these five configura-
tions have been measured using 20 different supply voltages
from 0.91 V to 1.10 V. In a similar way as in the previous
case, the Intra-HDs at each voltage have been obtained by
comparing the responses with the most common response
obtained at standard conditions (20 °C, 1 V). As it can be seen
by analyzing their mean values [see Fig. 6(b)], small changes
in those voltages do not have a great impact on their behavior.
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E. ANALYSIS OF THE UNIQUENESS

In a similar manner, by analyzing the obtained average Inter-
HDs we have not found any configuration that achieves the
ideal value of 50%. The highest obtained value has been 41%
for the configuration “DEL-DEL-DEL-DEL-XNOR-DEL-
XOR”. In this case, we have also noticed that bigger-length
configurations tend to have higher average Inter-HDs. This
can be seen in Fig. 7(a) where we have plotted the histograms
of the average Inter-HDs of all configurations of each length
and, more clearly, in Fig. 7(b), where the mean value of the
average Inter-HDs of the configurations of each length has
been plotted. It must be noticed that this tendency seems to
slow down for high lengths and there is not a big difference
between the six-length and seven-length configurations. How-
ever, even if the mean value did not change for further bigger
lengths, since the number of possible configurations increases
exponentially with their length, there could be bigger-length
configurations with higher Inter-HDs (close to 50%).

It must be noticed that the oscillator with the highest av-
erage Inter-HD (41.2%) also presents a very low average
Intra-HD, 1.38%. For comparison, by implementing a regular
seven-LUT RO-PUF in the same FPGAs, we have obtained a
better uniqueness (an average Inter-HD of 47.1%) but a worse
reproducibility (an average Intra-HD of 1.69%).

Finally, in a similar way as done in the previous subsection,
we have calculated the error of each value of the average
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Inter-HD. On average, those errors were 0.91%. These errors
are larger compared to the errors when measuring the average
Intra-HDs due to the fact that we are only using 20 FPGAs
to estimate each value. Although this error does not have a
big impact in the presented results [29], if new configurations
were found with average Inter-HDs close to the ideal 50%,
it would be advisable to use a bigger number of FPGAs to
estimate the average Inter-HDs with higher precision.

F. ANALYSIS OF THE SPATIAL CORRELATION
To study the spatial correlation of the bias, we have calculated
the Moran’s I and Geary’s C of each configuration and each
FPGA. In Fig. 8, we have plotted the histograms of the ob-
tained values of Moran’s I and Geary’s C for the measured
bias of the ring oscillators only. Furthermore, we have plotted
the ideal curves that would be obtained if the biases were
completely not correlated. From this figure, we can see that
the histograms of the ring oscillators seem to deviate from
the ideal curves, indicating that the bias of the ring oscillators
present some spatial correlation. Indeed, the average value of
the Moran’s [ is clearly negative while the average value of
the Geary’s C is clearly bigger than 1. In other words, both
metrics tend to present a negative spatial correlation.

For contrast, in Fig. 9, we have plotted the histograms
of the obtained Moran’s I and Geary’s C for all the tested
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configurations, excluding the ring oscillators. Both histograms
fit very well to the ideal curves, indicating that the studied
structures do not present a significant spatial correlation.

A possible explanation of this low spatial correlation could
be that the behavior of these systems presents a very high sen-
sitivity on the inherent delay mismatch due to manufacturing
of the used components such as LUTs or flip—flops. Therefore,
even if components placed in nearby locations tend to have
more similar parameters, the oscillators implemented in those
locations present a much different behavior, which translates
into the measured uncorrelated bias.

Due to this small spatial correlation, a PUF based on com-
paring bias of these oscillators would allow a much bigger
challenge set (i.e., number of possible comparisons) compared
to a regular RO-PUF since it has been widely documented in
the literature that the frequencies of ring oscillators present a
high spatial correlation. Therefore, this novel family of PUFs
presents a clear advantage with respect to standard RO-PUFs.

G. COMPARATIVE ANALYSIS

Finally, to prove the potential of this family of oscillators,
we have carried out a comparative analysis between a PUF
based on comparing the bias of one of the proposed oscilla-
tors and a standard RO-PUF. The chosen oscillator has been
the one with a configuration “DEL-DEL-DEL-DEL-XNOR-
DEL-XOR?” since it was one of the measured oscillators that
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TABLE 2 GARO-PUF Implementation Resources

RO-PUF [20] Tesifglg{ - Os;;1(;l:3:f1§lUF
Platform Spartan 3E Pynq 72 Pynq 22
i ; ! !
Av. Il(lu;;r-HD 473 47.1 41.2
Av. h(lat/:)a-HD 0.86 1.69 1.38
autoi(l:::ie?:ttion High High Fow

presented good properties. Regarding the RO-PUF, we have
used the average values obtained in the large scale character-
ization presented in [20]. However, that work was carried out
in a different FPGA, the Spartan 3E and it used five LUTs
instead of seven. For this reason, to have a better comparison,
we have also tested a single seven-LUT ring oscillator PUF in
the 20 Pynq Z2 boards. The results are summarized in Table 2.

From this comparison, we can see that the proposed PUF
presents values similar to the standard RO-PUF. When imple-
mented in the same platform (Pynq Z2), it seems to present
a somewhat worse uniqueness but a better reproducibility.
However, it has the great advantage of presenting a low spatial
correlation, which allows the possibility of designing PUF
architectures with a much bigger challenge-response set by
allowing comparisons of oscillators located far away from
each other.

It must be noticed that several implementations of this
RO-PUF architectures can be found in the literature, with dif-
ferent average Intra-HDs and average Inter-HDs. This is due
to the fact that the quality of the PUF can depend on several
parameters such as the number of stages, the location of the
oscillators, the routing or the used platform. The same could
apply to the tested oscillators. Therefore, although, when im-
plemented in the same platform (Pynq Z2) with the same
locations, the chosen oscillator presented higher reproducibil-
ity and lower uniqueness than the RO-PUF, more experiments
could be carried out in other platforms with different locations
to have a better comparison between both architectures.

V. CONCLUSION

In this article, we have proposed a generic structure named
generalized GAROs that includes previously proposed oscil-
lators (such as ROs and GAROs) as well as a new set of
oscillators. Furthermore, we have proposed a way to imple-
ment this structure in a configurable manner so that, with
the same implementation (i.e., the same bitstream file), it is
possible to make the system work as any of the possible
oscillators. Thanks to this configurable implementation, we
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have analyzed all configurations of length five or less, ex-
cluding the ones with logic fixed points, to determine their
suitability as PUFs or TRNGs. This analysis has shown that
configurations with AND, NAND, OR, or NOR gates tend to
present a worse behavior. Finally, all configurations of length
seven or less, excluding the ones with logic fixed points or
with AND, NAND, OR, or NOR gates have been analyzed, to
check their suitability as TRNGs or PUFs. From this analysis,
several important conclusions have been extracted.

The first conclusion is that it is impossible to create an
ideal TRNG based on sampling an oscillator of this kind
(with seven or less LUTs). Therefore, to generate perfect
random sequences some kind of postprocessing will always
be needed. We believe that this result is very important since
many previous works have proposed using ROs, GAROs or
other similar oscillators as TRNGs. While we cannot rule out
the fact that it might be possible to build an ideal TRNG using
one of these configurations in a particular FPGA or chip in a
specific location with a certain routing, this could not be easily
replicated in other implementations (such as ours).

Second, in order to look for an oscillator to construct a
good PUF, it seems advisable to try only XOR, XNOR, DEL,
and INV functions. It must be noticed, however, that this
is an assumption based on a preliminary experiment, so we
cannot neglect the possibility of finding some configurations
with other functions such as AND, NAND, OR, or NOR that
presented good PUF properties.

Third, with some seven-length configurations, it is possible
to construct some PUFs with a quite high uniqueness (>40%)
and very high reproducibility (some of them are better than a
standard RO-PUF).

In fourth place, the reproducibility and uniqueness of these
oscillators tend to improve when increasing the configuration
length. Combining this result with the fact that there is a huge
number of oscillators with bigger lengths, it is likely that there
are some configurations of bigger lengths that are suitable to
construct much better PUFs.

Finally, the analysis of the Moran’s I and Geary’s C values
shows that the bias of these oscillators, excluding the ring
oscillators, present a very low spatial autocorrelation. This
could help relax the constraints on where on the chip to place
these oscillators in a weak PUF application.

To sum up, this article proofs that a PUF based on com-
paring the biases of the studied family of oscillators is a
viable option and should be considered as an alternative to
the standard RO-PUF. Some of the studied oscillators present
a high reproducibility and a high uniqueness. Furthermore,
they present a small spatial correlation. This presents a great
advantage with respect to the standard RO-PUFs that are usu-
ally limited to a small challenge set due to the high spatial
correlation. A possible drawback is that they seem to present
a lower uniqueness than the RO-PUF. However, we believe
that it is likely that other unstudied configurations of this
family (i.e., with a length bigger than seven) do not have this
problem. Future works could study bigger configurations to
check this assumption.
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