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ABSTRACT Quantum cryptography has the potential to secure the infrastructures that are vulnerable to
various attacks, like classical attacks, including quantum-related attacks. Therefore, quantum cryptography
seems to be a promising technology for the future secure online infrastructures and applications, like
blockchain-based frameworks. In this article, we propose a generic quantum blockchain-envisioned security
framework for an Internet of Things (IoT) environment. We then discuss some potential applications of the
proposed framework. We also highlight the security advantages of quantum cryptography-based systems.
We explain the working of blockchain, applications of blockchain, types of blockchain, the structure
of blockchain, the structure of blockchain in a classical blockchain, and the structure of a block in a
quantum blockchain context. Next, the adverse effects of quantum computing on the security of blockchain-
based frameworks are highlighted. Furthermore, the comparisons of quantum cryptography-based security
schemes, like quantum key distribution, quantum digital signature, and quantum hashing schemes, are
provided. Finally, some future research directions related to the designed generic quantum blockchain-
envisioned security framework for IoT are provided.

INDEX TERMS Quantum cryptography, quantum blockchain, Internet of Things, quantum key distribution,
quantum digital signature, quantum hashing, security.

I. INTRODUCTION
Quantum computing is an interdisciplinary field that com-
bines computer science, physics, and mathematics to tackle
difficult problems more quickly than classical computers can.
Quantum computing encompasses both the study of hardware
and the creation of software. By taking advantage of quantum
mechanical features like superposition and quantum interfer-
ence, quantum computers are able to solve certain types of
problems much more quickly than classical computers [1].

Blockchain is a type of shared database that keeps informa-
tion in a different way than a traditional database does; rather
than storing information in tables, blockchains store data in
blocks that are cryptographically linked together with their
hash values. In short, a distributed database or ledger that is
shared among the nodes of a computer network is referred to
as a blockchain [2]. A blockchain is capable of storing a vari-
ety of information, but the ledger function has proven to be its
most useful application for handling transactions, i.e., Bitcoin.
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Blockchain is decentralized, which means that no one person
or group has authority over it; rather, the whole user base
retains power collectively [3]. The data that is entered into a
decentralized blockchain cannot be altered, which means that
it cannot be deleted. When using Bitcoin, all transactions are
permanently recorded and may be viewed by any interested
party [4].

Cryptography is a way to turn the original data (i.e., plain-
text) into some scrambled information, which is called the
encrypted message or ciphertext. Due to such transformation
of data, a user with the proper key (i.e., secret key) is only able
to decrypt the message [5]. By extension, quantum cryptogra-
phy is another way of encrypting the information. It transmits
the data in a secure way with the help of principles of quantum
mechanics [1]. The principles of quantum mechanics that un-
derlie quantum cryptography are what makes it challenging.
These include the following:

i) The constituent parts of the universe, known as parti-
cles, are intrinsically ambiguous and can coexist in a
number of different locations or states at the same time.

ii) Photons are capable of randomly manifesting them-
selves in two distinct quantum states.

iii) It is not possible to measure a quantum attribute without
causing some kind of change or disturbance.

iv) Although it is possible to clone some quantum fea-
tures of a particle, this is not yet possible for the entire
particle.

v) The operation of quantum cryptography is influenced in
some way by each of these propositions.

The concept of quantum blockchain can be conceptualized
as a decentralized, encrypted, and dispersed database that
is underpinned by quantum computation and the notion of
quantum information [6]. After being added to the quantum
blockchain, the information cannot be changed in an unautho-
rized manner after that point. It is secured against quantum
attacks as well as classical attacks [7], [8].

The concept of the Internet of Things (IoT) refers to a
network of tangible entities, commonly referred to as “things,”
which are equipped with sensors, software, and other tools
and technological components. These elements enable the
items to establish connections and facilitate the exchange of
data with other devices and systems over the Internet [9].
These gadgets, also referred to as smart objects, encompass a
wide range of technologies, including but not limited to smart
home equipment such as smart AC controllers, wearables like
smartwatches, and RFID-enabled apparel, as well as more
intricate industrial machinery and transportation systems. The
IoT is utilized in several sectors, including smart residences
that facilitate the remote management of gadgets and health
monitoring, as well as industrial IoT, which enhances ma-
chinery maintenance and supply chain optimization [10], [11].
The IoT plays a significant role in the healthcare sector by
facilitating remote patient monitoring and enhancing medica-
tion adherence. Similarly, in the context of smart cities, IoT
technology contributes to effective traffic management and
enables comprehensive environmental monitoring. Within the

realm of agriculture, the IoT plays a vital role in enabling
precision farming techniques and facilitating the tracking of
livestock. Similarly, in the retail sector, IoT technology ac-
celerates inventory management processes and enhances the
overall customer experience [12]. The IoT has shown to be ad-
vantageous for the energy sector through the implementation
of smart grid technology. Additionally, the transportation in-
dustry has experienced a significant transformation due to the
integration of fleet management systems and the emergence
of autonomous cars. Moreover, the IoT assumes a pivotal
function in the realm of environmental monitoring, weather
forecasting, and animal tracking, thereby making significant
contributions to the field of disaster management. Simultane-
ously, wearables and personal devices such as fitness trackers
and smart clothes provide individuals with individualized data
and enhanced convenience. These applications exemplify the
extensive influence of the IoT on contemporary culture and
the business sector [9], [13].

A. POST-QUANTUM VERSUS QUANTUM BLOCKCHAINS
1) POST-QUANTUM BLOCKCHAIN
Lattice-based post-quantum cryptography plays a crucial role
in preparing blockchain technology for the quantum com-
puting age due to its efficiency and straightforward imple-
mentation [14]. Alongside, hash-based signatures have gained
traction for their simplicity, such as the use of hash trees, and
enhanced security features. However, research also delves into
code-based, multi-variate, and isogeny-based cryptographic
methods, recognizing that the balance between security lev-
els and key sizes may vary across different applications.
Furthermore, there has been a notable surge in research fo-
cused on leveraging post-quantum cryptography to enhance
privacy, leading to significant advancements in post-quantum
zero-knowledge proofs (ZKPs). Although the widespread ap-
plication of post-quantum cryptography remains in its nascent
stages, there is a growing interest among researchers to
identify the quantum-resistance needs of decentralized appli-
cations and to develop post-quantum blockchain frameworks
for IoT and other relevant use cases.

2) QUANTUM BLOCKCHAIN
Quantum cryptography plays a pivotal role in enhancing the
security and privacy of blockchain systems through the unique
capabilities of quantum mechanics. Key techniques in quan-
tum cryptography, such as Quantum Key Distribution (QKD),
quantum signatures, quantum teleportation, and quantum bit
commitment, are integral to quantum blockchains. QKD, in
particular, serves as the essential foundation for key exchange
and authentication within these systems.

The design of quantum blockchains can follow two main
approaches: integrating quantum and classical systems to
create hybrid quantum-classical blockchains, and developing
entirely quantum-based systems, known as fully quantum
blockchains. While fully quantum blockchains promise un-
matched security against all currently known Cyber threats,
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their practical deployment is hindered by the current scarcity
of quantum computing resources.

3) COMPARISON BETWEEN POST-QUANTUM AND
QUANTUM BLOCKCHAINS
Post-quantum blockchains incorporate cryptographic algo-
rithms into classical blockchain technology to safeguard
against potential quantum attacks. These systems maintain
compatibility with current blockchain infrastructure and are
relatively easier to implement and adopt, preserving existing
performance levels. However, they do not fully harness the
potential of quantum technologies, and their security relies on
unproven cryptographic algorithms since post-quantum cryp-
tography’s effectiveness remains theoretical.

Hybrid quantum blockchains (HQBCs) blend classical
blockchain technology with aspects of quantum cryptography,
offering enhanced security and performance. These systems
employ a combination of classical and quantum algorithms,
enabling the gradual integration of quantum technologies
for more manageable adoption. Although hybrid quantum
blockchains provide a higher level of security compared to
purely classical blockchains, their implementation can be
complex due to the integration of both classical and quantum
technologies, and they may introduce new attack vectors and
vulnerabilities. HQBCs primarily rely on QKD, making them
more practical than fully quantum blockchains but less effi-
cient than post-quantum blockchains.

B. RESEARCH MOTIVATION
The research motivation of the presented work is given below.

The operations and mechanisms of quantum blockchain are
based on quantum cryptography. Quantum blockchain has the
potential to secure infrastructures. Therefore, it turns out to be
a promising primitive for the future secure online infrastruc-
tures and applications (i.e., quantum blockchain-envisioned
security framework for IoT communications). Therefore, in
this survey article, we aim to focus on the security of
blockchain-based frameworks, for example, how the current
blockchain-based frameworks are vulnerable and how to make
them secure with the inclusion of different techniques of quan-
tum cryptography (i.e., quantum key distribution, quantum
digital signature, quantum hashing, etc.) [15].

C. RESEARCH CONTRIBUTIONS
The research contributions of the article are given below.
� We discuss conventional cryptography and its security

issues. Then, we discuss the security advantages of quan-
tum cryptography-based systems.

� We propose a generic quantum blockchain-envisioned
security framework for the IoT environment. In the pro-
posed framework, we have followed the guidelines of the
security framework for the IoT environment, along with
the principles of the quantum blockchain.

� Some of the important applications of the proposed
framework are also discussed.

� We present a review of some of the current real-world
applications of quantum cryptography. These appli-
cations include quantum key distribution, mistrustful
quantum cryptography, quantum commitment, position-
based quantum cryptography, and measurement-device-
independent (MDI) quantum cryptography.

� The value of blockchain technology and how blockchain
technology operates, applications of blockchain tech-
nology, types of blockchain technology, the structure
of blockchain technology, the structure of blockchain
technology in classical blockchain technology, and the
structure of a block in quantum blockchain technology
are then discussed. In addition, the negative implica-
tions that quantum computing could have on the safety
of blockchain-based frameworks have been brought to
light.

� Next, a comparison of the current era and the quantum
computing era is given. Furthermore, a detailed com-
parative study on quantum cryptography-based security
schemes (i.e., quantum key distribution schemes, quan-
tum digital signature schemes, and quantum hashing
schemes) is provided.

� Finally, some prominent future research directions re-
lated to the developed generic quantum blockchain-
envisioned security framework for IoT are highlighted.

D. ARTICLE ORGANIZATION
The remaining parts of the article are structured as described
below. Section II explains quantum cryptography in fur-
ther detail. In Section III, additional information regarding
blockchain technology is presented. In Section V, we give
the specifics of a generic quantum blockchain that is en-
visioned as a security framework for the IoT environment,
along with its applications. In Section VI, the potentially
detrimental implications of quantum computing on the safety
of blockchain-based frameworks are dissected and analyzed.
The evaluation of the various quantum security protocols may
be found in Section VII. In addition, the particulars of the
valuable experience are described in Section VIII. In the final
section of the study, which is Section IX, some concluding re-
marks and recommendations for future research are included.

In this section, we discussed quantum computing,
blockchain, quantum cryptography, quantum blockchain, IoT,
applications of IoT, research motivation of the presented
work, research contributions, and structure of the article. A
summary of each section is given in Table 1.

II. QUANTUM CRYPTOGRAPHY
Quantum cryptography, quantum key distribution (QKD), the
security of quantum key distribution (QKD), and several ap-
plications of quantum cryptography in the real world are
covered in this portion of the article. Quantum cryptography
is increasingly becoming more significantly relevant to our
day-to-day lives as it can safeguard sensitive information in
a manner that existing encryption techniques cannot. This is
due to the fact that it can protect sensitive information in a
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TABLE 1. Summary of Each Section of the Article

manner that is more secure. The following section delves into
the practical applications of quantum cryptography [16].

A. USEFULNESS OF QUANTUM CRYPTOGRAPHY
When you make purchases online, you place a great deal of
trust in financial institutions and other types of businesses
to maintain the confidentiality of your credit card and other
personal information. What would happen if companies of
this nature were unable to protect the confidentiality of your
personal information using the encryption methods that are
currently available? Even while hackers are always trying to
get access to encrypted data, as soon as quantum computers
become operational, that data will be significantly more sus-
ceptible to being hacked. In the case of quantum cryptography,
this is not going to be achievable because your data won’t be
susceptible to hacking [1], [15].

The term “post-quantum cryptography” refers to crypto-
graphic methods that are thought to be secure against attacks
made using classical computers as well as attacks made using
quantum computers. The resolution of extremely challenging
mathematical equations, such as integer factorization and the
elliptic curve discrete logarithm problem (ECDLP), can take
normal computers a number of months, or even years, to
accomplish. Complex mathematical problems (for example,

number theoretic computational problems: Discrete Loga-
rithm Problem (DLP), Integer Factorization problem (IFP),
etc.) are vulnerable to be cracked by quantum computers by
executing the Shor’s algorithm [17]. Post-quantum cryptogra-
phy plays an important role in securing the systems in a better
way. One of the ways to achieve this goal is the use of the
lattice-based cryptography (LBC). Recently, LBC has been
applied in Internet of Things (IoT) and Internet of Drones
(IoD) applcations [18], [19], [20], [21].

Quantum cryptography, on the other hand, exploits the rules
of quantum mechanics to transmit secure messages and, in
contrast to mathematical encryption, is genuinely unbreak-
able. It does this by utilizing the laws of quantum mechanics.
In contrast to mathematical encryption, quantum cryptogra-
phy applies the principles of quantum physics to the process
of encrypting data in order to make it nearly impossible to
decipher [7], [16], [22].

A series of photons, which are individual particles of light,
are used in the process of sending data from one point to
another across a medium, such as a fiber optic cable, in the
field of quantum cryptography. One of the common protocols
that is based on quantum cryptography is known as quantum
key distribution (QKD). By comparing measurements of a
subset of the properties possessed by these photons, the two
parties involved in the communication are able to generate a
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key that enables them to communicate safely with one another.
The QKD procedure is outlined in the following text [23],
[24], [25].

B. PROCEDURE IN QUANTUM KEY DISTRIBUTION (QKD)
� The photons travel via a filter known as a polarizer.

They are given a polarization at random out of a total
of four possibilities. The bit designations are completed
as follows: “vertical (one bit), horizontal (zero bit), 45◦
right (one bit), or 45 ◦ left (zero bit).”

� When the photons arrive at the receiver, there are two
beam splitters that are used to “read” the polarization
of each individual photon. One beam splitter is hori-
zontal/vertical, while the other beam splitter is diagonal.
The receiver needs to make an educated guess in order
to decide which beam splitter should be used for each
individual photon.

� The sender is responsible for verifying the receiver’s
information in the order that polarizers appear in the
message. In most cases, the key is transmitted after the
stream of photons has been sent.
After that, the information is relayed back to the sender
by the receiver. For instance, for each photon in the
sequence that it was transmitted, which beam splitter
was used? In addition, the photons that were read with
the incorrect beam splitter were destroyed after being
examined. After then, the “sequence of bits” that was left
over is deemed to be the key, and both the sender and the
receiver will utilize it for the encryption and decryption
of the information that is being sent.

C. SECURITY OF QUANTUM KEY DISTRIBUTION (QKD)
The following is an example of how the security analysis
of the quantum key distribution (QKD) scheme that was ex-
plained earlier can be carried out. If the photon is read or
copied in any way by an authorized person (also known as
an attacker), then the state of the photon will be altered. The
receiver at the endpoints can be given the ability to see the
change. In another sense, we can state that it is impossible
to read a photon, convey it to someone else, or replicate it
without being discovered. This is because all three actions
require the photon’s presence. As a result, it is impossible
for the adversary to engage in any form of eavesdropping
or modification (also known as a man-in-the-middle attack
(MiTM)) [1], [26].

D. CURRENT REAL-WORLD APPLICATIONS RELATED TO
QUANTUM CRYPTOGRAPHY
Recently, quantum cryptography has transitioned from theory
to practice. As a result, quantum cryptography is now being
used for a wide variety of purposes. The details of some of
the current real-world applications are given below [10], [16],
[27], [28].
� Quantum key distribution: The most well-known use

of quantum cryptography that our contemporary media
makes use of is called quantum key distribution (QKD).

The proper parties are the only ones who are privy to the
sensitive keys that can be safely sent via QKD. The two
people who are conversing with one another are able to
use QKD to identify any third party that is attempting
to look at the key. By employing quantum superposi-
tions or quantum entanglement and sending information
in the form of quantum states, it is possible to design
a communication system that is capable of identifying
any attempts at industrial espionage. Under quantum key
distribution, the production and distribution of keys are
the only activities that are allowed; the transmission of
message contents is not one of them. After that, one can
encrypt (and decrypt) a message by utilizing this key in
conjunction with an encryption method. This technology
is already beginning to be applied in real life. The second
smartphone using quantum cryptography technology, the
Galaxy Quantum2, has been introduced by the Korean
company SK Telecom in partnership with Samsung. This
occurred following the company’s announcement that
it had completed the development of “quantum virtual
private network (VPN)” technology and had successfully
integrated QKD technology into IP devices.

� Quantum digital signature: The quantum mechanical
equivalent of either a classical digital signature is known
as a quantum digital signature (QDS). A document, such
as a digital contract, can be protected using QDS from
forgery by a third party or by one of the involved par-
ties. Additionally, QDS can be utilized to achieve secure
authentication between the parties engaged in commu-
nication. The foundational tenets of quantum physics
serve as the basis for QDS security systems. It enables a
sender (in this case, Alice) to sign a message in a method
that permits multiple participants to verify the signature.
They are all able to confirm if the message originated
with the intended recipient or not. Each recipient of the
message needs a copy of Alice’s “public key,” which is a
collection of quantum states whose particular identity is
only known to Alice, in order to carry out the signature
verification operation. Classical public keys are simpler
to work with than quantum public keys. However, in the
case of QDS, we are able to create digital signatures
that are completely secure, which also offers full proof
security for the generation and verification of the signa-
tures [29], [30], [31].

� Mistrustful quantum cryptography: What should you do
if you’re not sure whether a collaborating party is reli-
able? This is where mistrustful quantum cryptography
enters the picture. Mistrustful quantum cryptography is
a great solution when both sides require reassurance that
the other side is acting with good intentions. Both Bob
and Alice must contribute personally to the project they
are working on, but neither one can be assured the other
won’t cheat. Commitment schemes, which enable one to
commit to a given value while keeping it secret from
others and secure computations, are examples of tasks
in mistrustful cryptography. The secure computation
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enables parties to compute a function through their in-
puts jointly. Moreover, it keeps those inputs private.

� Quantum commitment: A party may make a commitment
to a particular value through a quantum commitment.
The sender cannot alter the fixed value, and the re-
ceiver is in the dark until the sender discloses it.
Such commitment techniques are frequently employed
in cryptographic schemes, such as “secure two-party
computation, zero-knowledge proof, and quantum coin
flipping.”

� Position-based quantum cryptography: The location of a
player is the only thing that counts toward their credibil-
ity in this setting. A participant might send a message to
the receiving party at a known place in order to guarantee
that the recipient can only read the data at the prede-
termined location. Quantum tagging was the umbrella
under which the first position-based quantum approaches
were investigated in 2002. After that, in 2006, the United
States government granted a patent, and two years later,
in 2010, the concept of utilizing quantum phenomena for
the purpose of location verification was presented.

� Measurement-device-independent (MDI) quantum cryp-
tography: The MDI protects the detection system, which
is typically the weakest link in the chain when it comes
to the implementation of cryptographic systems, from
any and all attacks. Because of this, the integrity of
the underlying physical devices does not affect the
level of security that is maintained. As a result of
this unique property, measurement-device-independent
quantum cryptography is an excellent option for provid-
ing protection from potentially harmful devices.

In this section, we discussed the usefulness of quantum
cryptography, the procedure in quantum key distribution
(QKD), the security of QKD, and current real-world appli-
cations of quantum cryptography.

III. BLOCKCHAIN TECHNOLOGY
Blockchain technology, which is typically utilized in the form
of a distributed ledger, is a type of technology that facil-
itates the possibility of exchanging and storing data in a
protected manner. As is common knowledge, a database stores
information. A ledger, on the other hand, is nothing more
than an account book in which transactions are recorded. A
database or ledger of this kind that is distributed digitally
is referred to as a blockchain [32]. The authority to make
changes to a blockchain is distributed among the members
(nodes) of a network, whether it be public or private. DLT
stands for distributed ledger technology, which is another
name for blockchain. Incentives in the form of digital tokens
(equivalent to a certain sum of money) are offered to miner
nodes (also known as participating servers) in the form of
a consensus method in order to incentive them to update
blockchains [33]. Because of blockchain technology, it is now
possible to preserve data in the form of certain transactions in
a way that is permanent, transparent, and unchangeable [34],
[35]. Because it is a decentralized and immutable database,

blockchain makes it simpler to record transactions and assets
and to keep track of their movement [28].

A. USEFULNESS OF BLOCKCHAIN
Information is currently the primary motivator behind most
businesses. It is preferable if it can be received without delay
and if it is correct. Because it provides data in real-time that
is shared as well as completely transparent, blockchain is the
greatest technology for delivering that information because it
is stored on an immutable ledger and can only be accessed by
members of a network that has been granted permission to do
so. These days, data is what drives the majority of enterprises.
It would be fantastic if it were received in a timely manner and
accurately. Blockchain technology is ideal for the delivery of
data of this kind because it provides data in real-time that is
entirely shareable and transparent, data that is stored on an
immutable ledger, and data that is only accessible to members
of a network that has been granted permission to access it.
Orders, payments, accounts, and production may all be mon-
itored using a blockchain network. In addition, you are able
to watch every step of a transaction, from its commencement
to its conclusion. because everyone can view the exact same
version of the ledger at the same time [36].

B. WORKING OF BLOCKCHAIN
The working of a blockchain is explained below.
� Occurrence of a transaction and its recording in a block:

These transactions represent the transfer of an asset,
which may be either tangible (a product) or intangible
(intellectual), depending on the nature of the asset. Who,
what, when, where, how much, and even the scenario,
which refers to the weather in a particular region, are
all important questions to ask. These are all pieces of
knowledge that are important. The data block is capable
of storing anything and everything.

� Consensus and addition of block in the blockchain:
When an asset is moved from one location to another,
these blocks link together to form a chain of data. The
blocks provide reassurance regarding the exact timing
and sequence of the transactions, and the fact that they
are securely connected to one another makes it impossi-
ble for any blocks to be altered or added in the space
between two already existing blocks. The verification
of the block that came before it and, as a result, the
blockchain as a whole are both improved with each
new block that is added. This makes it possible for the
blockchain to be tamper-proof, and it also gives it its
primary advantage of immutability. By following this
approach, the users of the network will be able to estab-
lish a trustworthy ledger of transactions and eliminate
the risk of intervention from malicious actors, such as
hackers.

C. APPLICATIONS RELATED TO BLOCKCHAIN
Some of the potential applications of blockchain are given
below [4], [37].
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� Payment processing and money transfer systems: It may
be possible to eliminate (or significantly reduce) the fees
associated with bank transfers, and transactions con-
ducted using a blockchain may be finalized in a matter
of seconds.

� Supply chain processing and management: Businesses
have the potential to utilize blockchain technology to
detect issues more rapidly in their supply chains, monitor
items in real-time, and verify the quality of their products
as they move from the point of production to the point of
consumption.

� Digital identity system: Certain companies in the infor-
mation technology sector are conducting experiments
using blockchain technology in an effort to provide cus-
tomers with more control over who has access to their
data and to assist customers in better managing their
credentials.

� Secure information sharing: Blockchain technology has
the potential to act as an intermediary for the secure
transfer and storage of commercial data between differ-
ent industries.

� Copyright and royalties protection: Blockchain tech-
nology has the potential to be exploited to construct a
decentralized database that not only ensures the protec-
tion of rights (for example, music albums and movies)
but also provides the original producers with royalties
that are both transparent and paid in real-time. It’s possi-
ble that blockchain technology will also be beneficial to
open-source software developers.

� Management of Internet of Things (IoT) network: In or-
der to establish the reliability of devices that are linked to
a wireless network, it is necessary to monitor the activi-
ties of the devices that are connected to the network. In
addition to this, if a new device, such as a smartphone, is
introduced to the network, it immediately does an anal-
ysis to determine how trustworthy that device is. Under
these conditions, blockchain has the potential to take on
the role of an IoT network regulator.

� Secure smart healthcare system: The usage of
blockchain technology might offer significant advan-
tages to the healthcare sector. Payers and providers
of healthcare are turning to blockchain technology
to handle the data associated with clinical trials
and electronic medical records while maintaining
compliance with applicable regulations.

Apart from the above applications, the blockchain
technology has been also applied in securing the following:
smart and precision agricultural IoT networks [38], [39],
[40]; smart grids [41], [42]; global roaming in mobility
networks [43]; Big Data analytics [44], [45]; ransomware
attacks detection [46]; vehicular ad-hoc networks (VANETs)
and Internet of Vehicles (IoV) [47], [48], [49], [50];
crowdsourcing system [51]; Cyber–Physical System
(CPS) [52]; Internet of Drones (IoD) [53], [54], [55], [56],
[57], [58].

D. TYPES OF BLOCKCHAIN
The following types of blockchains are in practice.
� Public blockchains: Public blockchains are completely

decentralized, do not require any authorization to access,
and are available to anyone. Public blockchains give
every node the same level of access to the ledger, the
capacity to add new blocks of data to the chain, and the
ability to validate the blocks of data that are already in
the chain. Public blockchains are being used extensively
in the mining and trading of bitcoins in the modern
day. Take Bitcoin, Ethereum, and Litecoin as three in-
stances of cryptocurrencies. On these open blockchains,
the nodes “mine” for Bitcoin by constructing blocks
for the network that contain the desired transactions by
solving cryptographic puzzles. These blocks contain the
requested transactions. As a form of compensation for
the difficult work that they put in, the miner nodes are
given a little amount of money. The miners perform
much the same function as bank tellers in that they ini-
tiate a transaction and are subsequently compensated for
their efforts.

� Private blockchains: Permissioned blockchains that a
particular organization administers are referred to as
private blockchains. These blockchains are also known
as managed blockchains. A centralized authority is in
charge of determining who can participate in the pri-
vate blockchain. In addition, the central authority might
not necessarily grant each node the same equal right to
carry out particular obligations. Private blockchains are
only partially decentralized because there are constraints
placed on who can access them. One example of this is
the private blockchain used by a smart healthcare system.
Private blockchains are more vulnerable to fraud and dis-
honest players, while public blockchains typically have
lengthier validation processes for the inclusion of new
blocks. Both types of blockchains have their drawbacks,
though. The introduction of consortium blockchain was
done so as to remedy these deficiencies.

� Consortium blockchains: Consortium blockchains, also
known as permission blockchains, differ from private
blockchains in that, unlike private blockchains, a single
organization does not own them. Consortia blockchains,
on the other hand, are more decentralized than private
blockchains, which contributes to an improvement in
their level of safety. However, the process of constructing
consortium blockchains can be challenging because it
requires collaboration between multiple organizations.
This creates logistical challenges in addition to potential
antitrust risk. Additionally, some of the companies may
not have the necessary infrastructure and technology
to utilize blockchain technologies, and even those who
have may consider that the upfront costs are too high of a
price to pay in order to digitize their data and link it to the
other players in the supply chain. Those who do have the
necessary infrastructure and technology may be hesitant
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FIGURE 1. Different types of blockchains.

FIGURE 2. Structure of blockchain.

to use blockchain technologies because of the poten-
tial risks involved. Examples of well-known consortium
blockchains include the Global Shipping Business Net-
work, Marco Polo, and Voltron, to name just a few.

The different types of blockchains are also depicted in
Fig. 1.

E. STRUCTURE OF BLOCKCHAIN
The fundamental structure of the blockchain is where it
gets its name. Blocks are connected together to form the
blockchain’s organizational structure. Understanding the ar-
chitecture of the blockchain is necessary to comprehend
blockchain security. The distributed ledger of a blockchain is
composed of blocks, which serve as data storage. The shared
state of the blockchain network is expanded by the many
transactions contained in each block of the blockchain. The
header and the body are the two sections that make up each
block [59]. The blockchain header information includes the
block’s identification number, timestamp value, random nonce
value, hash of the current block, the hash of the previous
block, Merkle tree root value, owner’s public key, owner’s
identification number, and block’s signature. While the bodily
part incorporates transactions (i.e., in plaintext or encrypted).
It is common to refer to the blockchain’s structure as a collec-
tion of blocks that are joined together in a way that prevents
their alteration [2], [3]. The blocks’ hash values are what con-
nect them. The structure of the blockchain is given in Fig. 2.

The information on different fields of a block in a
blockchain is given below.
� Block’s identification number: It is the identification

number of a block, which provides a unique identity of a
block in a blockchain.

� Timestamp value: It is a timestamp value, which pro-
vides information about the creation of the block, i.e.,
when it was created.

� Random nonce value: It is a random nonce value, which
is uniquely assigned to a block.

� Hash of the current block: It is the hash value of the
block, which is produced for a block by applying a hash-
ing method, in this case, the Secure Hash Amgorithm
256 (SHA256). If there is even a minute alteration to the
information included within the block, the hashing value
of the block will be completely disrupted.

� Hash of the previous block: It is the hash value of the
preceding block, which is produced for a block using
a hashing technique, namely, Secure Hash Algorithm
256 (SHA256). This value is used to verify transactions
and prevent double-spending. It is put to use in the pro-
cess of connecting the various blocks that make up the
blockchain. For instance, in the blockchain, the Hash of
the current block field of the current block is connected
to the Hash of the current block field of the previous
block.

� Merkle tree root value: A Merkle tree root can be con-
sidered as the hash of different hash values. On the
blockchain network, a hash is connected to every trans-
action. Instead of being kept on the block in a sequential
manner, these hashes are instead organized into a tree-
like structure, with each hash being connected to its
parent through a parent-child relationship. A Merkle root
is produced as a result of hashing all of the transac-
tion hashes in a block since there are many transactions
placed on that block. A Merkle tree root can be used to
check the integrity of the blocks of the blockchain in an
efficient way.

� Owner’s identification number: It is a unique identifica-
tion number of the owner of the block, which informs
about the creator of the block.

� Owner’s public key: It is a public key value of the owner
of the block. For example, if we use Elliptic Curve Cryp-
tography (ECC) for the encryption of the data, G is a base
point, QOW is a public key and kOW is a private key, then
QOW = kOW .G.

� Transactions: This field contains the actual data of the
blockchain-based communication environment. The en-
tire data is converted in the form of some transactions
(i.e., Tx where x = 1, 2, · · · i) and then stored in the
blocks of the block. It depends on the scenario, in which
we can put the transactions either in the encrypted form
(i.e., EQOW (Tx )) or in the plaintext (i.e., Tx).

� Block’s signature: This field contains the signature value
of each block, which is maintained in the blockchain.
The legitimacy of a block can be verified through its
signature.

The structure of a block in a blockchain is given in Fig. 3.
Moreover, the structure of a block of the quantum blockchain
is given in Fig. 4. Most of the operations that have been
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FIGURE 3. Structure of a block in a blockchain.

FIGURE 4. Structure of a block in a quantum blockchain.

performed are quantum secure and have unbreakable security
against classical attacks as well as quantum attacks.

In this section, we discussed the usefulness of blockchain,
working of blockchain, applications of blockchain, types of
blockchain, structure of a blockchain, structure of a block in a
blockchain, and structure of a block in quantum blockchain.

IV. EXISTING SURVEYS
In this section, we briefly discuss the state of art existing
related surveys, and compare them with the proposed survey.

Yang et al. [14] first discussed post-quantum blockchains,
where they utilize the classical cryptographic primitives that
are resilient to quantum attacks. Next, they explored the

quantum blockchains, that can leverage the power of quan-
tum computers as well as networks for the foundations of
blockchains. They also provided a comprehensive overview
and comparative study among the post-quantum and quantum
blockchains, and they explored open questions and challenges
in these domains.

Karakaya and Ulu [60] conducted a comprehensive survey
on the recent developments in quantum-resistant blockchain
architectures, which are intended for use across various
platforms and scenarios. Furthermore, they emphasized the
potential of quantum-based secure blockchain structures in a
wide range of applications, such as cryptocurrencies, commu-
nication, voting, smart grids, and healthcare.

Fernandez-Carames and Fraga-Lamas [6] explored the cur-
rent state of the art in post-quantum cryptographic primitives,
highlighting their application to blockchains and “Distributed
Ledger Technologies (DLTs)”. They further examined sig-
nificant post-quantum blockchain systems and their main
challenges. Additionally, they conducted a comparative anal-
ysis of the characteristics and performance of post-quantum
public-key encryption and digital signature schemes tailored
for blockchain applications.

Thanalakshmi et al. [61] investigated the incorporation of
post-quantum signatures into the “InterPlanetary File System
(IPFS)” within a blockchain framework. They proceeded to
compare post-quantum signatures, recommended by the “Na-
tional Institute of Standards and Technology (NIST)”, with
the “Elliptic Curve Digital Signature Algorithm (ECDSA)”
in a Bitcoin exchange scheme. This comparison aimed to
demonstrate the system’s effectiveness in mitigating quantum
threats while preserving optimal performance.

Li et al. [62] reviewed various advancements in the quan-
tum blockchain field. They also provided a brief analysis
of its benefits over traditional blockchain technology. Subse-
quently, they explored the architecture and framework of the
quantum blockchain. Lastly, they examined the approach for
integrating quantum technology into specific aspects of the
conventional blockchain.

A summary table among these surveys and the pro-
posed survey is also provided in Table 2. We have consid-
ered the following attributes for comparative study purpose:
A01: “Overview of Blockchain Technology”; A02: “De-
tails on Quantum Cryptography”; A03: “Post-quantum Cryp-
tography”; A04: “Quantum Blockchains”; A05: “Classical
Blockchains versus Quantum Blockchains”; A06: “Com-
parison of Post-quantum and Quantum Blockchains”; A07:
“Generic Quantum Blockchain-envisioned Security Frame-
work for IoT Applications”; A08: “Quantum Key Distribution
Mechanisms Comparison”; A09: “Quantum Digital Signa-
ture Mechanisms Comparison”; A10: “Quantum Hashing
Mechanisms Comparison”; A11: “Lessons Leearned”; A12:
“Future Research Directions”. It is evident from Table 2,
our present survey provides more in-depth analysis and at-
tributes as compared to other existing state of the art survey
works.
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TABLE 2. Comparative Study With Existing Surveys

FIGURE 5. Comparison of the current era and quantum computing’s era.

V. GENERIC QUANTUM BLOCKCHAIN-ENVISIONED
SECURITY FRAMEWORK FOR IOT ENVIRONMENT
In this section, we describe a generic quantum blockchain-
envisioned security framework for an IoT environment.

A. GENERIC QUANTUM BLOCKCHAIN-ENVISIONED
SECURITY ARCHITECTURE
The architecture of a generic quantum blockchain-envisioned
security framework for the IoT environment is given in Fig. 6.
It contains different IoT devices and other computing devices,
i.e., laptops, smartphones, etc. These devices generate data
in an enormous amount, which is stored in some servers (in
relational database management systems). In the normal case,
the authorized user can access the IoT devices and associated
data from the servers for their various uses. However, there
are also some malicious actors (i.e., hackers) who always try
to breach the security of the system for their various gains. The
malicious actors can launch various classical attacks (replay,
man-in-the-middle, impersonation, credential guessing, unau-
thorized information update), quantum attacks blockchain
attacks (i.e., 51% mining, Sybil, double spending) on this
infrastructure. Therefore, it is suggested to store the data over
some blockchains [63]. However, such an arrangement is also

FIGURE 6. Generic quantum blockchain-envisioned security framework for
IoT environment.

vulnerable to various quantum attacks. Hence, we introduce
the concept of quantum blockchain. The quantum blockchain
incorporates various secure mechanisms, like, quantum key
distribution, quantum hashing, quantum digital signature, and
quantum random number generator. It stores the data in the
form of blocks and also protects it against the various classical
attacks and quantum attacks [64].

Through the usage of the quantum blockchain, only the
users who have been verified and given permission to do so
can access the system’s data. After completing the neces-
sary stages of an authentication or access control protocol,
they also have the ability to access any Internet of Things
device directly. Fig. illustrates the structure of a block in a
classical blockchain, while Fig. illustrates the structure of a
block in a quantum blockchain. Over the peer-to-peer cloud
server network, the quantum blockchain is kept updated and
maintained. After completing the necessary phases of the
consensus mechanism, known as practical Byzantine Fault
Tolerance (pBFT), the blocks are then added to the quantum
blockchain. During these steps, the number of valid minor
nodes (also known as servers) take part and commit to the
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addition of a newly produced block [65]. The proposed archi-
tecture calls for a number of different entities, including users
and cloud servers, IoT devices and cloud servers, and cloud
servers to cloud servers, to carry out the stages of authentica-
tion and key establishment.

Remark 1: There are also some malicious actors, like
hackers, who always try to breach the security of tradi-
tional communication frameworks for their various gains. The
hackers can launch various classical attacks (replay, man-in-
the-middle, impersonation, credential guessing, unauthorized
information update), quantum attacks, and blockchain attacks
(i.e., 51% mining, Sybil, double spending). Therefore, it is
suggested to store the data over some blockchains. However,
such an arrangement is also vulnerable to various quan-
tum attacks. Hence, we introduce the concept of quantum
blockchain. The quantum blockchain incorporates various se-
cure mechanisms, like quantum key distribution, quantum
hashing, quantum digital signature, and quantum random
number generator. It stores the data in the form of blocks and
also protects it against various classical attacks and quantum
attacks. However, such facilities are not available in the tradi-
tional communication frameworks. Through the usage of the
quantum blockchain, only the users who have been verified
and given permission to do so can access the system’s data.
After completing the necessary stages of an authentication or
access control protocol, they also have the ability to access any
Internet of Things device directly. Over the peer-to-peer cloud
server network, the quantum blockchain is kept updated and
maintained. After completing the necessary phases of the con-
sensus mechanism, the blocks are then added to the quantum
blockchain. The proposed architecture calls for a number of
different entities, including users and cloud servers, Internet
of Things devices and cloud servers, and cloud servers to
cloud servers, to carry out the stages of authentication and key
establishment. Therefore, the proposed quantum blockchain-
envisioned security framework is applicable for the secure
communication of different applications, like smart healthcare
systems, intelligent transportation systems, smart agriculture
and farming, smart grid and energy systems, smart manufac-
turing and industrial control systems, smart surveillance, and
security systems, and banking and finance systems.

B. THREAT MODEL
When creating the proposed framework, the guidelines of a
well-known danger model called the Dolev-Yao (DY) threat
model were used. This model was named after its authors [66].
According to the DY model, the entirety of the communicat-
ing system, including smart IoT devices, servers, and users,
communicates over the public channel, which is insecure by
its very definition. The current enemy, which consists of hack-
ers connected to the Internet, has the potential to interfere with
the communication that is currently taking place [67]. Because
of this, the information that was shared may be disclosed,
altered, or removed. An attacker may physically capture some
of the smart devices and then attempt to use a power analysis
attack to retrieve information from the devices’ memories

after doing so [68]. In addition, the continuing connection
can be attacked in many different ways, including classical
attacks, quantum attacks, man-in-the-middle attacks, replay
attacks, impersonation attacks, credentials leakage attacks,
blockchain attacks, 51% mining attacks, double spending at-
tacks, sybil attacks, and many more [34], [69]. Because there
are so many threats, we require certain security frameworks to
secure the information that is being transmitted as well as the
infrastructure that is involved with it [70], [71], [72].

In this section, we have provided the architecture of a
generic quantum blockchain-envisioned security framework
for the IoT environment. Further, we have discussed how
generic quantum blockchain-envisioned security framework
for the IoT environment better than the traditional framework.
A closely related threat model for the proposed framework
was also provided.

VI. ADVERSE EFFECTS OF QUANTUM COMPUTING ON
BLOCKCHAIN-BASED FRAMEWORKS AND EVOLUTION OF
QUANTUM CRYPTOGRAPHY
A. ADVERSE EFFECTS OF QUANTUM COMPUTING ON
SECURITY IN BLOCKCHAIN-BASED FRAMEWORKS
The goal of post-quantum cryptography, also known as
quantum-proof cryptography, is to develop encryption tech-
niques that are impervious to attack by quantum computer
algorithms in the future. The security of current encryption
techniques won’t necessarily hold true if and when quantum
computers are developed. the RSA algorithm, as an illus-
tration. As we all know, the foundation of applications like
Internet browsers and digital signature software is the widely
adopted secure data transfer technique known as RSA. In
which the sets of public and private keys are produced. When
you use an Internet browser or a digital signature to sign a
document, the procedure takes place in the background. In
the RSA algorithm, a secret private key is obtained through
two large prime numbers. Then, using the sum of those two
values plus an exponent, the public key is created. Anyone
can encrypt data using the public key, but after it has been
encrypted, only the private key can be used to decrypt it
again. The encryption mechanism depends on the fact that it
requires a lot of time and computational capabilities to factor
in the large integer. These two factors of the large integer
number help in the generation of public key and private key.
Shor’s algorithm, however, which was developed by mathe-
matician Peter Shor and published in 1994, explains how, in
theory, quantum computers may factor extraordinarily large
numbers effectively. The security of RSA-based communi-
cation systems can thus be compromised using techniques
like Shor’s algorithm [73]. Blockchain-based frameworks are
utilized important cryptographic techniques, like, encryption,
digital signature, and hashing, to achieve various information
security requirements. For example, Elliptic Curve Cryptog-
raphy (ECC) algorithm can be used to do the encryption
of the transactions and Elliptic Curve Digital Signature Al-
gorithm (ECDSA) can be used for the signature generation
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and verification of the blocks. The security of these algo-
rithms depends on the properties of the elliptic curve discrete
logarithm problem, which is difficult to solve with the current
computer systems. However, the security of these algorithms
can be broken with the help of quantum computers, as we have
discussed for the RSA algorithm [25], [26].

B. RISE OF QUANTUM BLOCKCHAIN-ENVISIONED
FRAMEWORKS WITH INCLUSION OF QUANTUM
CRYPTOGRAPHY
As a result, it is quite possible that people will switch to
new public key cryptography techniques based on problems
that we do not believe quantum computers are capable of
efficiently resolving. Finding solutions to problems like these
is one of the main focuses of ongoing research in the sub-
ject of quantum cryptography, sometimes known as future
cryptography. The principles of quantum physics are used in
quantum encryption, which is a method of securely transmit-
ting confidential information that prevents illegal listening.
For instance, one method of quantum cryptography known as
quantum key distribution (QKD) is the one that has received
the most attention from researchers and is now the most ap-
plicable. This method uses a series of photons to send a key
that is a secret random sequence. By comparing the results
of the measurements taken at each end of the transfer, users
will be able to establish whether or not the key has been
compromised. If someone were to wiretap a phone in order
to intercept confidential data stealthily, the callers would be
unaware of the intrusion. Under those conditions, it is not
possible to estimate a quantum encryption key without caus-
ing disturbances in the photons and changing the outcomes
of the measurements carried out at both ends of the chain.
This is due to the uncertainty principle, which is a statement
of quantum physics that stipulates that measuring one feature
of a quantum system may affect some of the other properties
of the quantum item (for example, a photon). The uncer-
tainty principle is the reason why this is the case. Therefore,
the communicating system, which uses QKD seems secure
against all possible threats, even the threats caused by the
quantum computing [10], [28]. In a similar way, we have
other quantum cryptographic techniques, like quantum digital
signatures and quantum hash functions, which can be fur-
ther utilized in the implementation of future blockchains to
provide more security and robustness to the associated appli-
cations [6], [16], [74], [75].

The comparison of the current era and quantum comput-
ing’s era is given in Fig. 5. From the information given in
Fig. 5, it is clear that the schemes, like key distribution,
hashing, and digital signature, are more secure in the case of
quantum computing’s era. As they can mitigate various types
of attacks with the help of quantum cryptographic operations.
However, in the current era, these schemes seem vulnerable to
various attacks.

In this section, the adverse effects of quantum computing on
blockchain-based frameworks and the evolution of quantum

cryptography were discussed. A comparison of the current era
and quantum computing’s era was given.

VII. COMPARISONS OF QUANTUM
CRYPTOGRAPHY-BASED SECURITY SCHEMES
In this section, we provide a comparison of various quan-
tum cryptography-based security schemes, i.e., quantum key
distribution mechanisms, quantum hashing algorithms, and
quantum digital signature mechanisms.

A. COMPARISON OF QUANTUM KEY DISTRIBUTION
SCHEMES
In this section, we provide a comparison of various quantum
key distribution schemes. We also review some state-of-art
schemes.

1) SCHEME OF LUCAMARINI ET AL. (YEAR 2015)
� The security proof of “effective decoy-state BB84 pro-

tocol for QKD” was expanded by Lucamarini et al. [76]
to include the broadest attack permitted by the laws of
physics.

� Additionally, they enhanced the protocol by adding fea-
tures like the option to remove the presumption of
complete state preparation on the sender’s end. This flaw
was a part of the quality component, which the con-
sumers should have described in advance.

2) SCHEME OF CAO ET AL. (YEAR 2019)
� The deployment costs of QKD-over-WDM backbone

networks were explored in detail by Cao et al. [77].
� They presented a standard framework for QKD over

WDM backbone networks. To further explain the cost-
minimized problem, a novel cost-oriented model was
developed, in which a variety of QKD network elements,
such as “QKD transceivers, QKD auxiliary equipment
for QKD backbone nodes and trusted repeater nodes
(TRNs), and QKD links,” were taken into account.

� They also included in their defined model the physical-
layer factors such as “secret-key rate, physical distance,
and TRN layout.” To tackle the cost-minimized chal-
lenge, they created an innovative “cost-efficient QKD
networking (CEQN)” heuristic method using an integer
linear programming (ILP) model.

� Their proposed strategies were beneficial in lowering
the cost of constructing QKD-over-WDM backbone net-
works, according to comprehensive simulations, where
the CEQN algorithm was successfully shown.

� Finally, the various open challenges of future work were
mentioned.

3) SCHEME OF GHALAII ET AL. (YEAR 2020)
� Ghalaii et al. [78] investigated the performance of a

CV-QKD system that utilized a quantum scissor as the
pre-homodyne receiver and quadrature phase shift key-
ing modulation at the encoder.
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� The purpose of this research was to discover whether
or if using quantum scissors (QS) as a nondeterministic
amplifier can improve the system’s rate behavior over
extended distances and, if so, to what degree this is
possible.

� By optimizing the relevant system parameters, they
demonstrated that the discrete-modulation system with
a QS could withstand less excess noise than the discrete-
modulation system without a QS. As a result, the
QS-equipped system could continue further at positive
quantities of excess noise.

4) SCHEME OF LIU ET AL. (YEAR 2021)
� Liu et al. [79] suggested an improved RFIMDI-QKD

procedure that was very resistant to statistical fluctua-
tions in the finite-size domain.

� They provided a method that reduces computational
complexity and raises the key rate by extending the dou-
ble scanning method to multi-basis computations.

� Simulation findings with various data sizes confirm their
method’s effectiveness.

� Additionally, even with the reference frames not being
perfectly aligned, they were still able to carry out the
RFI-MDI-QKD experiment over a 300 km fiber range.

5) SCHEME OF AL-DARWBI ET AL. (YEAR 2022)
� Al-Darwbi et al. [80] proposed a technique for the distri-

bution of quantum keys called QKeyShield, which was
receiver-device independent. A biased operator selection
was utilized, which resulted in an increase in the total
amount of bits generated. The qubits that were trans-
mitted had been safeguarded using a variety of different
built-in procedures.

� In addition, safety analyses for a number of different
attacks that are allowed by quantum mechanics have
been provided, demonstrating the efficiency and safety
of QKeyShield.

� When compared to protocols that came before it,
QKeyShield offered some advantages, including the
ability to achieve high utilization efficiency and the pos-
sibility of enabling conference quantum key distribution.
These were just two of the advantages.

6) SCHEME OF YU ET AL. (YEAR 2022)
� Yu et al. [81] researched scenarios involving partially

trustworthy relays and focused his attention on the main
routing used by these scenarios in a variety of common
network topologies.

� Within the context of a partially trusted relay-based
QKD technique, the potential of a pair of optical nodes
sharing secret keys when trusted and untrusted relays
coexist was proposed. This scenario occurs when trusted
and untrusted relays coexist.

� A new approach called secret-key provisioning with col-
laborative routing (SKP-CR) was introduced in order to
locate the most efficient key-relay routing path.

� They ran the simulations using different amounts of traf-
fic, starting secret key values in the quantum key pools
(QKPs) and ratios of trustworthy relays to untrusted
relays.

� The results of the simulations revealed that the utiliza-
tion of mesh topology by the SKP-CR algorithm has
the potential to significantly boost the success rate of
key distribution for the conventional trusted-relay-based
scheme by up to 62%.

The summary of various quantum key distribution schemes
is also given in Table 3.

B. COMPARISON OF QUANTUM DIGITAL SIGNATURE
SCHEMES
In this section, we provide a comparison of various quantum
digital signature schemes.

1) SCHEME OF SHAFIEINEJAD ET AL. (2017)
� Shafieinejad et al. [82] proposed a One-time signatures

(OTS), which was better than the hash-based OTS.
� The OTS scheme’s performance was improved by em-

ploying Bloom filters as one-way functions rather than
hash functions. This modification keeps the system
quantum-safe while addressing the fundamental issue
with hash-based OTS, which was memory needs.

� Comparing the proposed approach to the original hash-
based OTS, both the signature and the public verification
key size are reduced.

2) SCHEME OF ZHANG ET AL. (YEAR 2018)
� In order to construct a secure blockchain-based system

that is resistant to quantum attacks, blind signatures can
also be used [83].

� Zhang et al. [84] gave a presentation in which he detailed
a method for producing a post-quantum blind signature
that was based on lattice assumptions.

� They demonstrated that the possible security issue could
be resolved using any existential forgery against the se-
curity of the scheme that was ultimately produced.

� The methodology that they developed was based on the
rejection sampling theory as its primary conceptual un-
derpinning. Their innovative solution featured a blind
signature with a size that was noticeably less in com-
parison to all of the other blind signature schemes that
had been offered previously for use with lattices, and the
predicted number of times that were required to generate
a blind signature was at most e2 under aborting.

3) SCHEME OF SHAHID ET AL. (YEAR 2020)
� Shahid et al. [85] proposed a new one-time signature

mechanism, called NOTS, to make the system resistant
to quantum attacks.
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� It provided minimal key and signature sizes from all of
the OTS/FTS methods that were already in use. Compar-
ing NOTS to the well-known WOTS method, both the
key and signature sizes were reduced by 88%.

� Additionally, NOTS reduced the signature and key sizes
by 84% and 86%, respectively, in comparison to the
current systems.

4) SCHEME OF WANG ET AL. (YEAR 2021)
� The increased anonymity of quantum digital signatures

was necessary in order to give users more privacy when
creating them. In some situations, the quantum ring
signature system focused on anonymity. The quantum
message signer concealed his identity within a group by
using the quantum ring signature mechanism. The user
of the quantum ring signature system did not require any
type of central administration at the same time. There is
no user collaboration involved in choosing the group that
would be utilized to conceal the signer’s identity.

� Because the quantum finite automaton signature method
was quite effective, Wang et al. [86] presented a new
quantum ring signature strategy based on it. They
demonstrated the accuracy, anonymity, and unforgeabil-
ity of their method.

� Additionally, the new scheme could only be carried out
logically, making it simple to put into practise.

5) SCHEME OF LI ET AL. (YEAR 2022)
� For representative nodes to quickly generate appropriate

blocks and normal nodes to reach a consensus, a new
consensus technique called quantum delegated proof of
stake (QDPoS) based on quantum voting was presented
by Li et al. [8].

� Quantum computers were not able to change QDPoS’s
fairness, even if they became a reality in the future.

� It was suggested that an efficient quantum blockchain-
based system might be created by designing quantum
blocks with a single qubit, combining quantum blocks
in weighted graph states or weighted hypergraph states,
and coupling quantum digital signature with the devel-
oped consensus mechanism QDPoS. These steps could
be taken in combination with one another.

The summary of various quantum digital signature schemes
is given in Table 4.

C. COMPARISON OF QUANTUM HASHING SCHEMES
In this section, we discuss the various quantum hashing
schemes.

1) SCHEME OF LI ET AL. (YEAR 2013)
� Li et al. [87] presented two different sorts of interactions.

The demonstration of a two-particle quantum stroll was
done.

� They researched the traits of this form of quantum walks
as well as the two particles’ temporal progression.
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TABLE 4. Summary of Various Quantum Digital Signature Schemes

� Then they presented and described a type of quantum
hash technique based on two-particle interacting quan-
tum walks.

� This particular type of quantum hash technique dramat-
ically improved the security of hash schemes by relying
on the initial state’s limitless possibilities rather than the
computational difficulty of the hard problems.

2) SCHEME OF ABLAYEV ET AL. (YEAR 2013)
� Ablayev et al. [88] came up with the idea of a variation of

the quantum hash function that was based on non-binary
discrete functions.

� The quantum method was founded on the classical-
quantum model, and it generated a quantum state by
taking as its input a string of classical bits.

� The function that was generated possessed the property
of being a one-way function, in addition to the collision
resistance and second pre-image resistance that are typi-
cal of conventional cryptographic hashes.

� This function may be easily utilized in a quantum digital
signature system if it is designed properly.

3) SCHEME OF YANG ET AL. (YEAR 2016)
� Yang et al. [89] looked into the potential of a quantum

hash function that may be created by slightly altering
the well-known quantum computation model known as
quantum walks.

� It was discovered that a quantum hash function might
work as a hash function for more secure quantum key
distribution networks that amplify privacy.

� Due to its intrinsic chaotic dynamics, the quantum hash
function could also be employed to generate pseudo-
random numbers as a byproduct.

� Additionally, they provided a novel image encryption
algorithm and examined the use of the quantum hash
function for image encryption.

4) SCHEME OF AL-KHATEEB ET AL. (YEAR 2010)
� Al-Khateeb et al. [90] presented a key distribution tech-

nique based on the use of hash functions for the secure
quantum computing system.

� A series of random characters were transferred from
sender to recipient as the foundation of the protocol. The
key was then created using a chosen hash or a cascade
of two hash algorithms along with a long-term shared
secret.

� As a result, the sender and receiver sides independently
applied a hash function to the random text to create the
session key on-site.

� Additionally, it was recommended to employ a tech-
nique of out-of-band authentication built on the quantum
protocol, known as “deterministic six-state quantum pro-
tocol (6DP).”

The summary of various quantum hashing schemes is given
in Table 5. In this section, we have provided the comparisons
of various quantum cryptography-based security schemes,
i.e., quantum key distribution mechanisms, quantum hash-
ing algorithms, and quantum digital signature mechanisms.
During comparisons, we have considered various important
features, like the overview of the scheme, the security problem
that it has solved, and its usability.
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TABLE 5. Summary of Various Quantum Hashing Schemes

VIII. LESSON LEARNED
We discussed conventional cryptography and security issues
with that. Then, we discussed the security advantages of the
quantum cryptography-based systems. Further, the procedure
of quantum key distribution was explained. After that, we pro-
vided the summary of current real-world applications of quan-
tum cryptography, i.e., quantum key distribution, mistrustful
quantum cryptography, quantum commitment, position-based
quantum cryptography, and measurement-device-independent
(MDI) quantum cryptography. We have presented a generic
quantum blockchain-envisioned security framework for the
IoT environment. Then, we discussed some of the potential
applications of the proposed framework. Further, the details of
blockchain, i.e., the usefulness of blockchain, were provided.
We then explained the workings of blockchain, applications of
blockchain, types of blockchain, the structure of blockchain,
the structure of blockchain in a classical blockchain, and
the structure of a block in a quantum blockchain. Again,
the adverse effects of quantum computing on the security of
blockchain-based platforms were highlighted. Then, a dis-
cussion on the evolution of quantum cryptography and the
security benefits of blockchain-based platforms was given. It
was discussed that the communicating system, which used
QKD seemed secure against all possible threats, even the
threats caused by quantum computing. In a similar way, the
other quantum cryptographic techniques, like quantum digital
signatures and quantum hash functions, could be further uti-
lized in the implementation of future blockchains to provide
more security and robustness to the associated application.
Then, a comparison of the current era and quantum comput-
ing’s era was given. Furthermore, the comparisons of quan-
tum cryptography-based security schemes, i.e., quantum key
distribution schemes, quantum digital signature schemes, and

quantum hashing schemes, were provided. It was identified
that the schemes of Al-Darwbi et al. [80] and Cao et al. [77]
(in QKD schemes), the schemes of Shahid et al. [85], Li
et al. [8] (in QDS schemes) and the scheme of Yang et al. [89]
(in quantum hashing schemes) performed better as they pro-
vide more security and functionality features.

In this section, we have provided information about the var-
ious lessons that we have learned in this study. We have also
provided information about the quantum security schemes,
i.e., which scheme was more secure and provided more func-
tionality features.

IX. CONCLUSION AND FUTURE RESEARCH DIRECTIONS
In this article, we discussed conventional cryptography and
security issues. We presented a generic quantum blockchain-
envisioned security framework for the IoT environment. Some
of the important applications of the proposed framework were
discussed. Furthermore, the details of blockchain were pro-
vided, along with the adverse effects of quantum computing
on the security of blockchain-based frameworks. The compar-
isons of quantum cryptography-based security schemes, i.e.,
quantum key distribution schemes, quantum digital signature
schemes, and quantum hashing schemes, are also provided.

Some of the future research directions related to the
designed generic quantum blockchain-envisioned security
framework for IoT are discussed below.
� Compatibility issues: The generic quantum blockchain-

envisioned security framework for IoT is an amalgamation
of various technologies, like communication technologies,
various information security mechanisms, different machine
learning/ deep learning algorithms, consensus algorithms, etc.
Due to the missing of these many tools/ techniques, there
may be issues related to compatibility. Hence, we should
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design the schemes wisely where we do not have these
issues [91].
� Security of the system: The presented framework tries

to provide security to the communication environment. It
is enabled with various quantum cryptography-based secu-
rity schemes, i.e., quantum key distribution & encryption,
quantum digital signature, and quantum hashing. Therefore,
it is secured against various classical and quantum attacks.
However, in the system, there may be some zero-day attacks
or some other forms of advanced attacks, which may break
the security of the system [92]. Hence, a security framework
should be designed in such a way that it should provide full
proof of security [93].
� Efficiency of the system: The generic quantum

blockchain-envisioned security framework for IoT is an amal-
gamation of various technologies, like information security,
machine learning/deep learning algorithms, consensus algo-
rithms, etc. Some of these algorithms are resource-intensive
in nature and require high computation, communication, and
storage resources, which is not feasible for all circumstances.
Hence, a security framework should be designed with the
incorporation of lightweight algorithms, which require less
computation, communication, and storage resources.
� Accuracy of the system: Sometimes, we need to include

machine learning or deep learning-based algorithms to make
a system more autonomous, which can predict a phenomenon,
i.e., chances of getting the accident, the possibility of get-
ting a heart attack, etc. However, the inclusion of machine
learning or deep learning-based algorithms is also challeng-
ing and risky if the data is not pre-processed properly or
the machine learning model is not trained accurately. There-
fore, under these situations, we may have issues related to
the accuracy of the system. Hence, we need to take care
of such issues while we go for the designing of a security
framework.
� Privacy of data: The generic quantum blockchain-

envisioned security framework for IoT processes and stores,
the data which is sensitive in nature, i.e., health-related data.
Any kind of revealing of such data may cause big problems.
Therefore, it should be processed and stored in such a way
that we do not have data privacy-related problems. Hence, a
security framework should be designed with the inclusion of
guidelines for good privacy models [94].
� Regulatory and legal difficulties: It is possible that new

regulatory and legal difficulties will arise as a result of the
introduction of quantum blockchain and its potential impact
on the existing systems. The landscape is continuously shift-
ing, and governments and regulatory organizations will need
to adjust accordingly. Therefore, some research is required in
this direction, where we can design new tools/technologies for
the proper functioning of the quantum blockchain-envisioned
security frameworks without any regulatory and legal
difficulties.
� Secure and lightweight digital signature techniques: Dig-

ital signatures play a vital role in facilitating secure and
trustworthy transactions within the context of blockchain

technology. The integration of quantum-secure digital signa-
tures, which are based on lattice cryptography or hash-based
signatures, is imperative for the incorporation of these crypto-
graphic techniques into blockchain platforms. Some research
is required in this direction for the designing of secure
and lightweight digital signature techniques that are resistant
to quantum attacks and applicable to quantum blockchain-
envisioned security frameworks.

� Secure block validation mechanism: There is a possibility
that traditional nodes and miners on the blockchain are not se-
cure against quantum attacks. In order to keep the network se-
cure, quantum-resistant nodes and miners will need to be built
and put into use. Therefore, some mechanisms are required for
the quantum-secure block validation procedure in the generic
quantum blockchain-envisioned security frameworks.
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