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ABSTRACT The vertical heterogeneous network (VHetNets) architecture aims to provide global connec-
tivity for a variety of services by combining terrestrial, aerial, and space networks. Satellites complement
cellular networks to overcome coverage and reliability limitations. However, the services of low-earth
orbit (LEO) satellites are vulnerable to spoofing attacks. Physical layer authentication (PLA) can provide
robust satellite authentication using machine learning (ML) with physical attributes. In this paper, an
adaptive PLA scheme is proposed using Doppler frequency shift (DS) and received power (RP) features
with a one-class classification support vector machine (OCC-SVM). One class-classification is a ML tech-
nique for outlier and anomaly detection which uses only legitimate satellite training data. This scheme
is evaluated for fixed satellite services (FSS) and mobile satellite services (MSS) at different altitudes.
Results are presented which show that the proposed scheme provides a higher authentication rate (AR)
using DS and RP features simultaneously compared to other approaches in the literature.

INDEX TERMS Doppler frequency shift, received power, physical layer authentication, one-class
classification, machine learning, support vector machine, vertical heterogeneous network.

I. INTRODUCTION

FIFTH generation (5G) cellular networks have been
developed to provide lower latency, higher speeds, and

greater capacity than 4G networks. However, high deploy-
ment costs limit cellular network coverage in remote and
rural areas. Moreover, natural disasters affect the reliability
of cellular network infrastructure and can result in isola-
tion [1]. Future wireless network architectures are being
developed to improve coverage and reliability. This can
be achieved by integrating terrestrial networks, e.g., cel-
lular networks, and non-terrestrial aerial networks, e.g.,
unmanned aerial vehicle (UAV), aircraft, marine, and space
networks [2]. This integration creates what is called a ver-
tical heterogeneous network (VHetNet) or space-air-ground
integrated network (SAGIN). The goal is to provide reliable
connectivity worldwide [3], [4], [5].

The VHetNet architecture is composed of space, air,
and ground networks. The space network includes geosyn-
chronous equatorial orbit (GEO), medium earth orbit (MEO),
and low earth orbit (LEO) satellites as well as inter-satellite
links, ground stations, and terminals. The aerial network is
composed of high-altitude platforms (HAPs), low-altitude

platforms (LAPs), aircraft, UAVs, airships, and balloons,
while the ground network consists of mobile ad hoc networks
(MANETs) and cellular networks [2].
Satellite communications has become important for broad-

cast and broadband coverage in commercial, emergency, and
military applications [6]. In particular, LEO satellite constel-
lations have gained increasing attention for future networks
because they are capable of providing global coverage. LEO
satellite constellations are deployed at an altitude of 500 to
2000 km from Earth. They have low cost and low latency,
and can provide fixed satellite services (FSS) and mobile
satellite services (MSS).
The number of LEO satellites is increasing rapidly to

provide the services required by VHetNets [1]. LEO constel-
lations now provide global connectivity through thousands of
satellites [7]. For instance, OneWeb has now launched 394 of
648 satellites to deliver low latency, high-speed global cov-
erage by the end of 2022 [8]. SpaceX [9] and Amazon [10]
are now interested in satellite-based systems [11]. However,
the open nature of VHetNets makes satellite communication
systems more vulnerable to active attacks such as spoofing.
These attacks are considered a serious threat as they can
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allow illegitimate satellites to send incorrect or malicious
information to users [6], [12]. Physical layer authentication
(PLA) can be used with upper layer authentication (ULA)
schemes to strengthen network security [7] and provide
robust satellite identification and authentication.

A. RELATED WORK
A comprehensive survey on the security challenges for satel-
lite communication systems was presented in [11]. Many
satellite systems currently send unauthenticated messages or
messages that have been authenticated at the application
layer using symmetric key (implicit authentication) or pub-
lic key solutions. Thus, simple and effective solutions to
detect spoofing attacks are required. Several anti-spoofing
schemes have been developed, e.g., global navigation satellite
system (GNSS) spoofing detection [13], [14], received sig-
nal correlation using multiple antennas at the receiver [15],
examining physical information such as received power,
carrier-to-noise ratio (CNR), and angle of arrival [16], [17],
leveraging ad-hoc network infrastructure [18], [19], and
dedicated hardware [20], [21].
In [12], it was shown that satellite communications are

vulnerable to spoofing attacks, especially the downlink satel-
lite system information signalling (SIS). Thus, a PLA scheme
was proposed to check satellite legitimacy using the Doppler
frequency shift (DS). It is employed before initial access to
the land mobile satellite (LMS) system so it is impossi-
ble for a spoofer to imitate the real-time DS of users. The
high mobility of LEO satellites results in significant DS in
the received signal [22]. The DS can be estimated either
through signal observations or user calculations from satel-
lite broadcast ephemeris. In terrestrial networks, physical
layer attributes such as the channel state information (CSI)
can be used for PLA [23], [24], [25], [26], [27], [28], [29],
[30], [31], [32], [33]. However, CSI-based schemes may not
be suitable for satellite authentication because of the line-
of-sight (LOS) channel which does not provide sufficiently
unique features.
In [34], Iridium LEO satellite signatures were obtained

using the in-phase and quadrature (IQ) signal values. The
signals from these satellites exhibit unique attenuation and
fading characteristics due to the high mobility of up to
25000 km/h. The proposed scheme employs a convolutional
neural network (CNN) for authentication, and pattern recog-
nition techniques are used to generate synthetic images from
the IQ values. In [35], [36], the DS of spacecraft links was
used to generate symmetric keys. In [37], an orbit-based
authentication scheme for downlink satellite communications
was proposed. Satellites orbiting the Earth on a fixed tra-
jectory provide a priori information for security purposes
and time difference of arrival (TDOA) measurements from
multiple receivers are used for satellite authentication.
A PLA scheme using DS was proposed in [7] for LEO

satellites. Since velocity and location information for all
satellites is available, LEO satellites can easily calculate ref-
erence DS values for any satellite. Thus, each satellite in

a constellation can compare the measured DS with the ref-
erence value for the legitimate satellite in the constellation
and make a decision on whether the satellite is legitimate
or illegitimate. Then, a majority vote is taken at a fusion
center to make the final authentication decision. In [38], a
game theoretic PLA scheme was proposed for UAVs. The
received signal strength (RSS) was used in the hypothesis test
to discriminate between legitimate and illegitimate UAVs.

B. CONTRIBUTIONS
Robust authentication is required for LEO satellite constel-
lations which are a component of VHetNets. Consequently,
this paper provides an authentication scheme based on phys-
ical layer features to authenticate satellites using machine
learning (ML). In particular, an adaptive PLA scheme is
proposed that employs a one-class classification support vec-
tor machine (OCC-SVM) using the DS and received power
(RP) as features. The proposed scheme is evaluated using
linear and polynomial OCC-SVM kernels. It is shown that
a high authentication rate (AR) can be obtained using these
features simultaneously. The contributions of this work are
as follows.

• An adaptive PLA scheme using DS and RP features with
OCC-SVM is proposed to authenticate LEO satellites.

• The proposed scheme is validated for FSS and MSS
when the illegitimate satellites are within the FSS or
MSS receive antenna half power beamwidth (HPBW).

• The missed detection rate (MDR), false alarm rate
(FAR), and AR are evaluated using DS and RP features
separately and simultaneously.

• Results are presented using two-line element (TLE)
orbital data for real satellites [39] which verify the
effectiveness of the proposed scheme.

The rest of the paper is organized as follows. Section II
presents the system model. Section III introduces OCC-SVM
and the proposed scheme is given in Section IV. Section V
provides the evaluation metrics and the performance eval-
uation results are presented in Section VI. Finally, some
concluding remarks are given in Section VII.

II. SYSTEM MODEL
The system model for the LEO satellite PLA scheme is
illustrated in Figure 1. The FSS or MSS station (FMS) must
authenticate the legitimate satellite (Alice) over the entire
communication session while preventing spoofing attacks
from illegitimate satellites (Eves). The communication ses-
sion starts from the lowest elevation angle (θ) where the
DS is maximum and the RP is minimum. A LEO satellite
communication session is the time over which the satel-
lite is continuously serving a given ground user [40]. A
communication session is assumed to have 2n − 1 phases
(time instances), and Figure 1 shows the first n phases. We
assume an attack scenario such that the Eves are very close
to Alice so they are at the same altitude as Alice and within
the FMS receive antenna HPBW. The FMS authenticates
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FIGURE 1. System model.

Alice using PLA over the communication session
after ULA.
The proposed scheme is employed on the downlink and

is divided into an initial phase and subsequent phases.
In the initial phase, ULA authentication is performed and
OCC-SVM training is conducted using the DS and RP fea-
tures of Alice. In subsequent phases, OCC-SVM testing is
conducted to establish the legitimacy of the received sig-
nals which could be from Alice or Eve. Therefore, the
features in these phases are considered to be from an
unknown user U where U ∈ {Alice,Eve}. If the test is
passed, the FMS decides the signal is from Alice so the
training features are updated and OCC-SVM training is
repeated. Conversely, if the test is failed, the FMS decides
the signal is from Eve and the connection is terminated.
The system tool kit (STK), which is a link budget anal-
ysis tool, is used with real satellite TLE orbital data to
obtain the DS and RP. These values are employed to
evaluate the effectiveness of the proposed authentication
scheme.

A. DOPPLER FREQUENCY SHIFT
The received signal at the FMS will have a DS given by [41]

fd = v× fc
c

× cos(φ), (1)

where v is the velocity of the satellite, c is the speed of
light, fc is the center frequency, and φ is the angle between
the satellite to FMS link and the direction of motion of the
satellite. Consequently, for the same v and fc, at a given
time, φ will differ between satellites so the DS is unique to
a satellite.

B. RECEIVED POWER
The RP at the FMS in watts is given by [42]

pr = pt gt gr
(4πd/λ)2

, (2)

where pt is the transmitted power, gt is the gain of the
transmit antenna, gr is the gain of the receive antenna, d
is the distance between transmitter and receiver, and λ is
the wavelength. The term (4πd/λ)2 is known as the free
space path loss (FSPL). The gain of the receive antenna
in the direction θ is defined as gr(θ) [43]. The angle θ

is usually in the direction of the maximum gain, called the
boresight direction of the antenna. It is used for FMS antenna
tracking of the trajectory of Alice. Eve will not have the same
trajectory and location as Alice at a given time. Thus, the
RP from Eve at the FMS will differ from the corresponding
RP from Alice due to the difference in θ . Further, the FSPL
for different satellites will differ due to the distance from
the satellite to the FMS. It is assumed that the Eves have the
same values of pt and gt as Alice which can be considered
worst case.

C. PROBLEM FORMULATION
In the initial phase, the DS and RP are obtained after ULA
for the location of Alice at the start of the session. Then,
the DS and the RP in subsequent phases are obtained by the
FMS. Over this session, the signals from Alice and Eve are
directed towards the FMS. Eve does this to imitate Alice.
However, the FMS is following the trajectory of Alice over
the communication session which is known. The FMS must
decide between the two hypotheses{H0 : Alice transmits,

H1 : Eve transmits.
(3)

Thus, the null hypothesis (H0) denotes that the signal is
from Alice while the alternative hypothesis (H1) means that
it is from Eve.
OCC-SVM training in the initial phase determines the

authentication boundary for the features from Alice. In sub-
sequent phases, OCC-SVM testing is conducted to determine
if the corresponding features are located within this bound-
ary. The user is accepted as legitimate if this test is passed.
On the other hand, if the test decision is outside the boundary,
the satellite is rejected. Furthermore, the OCC-SVM authen-
tication boundary is updated in each subsequent phase to
provide robust authentication.

III. ONE-CLASS CLASSIFICATION SUPPORT VECTOR
MACHINE (OCC-SVM)
One-class classification (OCC) is a ML technique that can be
used to solve authentication problems. OCC is used to distin-
guish between Eve features and Alice features using training
data from Alice. The proposed authentication framework
employs the OCC-SVM algorithm, which is an extension of
the two-class classification support vector machine (TCC-
SVM) [44]. The goal with OCC-SVM is to find the optimal
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authentication boundary that encloses most of the training
data from Alice [24], [45], [46]. The method in [47] is used
to solve the OCC problem using SVM. OCC-SVM computes
a decision function f which encloses most of the training
data [24], [48].
First, the following optimization problem is solved

[47], [48]

min
w,s,ρ

1

2
‖w‖2 + 1

η�

�∑
i=1

si − ρ,

subject to w · 	(gi) ≥ ρ − si, si ≥ 0 (4)

where w is the weight vector, ρ is the distance from the ori-
gin to the boundary [24], � is the number of training samples,
	 is the feature mapping, gi is the ith feature vector, si is
the corresponding slack variable, and η is the percentage of
data considered as outliers [24]. OCC-SVM maps data to a
feature space using kernels and then separates the features
using a boundary. The optimization problem in (4) provides
w and ρ which determine the boundary used in the deci-
sion function (9). Using Lagrange multipliers pi, qi ≥ 0 to
solve (4) gives [47]

L(w, s,p,q, ρ) = 1

2
‖w‖2 + 1

η�

�∑
i=1

si − ρ

−
�∑
i=1

pi(w · 	(gi) − ρ + si) −
�∑
i=1

qisi. (5)

Setting the derivatives with respect to w, s and ρ equal to
zero gives [47]

pi = 1
η�

− qi ≤ 1
η�

, (6)

�∑
i=1

pi = 1, (7)

w =
�∑
i=1

pi	(gi), (8)

The decision function used to test a new sample t
is [24], [48]

f (t) = sgn(w · 	(t) − ρ), (9)

and substituting w from (8) gives

f (t) = sgn

(∑
i

pi	(gi) · 	(t) − ρ

)
. (10)

The kernel expansion is defined as [47]

k(gi, t) = 	(gi) · 	(t) (11)

so the decision function is

f (t) = sgn

(∑
i

pik(gi, t) − ρ

)
. (12)

This will be positive for most samples in the training set and
a new sample will pass if f (t) > 0 and fail otherwise. The

linear and polynomial kernels are considered in the proposed
scheme. The linear kernel is

k(gi, t) = gi · t, (13)

and the polynomial kernel is [49]

k(gi, t) = (gi · t + r)d, d > 1, (14)

where d and r are the degree and coefficient of the
polynomial, respectively.

IV. PROPOSED AUTHENTICATION SCHEME
In a real system, Alice will deviate from the reference tra-
jectory [50] which will affect the signal received at the FMS
station [51]. It is impossible for Eve to determine this devi-
ation so Eve cannot manipulate her DS and RP values to
imitate Alice. The proposed authentication scheme employs
OCC-SVM using the DS and RP as features for training and
testing.
Figure 2 presents a flowchart of the proposed scheme.

In the initial phase T1, after ULA authentication, data is
collected from Alice for OCC-SVM training. The data legit-
imacy in this phase is guaranteed via higher layer protocols,
e.g., international telecommunication union (ITU) standard
authentication protocols. Then, in subsequent phases data
from U is employed by the FMS for testing and training. If
the test is passed in a given phase, the corresponding data is
used to update the features for training. A sliding window
is used for this update so the oldest data is discarded. On
the other hand, if the test fails, the connection is terminated.
The data vectors have the form

m = [
s p
]

(15)

where s and p are the DS and RP, respectively. In phase
T1, Alice is first authenticated through ULA. Then, � data
vectors from Alice

di = [
si pi

]
, i = 1, 2, . . . , �, (16)

are scaled and used for OCC-SVM training to determine the
boundary for authentication. In subsequent phases, OCC-
SVM is used to test (after scaling), new data vectors

b = [
s p
]
U, (17)

from an unknown user U using (12), where U could be
Alice or Eve. If the test is passed, the satellite is accepted,
the features are updated, and OCC-SVM training is repeated.
However, if the test fails, the connection is terminated.
Figure 3 shows the sliding window update process for the

data where the rows are the data vectors. In phase T1, the
training data from Alice is a matrix with dimensions � × 2.
Then, in phase T2 a new data vector b is tested (after scaling),
and if accepted the data matrix is updated by discarding the
first row d1 and adding the new data vector as row � + 1.
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FIGURE 2. Proposed authentication scheme flowchart.

Thus, if the first e new data vectors are accepted, the training
data matrix is

Me =

⎡
⎢⎢⎢⎣
d1+e
d2+e

...

d�+e

⎤
⎥⎥⎥⎦, (18)

as shown in Figure 3 so � vectors are used for training in
each phase.
Min-Max scaling is separately applied to each feature.

At the lowest θ , the DS is maximum smax and the RP is
minimum pmin, while at the highest θ , the DS is minimum

FIGURE 3. Sliding window for feature updates.

smin and the RP is maximum pmax. These values are based on
satellite orbit and trajectory data available using STK [52].
The data vectors di are scaled as follows

s′i = si − smin

smax − smin
, (19)

p′
j = pj − pmin

pmax − pmin
, (20)

so the corresponding feature vectors are

gi = [
s′i p′

i

]
. (21)

The matrix of training vectors is then

Ge =

⎡
⎢⎢⎢⎣
g1+e
g2+e

...

g�+e

⎤
⎥⎥⎥⎦ (22)

The new data vector b is scaled to obtain the testing vector

t = [
s′ p′]

U . (23)

The proposed scheme is summarized in Algorithm 1.

V. EVALUATION METRICS
The confusion matrix shown in Figure 4 is used to evaluate
the performance of the proposed scheme. True positive (TP)
denotes correctly accepting Alice

f (t|Alice) > 0,
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Algorithm 1 The Proposed Authentication Scheme
Authenticate Alice through ULA.
Obtain s and p.
Perform Min-Max scaling to obtain gi (21).
Form the training matrix Ge in (22).
Train OCC-SVM.
Test t using OCC-SVM (23).
while (f (t) > 0) do

Update the training matrix Ge.
Retrain OCC-SVM.
Test t using OCC-SVM (23).

end while

FIGURE 4. Confusion matrix.

true negative (TN) denotes correctly rejecting Eve

f (t|Eve) ≤ 0,

false negative (FN) denotes incorrectly rejecting Alice

f (t|Alice) ≤ 0,

and false positive (FP) denotes incorrectly accepting Eve

f (t|Eve) > 0.

The goal of PLA is to make the number of FN and FP
low. The metrics used for performance evaluation are MDR,
FAR, and AR which are given by

MDR = FP

FP+ TN
, (24)

FAR = FN

FN + TP
, (25)

AR = TP+ γ × TN

(TP+ FN) + γ × (TN + FP)
, (26)

respectively, where TP,TN,FN, and FP are the number of
TP, TN, FN, and FP, and

γ = TP+ FN

TN + FP
, (27)

is used to balance between Alice and the Eves.

FIGURE 5. Simulation model.

FIGURE 6. Scaled Doppler frequency shift and scaled received power over the
communication session.

VI. PERFORMANCE EVALUATION
In this section, the proposed scheme is evaluated using STK
with the scikit-learn library in Python for linear and polyno-
mial kernel OCC-SVM. STK is used to obtain the DS and
RP values along the trajectories of Alice and Eve using (1)
and (2). The simulation model is shown in Figure 5 and
two scenarios are considered. The first is on-pause commu-
nications which refers to FSS where a fixed ground station
authenticates Alice using a receive antenna 1.5 m in diam-
eter. The second is on-move communications which refers
to MSS where a mobile vehicle authenticates Alice using a
receive antenna 0.5 m in diameter. A worst-case situation is
considered where all Eve satellites are very close to Alice
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FIGURE 7. MDR, FAR, and AR versus altitude for FSS using DS, RP, and DS and RP features with (a) linear OCC-SVM kernel and (b) polynomial OCC-SVM kernel.

TABLE 1. Maximum distances between Alice and the Eves over the session at
different altitudes.

with the same altitude and within the FMS receive antenna
HPBW as shown in Figure 5.
The maximum distances between Alice and the Eves over

the session in both scenarios are given in Table 1. The sim-
ulation parameters are given in Table 2 and γ = 1

3 as there
are 3 Eves. A BPSK signal model is considered with a

7.5 GHz center frequency and bandwidth B = 10 MHz. The
transmit power for all satellites is 10 dBW at all altitudes.
A line of sight (LOS) channel is assumed between the FMS
and satellites with path loss exponent 2 and additive white
Gaussian noise (AWGN) [53]. The receiver noise power is
KTB where K is Boltzmann’s constant and T = 290 K is
the noise temperature. Figure 6 presents the scaled DS and
scaled RP for Alice at an altitude of 2000 km. This shows
that the scaled values in the first half of the communication
session are similar to those in the second half. Thus, only
DS and RP values for the first half of the session, i.e., phases
i = 1 to n, are considered in the simulations.

A. FIXED SATELLITE SERVICES
Figure 7 presents the MDR, FAR, and AR versus altitude for
FSS utilizing OCC-SVM with linear and polynomial kernels
for DS, RP, and DS and RP features. The FAR of DS and
DS and RP for linear and polynomial OCC-SVM kernels is
0 and so is not shown in the figure.
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FIGURE 8. MDR, FAR, and AR versus altitude for MSS using DS, RP, and DS and RP features with (a) linear OCC-SVM kernel and (b) polynomial OCC-SVM kernel.

Figure 7a gives the MDR, FAR, and AR with the linear
kernel. The MDR of DS is 33.3% at all altitudes and the
AR is 83.3% at all altitudes. The MDR of RP is 0.67% at
all altitudes while the FAR of RP is 1.9% at 500 km and
increases to 27.1% at 2000 km. Thus, the AR of RP decreases
with increasing altitude from 98.7% at 500 km to 86.1%
at 2000 km. The MDR with both DS and RS is between
0.2% and 0.5% at all altitudes, and the corresponding AR
is between 99.7% and 99.9%. Figure 7b presents the MDR,
FAR, and AR for the polynomial kernel. This shows that the
variations are smaller than with the linear kernel with an AR
between 99.7% and 99.9%. However, the performance with
the linear and polynomial kernels is similar at all altitudes.
Further, using both DS and RP in the proposed scheme
provides the highest AR which exceeds 99.7% for FSS.

B. MOBILE SATELLITE SERVICES
Figure 8 gives the MDR, FAR, and AR versus altitude for
MSS utilizing OCC-SVM with linear and polynomial kernels
for DS, RP, and DS and RP features. The receive antenna

diameter is 0.5 m so the HPBW is wider than in the FSS
case. The FMS is moving in the direction shown in Figure 5.
The FAR of DS and DS and RP for linear and polynomial
kernels is 0 as in the FSS case and so is not shown in the
figure.
Figure 8a gives the MDR, FAR, and AR with the linear

kernel. The MDR with DS is slightly higher than in the FSS
case. The AR is 83.0% at all altitudes. The MDR of RP also
differs slightly and is 0.45% at all altitudes. In addition, the
FAR of RP increases with increasing altitude. It is 1.4%
at 500 km and increases to 27.1% at 2000 km. The AR of
RP decreases with increasing altitude from 99.0% at 500
km to 86.1% at 2000 km. Finally, the MDR when using
both DS and RS is slightly higher than in the FSS case,
0.65% at all altitudes. The results in Figure 8 show that
the performance with the linear and polynomial kernels is
similar for all altitudes. Moreover, using both DS and RP
in the proposed scheme provides an AR which is greater
than 99.6%. In summary, the proposed scheme achieves an
AR greater than 99.6% for FSS and MSS at all altitudes
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TABLE 2. Simulation parameters.

with OCC-SVM using both DS and RP features and linear
or polynomial kernels.

C. DISCUSSION
The DS and RP are used as features in the ML algorithm
because they are affected by the altitude and position of
the satellites. Thus, they can be considered unique for a
satellite and so are suitable for authentication purposes. For
both FSS and MSS, the DS provides similar authentica-
tion performance at all altitudes. Conversely, for a constant
transmit power, the RP performance decreases with altitude.
However, using both the DS and RP provides the high-
est authentication performance for all altitudes and there is
only a minimal decrease with altitude. Good performance is
achieved even for the worst-case scenario shown in Figure 5
in which all Eves are very close to Alice, at the same altitude,
and within the HPBW of the ground station.

VII. CONCLUSION
The increase in the number of low earth orbit (LEO) satel-
lite constellations makes vertical heterogeneous networks
(VHetNets) a solution to provide worldwide wireless cov-
erage. However, LEO satellites are vulnerable to spoofing
attacks so an efficient and effective authentication scheme
is needed. An adaptive physical layer authentication (PLA)
scheme using machine learning (ML) was proposed to solve
this problem using the Doppler frequency shift (DS) and
received power (RP) as features. A one-class classification
support vector machine (OCC-SVM) with linear and poly-
nomial kernels was employed. Results were presented which
show that a high authentication rate (AR) can be achieved for
both fixed and mobile satellite services using the DS and RP
as features. In particular, the AR in this case exceeds 99.6%

for both services. Finally, the proposed scheme employing
both the DS and RP as features was shown to be superior
to using only the DS or RP as features as in [7] and [38],
respectively.
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