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ABSTRACT In this paper, we propose a differential multiple-input multiple-output (MIMO) scheme
based on the novel concept of chaos-based time-varying unitary matrices to demonstrate—for the first
time in the literature—the ability of differential encoding in achieving practical physical layer security
even without the need for using channel estimation. In the proposed scheme, an erroneous secret key,
which is extracted from the wireless nature, is used to initialize a chaos sequence that is responsible for
generating artificially time-varying unitary matrices capable of obfuscating the transmitted data symbols
from illegitimate eavesdroppers. Contrary to conventional studies, the key agreement ratio in this study
is assumed to be imperfect, which is often true and very realistic in high-mobility scenarios. Following
this, we conceive a new calibration algorithm for reconciling the chaotic sequence generated at the
legitimate parties, thus making this calibration algorithm a unique, novel solution to the key sharing
problem of conventional chaos-based communication techniques, which has been overlooked over the
past few decades. It is found out that differential encoding obviates additional complexity and insecurity
in dealing with channel estimation, whereas an eavesdropper must tackle the complicated differentially
encoded patterns, which have an exponentially increasing complexity order. In addition, the obtained
simulation results demonstrate that the proposed scheme can outperform conventional chaos-based MIMO
schemes that assume perfect channel knowledge.

INDEX TERMS MIMO, differential modulation, differential space-time block codes, physical layer secu-
rity, physical layer encryption, chaos theory, phase ambiguity, constrained capacity, secrecy rate, security

gap.

. INTRODUCTION

ADIO waves can propagate over long distances. Even

a low-power signal that is transmitted by a house-
hold Wi-Fi device can reach as far as 100 meters if a
line of sight path is present [1]. In public Wi-Fi networks,
it is easy for eavesdroppers to obtain standardized 802.11
frames and retrieve private information streams [2]-[4].
Because the private information is encrypted in the transport

layer, we feel safe using wireless network, but this secu-
rity is not guaranteed forever. For example, the widely used
public-key encryption method, RSA [5], has been threatened
by the invention of Shor’s algorithm [6], which performs
integer factoring in polynomial time using a quantum com-
puter [7]. Therefore, it is necessary to invent practical wireless
communication method in the physical layer that reinforces
security.

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/
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Operational wireless systems generally rely on encryption-
based methods to secure communications, where a secret
key is exchanged in advance. Physical layer communication
schemes that require a perfect secret key are classifiable
into the physical layer encryption (PLE) category [8]. As
a pioneering PLE study, Dedieu ef al. proposed a seminal
chaos-based communication system [9], designated as chaos
shift keying (CSK). The original CSK system of [9] was
proposed for wired communications using Chua’s analog cir-
cuit, which generates a chaotic carrier. Based on this CSK
philosophy [9], Okamoto et al. proposed the chaos MIMO
technique [10]-[13]. This technique generates a Gaussian-
distributed constellation that is difficult to perceive and
eavesdrop because the Gaussian symbols are naturally hidden
by additive Gaussian noise. Furthermore, the chaos MIMO
arrangement obtains channel coding gain by exploiting a
unique chaos modulation structure. In parallel, Kaddoum et al.
proposed the MIMO-CSK concept [14] for a 2 x 2 setup,
where chaos is used to spread data symbols. Note that all the
above chaos-based schemes [10]-[14] require precise esti-
mates of channel state information (CSI). The estimation of
CSI imposes potential risk as the eavesdropper may use pilot
symbols to synchronize received signals and obtain accurate
CSI between the transmitter and the eavesdropper [15], [16].

Key-based encryption techniques that rely on
computational security may be cracked by future
supercomputers [8], [17], [18]. In order to overcome
this limitation, physical layer security (PLS) methods that
frequently update private keys have been conceived [19],
which rely on the true randomness of wireless channels. The
information-theoretic foundation of secret-key agreement
in public channels was first established by Maurer and
Wolf [20]-[22]. Most of secret-key agreement or generation
methods require the assumptions of time division duplex
(TDD) channel reciprocity and near-perfect CSI [23]-[25].
The strong assumptions on CSI have hindered the industrial
applications of PLS [26]. When considering realistic CSI
errors, the key agreement ratio between legitimate parties
is far from perfect in practice [27]-[29]. Hence, it is a
challenging task to achieve the key agreement ratio of 100%
in high-mobility scenarios. A long-overlooked problem
here is that this erroneous key cannot be used for all
the conventional encryption methods. To improve the key
agreement ratio, the legitimate parties have to exchange
thousands of probe symbols [27]. We have to eliminate this
channel estimation process because it increases both the
communication overhead and risk.

The classic differential MIMO can eliminate the channel
estimation process [30], [31]. The pioneering scheme [30]
established in the early 2000s relies on square unitary
matrices. By contrast, in 2017, a new approach of non-
square differential MIMO [32]-[36] was proposed. This new
approach maps the classic unitary matrix to a nonsquare
matrix, which beneficially improves the transmission rate
linearly. Because of the differential structure, the resultant
constellation might reach an infinite cardinality [37]-[39].
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This structure is naturally useful for improving the wireless
communication security. Nevertheless, no report of the
relevant literature has described a study of the differential
MIMO in the context of both PLE and PLS.!

Against this background, we propose a chaos-based dif-
ferential MIMO system that is free from the additional
complexity and insecurity of dealing with channel estimation.
More explicitly, the data-carrying matrices are obfuscated
using a specially designed artificially time-varying unitary
matrix concept, which is generated by a chaos sequence.
Unlike the conventional chaos-based PLE family [10]-[14],
[40]-[43], our proposed system extracts a noisy key from the
wireless channel, which is used as the initial condition of a
chaos sequence. Following this invention, a low-complexity
chaos calibration is conceived to continue estimation of the
original chaos sequence. We also conceive a simple real-
valued key generation method and analyze the minimum
security level achieved by the proposed system.

The major contributions of this paper are summarized in
twofold.

1) Our proposed scheme is the first chaos-based scheme
that is free from key establishment in advance. All of
the schemes of the conventional chaos-based family
must rely on the perfect pre-shared key because the
chaos sequence is sensitive to error. For example, the
small error of 271922 added to the initial condition
causes mismatches between the legitimate parties.”
We resolve this issue by conceiving a chaos calibra-
tion algorithm that updates a chaos sequence at the
receiver. This calibration process can be interpreted as
information reconciliation of a chaotic sequence. The
advantage of this process is that there is no additional
overhead because the reconciliation is performed using
data matrices instead of transmitting probe signals.

2) We prove and reveal for the first time that the classic
differential encoding is suitable for achieving practi-
cal PLS. The security level depends on the length of
differentially encoded matrices. This special encoding
expands the search space exponentially. Most existing
PLS methods assume perfect knowledge of CSI both at
transmitter and receiver, which is impractical in high-
mobility scenarios. We resolve this CSI issue by the
nonsquare differential structure, which mitigates both
the communication overhead and risk.

We must report that the proposed arrangement also has
the following shortcomings, as discussed in Section VI.

1) For a case in which the eavesdropper is in the same
position as the legitimate receiver, the proposed scheme
cannot provide security because the eavesdropper would
have a near-perfect estimate of the channel coefficients

1. The differential counterpart of MIMO-CSK [40] has also been
proposed for the synchronizing a chaos sequence both at a transmitter
and receiver. However, it is noteworthy that the term differential differs
from the classic modulation definition, as described in Section III-B

2. 271022 g the absolute minimum of a 64-bit floating point number,
which is specified by IEEE 754.
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between the legitimate transmitter and receiver. In
this case, the legitimate user can physically elim-
inate the eavesdropping device or can halt secret
communications.

2) Despite the fact that the search space is increased
exponentially because of the employment of differ-
ential encoding, the proposed scheme might become
susceptible to a brute-force attack when the length of
differentially encoded matrices is short. In this unre-
alistic case, an eavesdropper having perfect channel
state information (PCSI) can obtain a part of private
information.

The remainder of this paper is organized as follows.
Section II defines the common system model used for this
study. Section III reviews the classic chaos theory and the
conventional chaos-based MIMO schemes. Section IV pro-
poses our chaos-based differential MIMO that relies on
the novel time-varying basis and the calibration algorithm.
Section V presents an attack algorithm for the proposed
scheme. Section VI demonstrates the performance superior-
ity over conventional schemes in terms of secrecy rate and
reliability. Finally, Section VII concludes this paper.

We note that italicized symbols represent scalar val-
ues. Bold symbols represent vectors and matrices. Table 1
presents a list of mathematical symbols used for this study.

Il. SYSTEM MODEL

This section presents a description of a general system model
common to Sections III and IV. Without loss of gener-
ality, a narrow-band system model is considered in this
paper, but extension to the wide-band scenario in the con-
text of orthogonal frequency division multiplexing (OFDM)
is straightforward.?

We assume that the legitimate transmitter, Alice, is equipped
with M antennas, whereas the legitimate receiver, Bob, is
equipped with N antennas. Additionally, we assume that eaves-
dropper Eve has unlimited capabilities of computers, such as
cloud-based computing resources and supercomputers. The
received signal block at Bob is given as [44]

Y(i) = HG)S() + V(i) € CVM| (1)

where i represents a transmission index, H(i) € CN*M
denotes a channel matrix that obeys the i.i.d. Rayleigh fading
CN(0, 1), and S(i) € CM*T stands for a space-time code-
word. The codeword S(i) is transmitted by M antennas over
T time slots. Specific construction methods for S(i) and
the corresponding detectors are described in Sections III
and IV. Furthermore, the additive noise V(i) is assumed to
follow the i.i.d. complex Gaussian distribution, CA (0, avz).
The signal-to-noise ratio (SNR) is calculated as 1 /O’V2, ie.,
10-log;(1/02) [dB] because we have the power constraint
of Ei[||S(i)||%]/T = 1. The transmission index starts from
i = 1 and finishes at a frame length i = W. After extracting
a new private key from the channel, it restarts from i = 1.

3. Note that the nonsquare differential coding described later is particu-
larly suitable for high-mobility OFDM scenarios [33], [34].
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TABLE 1. List of important mathematical symbols.

B Binary numbers

R Real numbers

C Complex numbers

Z Integers

M €L Number of transmit antennas

N €EZ Number of receive antennas

T EZL Number of time slots in a codeword

w €EZ Frame length

D €EZ Number of data-carrying codewords (= W — M)
B €L Input bitwidth

R eRr Transmission rate

Reff eRr Effective transmission rate

Y €L Non-zero integer value that determines security
Y (i) € CNxT Bob’s received signal block

H(:) € CNXM  Bob’s channel matrix

V(i) € CNxT Bob’s additive noise

Ygr(i)) €CNXT  Eve’s received signal block

Hgp(i) €C¥*M  Eve’s channel matrix

Vg(i) €CNxT Eve’s additive noise

S(4) € CMXT  Space-time codeword

X(4) € CMXM  Space-time codeword

S(i) € CM*M  Unitary space-time codeword

E1(7) e cMx1 Square-to-nonsquare projection

W1 € CcMx1 First column of DFT matrix

Y (i) € CNXM  Egtimation of H(i)S(i)

b € BB B-length input bits

o2 eR Noise variance

€e eRr Accuracy of shared real-valued keys

P eR Channel correlation coefficient

n €EZ Bitwidth of a floating-point number

i €EZ Transmission index (< W)

h, h’/ eC Single channel coefficient

() eR Forgetting factor

T; eRr Pure chaos solution

T; eR Calibrated counterpart of x;

x§7 T eR x; at transmitter and receiver

x eR Second-order Chebyshev polynomial function
Yi eR Chaos sequence having a uniform distribution
Ui eR Calibrated counterpart of y;

Similar to Bob, the received signal block at Eve is given as
Ye() = HE()S() + V() € CY, )
where Eve’s channel matrix is defined as

He () = pH@) +4/1 — p?H (i), 3)

and H'(i) is an independent channel matrix following
CN (0, 1). Here, the channel correlation p represents the
similarity between the Alice-Bob channel H(i/) and the
Alice-Eve channel Hg(i). When Eve is near Bob, p is close
to 1. Eve’s channel matrix Hg (i) becomes similar to Bob’s
channel matrix H(7).

In this paper, we model calculation complexity based
on Donald Knuth’s big Omega €2(-) notation [45], which
represents an asymptotic lower bound. Conventional stud-
ies [44] often only evaluate the total number of real-valued
multiplications. They ignore other operations such as division
and elementary functions, which are as costly as multi-
plication. This asymptotic analysis is useful for estimating
the implementation complexity and power consumption of
circuits [44], [46]. According to [47], the addition and
subtraction cost €2(n), where n is the bitwidth of a floating-
point number. The multiplication costs €2 (nlogn), while the
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division costs 2 (nlognlogn). The square root operation /-
costs Q2 (nlogn). The elementary functions such as exp(-),
arcsin(-), and arctan(-) cost Q2(nlognlogn). For example,
the complexity of (a + bj)(a’ + V'j) for a,b,a’,b’ € R is
calculated as 4nlogn + 4n > Q(nlogn). The calculation of
H@)S (i) costs NT(4Mnlogn+2(M—1)n) > Q(NTMnlogn).

lll. CONVENTIONAL CHAOS THEORY AND ITS
APPLICATIONS TO MIMO
Since 1993, chaos theory has been applied to wireless
communications for enhancing security [9]-[15], [41]-[43].
Although a chaotic mathematical model is deterministic,
it is sensitive to initial conditions. Moreover, it is almost
impossible to predict future trajectory. This sensitivity can
be quantified by the Lyapunov exponent [48]. Additionally,
the chaotic sequence is bounded within a region and is non-
periodic. Therefore, the initial condition works as a secret
key for secure communications.

In von Neumann’s seminal study [49], the logistic map

“4)

is used to generate a random digit. The initial condition xg
must be 0 < xp < 1. The chaotic sequence of (4) is called
a pure chaos solution. Its Lyapunov exponent is calculated
as log,(2) =~ 0.6931, which is higher than the value of
0.0714 [48] of the simplified Rossler equation [50]. The
probabilistic distribution of x; is a non-uniform function
of [49]

Xit1 = 4x;(1 — x;)

1

X)) = ———

R

which differs from a uniform distribution. Because the exact
solution of (4) is given as [5171*

x; = sin® 2! arcsin(y/x0) = f(i, x0), (6)

the chaotic sequence of x; can be transformed into a uniform
distribution as [51]

®)

Vi = E arcsin /x;, 7
b4

where we have the uniform distribution of p(y) = 1 for

O0<y<l1.

As a simple example, Fig. 1 portrays the transition of x;,
defined in (4), where the index is increased from i = O to
25. Three initial values were considered as shown in Fig. 1:
x0 = 0.24, 0.244 1073 and 0.24+107°. As shown in Fig. I,
both the initial values xg = 0.24 and 0.24 + 10~% caused
almost identical x; for 0 < i < 13, whereas both sequences
exhibited significantly different transitions for i > 13. In the
Xxo + 1073 case, it exhibited different transitions for i > 4.
Therefore, the accuracy of the initial value determines the
agreement interval of the chaos sequence. Based on this
fact, we propose a new practical calibration algorithm in

Section IV-F.
4. This equation might overflow because of the calculation of 2¢. For
our simulations, we calculate f(i, x) in a recursive manner, i.e., f(0,x) = x

and £(i,x) = 4f(i — 1,01 — f(i — 1, x)).
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FIGURE 1. Chaos transition x; over time, for which the initial values of xg = 0.24,
Xp + 106, and Xp + 103 were considered.

A. MIMO-CSK [14]
The MIMO-CSK scheme of [14] uses the second-order
Chebyshev polynomial function of

®)

/o 2
x;=1-2x7,,

where the initial condition x;, must be within [—1,1]. It
is noteworthy that the mean of x; is zero. The variance is
0.5. The original contribution of [14] considers the direct
sequence spread spectrum instead of OFDM. The chaotic
sequence of (8) is used as a spread sequence over the time
domain. The spreading factor is varied from g = 2 to 50
in [14]. As described in this paper, we limit the spreading
factor to B = 1 for simplicity.’ In this case, the 2 x 2 space-
time matrix is generated by S(i) = P(i))X(i) [14], where we
have

P(i) = /2 - diag(xh;, Xy ) ©9)

and the orthogonal space-time block code (OSTBC) of [52]
. I |s1() =550

X@) = — . 227 10

® V2 [sz(l) s1() 1o

Here, s1(i) and s,(i) denote complex-valued symbols with
L-ary phase-shift keying (PSK) or quadrature amplitude
modulation (QAM). The transmission rate of (10) is R =
log,(L). Note that the mean transmission power is calcu-
lated as Ei[IIS(i)II%]/T =2/2 = 1, which is the same as in
other MIMO techniques. The maximum-likelihood detector
is given as

X(@) = argmin|| Y(i) — HOPOXE. (11)

where the chaoti? sequence diag(xéi,xéi +1) is known per-
fectly at the receiver with no noise.

5. As one might expect, this limitation worsens performance. Although
MIMO-CSK is the product of an important pioneering study, it is not a
performance baseline.
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Although the original contributions of [14] considered
only the M = 2 case, it can be extended to the M > 2
cases as

S@) = PHOX(0), 12)

where we have

PG) = \/5 . diag(xé,M, x;-M-s-l’ . ax;-M-i-M—l) (13)

and an M x M data-carrying matrix X(i). We must
multiply V2 in (13) for any M because the variance
of x; is 0.5. For example, the Bell Laboratories lay-
ered space-time scheme [53] is defined as X(i) =
[s1() s2() - sp(D)T/v/M € C¥*1 In the OSTBC case
having M = 4, the data-carrying matrix is given as [54]

s —s5(0) 0 0
1| s 00

X0=71"%" o a0 -so| M
0 0 s S0

The transmission rate of (14) is R = log,(L)/2. Following
the complexity model described in Section II, the detection
complexity of (11) is lower bounded by 2 (28NMnlogn).

B. MIMO-DCSK [41]

The MIMO differential CSK (DCSK) scheme [41] has
been proposed for spread spectrum communications, which
require no CSI either at the transmitter or receiver. The con-
ventional MIMO-CSK [14] requires the receiver to reproduce
the original chaos sequence generated by the transmit-
ter. To address this synchronization issue, Kaddoum et al.
proposed DCSK for a MIMO setup. It generates a space-time
codeword of [41]

/ N
S(i) = Xy S1(Dxg4
14 / () /
Xai 52Xy

/
X4i42

— (DA
; ) (l)x4t+3j| (15)
X4iy2

CHORA

when the spreading factor is 1. By transmitting a chaos
sequence directly, this scheme helps the receiver to reproduce
the chaos sequence. Such DCSK-related studies [41], [43],
[55], [56] differ from the differential STBC concept estab-
lished in the early 2000s [30], [31]. Therefore, we do not
consider the DCSK family in our performance comparisons.

C. C-MIMO [10]-[13]

The C-MIMO scheme has been proposed for improving the
security of MIMO communications, where PCSI is necessary
at the receiver. An initial condition is generated using a pre-
shared key. The key is processed many times by the Dirac
transformation [10], [13]. The resultant constellation follows
the complex-valued Gaussian distribution.

The C-MIMO scheme requires a pre-shared key cp € C
that obeys 0 < Re[cp] < 1 and 0 < Im[cg] < 1. The B =
MT-length input b = [by, by, ..., bg] € BB is mapped to a
set of complex-valued symbols s = [s1, s2,...,88] € CB.
This set is then mapped to an M x T space-time codeword.
Each symbol s; for k = 1,2,... Also, B is defined by
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two independent chaos sequences Re[z;] and Im[z;]. Both
sequences are initialized by Re[z9] = I'(Re[cx—1], bx—1) and
Im[zg] = I'Im[cg—1], bk mod B), Where we have [13]

a, b=0)

I'a,bp)y=31—a, ((b=1anda>1/2) (16)
a+1/2, (b=1and a <1/2).
Then, both sequences are generated as®
Re[z;] = 2 - Re[z-1 ] mod (1 - 10_16) and
Imfz] =2 Im[z1] mod (1 - 1071¢) a7

for / = 1,2,...,N;,Ng + 1, and Ny, = 100 [13]. The
C-MIMO symbol s for k =1,2,..., B is given by [13]

Sk =./— log(c,((x))(cos(ch,((y)) + jsin 2(7‘[6‘](3)>), (18)

where we have [13]

Ck = Re[ZNx+b(k+B/2) mod B] +jIm[ZNs+b(k+B/2+1> mod B]
c](f) = arccos(cos(37m (Re[ck] + Im[ci]))) /7
e = arcsin(sin(437 (Re[cx] — Im[eg])) /7 + 1.

19)

By virtue of the Box—Muller transform in (18), sx follows
the complex Gaussian distribution CA/(0, 1). Finally, the
codeword associated with B = MT-length bits b is given as

S1 SM+1 SMT—M+1
. 1| %2 Sm+2 SMT—M+2
S(i) = — , e CMXT,
v M :
SM SOM SMT
(20)

The normalized transmission rate is calculated as R = M
[bit/symbol]. The detection complexity is lower bounded by
Q (2R NMnlogn), where the complexity of generating (20)
is ignored for simplicity.

IV. PROPOSED CHAOS-BASED DIFFERENTIAL MIMO

The proposed scheme has a common structure with the con-
ventional nonsquare differential scheme of [32]-[34], [36].
It invokes a chaos-based time-varying basis and a chaos cal-
ibration algorithm. Fig. 2 shows (a) the transmitter and (b)
the receiver of our proposed system. As shown in Fig. 2,
our system extracts a secret initial key from the wireless
channel, which is denoted by x6 at the transmitter and x(r)
at the receiver. At the transmitter, an input bit sequence
b(i) is mapped to a differentially-encoded square matrix
SG). In parallel, a chaos sequence x§ is used to gener-
ate a time-varying basis E (i) € CM*1 Then, the square
matrix S(i) € CM*M jg mapped into a nonsquare matrix
SGHE; () € CM*! Conventional studies [32]-[34] adopted
a static basis E; € CM*! instead of this time-varying coun-
terpart. At the receiver, the chaos sequence x; is initialized

6. The modulo operation is extended to real numbers as x mody =
x—y-lx/yl.

VOLUME 2, 2021



‘IEEES IEEE Open Journal of the
Com3oc  communications Society

Conventional differential encoding

N
~ N 1
0 b(® [ Unitary matrix | X(@) — S s(i) .
mapper (21) e & \\:jM
Input $Gi—1) -
bits i
4 [ Delay je—ro '
O——— R Basis
Initial mapper (35) Proposed
key time-varying
mapping

Y(i-1)
b@)

: Detector (28)
NL/ ‘i Output
xy i ! bits

Basis mapper (35)

i

I Chaos calibrator (46)

(b) Receiver

FIGURE 2. Schematic of the proposed system.

by xg. It is used to estimate the private bit sequence B(i).
Because the chaos sequence x! might include errors, it is
calibrated by the proposed algorithm and is used for the
next time slot.

A. ENCODING AT THE TRANSMITTER

We first introduce the encoding process which supports the
time-varying basis. The B-length input bit sequence b € B?
is associated with an M x M square data-carrying matrix
of [30]

. . 2nh 2nb
X(@) = d1ag|:exp<]2—3u1>, ...,exp<]2—BuM):| 21
=X, (22)

which is known as diagonal unitary code (DUC). Here,
the code index is given as b = (b)19, where (-)10 denotes
the binary to decimal conversion. Additionally, M diversity-
maximizing factors 0 < u; < -+ < upy < ZB/Z € 7 are
designed to maximize the diversity product of [30]
1

M . [ wbuy, "
[Tsin("5" )

m=1

min
befl,...,25-1}

(23)

Although this optimization is a time-consuming task, the
designed factors are available from the open-source library
used in [57].7 For example, in the (M,B) = (4,4) case,
the designed factors are [uy, up, u3, ua] = [1, 3,5, 7]. Note
that (21) can be replaced with all of the sophisticated
differential family which relies on sparse unitary matri-
ces [37]-[39], [58], [59]. However, to simplify our analysis,
we limit X(i) of (21) to the classic DUC.

7. https://github.com/ishikawalab/wiphy/blob/master/wiphy/code/duc.py
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The time-varying basis E1 (i) € C¥*! varies as the trans-
mission index increases from i = 1 to i = W, where W
is the frame length. Details of the construction method of
E; (i) are presented in Section IV-C. This basis E{ (i) is the
first column of E(i) € C¥*M Later, other columns are rep-
resented by E(i) = [E1(i) E2(i) --- Ep(i)] € CM*M_ For
1 < i < M blocks, the baseband symbol of (1) is defined as

S(i) = E;(M) € CM*1, (24)

This equation implies that the unitary matrix E(M) € CY¥*M
is transmitted in the first M time slots. Although this matrix
E(M) € CM*M js equivalent to the conventional refer-
ence symbol, the overall performance will not change when
increasing W [34], which is similar to the classic differential
MIMO family. For M + 1 < i < W blocks, the baseband
symbol is defined as

S(i) = SGE; (i) € CM*1, (25)
where we have the M x M matrix of
= [Iu (i< M)
S0) = {S(i— DX() (i > M). (26)

The effective transmission rate is calculated as R°f = (W —
M)/W-R=(1—-M/W)-R, whereas the ideal transmission
rate is R = B [bit/symbol]. In this paper, we use W = 20-M
to keep the rate loss at 5%. The frame lengths of W = 100-M
and 1000 - M are also possible. However, these simulations
might become time-consuming.

B. DECODING AT THE RECEIVER _
For 1 <i < M blocks, the estimate of H(/))S(i) € CN*M is
updated as

Y(i) = Y- 1)+ YOEI M) e CVM, 27)

where the initial value is a zero matrix, i.e., XA((O) = O0yxpm.
Then, for i > M blocks, the data-carrying matrix X(i) of (21),
which is associated with the input bits b, is estimated by
the maximum-likelihood detector of®

X(i) = arg ngnHY(i) —Yi- 1)XE1(i)‘ 12: (28)
where we have
Y(i) = Y(i — DX() + 1 — a()DOENG) e CVM | (29)
a(i) = min(N - 0.2/|DG)||%, 0.99) € R, (30)
and
DG) = Y(i) — Y(i — DXG)E, (i) e CV<1. 31

The adaptive forgetting factor « (i) must be within the range
~ ~ 2

of (0, 1), which minimizes the error of |¥ (i) — H(H)S() HF
As given, the estimate of CSI, H(i), is not included
8. If the coherent time is extremely short, the noncoherent detection
will cause an error floor, which is similar to the coherent detection. Refer

to [33] for a study in high-mobility scenarios and [34] for a study in
millimeter-wave scenarios.
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ip (28). Instead of H(i), this detector is used to calculate
Y@i) ~ H(i)S(i), which yields a low-complexity detec-
tion. Specifically, the detection complexity of (28) is lower
bounded by Q(28NM?nlogn). This complexity is higher
than those of the conventional chaos-based schemes having
T = 1. However, these schemes must carry out complex
channel estimation that is not considered for this study.

C. PROPOSED CHAOS BASIS

The proposed chaos basis inherits a basic property from
the conventional basis proposed in [33]. Similarly to the
conventional method, the following M x M static discrete
Fourier transform (DFT) matrix is generated [33]:

: 1 w M1
2 2(M—1)
W=—|1 oo - o , (32
M . : . .
i w[l/}fl w(Mfl.)(Mfl)

where w = exp(—2mj/M). Later, the first column of W is
denoted as

Wi=[11--11"/VM (33)
~——

M rows

for simple notation. The conventional static DFT basis is
generated by [33]

EG) =W, (34)

whereas the proposed time-varying unitary matrix is
generated as

E@) = exp(j2ry; Y)W (35)
= exp(j4 arcsin ﬂY)W (36)
= exp(jo (x;))W (37)

where y; is a chaos sequence defined in (7) and Y is
a non-zero arbitrary integer. If |Y| > 2, (35) becomes
a non-invertible function of y;, which improves security.
The tradeoff between security and reliability is discussed in
Section VI. Finally, the time-varying DFT basis is generated
as E{(i) = exp(Qry; Y)W, € CM¥*1,

Fig. 3 shows the transitions of the chaos DFT basis (35)
having (M, T) = (4,1) and Y = 8, where the time index
was increased from i = M/T+1 =5 to W = 80. As shown
in Fig. 3, the first row of Eq(i) was distributed uniformly
on a circle.

D. GENERATION OF A REAL-VALUED SECRET KEY

FROM THE TRUE RANDOMNESS OF WIRELESS NATURE
In the literature, several key generation methods have been
proposed. They rely on the true randomness of wire-
less nature [19], with characteristics such as the random
received signal strength (RSS) [60], the random channel
coefficients [27], the diversity of MIMO [28], the MIMO
channel fluctuations [29], and distributed antennas [61]. Most
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FIGURE 3. Transition of the chaos DFT basis Eq (/) € C4x1 (35, where the first row
of E1 (i) was presented in the I/Q domain.

of these methods are highly reliable. However, achieving the
key agreement ratio of 100% in high-mobility scenarios, where
the benefits of differential coding can be exploited, is a chal-
lenging task. As described in Section III, any chaos-based
system requires at least one initial real-valued key, which is
represented as a 64-bit floating-point number, for example.
Here, optimal mapping between a shared 64-bit key and a
real-valued key remains unknown. One bit error might result
in a large difference in the real-valued counterpart. Therefore,
we must consider a real-valued key generation method that
differs from conventional binary key generation methods.

Because the proposed scheme is free from the channel
estimation process, we opt to use the randomness of RSS
to generate a real-valued key, which is inspired by the key
generation method presented earlier in the literature [60].
The following RSS-based key generation method is used
to model the error of shared keys, the effects of SNR and
the channel correlation between Alice-Bob and Alice-Eve
channel matrices.

RSS-based example: We specifically examine a single
receive antenna. Its RSS value is mapped to a [0, 1] real-
valued key. To be more specific, the initial condition of (4)
at the transmitter is modeled as

xh = exp<—|h + eeavv|2>, (38)

where i ~ CN(0, 1) represents a single channel coefficient,
vy ~ CN(0, 1) stands for an additive noise, and €, € R
denotes the accuracy of shared keys. Because the Rayleigh
fading channel is assumed for this study, |k| follows the
Rayleigh distribution; also, x6 follows a uniform distribution
[0, 1] at high SNRs. Obviously, the phase information of
h can be useful in the same manner as [62], which is not
considered in this paper for simplicity. By contrast, at the
receiver, the corresponding real-valued key is generated as

2
Xy = exp<—‘,0h +4/1 = p2l + €00V ) (39)
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where ' ~ CN(0, 1) and v ~ CN(0, 1) respectively denote
single channel and noise components. The channel correla-
tion p € [0, 1] also determines the accuracy. Bob invariably
has p = 1, whereas Eve might have p € [0, 1). The error
between x{, and x{, improves as SNR = 1 /crv2 increases.
In the MIMO context, the methods described in several
papers rely on the assumption of PCSI at both the trans-
mitter and the receiver, i.e., €, = 0. This assumption is
optimistic because the effects of the additive noise [63] and
the mismatch of the TDD channel reciprocity cannot be
ignored. As shown in Fig. 1, even a small error induces a
mismatch in the chaos sequences at the transmitter and the
receiver.

As might be inferred from (38) and (39), when Eve is near
Bob, i.e., p is close to 1, Eve can estimate the secret key
generated at Bob. Assuming this simple but vulnerable RSS-
based method, one can discuss the minimum security level
that can be guaranteed under the proposed system. Actually,
the security level can be improved using artificial noise [27]
and beamforming [64] with the sacrifice of additional com-
plexity. The key generation example above can be replaced
with such a sophisticated method.

E. SECRECY RATE OF THE PROPOSED SCHEME
In [65], Wang et al. defined the secrecy rate as

Cs = max(0, Ip — Ig). (40)

Here, Ip denotes the average mutual information (AMI)
between Alice and Bob, while /g denotes the AMI between
Alice and Eve. Since the AMI for nonsquare differential
coding is still unknown, we assume coherent detection at
the receiver and calculate the AMI for the proposed time-
varying codewords. The AMI Ip can be derived by extending
the definition of [66] as follows:

1 1 w 2B
IB:B_Z_Bw_M‘Z >
i=M+1 f=1
2 [i.f. g]
neltL,J, &
Env|log Y exp( 290 |, 41
H,V ng g:] exp( U\,YZ ) ( )

where we have

mwli.f. g1 = — |H(XD = X© ) exp(jo (<)) W, + VHi

+ IIVIIE. (42)
Similarly, the AMI Ig can be derived by
1 1 w 2B
BB 2%
i=M+1 f=1
z [i.f. ]
netL, J, 8
Env| log, Zexp(T) ) (43)
g=1 Y
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where we have

neli, f, gl
= —HH(X(f) exp(jo (x})) — X® exp(j@(xf)))W1 + VH;

+ (X9 explo () — X9 exp(io (o)) W1 + V..
(44)

F. LOW-COMPLEXITY CALIBRATION OF THE CHAOS
SEQUENCE

The difference between x{; and x{, induces severe com-
munication errors. For that reason, all the conventional
chaos-based systems used a pre-shared key for initializing
chaos sequences at the transmitter and receiver. To address
this issue, we propose a novel calibration algorithm for the
chaos sequence at the receiver. For each candidate X in (28),
the corresponding E1(i) = exp(2my!Yj)W; in (28) is cali-
brated. Specifically, the detector tries to calibrate x; and
yi = 2arcsin \/xT /7, which might contain errors. The latter
y; can be calibrated by solving

~ 2
5 = arg minHY(i) — exp(RryY)Y (i — HXW,; HF (45)
)7

for a given X. This optimization problem has multiple
solutions because of the phase ambiguity induced by Y.
Here, (45) is solvable by a low-complexity closed-form
equation of

N Oy am

Vi = 2y (46)
where we have 0, = arctan(—Im[a]/Re[a]), a =
t[Y(O)HY(i—1)XW,], and 7 = [2y'Y —0y/m +0.5]. Finally,
the receiver obtains the calibrated chaos sequences y. and

X = sin? yim/2. After obtaining y7, the receiver updates
E| (i) = expryYj)W; of (28).
The complexity of (45) is lower bounded by

Q(NgNnlogn), where N, is the search space size of y; it
is set to a large value such as 10 or 10*. By contrast,
the complexity of (46) is negligible by virtue of its closed-
form calculations. Therefore, the lower-bound for overall
ML complexity with the calibration algorithm is the same
as that of the conventional nonsquare differential decoding,
as analyzed in Section IV-B.

In summary, the proposed detection process with the chaos
calibration algorithm is outlined in Algorithm 1.

V. ATTACK ALGORITHM AND SECURITY ANALYSIS

We conceive an attack algorithm for the proposed scheme,
for which we assume that Eve has PCSI [67] and infi-
nite SNR, although Bob has no CSI and realistic SNR.
In practice, it is a challenging task for Eve to obtain a
precise estimate of CSI because the proposed scheme trans-
mits no fixed reference symbol. If reference symbols are not
available, then the receiver can exploit a sophisticated blind
channel estimation method [68], [69]. However, this blind
estimation is possible only if all the transmitted space-time
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Algorithm 1  Proposed ML Detector With the Chaos
Calibration Algorithm of Section IV-F

Input: Y (), Y(z—l) 3 ,Wi,B,Y,N, o}

Output: b(l),Y(l),xl-

Initialization:
I: Tmin = +00 {Tmin is the minimum of (26)}
2 xf = 4%{_1(1 —%{_1) {update x] using (2)}

(95]

: ¥l = 2arcsin(\/x]) /7

ML detection for )A((i) = X ®min).
4 for b=10to 28-! do
s a= tr[Y(i)Hi((i —HXOw,
6: 0, = arctan(—Im[a]/Re[a])
7
8
9

{update y! using (5)}

{calibrate y!}

n=|2ylY —6y/m +0.5]

Vi =6 +nm)/2rY) {obtain the calibrated y7}
: E1() = exp(Znyl Y)W {update E{(?)}

1. D= Y(z) — Y@ — DX®E, @)

1: t= ||D||F{calculate ML detection norm using (26)}

12 if (t < Tmin) then

13: Tmin = T, bmin = b, and Dyjp =D
14: X = sinz()?i’n/Z)
15: Ei() = E()
16:  end if
17: end for
Finalization:

18: f)(i) = (bmin)2 {obtain the estimated blts}
19: a(i) = mm(N 02 /Tmin, 0.99) {update Y(@i))
20: Y(i) = Y(z - 1)x<bmm> + (1 — a(i))Dmin BN (1)

21: return b(l), Y(z), X!

matrices are semi-unitary [68]. As described in an earlier
report [68], results showed that 50 unknown unitary matri-
ces were necessary to obtain a precise CSI for a4 x 4 MIMO
scenario. Another blind estimation method [69] required
2000 OFDM symbols, each of which had 64 subcarriers.
It is unrealistic to apply these blind estimation approaches
to high-mobility scenarios, where differential schemes work
efficiently.

A. ATTACK ALGORITHM
Eve has PCSI Hg € CN*M which is unrealistic, as described
above. This fact enables coherent detection at Eve, although
the transmitted matrix S(i) of (26) is differentially encoded.
Later, the first M received symbols are denoted by Yg =
[YE(1) YE(2) --- YE(M)], which converges to HgE(M)
when SNR — +o00. The secret key xo can be estimated by
solving
Xo = arg min g; (x), 47)
X
where we have
— . 2
8100 = | Yg — expjo cOHEW| (48)

and 0 (x) defined in (37). However, this optimization problem
returns multiple solutions because we have |Y| > 1. The
phase ambiguity imposed by |Y| > 1 enhances security.
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To address this challenge, Eve must perform high-
complexity joint optimization over i = 1,..., W blocks.
Letting d = [d, d>, ..., dp] be a set of integers indicating
data-carrying matrices and letting D = W —M be the number
of these matrices, then as defined in (22), each integer in d
ranges from 0 to 25~1. Accordingly, the number of possible
patterns of d is calculable as 28P. Eve estimates %y and d
simultaneously by solving

o, d = arg ming1(9) + igz ((\,xd), @9
=1
where we have
g2, x,d) = |YEM + i — expjof (i, x)HgF (', d) |2
(50)
and
F(i, d) = XX ... X)) wy. (51)

i’ matrices

Note that f(-, -) is defined in (6), X is defined in (22), and
W, is defined in (33).

B. SECURITY ANALYSIS

The complexity of (49) is extremely high because of the
global optimization imposed by Xo € [0, 1] and the large
search space of dezP.

1) Global optimization for continuous Xo: Since the objec-
tive function of (49) is non-convex, Eve has to perform a
global optimization for X, such as the brute-force search with
a step size of 107%, the dual annealing method [70] with
a large number of iterations, and the differential evolution
method [71]. The first derivative of (49) is given as

d D
a[gwx) + Zgz(iﬂx, d)}

i'=1

=-2- %Re[exp(j@(x))tr(\_(gHEW)

+ Z exp(jo (£ (i', x)))

x tr(Y (M + iHHgF(i', d))], (52)

which contains a degree D + 1 polynomial function, and
cannot be solved algebraically. For example, if we consider
the D =W - M = 80 — 4 = 76 case, the first derivative
d/dx(exp(jO(f (76, x)))), where f(76, x) is a degree 77 poly-
nomial function, yields a lot of solutions, which makes this
global optimization difficult.

2) Brute-force search for discrete d: To solve the
optimization problem of (49) and to resolve the phase
ambiguity, Eve must perform a brute-force combinato-
rial search for estimation of d. The search space for d
is calculable as 28(W=M) — 2BD which increases expo-
nentially with the transmission rate R = B and the
number of transmit antennas M. For example, in the
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(M,R,D) = (4,1,2) case, we have 22 = 4 patterns:
d = [di,d2] = [0,0], [0, 1], [1, 0], [0, 1]. Each set deter-
mines the combination of differentially encoded symbols
as XOXO xOx® xDOXO XOXD To maximize the
effective transmission rate, R°T = (1 — M/W) -R = (1 —
M/W) - R, the frame length is set to a large value such as
W = 20M, 100M, or 1000M. In each case, the search space
becomes 28D = 2RW=M) _ 719RM 299RM 4nd 2999RM Here,
Eve must prepare 2304, 21584 "and 215984 candidates. Because
the National Security Agency in the USA recommended the
key length of 256 bits as the advanced encryption standard,’
the search space of the proposed scheme is sufficiently large.

In summary, the overall complexity of (49) is lower
bounded by Q(28PN,D>*M>Nnlogn), where N, denotes the
maximum iteration limit of the global optimization method.
Although we considered the simplest and the worst real-
valued key generation method in Section IV-D, the minimum
security level achieved by the proposed system is sufficiently
high.

VI. PERFORMANCE COMPARISONS
We investigated the performance of the proposed scheme
in terms of the secrecy rate and bit error ratio (BER).
Specifically, the proposed scheme having the time-varying
chaos basis of (35) was considered, where the novel detector
of (28) and the chaos calibration algorithm of (46) were used.
Additionally, we considered two conventional chaos-based
MIMO schemes: MIMO-CSK [14] described in Section III-
A and C-MIMO [10]-[13] described in Section III-C. Here,
PCSI at the legitimate receiver was assumed to benefit
these conventional schemes. We also considered the classic
differential star-QAM (SQAM) [72] and the conventional
nonsquare DUC (N-DUC) [33], both of which worked effi-
ciently without CSI. As a reference, the massive MIMO
(M-MIMO) cryptography method of [73] was considered,
although it required PCSI at both the transmitter and receiver.
It is noteworthy that the M-MIMO cryptography is designed
particularly for large-scale scenarios, but is also beneficial for
small-scale scenarios by virtue of its linear precoding [73].
For our simulations, we assumed the ideal Rayleigh fading
channel model as described in Section II. The numbers of
transmit and receive antennas were, respectively, M = 4
and N = 4. The transmission rate was R = 4 [bit/symbol].
The frame length was W = 20 - M = 80. The conventional
MIMO-CSK scheme used (12) with two 256-QAM sym-
bols, whereas the conventional C-MIMO scheme used (20)
with (M, T, Ns) = (4, 1, 100) and (4, 2, 100). The M-MIMO
cryptography method used 16-QAM symbols. The proposed
scheme used (35) with ¥ = 8 to generate a time-varying
chaos basis. The data-carrying unitary matrix of (21) was
generated by [ug, uz, u3z, us] = [1,1,1,1] for R = B = 2,
[1,3,5,7] for R = 4, [1,21,24,25] for R = 6, and
[1,35,41,119] for R =8.

9. https://apps.nsa.gov/iaarchive/programs/iad-initiatives/cnsa-suite.cfm
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FIGURE 4. AMI comparison for which we considered the frame length of
W = M + 1 =5 and the transmission rate of R = B = 4 [bit/symbol].

First, we investigated the performance of the proposed
scheme in channel-coded scenarios. Fig. 4 portrays an AMI
comparison where we considered our proposed scheme
and four other reference curves: the Shannon capacity,
16-SQAM [72], and the C-MIMO scheme [10] having
T = 1 and 2. Here, we calculated AMI in the same man-
ner as [44]. Because the constrained AMI of the nonsquare
differential coding is not yet known, we assumed PCSI
at the legitimate receiver and used the frame length of
W = M+1 =5, which implies that the effects of differential
encoding and decoding were not considered. Additionally,
we assumed that Alice’s and Bob’s initial keys (x{, x{,) were
identical. As shown in Fig. 4, our proposed scheme having
T = 1 outperformed the C-MIMO scheme having 7 = 1
and achieved the same AMI as the C-MIMO scheme hav-
ing T = 2 that required additional decoding complexity.
We observed the same trend in the (M, R) = (8, 8) case. In
fact, the C-MIMO has the advantage of Gaussian-distributed
symbols, which are difficult for Eve to perceive, whereas the
proposed scheme generates constant-envelope symbols.

Following Fig. 4, we investigated the achievable secrecy
rate of the proposed scheme in Fig. 5, where the transmission
rate was increased from R = 2 to 8 [bit/symbol] and where
other simulation parameters were identical to those used in
Fig. 4. Here, we calculated the secrecy rate defined by an
earlier study [65], which was introduced in Section IV-E.
We assumed that Bob’s and Eve’s channel matrices were
independent, and assumed that both SNRs were identical. As
shown in Fig. 5, the secrecy rate improved upon increasing
the transmission rate from R = 2 to 8 monotonically. The
corresponding ratios of the information leaked to Eve were,
respectively, 19.83%, 20.39%, 12.37%, and 9.61% of the
transmitted bits. This observation suggests that Eve is unable
to decode all the private information correctly when we use
the powerful channel coding technique with the coding rates
of 1/2, 2/3, 3/4, or 5/6, for example.
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FIGURE 5. Secrecy rate comparison upon increasing the transmission rate R = B
[bit/symbol], where other parameters are the same as those used in Fig. 4.

Second, as shown in the panels of Fig. 6, we investigated
the BER performance of the proposed scheme. Here, we
considered (a) perfect key and (b) erroneous key scenarios.
Additionally, we investigated the performance of Eve’s attack
algorithm as shown in Fig. 6(c).

For Fig. 6(a), an ideal condition was assumed: Alice
and Bob had the same generated key x, = x;. Only the
conventional schemes of MIMO-CSK [14], C-MIMO [10],
and M-MIMO cryptography [73] had PCSI. Other schemes,
including our proposal, had no CSI. As shown in Fig. 6(a),
the proposed scheme with the time-varying chaos basis
achieved the same performance as that of the conventional
N-DUC scheme of [33]. This finding implies that the use
of chaos basis induces no performance penalty. The con-
ventional MIMO-CSK scheme having PCSI exhibited worse
performance than the classic differential SQAM. Actually,
this is true because MIMO-CSK relies on the diagonal
matrix (13) composed of a chaos sequence. Since this diago-
nal matrix is not unitary, the minimum Euclidean distance of
the resultant space-time matrix becomes a small value.'? The
conventional C-MIMO scheme having 7' = 1 and 2 achieved
competitive performances. Specifically, the C-MIMO scheme
having T = 2 achieved the best performance in the sacrifice
of complexity, as analyzed in Section III-C, and outper-
formed M-MIMO cryptography, which required PCSI at the
transmitter. In the 7 = 1 case, our proposed noncoherent
scheme exhibited a similar trend to that of the coherent C-
MIMO scheme having PCSI. This is particularly noteworthy
because a noncoherent system generally exhibits the well-
known 3 [dB] loss, unlike its coherent counterpart. Because
the C-MIMO symbols follow a Gaussian distribution, which
is a good property for improving security, the resultant BER
might become a little worse despite having PCSI.

In Fig. 6(b), Alice and Bob obtained a secret key from
the wireless channel, as described in Section IV-D. Both

10. Note that the original MIMO-CSK scheme was conceived for spread
spectrum communications [14].
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FIGURE 6. BER comparisons for which we considered three scenarios, where the

transmission rate was R = 4 [bit/symbol]. (a) Perfect key scenario (W = 80). (b)
Erroneous key scenario (W = 80). (c) Eve’s attack algorithm (W = 6).

extracted keys mutually differed. The difference was deter-
mined by the model of (39), where the error metric of
€. =1071,1072, and 10~'0 were considered. The proposed
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scheme remains free from the estimation of a full channel
matrix H(i) € CV™ but it requires an RSS value to gen-
erate a secret key x6 and x(’), as described in Section IV-D.
As shown in Fig. 6(b), the proposed scheme without the
calibration algorithm exhibited an error floor where the key
contained the small error of €, = 10~!°, which were similar
to other conventional schemes. By contrast, the proposed
scheme with the calibration algorithm achieved practical
BER performance, even though we considered the high errors
of €, = 107! and 1072. The SNR gap separating the perfect
key scenario was 4.6 [dB] at BER = 1073.

In Fig. 6(c), we investigated the performance of Eve’s
attack algorithm described in Section V. In Figs. 6(a) and
(b), we considered a realistic frame length W =20 -M =
80. By contrast, in Fig. 6(c), we changed the frame length
W = 80 to 6 to enable the brute-force search at Eve. The
corresponding search space was reduced from 24804 —
2304 {5 2464 — 28 1[n this unrealistic setup, the effective
transmission rate was reduced from 3.80 to 1.33 [bit/symbol].
Since the brute-force search with a step size of 107%* is
infeasible, we used the dual annealing method [70] and the
differential evolution method [71].'! As shown in Fig. 6(c),
Eve was able retrieve the same information as Bob when she
had the same CSI as him. When Eve had no knowledge of
CSI between Alice and Bob, and used the attack algorithm
with the PCSI between Alice and Eve, she also succeeded
in decoding 92.67% of information. Here, the performance
of the dual annealing outperformed that of the differential
evolution method. In summary, the proposed scheme offers
limited security when Eve has the same CSI as Bob or has
PCSI between her and Alice. The proposed scheme does
not transmit fixed reference symbols and semi-unitary space-
time matrices, as described in Section V. Consequently, it
is difficult for Eve to obtain accurate CSI, especially when
we consider high-mobility scenarios.

In Fig. 6(c), we observed a high error floor of BER =
7.33-1072 when Eve had PCSI and SNR — +o0. To eluci-
date characteristics of this error floor, in Fig. 7, we calculated
Eve’s detection norm (49) at SNR = 100 [dB], where all the
28 = 256 patterns for d were considered. Ideally, the detec-
tion norm (49) converges to zero at a high SNR. However, as
shown in Fig. 7, we observed many local optimal solutions,
which revealed that the optimization of (49) was not straight-
forward. This ambiguity resulted from the high complexity
of (49) and its numerical errors. Specifically, the |Y| > 1
setup yields multiple solutions and induces the phase ambi-
guity for Eve. As a result, Eve selected the global optimal
solution and obtained incorrect bits, whereas Bob selected
a sub-optimal solution and obtained the correct bits. This
promising result can be expected in general.

Finally, in Fig. 8, we investigated the effects of Eve’s
channel correlation and the security gap, which is defined

11. Specifically, we used the corresponding functions
scipy.optimize.dual_annealing and scipy.optimize.differential_evolution
with the maximum iteration limit of Ny = 100.
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FIGURE 7. Detection norms of Eve’s attack algorithm (49) for all the possible d
patterns, where the parameters were the same as those used in Fig. 6(c), the size of
search space for d was 28 — 256, and the dual annealing method [70] was used.
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Security gap [dB]

FIGURE 8. Eve’s channel reliability upon increasing the channel correlation p and
the security gap. The simulation parameters were the same as those used in Fig. 6(a).

by SNRgpo, — SNRgye in dB [74], [75]. The simulation
parameters were fundamentally the same as those used for
Fig. 6(a), except for the correlation p between the Alice—
Bob and Alice-Eve channel matrices. Specifically, Bob’s
channel model is defined in (1), whereas Eve’s channel
model is defined in (2). Here, the correlation coefficient
was o = 99.99%, 99.9%, 99.0%, 90.0%, and 0.0%. Because
the BER curves were difficult to differentiate, we showed the
channel reliability instead. The channel reliability is defined
as 1 —2-BER. It is useful to calculate the channel capacity as
demonstrated in [76]. In the same manner as [75], we define
the BER > 0.4 region as safe. The channel reliability must
be less than 0.2. As presented in Fig. 8, the proposed scheme
having R = 4 exhibited high channel reliability at Eve and
required the security gap of about 11.1 [dB] to reach the
safe region. By contrast, the proposed scheme having R = 6
required the security gap of about 3.0 [dB] in the p < 90.0%
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case. Its performance is comparable to those of conventional
PLS methods [74], [75].

VIl. CONCLUSION

In this paper, we proposed the chaos-based differential
MIMO to alleviate the channel estimation overhead that
would help the eavesdropper obtain an exact full channel
matrix. Uniquely, the proposed scheme extracts an initial
condition of the pure chaos sequence from wireless nature,
which is the first attempt in the literature. Due to the
sensitivity to initial conditions, conventional chaos-based
communication systems must exchange a common secret
key in advance with no exception. In our work, the extracted
noisy key is used to generate an artificially time-varying uni-
tary matrix, which obfuscates private data symbols. The keys
extracted respectively for each transmitter and receiver might
become different. To address this mismatch issue, we then
proposed the low-complexity calibration algorithm for the
chaos sequence at the receiver. Additionally, we conceived
the brute-force attack algorithm for the proposed scheme.
Our security analysis revealed that, because of its differ-
ential encoding structure, this attack algorithm was much
more complex than the existing standard encryption method.
Despite the fact that the proposed scheme requires no channel
estimation, it outperformed the representative chaos-based
scheme that had perfect channel estimates. It was found that
the proposed calibration algorithm worked properly even if
the extracted key contained non-negligible errors. However,
our proposed system was unable to provide security if the
eavesdropper had similar channel coefficients to a legiti-
mate receiver, i.e., p > 99.99%, or if the frame length was
extremely short, such as W < M +2. Based on our analysis,
we conclude that differential encoding can achieve practical
physical layer security in wireless communications.
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