~IEEE

IEEE Open Journal of the

(.omSoc Communications Society

SComputer, Electrical, and Mathematical Sciences and Engineering Division, King Abdullah University of Science and Technology, Thuwal 23955, Saudi Arabia

Received 3 April 2020; revised 9 May 2020; accepted 14 May 2020. Date of publication 19 May 2020; date of current version 9 June 2020.
Digital Object Identifier 10.1109/0JCOMS.2020.2995327

A PHY Layer Security Analysis of a Hybrid
High Throughput Satellite With
an Optical Feeder Link

ELMEHDI ILLI ! (Member, IEEE), FAISSAL EL BOUANANI ' (Senior Member, IEEE),
FOUAD AYOUB 2 (Member, IEEE), AND MOHAMED-SLIM ALOUINI '3 (Fellow, IEEE)

TENSIAS College of Engineering, Mohammed V University, Rabat 10000, Morocco
2Department of Computer Engineering, CRMEF, Kenitra 14000, Morocco

CORRESPONDING AUTHOR: F. EL BOUANANI (e-mail: f.elbouanani@um5s.net.ma)
This work was supported in part by the Office of Sponsored Research, KAUST.

ABSTRACT Hybrid terrestrial-satellite (HTS) communication systems have gained a tremendous amount
of interest recently due to the high demand for global high data rates. Conventional satellite communications
operate in the conventional Ku (12 GHz) and Ka (26.5-40 GHz) radio-frequency bands for assessing the
feeder link, between the ground gateway and the satellite. Nevertheless, with the aim to provide hundreds
of Mbps of throughput per each user, free-space optical (FSO) feeder links have been proposed to fulfill
these high data rates requirements. In this paper, we investigate the physical layer security performance for
a hybrid very high throughput satellite communication system with an FSO feeder link. In particular, the
satellite receives the incoming optical wave from an appropriate optical ground station, carrying the data
symbols of N users through various optical apertures and combines them using the selection combining
technique. Henceforth, the decoded and regenerated information signals of the N users are zero-forcing
(ZF) precoded in order to cancel the interbeam interference at the end-users. The communication is
performed under the presence of malicious eavesdroppers nodes at both hops. Statistical properties of
the signal-to-noise ratio of the legitimate and wiretap links at each hop are derived, based on which
the intercept probability metric is evaluated. The derived results show that above a certain number of
optical apertures, the secrecy level is not improved further. Also, the system’s secrecy is improved using
ZF precoding compared to the no-precoding scenario for some specific nodes’ positions. All the derived
analytical expressions are validated through Monte Carlo simulations.

INDEX TERMS Free-space optics, high-throughput communications, hybrid terrestrial-satellite systems,
intercept probability, optical feeder links, physical layer security, zero-forcing precoding.

. INTRODUCTION

HROUGHOUT the last few years, satellite commu-

nication (SatCom) has been a tremendously evolving
segment of the wireless communication industry, due to
the increasing global demand on broadband satellite com-
munication links [1]. Interestingly, with the arrival of the
fifth-generation (5G) wireless cellular network, a variety
of satellite operators on the globe are developing broad-
band communications to complement and compete with the

terrestrial cellular networks [2]. In this regard, multibeam
SatCom has been widely advocated as an appropriate way
to assess very high-speed satellite-users link, in which a
large number of spot beams is used. Satellite links aim at
providing high-speed communications (order of hundreds of
Mbps per user [3], [4]) to users in areas where the traditional
terrestrial networks offer very low quality of service [5].
From another front, spectrum scarcity issue is
among big challenges faced in multibeam satellite
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communications [5], [6]. Actually, with the high bandwidth
requirement of the end-users, neither the Ku-band (12 GHz)
nor the Ka-band (26.5-40 GHz) sounds to achieve the
hundreds of Gbps of aggregate throughput, due to the lim-
ited frequency resources in these bands [7]. Thus, multiple
ground stations (gateways) are needed to feed the satellite
in order to provide the desired data rates while operat-
ing on such bands, which results in significant energy
consumption [5].

To this end, free-space optics (FSO) technology has been
broadly endorsed as an effective solution for providing
very high data rate links on terrestrial-satellite communi-
cations [8]. The overarching idea is to carry on data from
the optical ground station (OGS) in the form of conical
light beams using a powered laser device, operating either
on the visible (400-800 nm) or infrared (1500-1550 nm)
spectrum, to a satellite, which converts the optical signal to
an electrical one, and serves the end-users through radio-
frequency (RF) spot beams [6]. From another front, the
use of optical bands does not require any regulation or
license fees as done in traditional Ku and Ka bands, where
the International Telecommunications Union (ITU) regulates
their use. Also, besides its immunity to interference and high
security, FSO communication can provide a data rate in the
order of Tbps per optical beam, which renders it a viable
alternative solution to reach the desired high data rates [8].
On the other hand, optical communication is highly affected
by atmospheric and weather losses along the propagation
path, known as turbulence. Pointing error due to transmit-
ter/receiver misalignment, as well as free-space path-loss
are two other limiting factors of FSO in outdoor commu-
nications [9]. Furthermore, another restricting phenomenon
in ground-to-satellite FSO links is cloud coverage. Indeed,
optical communication between the gateway and the satellite
is blocked totally in the presence of clouds [6].

During the last decade, several works and researches have
been conducted onto the deployments of hybrid terrestrial-
satellite (HTS) systems with an optical feeder link. In [6],
the performance analysis of optical feeder link with gate-
way diversity, in the presence of stochastic cloud coverage
model, is assessed. Furthermore, the authors in [2] car-
ried out a performance analysis of an HTS system with
an optical feeder link, with zero-forcing (ZF) precoding to
remove the interbeam interference (IBI), as well as amplifi-
cation at the satellite are considered. In addition to this,
from an industrial perspective, several broadband optical
feeder-based HTS systems have been demonstrated in the
last few years. For instance, the first successful ground-to-
satellite optical link was performed between the earth and
ETS-VI satellite in Konegi, Japan [10]. Besides this, other
HTS systems experiments demonstrated the achievability of
great throughput records, such as NASA’s 622 Mbps Laser
communication experiments in 2014 [4], and DLR’s Institute
of Communications and Navigation HTS experiments with
a record data rate of 1.72 Tbit/s in 2016, and 13.16 Tbit/s
in 2017 [11]. NICT is planning in 2021 to launch a new
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test satellite with an aim to demonstrate a 10 Gbps speed on
uplink and downlink of aggregate throughputs [3]. Moreover,
in [12], [13], an overview of implementation, performance,
technological aspects, and users’ quality of service on HTS
systems with an optical feeder is assessed.

From another front, privacy and security are becoming a
big concern in such networks where considerable attention
from the research community has been paid. Importantly, the
broadcast nature of the wireless RF link renders it vulnerable
to eavesdropping attacks [14]. While higher layers view the
security aspect as an implementation of cryptographic proto-
cols, the physical layer (PHY) security, introduced by Wyner,
aims at establishing secure transmissions, by ensuring that
the data rate of the legitimate link exceeds that of the wiretap
one by a certain threshold.

In HTS communications, the satellite, acting as a relay, can
process the incoming data from the ground stations either
in a non-regenerative way, i.e., amplify-and-forward (AF),
and regenerative one, i.e., decode-and-forward (DF) [15].
Regenerative relaying aims at mitigating the noise effect by
decoding the received binary signal, re-encoding it, and then
handing it to the end-user, while in AF, the information sig-
nal is amplified in the analog domain [16]. Therefore, even
though its implementation complexity, regenerative payload
onboard the satellite results in a better link performance
compared to its non-regenerative counterpart. Several works
have proposed some practical solutions for the regenera-
tive payload implementation. In [17], the authors suggested
the use of recent advances in microwave integrated circuits
(MIC), while in [18], the potential use of software-defined
radio (SDR) to facilitate the implementation of regenerative
payloads onboard was proposed. Moreover, several industrial
prototypes as presented in [19], [20] proposed practical imple-
mentations of regenerative payloads onboard. Promisingly,
the work [21] proposed a regenerative payload and gate-
way architectures, employing forward error correcting (FEC)
codes, so as to accommodate for Tbps FSO-based HTS
communications.

From a multibeam satellite communication point of view,
the legitimate users-links are established through narrow
multiple spot beams, where each beam targets a single cell
on the covered zone, rendering the communication most
unlikely to being intercepted from distant malicious nodes.
Nevertheless, potential eavesdroppers might be located in
the same zone as the legitimate users, and consequently,
the secrecy level of the user link is affected. To this
end, several works in the literature have dealt with the
secrecy level of HTS systems as in [22]-[24], where the
analysis carried out the performance of HTS relay-based
networks, where the feeder link operates on RF spectrum.
Furthermore, the work in [25] dealt with the secrecy analy-
sis of a multi-user cognitive-radio-based terrestrial network.
On the other hand, several works such as [26], [27]
assessed the PHY security of FSO links, while in [28], [29],
the authors inspected the secrecy of mixed RF-underwater
optical wireless communication systems.
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A. MOTIVATION AND CONTRIBUTIONS
Very few works in the literature have investigated the secrecy
level of HTS systems with optical feeder link. In particu-
lar, the authors in [30] dealt with the secrecy analysis of
an HTS relay network, where the optical link is used at the
terrestrial side as a last-mile link. Also, the wiretapper is con-
sidered only on the RF side. Distinctively, contributions such
as [31]-[33] dealt with the secrecy level of mixed RF-FSO
links where the RF link is considered in the first hop.
Furthermore, nodes parameters, a data precoding process,
and an eavesdropper on the optical link were not consid-
ered in such works. Also, the authors in [2] analyzed the
performance considering amplify-and-forward (AF) relaying
protocol. To this end, none of the existing works in the lit-
erature dealt with the performance of DF protocol in HTS
with an FSO feeder. Besides, differently from the works [34],
[35] where the authors proposed a transmit Laser selection
diversity techniques for FSO systems, the statistics of the
combined SNR using receive diversity selection combining
(SC) scheme were not carried out in closed-form expres-
sion. Capitalizing on this, we aim at this work to investigate
the PHY layer security of an HTS multi-user relay-based
system with an optical feeder link, where the satellite, act-
ing as a relay, converts the incoming optical wave carrying
the users’ data, after combining the incoming beams to its
photodetectors through SC scheme, to an electrical signal,
regenerate and conveys them to the end-users. Two scenarios
are analyzed, namely, i) the satellite performs ZF precoding
technique, after decoding information signals on the second
hop, before transmitting it to the end-users, ii) the satellite
does not perform ZF technique and delivers the processed
received signal to the end-users. Malicious eavesdroppers
are considered on each hop of the transmission. The main
contributions of this paper can be summarized as follows:
« Statistical properties of the end-to-end secrecy capac-
ity are retrieved, in terms of legitimate and wiretap
instantaneous SNRs of the S-R and R-D hops.
« A novel expression for the intercept probability (IP) of
dual-hop DF relaying-based systems is retrieved, where
a decoding failure event at the satellite is considered.
« Capitalizing on the above two results, a closed-form
expression of the IP of the system is derived for the
ZF and non-ZF scenarios.
« An asymptotic analysis of the derived analytical result
is performed based on which the achievable coding gain
and diversity order are quantified.

B. ORGANIZATION OF THE PAPER

The remainder of this paper is organized as follows.
Section II is dedicated to present the system and channel
model. Section III deals with the statistical properties of
the end-to-end SNRs, while Section IV depicts the derived
analytical expression of the IP. In Section V, illustrative
numerical results are shown to assess the effect of channel
parameters on the system’s secrecy level. Finally, Section VI
concludes the paper.
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C. NOTATIONS
For a better readability, Table 1 summarizes the different
notations used throughout the paper.

Il. SYSTEM AND CHANNEL MODEL

We consider in this analysis a single OGS communicating
with a GEO satellite through an optical feeder link. The
transmit OGS, acting a source (S) node, is assumed to have
a clear line of sight (LOS) link with the satellite unblocked
by clouds. The selected source node transmits data symbols
of the N users through a turbulent optical channel to the
satellite. This latter, acting as a relay (R), combines through
K optical photodetectors the incoming optical wave, converts
it to the electrical domain, performs SC technique, decodes,
and delivers it in the form of N beams to N user earth
stations (77)1<j<n. If the received SNR at the satellite is
greater than a predefined decoding threshold, it can success-
fully decode the information signal. Otherwise, the decoding
cannot be ensured correctly. For the former case, the satellite
can either forward the regenerated signals directly or precode
them using ZF technique. We assume that an eavesdropper
attempting to overhear the divergent optical beam coming
from the OGS to the satellite (FSO S-R hop). In addition
to this, another potential wiretapper attempts to overhear the
signal carried to the earth-station 7;.

A. S-R LINK

1) LEGITIMATE LINK

An OGS with a LOS unblocked by clouds is considered
for data transmission. Without loss of generality, all users’
signals are assumed to have the same power.

The received beam at the satellite contains N multiplexed
signals transmitted from the transmit gateway. Hence, the
received electrical signal vector at the satellite’s k-th aperture,
after demultiplexing, is expressed as [36]

k r
i) =VoPsaiotutn, k=1,...K (D

where w; denotes the portion of power received by the satel-
lite’s photodetectors, among the total radiated power from the
selected OGS, Py is the OGS transmit power, 7 is the optical-
to-electrial converter efficiency, Iy = I,((”)IIEP )IIEZ) being the
product of the irradiance fluctuation due to atmospheric tur-
bulence, the pointing error due to the beam misalignment,
and the free-space path-loss, respectively, with / ,Ez) Y
and I;, ¢, and d, denote the laser emittance, the path-
loss exponent, and the station-satellite distance, respectively.
r € {1, 2} being a detection-technique parameter, with r = 1
referring to coherent detection, while r = 2 stands for direct
detection. Also:

e U = [ug,u,...,un]T denotes the transmitted signal
vector of N signals, with the superscript ! referring
to the transpose of a vector. Each unit-power signal
is modulated onto one of the N optical sub-carriers,
where E[uf’u] = N, with E[.] denoting the expectation
operator.
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TABLE 1. List of symbols and functions.

Symbol/Function | Meaning Symbol/Function | Meaning
¢§.zi) Angle between node s; and j-th beam boresight N Number of satellite antennas, beams
Ggi) Antenna gain of node s; I 0GS-e(1) channel irradiance.
Qg%i) Average power of multipath components of satellite-s¢; link I OGS-kth aperture channel irradiance.
,u%w) Average received electrical SNR at k-th aperture or e(1) de OGS—(aperture/e(l)) distance
WS’” Average received SNR at s; for the = case ho OGS altitude
‘75(1) AWGN power at e@ Ps OGS transmit power
a2 AWGN power at nodes ; u OGS transmit signal vector
o% AWGN power at the satellite f Operating frequency
n,. AWGN vector at nodes ; n Optical-to-electrical conversion efficiency
ny AWGN vector at the optical apertures C’_EZ)E System’s secrecy capacity of the ¢-th cell
o} Beam width angle v&) Path-loss matrix
K Boltzmann’s constant fx () PDF of X
Fx () CDF of X (). Pochhammer symbol
D Cells’ diameter [ Pointing error strength
By Channel’s bandwidth We Received power portion by e()
HG) Channel matrix of the satellite-s¢; links wy Received power portion by the satellite
Y1 Combined SNR at the satellite y(:%i) Received signal at s¢; for the = case
1F1(550) Confluent hypergeometric function ygk) Received signal vector at aperture k
Yth Decoding threshold SNR yg") Received signal vector at nodes sz;
D) D()’s diagonal i-th entry fyie) Received SNR at e(1)
T Detection technique parameter vim Received SNR at the k-th aperture
D) Diagonal fading coefficients matrix Vses B Received SNR at s; for the = case
w Either £ or e Receiver temperature
” Either [ or e(?) Cn,w(h) Refractive-index structure parameter
= Either ZF or NZF A Refractive-index structure parameter at h = 0
E[.] Expected value 012? - Rytov variance
E; () Exponential integral function ng ) Satellite’s j-th antenna gain
mffl) Fading parameter of satellite-»; link () Satellite-nodes s distance
eM First hop’s eavesdropper X Satellite decoded and transmitted signals vector
[ Half average power of multipath components of satellite-3¢; link Psar Satellite transmit power
?5,3dB J-th beam 3dB power-loss angle 1;/T; Second hop’s i-th legitimate node
c Light celerity in the free space 652> Second hop’s i-th wiretap node
Yine (-5 -) Lower-incomplete Gamma function Pi(vt)t = System’s intercept probability of the i-th cell
Gpg (1) Meijer’s G-function Qo B Turbulence-induced fading parameters
Jn (1) n-th order Bessel function of the first kind T(,.) Upper-incomplete Gamma function
a;zi) Normalized beam radiation gain Vj(%i') Vg entry at ¢-th row and j-th column
K Number of apertures
@O 2

o M =[n, 07, n,((N)]T stands for the additive white
Gaussian noise (AWGN) process at the satellite with
zero mean and the same variance 012.

o K is the number of optical apertures onboard.

The satellite converts the received optical waves at the
K apertures into electrical signals, and then uses SC to
choose the branch with highest instantaneous SNR as:
§* = arg maxlskSKyl(k), with yl(k) = %W denoting the
instantaneous signal-to-noise ratio (SNR) received at the k-
th satellite’s aperture. Consequently, the combined SNR at
the satellite is: y; = maxlskayl(k). Afterwards, the satel-
lite performs a decoding process on the combined electrical
signal to regenerate the information signal again.

2) WIRETAP LINK

The hybrid ground-satellite communication is performed
under the malicious attempt of eavesdroppers per each one of
the two hops to intercept the legitimate message. For the FSO
link, we consider the presence of one wiretapper e’ located
at some altitude within the divergence region of the OGS
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beam, being able to capture a portion of the optical power.
That is, the received SNR at e is yl(e) wepi(zw
with w, = 1 — w; is the received power portion fl()l;/ the
eavesdropper, [,1) and aez(l) denote the respective opti-
cal channel gain, and the variance of the AWGN at e,
respectively.

In terrestrial FSO communication, the altitude-dependent
refractive index structure parameter Cp, o (h) (w € {k, e})
as well as the Rytov variance alg’w are two crucial param-
eters that represent the atmospheric turbulence and pointing
error loss impairments. Such parameters are expressed in
key system and environment quantities. In the context of
vertical optical links in HTS systems, the altitude-dependent
refractive structure index parameter in m~3 and the Rytov
variance can be expressed for the uplink using the Hufnagel-
Valley Boundary model as given in [37, eqs. (4), (9), (10)],
in terms of the altitude 4 in meters, the wind speed V,, in
m/s, the satellite and OGS altitudes d, and hg, the satel-
lite’s zenith angle with respect to the OGS, and the operating
wavelength A.

VOLUME 1, 2020



‘IEEES IEEE Open Journal of the
Com3oc  communications Society

Interestingly, &5 = ,ng denotes the pointing error
strength, which is the ratio between the equivalent beam
waist at the satellite altitude and the beam wander dis-
placement variance, where the last-mentioned quantities are

defined in [38], [39, eq. (2)], and [40, eq. (8)].

B. R-D LINK

The satellite generates N adjacent beams. The received signal
vector at the N legitimate end-users and wiretap nodes can
be formulated as

yy? =H"x+n,.. 2)

with ¢ equals either / for the legitimate earth stations or e
for the second hop’s wiretappers, H*9 is the channel matrix
between the N satellite antennas and the nodes [s]i=1. ... N,
x is the satellite decoded and forwarded users signals vector
with E[xx"] = Psar, Psar is the total satellite transmit
power, and n,, = [n5)]i=1__n is the AWGN vector whose
elements are zero mean and with the same variance o2.

It is known that the channel matrix H*? can be decom-

posed as [2]

.....

H®) — D(")V(”), 3)

with D) being a diagonal matrix containing real-valued
random fading coefficients, and V*? entries are path-loss
and radiation pattern coefficients, defined by [2]

c /G¥> G;;‘i)aj(%i)

()
Vs 4
/ A frCa) /k TBw @
where c is the light celerity in the free space, G ) and G(%’

are the respective gains of the satellite’s j-th transmlt antenna
and the receive antenna of the node s, and a(%i) is the nor-
malized beam radiatlon galn which can be approximated as

no, 1
aj(%z) ~ ( l(ﬂ(%)) +36 (3((%) ))2 [24], with J,(.) denotes the

n-th order Bessel functlon of the first kind [41, eq. (8.402)],

2 = 2.07123 sintg;
the node s and the Jj-th beam boresight as indicated in (2),
given as

¢j(%i) denotes the angle between

oy | i)+ 0

a0 <

s J=i

®)

with ¢ = r% referring to the beam width angle, D being the
cells’ diameter assumed to be equal for all cells, and r9 is
the distance between each node s¢; and the satellite, assumed
to be equal for all nodes (i.e., r9) ~ 9 i < N). Also,
¢j 3as denotes the angle corresponding to 3dB power loss of
the j-th beam. Furthermore, f is the operating frequency, « is
the Boltzmann constant, 7 is the receiver noise temperature,
and By is the channel’s bandwidth.

1. The subscripts/superscripts “I” and “e@” are used to denote the
legitimate and wiretap links at the second hop, respectively.
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1) WITHOUT ZF PRECODING

When no ZF precoding is performed at the transmit OGS,
the received signal and SNR at the legitimate earth station
l; as well as the eavesdropper el@) are given as’

N
PSAT f ( i) f
1/ TD<%) E ‘/]% uj -I-n(%), (6)

J=1
] (54i)
w0 )VNZF

(5%1)
YNnzF

)

Vo, NZF = ————(—~——,
) Oy + 1
with D% denoting the i-th element of the diagonal of D©*9),
n%) denotes an AWGN process at 3¢; with zero mean and the
same variance o for all nodes 3;, W) = (V(%’))2 IS,;’F =
rva 1 A7 1 P 1
(%)(D(%,))Z I(VJEF _ NSAZT’ and @G — (Z i ("))2

2) WITH ZF PRECODING

1) Legitimate link: In this scenario, we consider the case
of a ZF receiver employed in [2], where the transmit signals
are precoded, after decoding, at the satellite before trans-
mitting them to the end-users. Thus, the transmit vector x
is expressed as: x = Mu, where M =,/pA is a N x N
precoding matrix with A = (V®)~! and

Psar
NTr[(V(l) (v(l))H)_l}

where Tr[.] stands for the matrix’s trace, and the superscript
H refers to the Hermitian operator defined as the conjugate
of the transpose matrix.

After performing ZF precoding at the satellite, the received
signal and SNR at the i-th earth-station, without considering
the first hop, can be formulated as follows

(l, \/—D(l )u + n 9)

I — :
yéﬁ — 75 (b)Y’ (10)

o= (8)

with 75 = 4.
Since the satelhte performs DF protocol, the equivalent
received SNR at the i-th earth-station is given as

I 1
y —mln(yl y i )) (11)

with E € {ZF, NZF}.

2) Wiretap link: As far as the second hop is concerned, the
satellite-stations links are ensured under the potential pres-
ence of one eavesdropper (el@)lﬁ,'fN per each cell i, aiming
to intercept the RF beam transmitted to it. The received signal
and instantaneous SNR at el@) can be expressed, respectively,
as follows

Ye® zr = */_D( ) DD V](e

=1 j=1

A+, (12)

2. The subscript “NZF” is used to denote the “non-ZF case”, while the

“ZF” subscript denotes the ZF adoption scenario.
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()

_ 1//17/21:

Ve® zp = —(e@) )

9,')/ZFI +1

@

where ¥; = (Zyzl Vj(ei
_(e(z))

Yz =

lll. STATISTICAL PROPERTIES

In this section, the cumulative distribution function (CDF)
of the SNR of the legitimate link both hops, as well as the
wiretap link, is expressed in terms of the system and channel
parameters.

13)

)
j, 1)27 YzF =

) and 9[ = (Zm:l,m;éi Zj:l ‘/j “

) _(L (D(E(Z)))z

A,-,m)z.

A. S-R LINK

The Gamma-Gamma distribution is considered for modeling
the atmospheric turbulence induced-fading with pointing
error for each received optical beam. The respective prob-
ability density function (PDF) and CDF of the SNRs yl(k)
and yl(e), received respectively at the satellite’s k-th aperture
and the received one at ¢V, are given as [9]

1
Po 3.0 z \'| —E2+1
() = —G7a Vo | —— VoW , (14
fyl( @ rzZ L3\ e Miw) 5123’ Aoy s B — (14)
QM) Py a1 Yoz |16
P @ = g Glilarer (| b ) (19
2
respectively, with P, = ﬁ?(%) w € {k, e}, ap and

B are the turbulence-induced fading parameters, expressed
in terms of the Rytov variance O’I%w given in [37, egs. (4),
(9), (10)] using [42, egs. (9-10)], G’”"(| .) refers to the
Meijer’s G-function [43, eqgs. (1. 111) (1. 112)] mathai,

2
Ty = fE82be ) = E ™) 6 = (5,

(w) = (gwﬂ ““’r+’ ﬁ”“), ,,,,, r—1. Without loss of gener-

ahty, we cons1der that the fading amplitudes are independent
and identically-distributed (i.i.d) on all branches. That is,
a = ai, B = P, Mgk) =p, &=&fork=1,....K

Proposition 1: The CDF of the combined SNR at the
satellite can be expressed as follows

Yy Tl
(Y2)~ OlLhy,hy.h3’

hi+hy+h3=K =0

i=1

Fp() =P (16)

: _ (N @ .3 @1 _
with Fhy by ny1 = I lhzlhzl( ) 12q2+q3 1692 Cq3» Gy =

D(a;—£H0 (B —£D)

m=20 a7

S Gy = m o+ a ) s m > 1,

@) OB = =) 3) CDT@=pi=D  y _

G nEa-hran NEF=pr=D(+p1)’ N
fl(glill) and 0 hy iy, iy = I+ MEE + hoay + h3fi.
Proof The proof is provided in Appendix A. |
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B. R-D LINK
1) WITH ZF PRECODING

On the other hand, shadowed-Rician fading channel is con-
sidered for the satellite RF links, where the PDF of the SNR
yz(;” can be calculated by applying Jacobi transform on the
fading envelope PDF given in [44] as follows

7( ,) 85,2
f @ =2 e T AR [ m@ 1 =) (18)
YzF yZF Y zF
(5¢7)
2b,, mg%i) s . .
where 1, = #<W> . with 2b,,, is the
%l %ims l + l

average power of multipath components, m§%") is the fading

severity parameter, 52 ) is the average power of the LOS

components, 0, = 2b - 1F1(.; .;.) denoting the conflu-
ent hypergeometric function [41, eq. (9.210)], and &,

%)

Q 1
2b,, (2bm ("')+sz‘”'))

éonsequently, by representing the hypergeometric func-
tion 1F1(.;.;.) through the finite series [45, eq. (9)] for
integer parameter values, and using [41, eq. (3.351.1)], the
respective CDF is expressed as

mE”") —1

(54i) n
myg WV — 1\ &%,
Fyz(;ji) (@) =2 Z ( n ) n+1

n=0 Vg 11
;%
)/ (%1)

where Vi, (., .) stands for the lower incomplete Gamma func-
tion [41, eq. (8.350.1)], with v,,, = p,, — 8,. Furthermore,
the CDF and PDF of the end-to-end SINR in (13) at ¢!”
are expressed as

X ymc(”"‘ I, (19)

F o (#) 7<%
¢ Yi—0iz
Fye(.z) ZF @) = VZ(F )
b I; 72> %,
o (o) ()
— Vi v, . .
fye,(z),ZF @) = (Wi—6,2)% - 9z D z< 2 (20)
0; 7> Y%
with &; = g—

2) WITHOUT ZF PRECODING

Importantly, when no ZF precoding is performed, the CDF
of the received SNR at node s, given in (7), can be

expressed as
Pr[y]\(gg (q,(%n _ ®(%,->Z> - Z],

where two cases are dlstln%,ulshed namely z < £ and
7> L£06%9) with £09) =

FV%I-,NZF(Z) = (21)
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case, the CDF and PDF of the received SNR at node ¢ are
given as

F (. (#), 7z < L%
FVM-,NZF(Z) = Vl\(IthF) W) et
' 1; 7> LD,
w ()
(\y(xi),@(u,-)z)z
Frona@ =1 oF . (7) (22)
1.NZF 8 VA(/zi‘) w(5) _e () ,C(%l
with F (%ﬂ( ) is obtained from (19) by replacing ¥ Vz ) with

NZF
—(317)
Y NZF-

IV. SECRECY PERFORMANCE ANALYSIS

The intercept probability metric is defined as the probability
that the secrecy capacity, which is the difference between
the capacity of the legitimate links and that of the wiretap
channels (i.e., {S—R, S—eV}, {R-1;, R—el@}), equals to zero.
Additionally, from [46, eq. (26)] and [47], the respective
channel capacities of the FSO legitimate and wiretap links
are given for coherent detection techniques as

CQ = 10g2(1 + YQ)1 (23)

with (o, Yp) equals either (1, 1) or (e, y().
On the other hand, the system’s intercept probability is

defined as

—1- Pr(CQ’E > 0), (24)
where
O mmn(c0c20). o
1+ y
C§1) = log, — o (26)
1+ 12
and
Clil g =min(cl5", ), 27)

stand for the end-to-end, first hop, and second hops’ secrecy
capacities, respectively, considering DF relaying protocol,

with
- 1+
Cgléz,l) — 10g2 —yl , (28)
> I+v,0 ¢
1 =
COD —jog, [ — LB ), (29)
I+v,0q

Therefore, the overall secrecy capacity in (25) can be
expressed as
Cl = min(c, ¢l cl2?). (30)

VOLUME 1, 2020

Relying on the probability theory, (24) becomes
PI‘(CS)E >0,y > J/th)
- Pr(Cg)E >0,y < )/th>,

where yy, is a decoding threshold SNR, below which the
decoding process fails.

When y; < 1y, the satellite fails at decoding the
information message. Therefore, no signal will be trans-
mitted to the legitimate earth-stations /; as well as the
eavesdroppers elQ Hence, we have y;, =z = =, (2) =0,

which yields from (27), (28), and (29) that €27 _ 0 <0,

s,eq, 8
and consequently, it yields from (25) that Cf,f)a < 0 and
Pr(Cf,f)E > 0,71 < ym) = 0. As a result, the overall IP
expression in (31) reduces to

PO —1_

int, &

(3D

g (32)

Pl(,'l)t ==1- Pr(CS): >0,y > y,h).

One can see in (26), (28), and (29) that the higher the
average SNRs 1 and 71:@, the higher are y; and y;, z, and
then the greater the system’s secrecy capacity. Therefore, it
results in an enhanced system’s security.

Lemma 1: The system’s intercept probability for DF
relaying scheme is given as

o0

Phe=1—| FOFo0I0Od, (33
Y=Vth 1
where Jz(y) = fzyzofy @ - (Z)F;["E (2)dz, with F°(.) accounts

for the complementary CDF.’
Proof: The proof is provided in Appendix B. |

A. EXACT ANALYSIS
Lemma 2: The integral Jz(y) in the expression (33) is given
for the ZF and NZF cases as

mEli) —1 mx(gl@) 1

2. X

n1=0 ny=0

Ui(n1, np)

PR

Jzr(y) =

0 j=0

" <e<2>> JHki kyno+j (k1+nz+j)
: i P

2 Ne)
er( ) (p—l—l—kl—],rl( )>
. )

~T|p+1—k —j. L=

., (34)

and in (35) as shown at the bottom of the next page, for
@
y < si, with s; equals .Z; or £ ) for the ZF and NZF

(i)

3. Both notations y;; zr and y, stand for the same random variable.
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cases, respectively,
@ ny g
Ak @ m§li) —1 msel ) —1 (Sli 88(.2)
Ut m) = — ( . )( " )ﬁ
i V@
(36)
() _ 7(‘:;;' -, I'(., ) is the upper-incomplete Gamma func-
2,ZF71

—ii— (a,b € {l,e@}),

tVz NZF

tion [41, eq. (8.350.2)], G-b) =

and T, = we el — yhee?)

Remark 1: Tt is noteworthy that the system’s IP will
be computed for the ZF precoding scenario for two cases,
namely .%; < yy, and &; > yy,, while for the non-ZF sce-
nario, the IP expression is limited only to the case when

where (.). stands for the Pochhammer sym-
bol [48, eq. (06.10.02.0001.01)], and Y. =
Elaepe
w €+’
Proof: The proof is provided in Appendix D. |

Proposition 2: The system’s IP closed-for expression is
given in (40) at the top of the next page, as well as

l—jZF(fi)K()/th)Q Li<vm
Py o= 1—05’?—0“) Tor (LKL vin < L2 <2y
1-00 — 00 — Ty (DKL), Li>2vm,
(40)
o
Py ngp = I—JNZF(min[.c(“),ﬁ(' )Dic(yﬂn, A1)

@
for £ < yy,, with

(l) .
ﬁ(e( )) < Y, due to the toughness of the encountered = Jzr(Zi )[K(y’h) ’C(”%‘)]’ “42)
mathematical computation. W 731 Pe >
Proof: The proof is provided in Appendix C. [ Omr1 = ( e@)) Z Z]: hyha.hs.l
Lemma 3: The integral K(¢) = fy‘:wf},l (y)Fy(e)dy can be exp(—rl ' ) hithy+hs=K =0
expressed as follows 1
w7
K(p)=1-F F —Hi1+H , 37
(@) n(@F 0 @) —Hi +Hale) (37) ST Z S Ui, no)
with n;=0 ny=0
+ky
() i
ng. oo ( W) ki+ny+j ki 7o+
52 e)th b ! 271
Hi ‘% Z thl CRER P, = 8 ZZ Jlky! Z P
Pl hi+hy+h3=K 1=0 E + o1, hi,ha, h;) =0 j=0 p=0
(B)guny e [Bgm")+5gl>+3g”>]
0Ly hy (38) ————m=12 (43)
1o 1,103 (egz)) p—ny—ki—j
—r !
_ K Ol hy, h3]:h1 hy 3.1 < 1 )
Hale) =PrPe Z Z —0Lhy,hy,h3
hi+hy+h3=K =0 and
3.2 L= 01hy hyiss 11 62 + 1 > m.i) _ {Si(éez,o); m=1
x G , 39 B
3’5< 5 s e, Bei O, =01,y hy,h3 G9) g Ri(£2,0); m=2,
o ) (e(z) l-) Jtnp+l1
. e (=yfgyvi 0 ;
ms('ll)*] ms(l )*] Ui(n1,no) ZOO ( ) an+k1+j ( 2+;I;1+/)
n1=0 ny=0 ( g(, 0))) j=0 k! p=0 ( (,. ,(2>)>z’k1jn21
exp| -G\ g\
o)
F(p—nz—l—j,g(le )> o)
X @\ (. £ < £<ei )
rlp—n—1-; gUil) T, g(l"*“i )@(ei )
p 2 I o) <\I/(li)—(;)(li)y) el
Inzr(y) = (12) s (35
@ (71)1(1 (g i ) n k17
Z ( i) —1 ( )71 U;(n1,nr) an Zoo Zn2+k1+j ( 2+,51+'/) .
n1=0 ng—O (g(g(ZU)) k1=0 £—j=0 ki lj! p=0 < ( @ ]v>>1”’2/k1
exp i g\ i
() 5.
F(p—kl —Jj+ l,—g<6i J')) @
X ® 0 ;LW S ﬁ(ei )
—p—ki—j+ 1, | g — O )& gl (2)’)
\p("'i )_@(ei )y @(z )
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B)(cm’i) _ {Zsio Si(x,v); m=1 x € {ae, B}, (44) Although the IP in (40) and (41) is expressed in terms

o . ’
Y mo Ri(x,v): m= of non-elementary functions, it can be readily implemented
with in most common computing software such as MATLAB
AN or Mathematica, through the already-built in Meijer’s G-
SoaN ®) i ( - 7;) function. Furthermore, the analytical evaluation of this
Si(y,v) = be T expression is significantly less complex compared to its
i 9=0 Monte Carlo simulation counterpart.
(efz)) Additionally, it is worthy to mention that even though
% G;Lg "t Vih Mo |, (45) the provided analytical expressions are written in terms of
Li— Vi infinite sums (e.g., eqs. (16), (34), (35), (38) and (39), we
ascertain that the analytical result converges to the simu-
0 20 (ﬁ _ 1>_C(y’0’v)_q lation one for a few number of terms. For instance, the
Ri(y,v) = ¢ . ~(‘)’ Vi infinite summations of the multinomial in (16), (38), and (39)
7 0:0.9) & Ck,q,v) (i.e., Y 120), as well as the infinite summations in (34)
(e@) and (35) (i.e., Zfio) converge accurately to the simulation
x Gg’?(ﬁ " A0, g, v)) result for lpax = jmax = 24.
+vy (V)
YT T(C,0,v) B. ASYMPTOTIC ANALYSIS
gi_c(%o”) Proposition 3: The system’s IP can be asymptotically
. (6@) (3.0, v) expanded at high SNR regime (i.e., Vgi),u1 — 00) as
: ! T8V follows
G\ o <k = p+ 1 —) (46) "
_GY
and Pird =Gl:(79)) 7)
2 2
b(g) _ F(ae - se )12—‘(/36 - ge ) , where
c D (O~ ) ) 5
Lo (DT —a =) o | (@R (@Ta D)) F 0 (@)
o W(E—ae—v) (vt ae) Gog= + X(a®®), if Kxg < 1 (48)
w _ (=D'T(ae — e —v) QUGB Kxg > 1,
P (62 — Be — V)L + Be) o Eaip
CGr g = (—D7e(, q.v) — g, Wit 1=
gona =i aty o Ql’ohl’hz”f’z N Q3 _ [y S=NZF or (8=2F and yu = Z)) 0
Ar1(y,q,v) = 8, 0,v), 1, | ) , %, B=ZF and yy, < %,
g(y’qu)’1+q’07_k1 _.]+p+1’_ @ () xa\ K
and (@) =Peag P <6:l T/) )
[(ote+Kxq) " (Be+Kxq)
- ) O, ) 1 X,
A20.q.v) = (0 —k —jfzger 1v;(y 4. v); —)' o | e > (50)
. . . . QDKX{IG;’}‘ <T 1 B KXd’ s + 1 ) ’
Proof: The proof is provided in Appendix E. | J Be; —Kxg4
(e@)
@ f - ny+l @\ m—p+1 o
. ; 1 e
QUZh) — vy exp(rl( )) Z U(O na) Z ( 2t )(—1)"2+1_”<r1( )> F(p, rl( )) (51)
n,=0
@
E,‘<g<ei Jl))
®
AL B (_ ) ol e 4.-6 (1) , LW < L(e’@>
ny=0 ny—1 1
i NZF = (2.) ma+1 ny +
QUNZF) gl + 2 NG (52)
q (_@(l,')\p("i ))
()] =32 ()
T 2,0 e )| =324+ I;
-z an —o U0, n2)(ny + 1)!61’2(—9 0.1+ ny: — ) L6 > r
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TABLE 2. Simulation parameters’ values.

Parameter Value Parameter Value Parameter Value
T 20 GHz K 3 (Except Fig. 3) N 5
T 19315 °K Ry, 50 cm r(9) 6000 km
By 50 MHz Re 100 cm Vw 21 m/s
GU) | 40 dBi (except Fig. 4) we 0.3 (Except Fig. 6) = 80 dB (Except Figs. 6 and 9)
1
™
GI(:L ) 25 dBi wy 0.7 (Except Fig. 6) 055 60 dB (Except Fig. 6)
(D)
€% 60 dBi m{) 2 Wo 8 cm
;38 0.4° ) 3 (Except Fig. 5) A 1550 nm
dp, = de 6000 Km b, 1.4 (Except Fig. 5) D 100 Km
ho 25 m A 1.7 x 10714 m Yeh 20 dB
(i) 79) (i,ZF) (i,NZF) . . Satellite
where, ez = ==, QW QW are given in (51)
and (52) as shown at the bottom of the previous page,
. vl_\p("‘ ) n “ \\ Multibeam N-element
with 20 = o , E;i(.) is the exponential integral ) NN antenna array
Trex (g( 1) Atmospheric turbulence P e

function [41, eq (8.211.1)] integrals, xy = rrlnn (x;), and

GY = min(1, Kxg). (53)

Proof: The proof is provided in Appendix F. |

V. NUMERICAL RESULTS
The derived analytic results, which are validated with
their respective Monte Carlo simulations are depicted in
this section to analyze the performance of the consid-
ered set up. Some illustrative numerical examples are
depicted to inspect the effects of the key system param-
eters on the overall secrecy performance of the con-
sidered hybrid terrestrial-satellite link. To this end, the
system and channel parameters are set as detailed in
Table 2. The FSO hop turbulence parameters were com-
puted based on OGS-satellite distance, wavelength, and
aperture radius using [37, eq. (4), (9), (10)], [38], [39,
eq. (2)], and [40, eq. (8)] sandalidis. Furthermore, the posi-
tions of the legitimate and wiretap nodes were set using
Table 2 and based on (5) with ¢ = 3 x 107 rad,
¢< e?)

(1(2)) —4 @) —4
¢ = 6.66 x 107" rad, qu = 5 x 107" rad. Also,
the simulation is performed by generating 2 x 10° random
samples.

In Fig. 3, the IP is shown as a function of the average SNR

PSAT (> = {1, ¢®}), by considering P;AT = PSAT , for various
I %)
0pt1cal apertures at the satellite. One can ascertain ev1dent1y

that the secrecy performance decreases as a function of SAT
particularly below a certain threshold SNR and for hlgh
values of K. However, the secrecy gets steady for higher
average SNR values. Also, the number of optical apertures
at the satellite impacts the secrecy level of the system. The
greater the number of apertures, the higher is the legitimate
link capacity, and consequently, the more secure is the whole
link. Nevertheless, one can note also that above K = 7
apertures, the IP is not improved significantly.

= 6.66 x 10~ rad, respectively, except Fig. 9, where
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FIGURE 1. System model.

Fig. 4 shows the IP evolution for the ZF case versus 54Z
for various values of legitimate receiver antenna gains. One
can remark that for increasing the antennas gains of the
legitimate users can ensure a significant improvement of the
received legitimate SNR, and consequently results in better
secrecy performance of the system.

Fig. 5 depicts the IP for the non-ZF case as a function

e? ) =3, (x, =2,
= 40 dB. One can ascertain

of SZ( D for various values by;, with Q(
b (2) = 1, and PSAT = PSAT
O’
that the higher th]e power of the legitimate link LOS and
multipath components Qs and by, the higher the second
hop’s legitimate link SNR, which results in a greater overall
secrecy capacity. Thus, the system’s secrecy gets better.
Fig. 6 shows the IP evolution versus the power portion
received at the satellite w;, for a fixed transmit power-to-

noise ratio of the second hop ;AT =& T — 40 dB, and
i (2)
fs — 50, 60, and 70 dB with £5 = f’s + 20 dB. One

o] 9] (1)
can notice that the system’s secrecy improves by increasing
the portion of power received by the legitimate node (i.e.,
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7 Cellj

Cell i=(N+1)/

i-th beam boresight

FIGURE 2. Legitimate and wiretapper nodes’ angles with respect to beams’
boresights.
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Analytical (K=3) — -
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197 Analytical (K=5) —— ST
101 | Analytical (K=7) =---- Sy,
Analytical (K=9) — — -
o 20 a0 e s 10
Psat/0?[dB]

FIGURE 3. IP versus SAT . for various K values.

the satellite). In fact, as w; is increasing, the SNR of the
first hop’s legitimate link as well as the equivalent end-to-
end SNR increase. As a result, the overall secrecy capacity
in (25) gets greater too, which leads to a decrease in the
system’s IP. Nevertheless, at higher «w; values (higher yy),
the IP gets steady at a certain level. In fact, from (25), the
overall secrecy capacity will be restricted to the minimum
of the two hops’ secrecy capacities (i.e., CS g, ~) regardless
the increase in wy (i.e., C§ ) increase).

Figs. 7 and 8 depict the IP evolution versus 1% for

the ZF and the non-ZF precoding scenarios, respectlvely, for
three different scenarios of the first hop SNRs, namely

80 dB, and UP 5~ =60, 70,and 80 dB. One can remarkably

note that for the both abovementioned scenarios, the IP is
improved with increasing the difference between the FSO
legitimate and wiretapper average SNRs. Nevertheless, the
greater the gap, the lesser the secrecy improvement.

In Fig. 9, the IP is shown versus % for two scenarios:
(i) ZF precoding case, and (ii) non-ZF%precoding. We fixed
% = 90 dB. Importantly, we depict the IP for the two above-

o . . .
mentioned scenarios, as computed in the non-ZF scenario

VOLUME 1, 2020
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FIGURE 4. IP versus SAT ,. for various G( » values.
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FIGURE 5. IP without ZF precoding versus Sl(sli).
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FIGURE 6. IP with ZF precoding versus o;.

in (41), for case 1 (L% < e’ )) and case 2 (LW > ot )))
based on Table 2 and (5) with ¢(’ ) = 6.66 x 10~ rad,

¢j(l) =5x10"* rad (i.e., case 1) and ¢j(lj) =3x 1073 rad,

@
d)( i) = 6.66 x 10~ rad (i.e., case 2), respectively. On the
other hand, the two aforementioned cases were implemented
for the ZF precoding expression by adopting the same two
abovementioned scenarios of ¢4%"). One can ascertain evi-
dently that the ZF precoding case outperforms its non-ZF

counterpart for case 1. Thus, the closer the legitimate node to
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FIGURE 9. Comparison of the IP of both scenarios: With and without ZF.

the beams boresight (cells’ centers) compared to the wiretap
node, the worse is the secrecy. Additionally, both the ZF and
non-ZF scenarios admit a steady IP behavior at high SNR
regime regardless of the increase in %. In fact, from (7),

one can notice clearly that at high 71(\,’}’} values, the received

@
SNRS y,,; nzr reduce to L% and £ for » = 1, e?,
. . . @y .
respectively. Given that L8 < £ it follows that the
wiretapper received SNR is always greater than the legiti-

mate one for high average SNR values, leading to steady IP
performance. On the other hand, the IP shows a distinguished
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FIGURE 10. IP with ZF precoding vs jq.

@

behavior for the second case (i.e., qu(l") > ¢j(e" )), where the
non-ZF case outperforms the ZF precoding one. In fact, and
similarly to the previous case, as £ > [,(er@), the legit-
imate SNR is most likely greater than the wiretapper one.
Thus, the farther the legitimate node from the cells’ cen-
ter compared to el@, the better the secrecy performance.
Additionally, due to ZF SNR normalization in (8) and (10),
the ZF precoding average SNR most likely drops below £,
resulting in secrecy performance degradation.

Fig. 10 represents the IP evolution versus (1, when ZF
precoding is performed, for various SNR proportionality val-

ues (i.e., w1 = 6i7(211’2, € = %D, 1,2), and for eavesdropper

average SNR value % = =% = 30 dB. We can ascer-

o (e
tain that the higher thee(:l)ﬁrst hec()zf) average SNR (i.e., higher
OGS transmit power or lower satellite reception noise), the
better the overall system’s secrecy. Furthermore, the asymp-
totic curves match tightly the exact ones, which proves the
accuracy of the retrieved expressions in high SNR regime.

VI. CONCLUSION

The secrecy performance of a hybrid terrestrial-satellite com-
munication system, operating with an optical feeder in the
presence of potential wiretappers in both hops is assessed.
Statistical properties of the per-hop SNR of the legiti-
mate, as well as the wiretap link, are derived. Furthermore,
a novel expression for the IP for a dual-hop DF-based
communication system is retrieved, based on which the ana-
lyzed system’s IP metric is investigated in closed-form and
asymptotic expressions in terms of key system and chan-
nel parameters for several parameters’ values cases. The
analysis was performed for two scenarios, namely by con-
sidering ZF precoding at the satellite, and by assuming direct
satellite delivery to the earth-stations (i.e., non-ZF). The
obtained analytical results show that the system’s secrecy
can be significantly improved by increasing the number of
optical photodetectors at the satellite, gateway and satellite
transmit powers, as well as antennas gains. Furthermore,
ZF precoding technique improves the system’s secrecy level
compared to the non-ZF case for some specific nodes’
positions scenarios.
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A potential extension of this work might be the consider-
ation of amplify-and-forward (AF) relaying scheme as well
as investigating the impact of cloud coverage on the overall
secrecy performance.

APPENDIX A

PROOF OF PROPOSITION 1

The SNR y; is the maximum among individual SNRs y(k)
each of the K photodetectors at the satellite. Consequently,
its respective CDF can be expressed in the case of i.i.d fading
amplitudes, using (15) for coherent detection (i.e., r = 1) as

K
_ 3,1 ;&2 +1

with T is defined in Proposition 1. By making use of the
residues theorem [49, Th. 1.2] on the Meijer’s G-function
above, one obtains

Fy, (2)

=PKIA| + Ay + 51K, (55)

with — (To" &
xi € {E ar, Bi}, and & = X% a(l)(TZ)l
Using the multinomial theorem, the CDF can be formu-

lated as
>

Py =P
hi+hy+h3=K

Involvmg the 1dent1ty [41 eq. (0.314)], we have the fol-
lowing: 5’ =), Ocl' Z'r!, where the coefficients cl(')
are deﬁned in Proposition 1. Consequently, we have the

following

(56)

K! (Tz)h1$f+h2a1+h3ﬁ1

hylhohs! g—hlg—hzg*’“ - 57

27l (58)

oo
S| T e

=0 \q@2+q3=l

hi ohy oh3
81 82 83

By involving (58) into (57), (16) in Proposition 1 is
attained.
APPENDIX B
PROOF OF LEMMA 1
By involving (30) into (32) and relying on probability theory
and some algebraic manipulations, one obtains

PO _—1_1,

int, & (59

with

7 =Pr<)/1 > > V@ g VinE > V,@ 5> V1 > Vth)-
(60)

The above probability Z can be expressed as Z = Z?:l I,

with Z; are the probabilities associated with the events E;

shown in Table 3.

Relying on Table 3 and (60), one can see that
I = Pr[Ei, Vi E > )/e(_z)’E:I, 61)

which yields

00 y
T = / F 000y [ o OF, (@dz, 62
Y=Vih 0T '

I=VYth
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TABLE 3. Six possible events for Z.

Event Event
Eq 71>'Y£>>'Y(2)~>'Yth E, 71>%h>”/§e)>7<2>_
Es | >’Y(2) >'Y§)>'7th Es5 >V @ 5 >'Yth>'Y£)
E3z | M >y >, ® = > ’Yg 9| Eg v > ~/§ 9> Yen > ’7622)15

7 =f P\ @y (O}, ) / £ 0 0)dvdz, (63
2=V = ! y=yn !

[ee] Yth Vth
T = / / / fy1 (x)fylw) Oy @ (@
X=Vih b

X fy,. H(t)dxdydzdt (64)
Yth Yth
B I I A A CTC e
Vih y= i=
X fy, H(t)dxdydzdt (65)
Yth
Ts = / / / 08,0 0, e
y= X=Ymh Y Z=Ym J1=2
X fy(;,)(t)dxdydzdt, (66)
2,.‘
o0 Yih
Ty = / / f / P W0 O 0
Y Y=V Jz=0
X [y, = (Ddxdydzd. (67)

By applying an integration by parts on (62) and (64) with

u'(y) = f @ (), and on (66) with u/(x) = f,, (x) alongside
some alget)ralc manipulations, one obtains
o y
L= MOFoOd | fro @
Y=Vih ! =yn i "
o
X F;li‘E(Z)dZ - /y y F)C/l (y)fyegz) E(y)
=VYth i
X F;ll_,g(y)Fy]@ (»)dy. (68)
Yih
I3 = Fy, (ym) /y o O LOVF, o ()dy. (69)
St o0 QF, )z
Ts = Fotm _ = . (70)

X=VYith

Fy, (x) fye ® 5 (x)F¢ " (x)dx

Additionally, by using the basic definition of the CDF in
terms of the respective PDF, it yields

o0
L= [ F @ OF, OF 0@
Z=VYth 0T

[e¢]

— Fom | F @ @F, @d. 1)
Z=Yth i
Yih

Ts = Fy, (ym)F 0 (vin) Of”e@)_s(Z)F?C’/iE(Z)dZ

Yth
= o) [ o [ OF; @F 0 @z, (72
e’} Yth
I6 = |: fm (x)Fy(f) (x)dx:| f)/ 2 - (Z)
X=Yi ! =0

x F;l;,E (@)dz — F;l ()/th)Fyl(e) ()
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Yth . (ZF) Jjtki
X fro [@F,, ;(@)dz. (73) zn "2 e (—Dhf & (yz,- )
z=0 i " <y ) > Z k]' j'
By summing the terms 73, Z4, and Zg, one obtains k1=0 T =0 '
00 k1+na+j .
ik ki +ny+j _
T+ Iy + T = [ Fn@F o (x)dx} x gy ( )(—0»1’ "
X=Vth 1 p=0 p
" Fo _@dz|. (74 +4
X V4 -(Z)az|. Vi m
[ z:Ofyez(‘Z)’E( ) Vli~-=( ) ] (74) X/l k1 —j+p exp< y((z) w)dw. (78)

In a similar manner, summing the terms Z;, Z,, and Zs O

gives the following Finally, using the upper-incomplete Gamma function
definition in [41, eq. (8.350.2)], (34) is attained.

o
Li+Dh+1Is= In (Y)Fyl(w ("dy B. NON-ZF CASE

Y=Vih
y . By incorporating the CDF and PDF expres-
| fyo @F, @di (75 sions from (22) jointly with [41, eq. (8.356.3)]
G and [48, eq. (06.06.20.0003.01)] wolfram into Jyzr(y) in
Thus, by summing the abovementioned two formulas, (33) [Lemma 1, one obtains
is achieved. ) (<2>)
(6(2)> —1my ' =1
APPENDIX C Inze@) =Fy o ) =W\ 3" Y Ui, m)
PROOF OF LEMMA 2 N m=0  n=0
A. ZF CASE mtl n
By involving (19) and (20) along with [41, eq. (8.356.3)] (y@f”) f —
and [48, eq. (06.06.20.0003.01)] into Jzr(y) in Lemma 1, =0 qj(e,@) B ®(e§2>)z
one obtains
w0y )
: ul (nl ’ nZ) (2)
Jzr ) =Fy g O Z Z e @ @
i n;=0 ny=0 (\I/(ei ) . @(Ei )Z)
nm+l ey ny
(ZF) 2
< (o ) L=z ( Y
’ 2 X Yine|m + 1, —=———=]dz (719)
exp w, 7 yd) — @llg
@r, By transforming the lower-incomplete Gamma function
Vlncn1+1y . 1 . | 1 ide the fini
% 7, (76) n (19) to an upper incomplete one alongside the finite
(Wi — O;z)"2+? sum expression of the upper-incomplete Gamma func-
) () Ve tion [41, eq. (8.352.2)], one can see that
with V3, = —5. By using the lower-incomplete Gamma o
Va
sum representation in [41, eq. (8.352.1)] with some algebraic ~ Jnzr(y) = Fy @ g O —F, @ (y) + ‘IJ( )
manipulations, it yields G o K
() ol
(1) _ (ZF) i\ng, n2
—1m 1
Ui(ny, m) (y ) X Z > -
Jzr(y) = Z Z p— m=0  m=0 (NZF)
2 k]' y (2)
m=0  m=0 <y<ZF>) k=0
e?
i nZl (yl(iNZF)) y Zy(NZF)
i exp| — [ =l 4 YD % ! / P T —em
yz exp 37<(Zz';)(1/f, P + z o k! =0 v ez
x dz. y(NZF)
/o (Wi — Oig)">*2 exp| — ot [k
a7 wld”) _eld”),
X dz.
Based on the change of variable w = —%— + 1 we have 0) @) \ 212
vi—0iz "~ 6;° € € k
the following ) <‘I’< ) - ®< )Z> (w® — o)
§e) (80)
exp(y((ZZ)F)Gi_l) rng“)—l m.g ! >—1
Tur(y) = e . Z Z Us(ny, 1) At this le(;/)el, two subcases f%r) the result are distinguished,
i =0 =0 namely £ ) > £& and £ < £ By making use of

726 VOLUME 1, 2020



‘IEEES IEEE Open Journal of the
Comdoc Commumcatlons Society

the change of variable

—wdé“)@?(@;; rwielr) i c47) L co
w = e:
LG PN C )i ) < e

IR

along with [41, eq. (1.211.1)] and the binomial theorem,
yields (81) as shown at the bottom of the page. Finally,
by using [41, eq. (8.350.2)], Jnzr(y) in (35) is attamed

Remark 2: For the first study subcase (i.e., E(e ) > LU ),
and from the integral definition Jz(y) in Lemma 1, we have
the following

(e(z)) £
JNZF<£’ )= /0 (1 Fro, (z))

£(?)
x fy 2 nzr (@)dz + ,/ﬁ(li) fy 2 NZF
x F;l NZF (Z)dz7
=0
= Tz (£1). (82)

@)
T2hus, when evaluating Jyzr(.) for y = L) when
&)
£ > £t should be evaluated at £ within the
final result in (35) for the non-ZF case.

APPENDIX D

PROOF OF LEMMA 3

Relying on integration by parts in (37), the integral K(¢)
can be expressed as

K@) =1~ [Fy0F,00)] " =i+ Hap). 63

with Hi = [Z P 0)f,00dy and Ha(p) =
fy ‘on Fy, (y)fy(e) (y)dy. Involving the CDF and PDF expres-
1

sions in (14) with parameters r = 1, @, B, fe and /L(e)
and (16) into the abovementioned equations, and making use
of the Mellin transform [43, eq. (2.9)], the integral H; is
computed as

F(Ole + Ql,hl,hz,hS)F(’Be + Ql,hphz,hs)
Tegl,hl,hzﬁs (562 + Ql’hl,hz,m)

Furthermore, by using [48, eq. (06.10.02.0001.01)], the
above equation reduces to (38). Again, by using
[48, eq. (07.34.21.0003.01)] in Ha(¢), (39) is attained.

(84)

APPENDIX E

PROOF OF PROPOSITION 2

A. ZF CASE

By using Lemma 1 result as well as the PDF and CDF
expressions of V@ 7 and y;, zr in (19) and (20), we
distinguish two caées namely .Z; <y <y and Z; > yu-

o First case (Z; < ym): as the PDF f, o, (z) = 0 for
z > %, the integral in (33) becomes K
o0
I= |: FrnOF e (Y)d)’}
Y=VYth !
K(vmn)
[ f Frio 4 OF, ZF(z)dz}, (85)
Tze (L)

for .Z; < ysu. Thus, using Lemma 2 result for y = .%;
as well as Lemma 3 with ¢ = yy and involving it
into (85), one obtains

PEr?t,ZF =1 - Klym)Izr(ZL); Li < Yins

o Second case (.Z; > yu): in such an instance, two sub-
cases are distinguished, namely .%; > y > yy, and
y > %; > ym. Hence, the integral (33) becomes

ﬁf;,hfyl MF, @)
X fzyzofye(g) QF;, (Z)dzdy

(86)

7=

Vi ZF

o0
[fyoi z.In ()’)F © (y)dy]

) 87)
x [fz‘féfye@) OFF, (Z)dz}

NG

oo

Hi = PJDIK Z Z}—hl,hz»hg, ] Interestingly, the integrals of the second term N can

hy+hy+h3=K 1=0 be computed readily from Lemma 2 and Lemma 3, with

PNZF) \y(el@) ki
7)) e
—1m - n i i+ny+1
Ui(ny, ny) CY A gug (@) gl n)) ™

P = 3 z 3 z = 3 - () (e )

n1=0 ny=0 exp<—g DT > k1=0 j=0

no+ki+j (Z’;wioi()l)+@)<( )\1}(1) wh—n2— 2—j

ey dw (81)
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(=Pt <n2 +ky +j) f
y I St
p2=:0 (@(L)q;( (2)))p p w=

@)(U)\IJ(EEZ))

(ri W’)
eXp e
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y =%Z; and ¢ = .Z;, respectively. On the other hand, by
involving Lemma 2 result in (34) as well as the derivative
of (16) and (14) with (= = e, r = 1) into O, it produces
the following

- zi
oW = FrnOF @I ()dy
)‘:‘Vth !
=0V — 0. (88)

with OY) and O(.%;) given in (89) and (90) as shown at the
bottom of the page, respectively. '

Note that O(Z;) equals Oél) or ng) given in (43) for
vin < L < 2y and &£; > 2y, respectively.

One can notice evidently that (42) yields
from (14), (16), (34), as well as (37) and (89). On
the other hand, the Meijer’s G-function in (90) can be
expressed using the residues theorem as [49, Th. 1.2]

g +1
Gg?‘l‘@ £.a i,ﬂe, )"’(O)(Tey)é‘f +Zb”2 X (o)t
+ Z by (Tey)Pet. 1)
v=0

under the assumption: x; — x; ¢ Z,i # j, with x; being
defined in Proposition 1.

Thus, incorporating the above residues expansion
into (90), making use of the Meijer’s G representation of
I'(.,.) given in [48, eq. (06.06.26.0005.01)] as well as per-

for yy, < & < 2ym, with

o
Siy.v) = b(v) / 80,0)
= vi—9, V[]:V[h+8ii
2.0 (1,(@F), -1
Gl2<y(2> 0,—k1—j+p+1;—>
dt. (92)
1 2—g(y,0,v)
(#(-4))
Again, using the Meijer’s G-function definition

in [48, eq. (07.34.02.0001.01)] as well as [41, eq. (3.194.2)]
and through some algebraic manipulations, one obtains:

v) —s—1
00— b 1
Si(y,v) =$§0’O’V) 1Te /(—W’ >
6; 2mi Vi — 0ivn
FOC(—ki —j+p+14+9 (L zn)
x Y 2
Q2+
Z;
x oFis+80,0,v), 1 +52+s,1—— |)ds.
Yth
93)
with 2F1(., ., .;.) denotes the Gauss hypergeometric func-

tion [48, eqgs. (07.23.02.0001.01), (07.23.02.0004.01)]. These
last-mentioned identities define this function when the abso-
lute value of the argument 1 — % is either less or greater than
1. For the former case (i.e., v < £ < 2ym), using the

function definition using [48, eq. (07.23.02.0001.01)],
and based on the Pochhammer symbol sim-
plification [48, eq. (06.10.02.0001.01)] as well

as [48, eq. (07.34.02.0001.01)] wolfram, &;(y,v) given
for the first case of (44) (i.e., m = 1) is attained.

R
forming a change of variable —— + L _y produces: I mportantly, when (1.e.,. th = 2), and
L (L) (L) (L) Vi—0iy a i)9z' . ' using  the second  definitton  of  LFi(.,.,.;2),
BL) — BEZ’ + By, +Bﬂe’ , where B, " is defined in (44) - 1 [48, eq. (07.23.02.0004.01)]  with  [48,
@
pepKy(ZF) mil")_lmf' )_1 (- 1)] itk hy+ny+j (h1+n2+j)
@ _ )4
01 - (egz)) Z Z U;i(ny, np) Z Z ki |]! ( ) Z @\\ P—h—j—m
exp| —r i =0 np=0 =0 j=0 p=0 <_ (ei ))
1 r
1 E2+1
((2)) j,' 63 l(Tey s je ,Be )
( ki —j+p+1,r ) Z Z-Fhl B, k3, 10L kY hy, h3/ =T dy (89)
h1+hy+h3=K 1=0 Vih y
D
(2) 00 rn,(-[i)fl mS ! )71
o) = exp( )PJD{( DD FummiOihindy Y, Y, Ui, m)
hi+hy+h3=K 1=0 n=0 np=0
n oo (—1 ( (l)w> hy+ny+j hy + 1+ (egz)) hi+j—p+na
Yy () (AT)
h=0 j= 1y =0
i _ 1,62+ 1 (zF) y 1
x QL hy.hs 1G3’1<T )F(—h +p+1,Y +—))d 90)
/)::y,h Y 2.4 "E ®es Be; O Loite <2) vi— 6y 6 y
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egs. (06.10.02.0001.01), (07.34.02.0001.01)] and some
algebraic manipulation, S;(y, v) in (93) is substituted by the
notation R;(y, v), where the resulting expression of R;(y, v)
are obtained for the second case of (44) (i.e., m = 2).

B. NON ZF CASE
By using Lemma I result alongside the PDF/CDF of y ) ..

@
and y;, nzr in (22), we consider only the case when £ <

o)
v < y. As the PDF f o () =0 for z > L&), the
E JNZF
integral definition of jNZF(y) in Lemma 1 is positive only

@)
for z < £, Thus, in such an instance, the integral in (33)
becomes

T= |: i (y)Fyl(w (y)dy}
Y=VYth

K(ymn)
£”)

X /
z=0

@
Y Ye® (Z) Vi NZF (2)dz ;‘C(el ) < Yih-

INzF (ﬁ (e’( ? ) )
(94)

2
Hence, using Lemma 2 result for y = 5(85 ) and Lemma 3
result with ¢ = 1y and involving it into (85), one
obtains (41).

APPENDIX F

PROOF OF PROPOSITION 3

From (33), the systems IP can be expressed at high SNR
. —() —(1) (i) @)

(e, Vg > 0) as

, W1 — 00, J/,_, = E'- Mni, 6"
Pl(,l,,oo) ~1— / WF, (e>(y)dy / Iy goxe @
Y=Vth

x (1- yl;.s(z))dz.

As 1 — 0o, T — 0 as can be seen after (16), which
yields that A; given in (56) will be asymptotically rep-
resented by considering only least powers of Y in &’s
expression given right after (56), corresponding to / = 0.
Therefore

(95)

AP ~ ag) (T2), (96)

with x; denotes 512, ap, and B, for i = 1,2, and 3,
respectively. Consequently, the CDF F,, (z) (16) can be
asymptotically approximated using (55) as

K
F2@ ~ (a”(raypr),

with xg = nln;l (xi).
=
On the other hand, by using the lower-incomplete Gamma
expansion [48, eq. (06.06.06.0001.02)] in (22) and (19), tak-

ing only the least powers of —= ( i.e.,, ny = 0), one

o7

~ \
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obtains
ALVIZ
Vz ZF( )= =) %)
Yzr
ALVIEZ
FOO
a NZF( ) = —(l) (\p(l) — U ) o9
A. ZF CASE

1) FIRST CASE: YTH > ,,(Z/ﬂl

In this case, by making use of integration by parts, (95) is
expressed as

Py =1- ( Y OF @ @)dy)
Y=VYth

X (1 - /_0 fVAZ),ZF(Z)F;iZF(Z)dZ>

oo
= X OmF,00m + | PR 0d
Y=Yth

(100)

i
o0
* /Z.:() fyel@ ZF (Z)FJ/I,»,ZF (2)dz

— (F;f(yzh)F (e)()/th)+/

Y=VYth

Fyof e (y)dy)

f Sy P (Z)Fyl (2. (101)

By involving (97) and (98) into (101), it can be seen that
the diversity order of the first two terms above is G¥ 7 = Kxq,
G(d’) = 1 for the third term, and Gg) = Kx;+1 for the fourth
one. Therefore, the IP will be expanded by either the first
two terms if Kx; < 1, or the third term when Kx; > 1.
Hence, the IP is expressed as

P(l ,00) G(l)

i\~
int,ZF = cZF( ZF) Y > i, (102)

with G(l) ~r and G(’) are given in Proposition 3, where
068 — —(El)fzpzofy o T(Z)F}‘fl‘_’j(z)dz, with p equals .Z;

@
or £ for ZF and NZF scenarios, respectively, and

7&11) de o0
X(p) = ( 5) ) / F;f()’)fylm (»dy
EE y=¢
@ g2 ( D)4\
o (4s(m)
"~ T(ae)T(Be) C(a)'(B1)
2
fyozooszd—lGi:g< g + l_)
X E 6’565
11 3,0 E +1
Rt e 1
(103)

By using the Mellin transform [43, eq. (2.9)] and
the identity [48, eq. (07.34.21.0003.01)] for X'(¢), respec-
tively, along with some manipulations, one obtains (50).
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Z;
int,ZF —

(.00 _ 4 _/
y=

Yth

F;f(fi)Fy:e)(fi)-i-/ P OV, 0 0)dy +
V=%

(y)F (e) (y)dy/ fy (2) (Z)Fy, ZF(Z)dZ /

o0

SO0 01y / Py 5

y:

/ 1 O3

GO =Ky ij):de GO
00 Zi
o0 o0 o0
_ (F)/l z i)FyI(e) (&) + /y s Fy (y)fyl(e) (y)dy) /Z » f”e?).zp(Z)FWi»ZF(Z)dZ
GV =Kxg+1
i
—/ nw OF (e)()’)dy[ Ty P (Z)F;,O;(Z)dz (104)
Y=VYih
G =Kxg+1
2
1 Vs 'z
(6(2)) ® 7t exp —_(2(2)1)\721-‘ (42))
N U0, n) ) (W’ - Z)
LB C i0.m) d (105)
i 2 7}1271 =0 (2 ) ﬂ2+2
ny=0 37,\(,;> B <\p(‘i )_@(ef )Z> (W) — @iz)

On the other hand, by plugging (98) and (20) mto
QG:ZF) and by using a change of variable ¢ 7i=0
with [41, eq. (8.350.2)], (51) is reached.

i<

2) SECOND CASE: YTH < ff,

Likewise, using integration by parts, the IP in (95) is
expressed at high SNR when yy, < Z; as given in (104)
as shown at the top of the page, where in a similar way, it
can be seen that the IP is expanded as given in (48), (49)
and (53) for E = ZF.

=
=

A. NON-ZF CASE

In a similar manner to the ZF case, the IP can be expanded
(i,o0)

as given in (101) by replacing .,2” by E(" g as P r =

EI)NZF(_(I[ ) G for Vi > £e , with G(l) vzr and G(’)
definedinProposition3. Bymvolvmg (99) and(22) into Q(’ NZF )
defined in the previous subsection, it yields (105) as shown at

the top of the page. Finally, by using the change of variable

. -1 o
(\;,(IT)T—(([)L& rolt)y (l)> , RCRI
X =
_Z;L(Z))(z) + @(li)\ll(e’@) , ﬁ(el@) < L:(li)
NE ) -

with the binomial theorem with [41, egs. (3.352.1), (3.381.1)]
> L% and [41, eq. (3.383.4)], [48,
eq. (07.45.26.0005.01, 07.34.16.0001.01)] for £
£ and performing some algebraic manipulations, one
obtains (52) given in the proposition.

0)
integrals for £
<
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