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ABSTRACT This paper explores a new advancement in physical layer security (PLS) techniques, focusing
on the integration of Intelligent Reflecting Surfaces (IRS). This work centers on developing an intelligent
hybrid system combining communication lines using millimeter wave (mmWave) and Visible light
communication (VLC). The system comprises four VLC access points with light fixtures, reinforced by
a mirror array sheet, and a mmWave access point with antennas, supported by a reflecting unit sheet.
Within the system, both sheets function as IRS. The aim is to enhance the secrecy capacity (SC) of the
system by optimizing the beamforming weights at the VLC fixtures, the beamforming weights at the
mmWave AP, the mirror array configurations, and the phase shift vector while meeting specific power
constraints. Given the numerous variables and the dynamic nature of user mobility, traditional optimization
techniques may be inadequate for improving SC. To address this complexity optimally, we propose a deep
reinforcement learning (DRL) approach based on the deep deterministic policy gradient (DDPG) technique.
The DDPG algorithm can adapt to channel variations due to user movement and high-dimensional factors.
Furthermore, it intelligently selects the optimal technique to improve SC, whether VLC or RF. Simulation
results confirm the efficacy of our approach in enhancing the SC for the authorized receiver, particularly
in mmWave connections.

INDEX TERMS Visible light communications, millimeter wave, deep learning, machine learning, deep
reinforcement learning, intelligent reflecting surfaces, secrecy capacity, physical layer security, deep
deterministic policy gradient.

I. INTRODUCTION

THE RAPID growth of cellular systems, connected
devices, and the Internet of Things (IoT) has led

to an enormous increase in consumers’ need for high-
speed and reliable networks. This higher demand arises
from the need to access various applications, including
gaming, social networking, and online video streaming.
Nevertheless, the limited availability of licensed spectrum
resources and the existing technology significantly constrain

conventional radio frequency (RF) communications in light
of the increasing demands. Consequently, researchers are
currently investigating novel paradigms that operate at higher
frequencies in order to address these constraints and meet
the needs of future generations. These include a combination
of visible light communications (VLC) and millimeter wave
(mmWave) technologies.
On the one hand, several advantageous features make

VLC an appealing complement to RF technology and an
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essential technology for sixth-generation (6G) networks.
This technology is fascinating because it offers a large,
unrestricted spectrum that is free to use and can be
utilized for high-speed communications and illumination [1].
Additionally, VLC provides the dependable connection that
customers require while also being an energy-efficient and
cost-effective technology to install [2].
On the other hand, mmWave technologies, character-

ized by frequencies ranging from 30 to 300 GHz, offer
a considerable amount of available bandwidth and hold
significant promise for facilitating the transmission of multi-
Gbps data rates. This capability can potentially increase
the capacity of mobile networks and improve both the
spectral and energy efficiency in wireless environments [3].
In dense interior situations, both VLC and mmWaves
exhibit comparable features because they can transmit
significant data rates. Moreover, both technologies include
complementary attributes that enhance the resilience of the
communication system against obstacles and threats. Hence,
incorporating a mmWave link as a supplementary means
of communication, capable of transmitting signals when
the VLC link is unavailable or insufficiently secure for
transmission, becomes advantageous.
In recent literature, the adoption of physical layer security

(PLS) technology has gained increasing prominence, pri-
marily focused on strengthening the security framework of
wireless communication networks and effectively countering
potential vulnerabilities. The primary objective of PLS
is to mitigate the risk of unauthorized individuals (i.e.,
eavesdroppers) intercepting confidential data transmitted
between the sender and the receiver. Implementing PLS
methodologies involves utilizing channel features from the
physical layer and applying signal processing techniques [4].
The measure utilized in assessing communication security
is known as secrecy capacity (SC). It is defined as the
difference between the capacity of the legitimate connection,
which goes from the legitimate transmitter to the legitimate
receiver, and the capacity of the eavesdropper link, which
goes from the legitimate transmitter to the eavesdropper [5].
PLS approaches such as beamforming vectors and artificial
noise-aided security are powerful tools used to tackle privacy
issues and boost the secrecy capacity of the communication
systems of VLC and RF networks [4], [6]. Beamforming in
RF is defined as targeting the broadcast signal at a particular
receiver [6]. However, in VLC systems, beamforming is
defined as directing light towards a certain region or location
to transmit it to the authorized receiver [7], [8].
To further improve the performance of PLS and SC in RF

and VLC, several studies proposed the incorporation of IRS
into communication systems [9]. IRS is a flat surface made
up of several passive, inexpensive reflecting elements that
reconfigure the propagation of the signal toward a specific
direction in any wireless environment [10]. To enhance
the signal-to-noise ratio (SNR) at the designated receiver,
each reflecting element can autonomously modify both the
phase and amplitude of the reflected input signal. The

IRS facilitates avoiding certain wiretapped communication
environments, thereby enhancing the overall security and
privacy of the system [10].
Integrating the IRS into VLC systems establishes a

potential platform to support various technical trends and
new applications. This incorporation aids in mitigating
blockages, reducing interference, enabling multi-user access
transmissions, increasing spectral efficiency, and facilitating
complex interactions among network entities. In addition,
leveraging IRS into VLC networks will maintain continuous
non-line-of-sight (NLoS) connectivity, thereby supporting
user mobility in vehicular communications [11]. In terms
of PLS, IRS can enhance the SC by maximizing the
channel gain of the legitimate receiver, jam the network by
sending random multi-path reflections to the eavesdropper
to generate fake noise or create precoding vectors at
multiple IRS elements to establish secure beamforming
at the legitimate receiver [11]. IRS enhances RF signal
strength and propagation characteristics by controlling the
smart radio propagation environment. IRS for RF is proven
frequency-agnostic and, thus, flexible across different RF
applications. IRS-aided improvements in PLS in cognitive
radio networks highlight their role in enhancing network
security and resilience against threats [12].
Therefore, this paper explores a hybrid system comprising

VLC and mmWave connections, in which each link operates
independently with a designated power range. The VLC
network contains a singular access point (AP) that incorpo-
rates several VLC fixtures, each equipped with beamforming
weights. The VLC network also includes an IRS mirror array
sheet capable of considering different angular orientations to
direct the light beam to the desired receiver and improve the
overall SC [13]. On the other hand, the mmWave link has a
singular AP that incorporates multiple transmitting antennas,
each equipped with beamforming weights. Additionally, an
IRS containing several reflective elements that exhibit vari-
ous phase shifts is employed to redirect the communication
link and control the secrecy levels within the system [14].
However, the IRS for both VLC and RF still faces several

challenges. For example, in IRS-assisted VLC, when the
reflecting unit sheet and the mirror array sheet encounter
extra parameters, the control of the beam’s direction becomes
more complicated. In addition, the problem formulated in this
paper to maximize the SC of the intended user involves using
beamforming weights for both VLC and mmWave signals.
Further, the orientations of mirror array sheets, the angles of
individual mirrors, and the phase shifts are considered while
maintaining power limits. The complicated issue at hand
exhibits non-convexity, high dimensionality, and dynamism
due to the simultaneous control of several parameters
inside the system and the mobility of users. As a result,
traditional approaches are ineffective in addressing these
complex situations, where existing mathematical equations
will be complicated to compensate for the large number of
parameters that must be optimized to maximize the overall
system’s secrecy capacity. For this reason, it is necessary to
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introduce alternative solutions to ensure the effective use of
IRS for both VLC and mmWave.
To this end, we propose a novel approach in this work

by employing deep reinforcement learning (DRL) to address
the high dimensionality and complexity issues within the
hybrid IRS-assisted VLC/RF network to ensure maximum
SC efficiency. This decision is based on the model-free
nature of DRL, as highlighted in previous works by
Ciftler et al. [15], [16]. We use the deep deterministic policy
gradient (DDPG) algorithm, which has been recognized as
a very accurate DRL technique due to its ability to optimize
a wide range of parameters according to its continuous
action space. This paper proposes a strategy based on DDPG
to optimize the beamforming vectors, mirror orientations,
and phase shifts of VLC and mmWaves simultaneously.
Particularly due to the lack of prior studies focusing on the
use of DRL in PLS for IRS-assisted systems considering both
VLC and mmWave technologies, we propose this approach.
The objective is to mitigate the vulnerability to security

breaches from eavesdroppers. We develop a single-agent
DDPG algorithm at the mmWave and VLC APs. Within the
context of VLC, the agent will collaborate on controlling
the angles of individual mirror elements (i.e., roll and
yaw angles) present on the mirror array sheet. Also, the
agent will adjust the yaw angle of the entire mirror array
sheet. Besides that, the agent will manage the beamforming
weights associated with each light fixture. In the context of
mmWave communication, the agent at the IRS will control
the beamforming weights of the transmitted signal and the
phase shift of the antenna array.
The following significant contributions characterize our

work:

• We develop a hybrid network with two links: VLC
with multiple fixtures and mmWave with multiple
transmitting antennas. Each link is equipped with
beamforming capability.

• We consider an IRS with a mirror array sheet to
demonstrate the impact of adjusting the mirror angles
on the total SC of the VLC connection.

• We develop a reflecting element sheet acting as IRS,
which shows its effect on achieving better SC for the
mmWave link.

• We create and model a DRL-based approach to achieve
optimal SC in a hybrid VLC and mmWave network
that is supported by the IRS and has an eavesdropper
engaged.

• We formulate the reward and penalty functions for
the DDPG-based agent to optimize secrecy capacity
while also weighting each communication technology
for optimal selection.

• We simulate and study the DRL-based algorithm’s
complexity and performance under various mirror con-
figurations and user locations. The outcomes effectively
show how the suggested algorithm works while demon-
strating its flexibility to optimize the SC of the system.

The following sections of the paper are structured as
follows: Section II comprehensively surveys the existing lit-
erature on the studied topics. Section III thoroughly explains
the proposed system model for the IRS-assisted secure
mmWave and VLC systems. In Section IV, we will present
and analyze the DDPG-based method for optimizing the
SC while simultaneously controlling all system parameters.
The conclusive outcomes are displayed in Section V to
demonstrate the performance of the proposed method and
validate its efficacy. Finally, we summarize our findings and
discuss the next research in Section VI.

II. RELATED WORK
This section provides a concise overview of previous studies
conducted on hybrid systems that combine mmWave and
VLC, as well as PLS in RF, mmWave, and VLC systems.
Furthermore, it emphasizes the advantages of incorporating
IRS and DRL-based methodologies into the suggested
systems.
PLS has been studied in many works as an effective tool to

secure communication systems, regardless of the channel’s
classification. A Gaussian MIMO and MISO wiretap channel
were studied in [17] and [18], respectively, where the authors
used an achievable scheme based on Gaussian signaling
and then explored a tight upper bound that met the rate
achieved. It has been demonstrated that, for both MIMO
and MISO channels, beamforming is the optimal method for
ensuring secure communication. In addition, research in [19]
explored a new configuration using a multi-input, single-
output, multi-eavesdropper (MISOME) channel. Similarly,
they concluded that the beamforming approach is capable of
obtaining maximum capacity.
The concept of creating a hybrid indoor VLC/mmWave

system is introduced in [20], highlighting the advantages
and disadvantages of the two technologies. They specifi-
cally developed an AP that facilitates mmWave and VLC
connections. When the user is available, they assume that
VLC serves the downlink and mmWave serves the uplink;
otherwise, mmWave is utilized for both lines. The researchers
tested the proposed system under various scenarios and
showed effectiveness.
A hybrid RF and VLC system is examined in [21]

and [22], where a LoS wideband RF communication system
in the 60 GHz area is assumed, referred to as mmWaves.
Average and outage throughput for every user is used to
evaluate the hybrid indoor system’s performance. The users
are assigned to VLC or RF systems depending on the
communication channel’s situation. In addition, this work
proved that introducing an RF system to VLC improves
the user rate performance while satisfying the spectrum
and power requirements to enhance the VLC and mmWave
system’s average and outage performance.
For a hybrid RF and VLC relaying wireless environment,

researchers in [4], [7], [23], [24], [25] have concluded
that it is a significant advance to use PLS for securing
various communication systems from attacks. Through the
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use of zero-forcing beamforming and power allocation
minimization, Marzban et al. have researched how to
achieve the maximum SC of a hybrid RF/VLC network
while reducing the amount of electrical power used by the
system [7]. The intended objective of Al-Khori et al. work
in [23] was to optimize the achievable SC by developing
beamforming vectors for both RF and VLC links while
reducing the power needed to achieve this SC in the presence
of eavesdroppers in various locations. To maximize both the
secrecy capacity and outage probability for both cooperative
and non-cooperative power saving for the RF/VLC relaying
scheme, Al-Khori et al. introduced an approach based on
zero-forcing beamforming in another research study [24].
Furthermore, the authors employed beamforming vectors and
a cooperative joint relay-jammer selection method to mitigate
eavesdropping attempts and optimize the possible SC in an
RF/VLC relaying network [4], [25].
The significant advance in using IRS and PLS to secure

various communication systems from attacks has positioned
the technique to be very promising for research. In an RF
system model consisting of a single-antenna eavesdropper,
a single-antenna user, and a multi-antenna AP, IRS was
incorporated into the system model to secure it [26], [27].
The author’s goal in both studies was to increase the
legitimate connection’s secrecy rate by maximizing the phase
elements of the IRS and the transmitter’s beamforming
vector. Both research findings indicated that the secrecy
rate was increased after using the alternating optimization
(AO) approach to achieve this aim [26], [27]. Additionally
in [28], Chen et al. maximized the secrecy rate by optimizing
beamforming vectors at the base station and the reflecting
coefficients at the IRS. The maximization problem was
solved using the AO approach and the path-following
algorithm while considering the reflection coefficients’ real-
time limitations. In [29], the authors use IRS to improve the
PLS of a MIMO non-orthogonal multiple access (NOMA)
network that is wiretapped. The particle swarm optimization
(PSO) algorithm maximized the secrecy sum-rate. The sim-
ulation results confirm that the proposed method’s efficiency
closely approximates the channel’s secrecy capacity.
The authors in [30] used closed-form expressions to

find the optimal IRS coefficient that maximizes the SC
of a MIMO wiretapped system. The system includes a
multi-antenna transmitter, a multi-antenna legitimate user,
and a multi-antenna eavesdropper. Their numerical findings
demonstrate that the intelligent reflecting surface substan-
tially enhances secrecy rates in MIMO wiretap channels.
In a VLC SIMO indoor scenario in [31], the authors used

an IRS mirrors array sheet and the PLS technique to prevent
attacks from the eavesdropper and enhance the system’s
security. Optimizing the channel gain of a legitimate user
while decreasing the number of eavesdroppers was the goal
to increase the secrecy rate. To achieve this, a PSO-based
technique was used to determine the ideal combination of
mirror orientations [31]. Aboagye et al. suggested adding
an IRS sheet to optimize the attainable rate to prevent the

blockage impact within the VLC transmission system [32].
The authors considered randomly positioned blocks between
the direct line connecting the transmitter and the receiver.
They developed a sine-cosine algorithm to determine the
ideal orientation of IRS components such that obstacles
are avoided and the achievable rate is maximized [32].
Recently, IRS has been merged to work with mmWave
networks to increase their robustness against blockages in
dense environments. In [14], authors established a system
consisting of mmWave and multiple IRSs to assist the
downlink communication between a base station (BS) and
a receiver operating with a single antenna. The authors
aimed to maximize the power of the received signal by
adjusting the IRSs’ phase shift coefficients and the BS’s
transmit precoding vector simultaneously. The simulation
findings confirmed that, in single and multi-IRS scenarios,
the quality of the received signal increases four times as
the number of reflecting components increases. Furthermore,
by creating reliable virtual line-of-sight (LoS) mmWave
paths, IRSs improved the system’s resilience against
blockages.
In real-time, complex, and untraceable wireless com-

munication scenarios, finding optimal solutions for many
problems is challenging. Recently, researchers have used
deep reinforcement learning techniques in this context. The
authors of [16] and [33] employed Deep Reinforcement
Learning techniques to tackle security issues in both VLC
and RF wireless systems. Yang et al. suggested a DRL-
based method to enhance the system’s secrecy rate while
maintaining service quality in an IRS-aided RF system with
numerous legitimate users and eavesdroppers. The proposed
algorithm optimizes both beamforming matrices of the base
station and the IRS, respectively [16].
In IRS-aided systems, authors used Reinforcement

Learning (RL) techniques to mitigate jamming interference
in [34], [35]. Both works concluded that re-configuring
the reflecting components’ surface enhanced the security
of the proposed systems. Xiao et al. suggested a VLC
beamforming model based on RL for a VLC wiretap system
to attain the optimum policy against eavesdropper threats.
A VLC beamforming control system based on DRL was
also presented to address high-dimensionality, continuous
action, and state space [33]. The outcomes improved the
overall secrecy rate of the VLC system while ensuring
the effectiveness of the suggested DRL scheme. Taking the
literature into consideration, no existing work has suggested
a DRL-based method with a phase shift sheet and a mirror
array sheet serving as IRS to maximize the secrecy capacity
of a hybrid VLC/mmWave system.
Throughout this work, we develop and simulate a DRL-

based single agent to enhance the secrecy capacity of
the VLC/mmWave system. We achieve this by optimizing
the beamforming weights for both links, the yaw angle of
the mirror sheet, the orientation of the mirror, and the phase
shift. We presume that the locations of both the intended
receiver and the eavesdropper are known.
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FIGURE 1. Model of IRS-Assisted VLC and mmWave system.

III. SYSTEM MODEL AND PROBLEM FORMULATION
A. SYSTEM MODEL
This research investigates using two communication chan-
nels, mmWave and VLC, in an indoor environment. The
system consists of K VLC fixtures and a sheet of mirror
arrays that function as an IRS positioned in the middle of
the room. Furthermore, a mmWave AP with V transmitting
antennas exists, and a sheet with I reflecting elements for the
IRS. This configuration is shown in Fig. 1. The dimensions
of the room are denoted by xr, yr, and zr.

The system comprises two users: the intended recipient,
referred to as Bob, and the eavesdropper, identified as
Eve, and both are represented by the symbol l. Under
the assumption of NLoS communications, Eve attempts to
intercept Bob’s confidential message, which is transmitted by
Alice (the source) through VLC and mmWave connections
in a broadcast manner. This work only utilizes NLoS links
because they are the most realistic and reliable. In dynamic
environments where objects or people may move and
obstruct the direct path between the transmitter and receiver,
NLoS connections provide a more robust solution. Using
reflections from various IRSs helps maintain connectivity
despite environmental changes, and NLoS connections can
also extend the system’s coverage area. Besides that, we only
utilize the NLoS link to reduce the complex structure of the
proposed system.
The users’ movements follow a uniformly distributed

random waypoint model [36], and their speed ranges between
0 and 1 meters per second. Fig. 2 shows that every user starts
their journey with a randomly allocated destination. Upon
reaching that point, the system creates a new destination
within the room using a random process.
At user l, the received signal yl is denoted as:

yl = ylvlc + ylmmw (1)

B. VLC LINK
This section comprehensively describes all the attributes
and features of the VLC link. We assume the presence

FIGURE 2. Paths of users during training phase.

FIGURE 3. Top view of the VLC system. The rotation of the mirror array sheet is
represented by γ .

of four VLC fixtures with planar sources that emit light
uniformly throughout the entire area. The fixtures are placed
on the room’s ceiling and serve as VLC APs equipped with
beamforming capabilities.
An IRS sheet is located in the middle of the room with

a total of Nm × Nn mirrors. Each mirror on the array sheet
has dimensions of bm × lm. Individual mirrors possess
independent rotational capabilities to maximize orientation
and increase user capacity, while the mirror array sheet
may revolve along its vertical axis. The mirror array sheet’s
rotation is determined by the yaw angle γ as shown in Fig. 3.
Each mirror’s rotation angle (i, j) is shown in Fig. 4, where
βi,j represents the yaw angle. The symbol αi,j denotes the
roll angle of each mirror located at position (i, j) as shown
in Fig. 5.

ylvlc =
((

K∑
k=1

wkh
vlc
l,k

)√
Plvlcs+ nlvlc

)
(2)
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FIGURE 4. The rotation of angle β in ith row and jth column.

FIGURE 5. The rotation of angle α in ith row and jth column.

The VLC link is determined by equation (2), where wk
represents the beamforming weight for the kth fixture and
hvlcl,k specifies the channel gain of the IRS link corresponding
to the kth fixture. Our objective is to enhance the power of
the VLC connection, denoted as Plvlc, in order to enhance the
SC. The variable s represents the signal being communicated.
User l, where l might be either Bob or Eve, experiences
the noise denoted as nl, which follows a normal distribution
with mean 0 and variance σ 2. The noise in VLC is classified
as Additive White Gaussian Noise (AWGN), characterized
by a variance of σ 2 = N0B and a mean of zero [37]. Based
on the user’s position within the room, there is a strong
probability that they are within the coverage area of one or
more VLC fixtures or mmWave antennas.
The mirror array sheet seen in Fig. 1 generates reflections

that indirectly communicate between the fixture and the
receiver. This communication line is known as the IRS link.
Given the system model depicted in Fig. 1, the channel

gain of the connection between the IRS and fixture k and
user l may be calculated using the following formula:

hvlcl,k (α,β, γ ) =
Nm,Nn∑
i=1,j=1

η�σTEl,ki,j (α,β, γ )

× g
(
θ
Pl,k
Ri,j

)
cos
(
θ
Pl,k
Ri,j

)
, (3)

where El,ki, j(α,β) is the irradiance representation at user l
through mirror i, j. The mirror array sheet is positioned at
the origin of the Cartesian coordinate system. Geometrical
analysis, as detailed in [31], can be used to derive the closed-
form definition of El,ki, j(α,β) as:

El,ki,j (α,β, γ ) = (La + 1)ρ

2π

∫ hm/2

−hm/2

∫ bm/2

−bm/2
cosLa

(
θ IRi,j

)

× aT3
(
Pl,k − Ri,j

)
N̂
T
i,j

(
Pl,k − Ri,j

)
‖Pl,k − Ri,j‖42

× 1

(
aT1Sk −

bs
2
≤ aT1 I ≤ aT1Sk +

bs
2

,

aT2Sk −
ls
2
≤ aT2 I ≤ aT2Sk +

ls
2

)
dx′′dz′′ (4)

where the ith column of the 3 × 3 identity matrix is
represented by ai, and ρ represents the mirror reflection
efficiency. The l2-norm and binary indicator functions are
denoted by | · |2 and 1(·), respectively.To determine if user l
has an image reflection inside fixture k’s field of view, the
binary indicator function is applied to the mirror at position
i, j on the mirror array sheet. The coordinates of the center
of VLC AP k in the room are specified as Sk in equation (7),
while the location of user l compared to the center of the
VLC mirror is denoted as Pl,k.

Pl,k =

⎡
⎢⎢⎣
x∗l −

(
x∗s,k + bm

2 + (j− 1)bm
)

y∗l
hl −

(
zs,k + hm

2 + (j− 1)hm
)
⎤
⎥⎥⎦ (5)

Ri,j = Rr
i,j

[
x′′ 0 z′′

]T
, (6)

Sk =

⎡
⎢⎢⎣
−
(
x∗s,k + bm

2 + (j− 1)bm
)

y∗s,k
−
(
zs,k + hm

2 + (j− 1)hm
)
⎤
⎥⎥⎦ (7)

I =

⎡
⎢⎢⎢⎢⎣
aT1

(
Ri,j + aT3 (Sk−Ri,j)

aT3 R̂i,j
R̂i,j

)

aT2

(
Ri,j + aT3 (Sk−Ri,j)

aT3 R̂i,j
R̂i,j

)
aT3Sk

⎤
⎥⎥⎥⎥⎦ (8)

where the position of user l in Cartesian coordinates is
represented by xl and yl, while xs,k and ys,k indicate the kth
fixture’s location with respect to the origin. The mirror i, j
is rotating, and it is described by Rr

i,j. On the other hand,
the rotation of the mirror array sheet at an angle γ around
its vertical axis changes their coordinates in Cartesian space
as illustrated in the equations below; however, the user’s
distance from the light fixture stays the same.

x∗l =
√
x2
l + y2

l cos
(
γ + tan−1

(
yl
xl

))
(9)

y∗l =
√
x2
l + y2

l sin
(
γ + tan−1

(
yl
xl

))
(10)

x∗s,k =
√
x2
s,k + y2

s,k cos
(
γ + tan−1

(
ys,k
xs,k

))
(11)
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y∗s,k =
√
x2
s,k + y2

s,k sin
(
γ + tan−1

(
ys,k
xs,k

))
. (12)

where the function represented by the binary indicator in
equation (4) assesses if user l’s reflected image is visible
to fixture k through mirror i, j. The mirror at i, j had a
normal vector denoted by Ni,j and is determined based on
the rotation angles αi,j and βi,j.

N̂i,j =
⎡
⎣cos

(
αi,j
)

sin
(
βi,j
)

cos
(
αi,j
)

cos
(
βi,j
)

sin
(
αi,j
)

⎤
⎦. (13)

C. MMWAVE LINK
Our proposed system incorporates an IRS-assisted mmWave
downlink to assist the existing IRS-assisted VLC link during
secure data transmission, as shown in Figure 1. An IRS with
I reflecting units is employed to transmit information from
the BS to a single-antenna receiver L. The mmWave link is
represented as follows:

ylmmw =
((

I∑
i=1

V∑
v=1

wvf
mmw
i,v θizl,i

)√
Plmmws+ nlmmw

)
(14)

where wv is the beamforming weight for vth antenna, and
fmmw
v,i is the mmW link channel gain from each antenna v
to the ith mmWave IRS element. θi is the phase shift matrix
of the ith mmWave IRS element, zl,i is the channel gain
between the ith mmWave IRS element and user l. Plmmw
is the power associated with the mmWave link, where we
aim to maximize it to maximize the SC. The transmitted
signal is s, and the mmWave noise of user l ∈ {Bob,Eve} is
expressed as nl ∼ N (0, σ 2), where N0 ≈ 10−22A2/Hz. It is
worth mentioning that AWGN with zero mean and variance
of σ 2 = N0B is assumed [37].
In Fig.1, the mmWave link represents an indirect com-

munication between the transmitting antenna and the end
receivers, involving reflections from the reflecting unit’s
sheet. The channel gain from antenna v to mmWave IRS
element i and from mmWave IRS element i to user l can be
expressed based on the system model described previously.

fmmw
i,v =

√
10PLdB(di,v)/10 × aiv (15)

where, aiv in the antenna response vector between the
mmWave IRS element and user l, which is given by:

ai,v =
(

1, e−j
2πd
λ

sin ϑi,v cos φi,v , . . . , e−j
2πd
λ

sin ϑi,v(Nx−1) cos φi,v
)
(16)

⊗
(

1, e−j
2πd
λ

sin ϑi,v cos φi,v , . . . , e−j
2πd
λ

sin ϑi,v(Ny−1) cos φi,v
)

(17)

where Ix and Iy are the numbers of the reflecting elements
in the x× y plane, d is the spacing between mmWave IRS
elements, and λ is the wavelength. The azimuth departure
angle is represented by ϑi,v, and φi,v is the elevation angle
of departure.

ϑi,v = sin−1
hmmw
i,v

di,v
(18)

φi,v = cos−1

⎛
⎝ yi − yu√

(xi − xv)2 + (yi − yv)2

⎞
⎠ (19)

The channel gain matrix from zl,i, the mmWave IRS element,
to the mmW access point follows the same model.

D. OBJECTIVE FUNCTION
In this work, the main objective is to employ agents based
on DRL to maximize the secrecy capacity of the mmWave
and VLC links at the intended user while maintaining power
constraints for the overall system. The objective of the VLC
link will be achieved by optimizing the beamforming weights
of the VLC link and the mirror angles of the IRS sheet and
the individual mirrors. For the mmWave link, optimization
will be done for the beamforming weights and phase shifts
of the antenna arrays.
The SC of the VLC link, taking into account the presence

of an eavesdropper whose position is known, can be
mathematically formulated as:

Csec
vlc (α,β, γ,wk) = 1

2
log

6A2∑K
k=1 wkh

vlc
Bob,k + 3πeσ 2

πeA2
∑K

k=1 wkh
vlc
Eve,k + 3πeσ 2

.

(20)

From the above equation, hvlcBob,k represents the IRS
channel gain of the connection link between Bob and the
kth fixture. Similarly, the value of hvlcEve,k describes the IRS
channel gain of the connection link between Eve and kth
fixture.
For the mmWave link, we model the SC of Bob, taking

into account the presence of an eavesdropper whose location
is known, as follows:

Csec
mmW(θ ,wv) = log2

(
1+ |wvf

mmw
i,v θizl,i|2

σ 2

)
(21)

By modifying the beamforming weight vectors, and the
mirror orientations or phase shifts, and weighting the total
power PT based on the selected system (i.e., VLC or
mmWave), the optimization problem for enhancing the SC
of both VLC and mmWave connections is given as follows:

max
α,β,γ,wk,θi,wv,Pvlc,Pmmw

Csec
vlc + Csec

mmW(α,β, γ,wk, θi,wv)

(22)

subject to (s.t.)

Plvlc + Plmmw ≤ PT (23)

− π

2
≤ αi,j ≤ π

2
, (24)

− π

2
≤ βi,j ≤ π

2
, (25)

− π

2
≤ γ ≤ π

2
, (26)

0 ≤ θi ≤ 2π, (27)

0 ≤ wv ≤ 1, (28)
V∑
v=1

wv = 1. (29)
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0 ≤ wk ≤ 1, (30)
K∑
k=1

wk = 1. (31)

Setting the decision variables Pvlc and Pmmw determines
the power allocation for VLC and mmWave. This aids in
directing the system to utilize the optimal technology that
maximizes the SC, either VLC or mmWave. The sum power
of VLC and mmWave links should be less than the total
power of the system (PT).
The yaw angle of the mirror is α, and the roll angle of

the mirror is β, whereas the whole mirror array sheet’s yaw
angle is γ . Limiting all mirror angles to a range of −π

2 to
π
2 is practical and intuitive for controlling the orientation of
reflective surfaces. It also ensures a consistent representation,
where negative angles correspond to reflections in one
direction and positive angles correspond to reflections in the
opposite direction.
Theta θi is the phase angle of the mmWave link, which

is considered to be between 0 and 2π . Restricting the phase
angle to a specific range eliminates redundancy and ensures
a concise representation of the phase shift. It is important
to recall that in this context, we only optimize the phases
of the mmWave IRS, where there is only a single receiver.
wk and wv are the beamforming weight vectors for VLC

and mmWave links, respectively. The constraints set both
weights between 0 and 1. The normalization equations
expressed in Eqs. (29) and (31) provide a standardized and
consistent approach to power control and distribution in both
the VLC system and the mmWave antenna arrays.
The optimization problem defined in (22) requires opti-

mizing all listed parameters while maintaining the constraint
listed in (31). This is a non-convex problem, and its
complexity will be examined in the next section. In addition,
the mobility of both users, Eve and Bob, puts the problem at
a higher level of complexity to be solved with conventional
methods. Consequently, we propose a novel solution based
on DDPG to address the optimization issue presented in (22)
within a proper timing frame. We will discuss the details of
this solution in the following section.

IV. DRL-BASED IRS-ASSISTED SECRECY CAPACITY
MAXIMIZATION
For the created hybrid mmWave/VLC network, this sec-
tion discusses the details of the DRL-based IRS-assisted SC
maximizing algorithm.
The DRL-based agent controls the beamforming weight

vector of the fixtures, the yaw angle of the mirror array sheet,
and the roll and yaw angles of each mirror for the VLC
connection. Meanwhile, for the mmWave link, the agent
controls the signal’s beamforming weight and the phase shift-
vector. In addition, the agent controls the power ratio, which
allocates a certain percentage of power to either the VLC
or mmWave link concerning the location of Eve and Bob.
The policy is set based on the locations of Bob and Eve,
and in this system, it is assumed to be known by the agent.

Algorithm 1 Training of DDPG-Based IRS-Assisted Hybrid
VLC and mmWave Network to Maximize SC
1: Initialization: Set t = 0 and initialize a replay buffer of

agents D.
2: Initialize random weights of actor-network θμ and critic

network θQ.
3: Initialize the target networks using actor and critic networks:

θμ′ ← θμ and θQ
′ ← θQ.

4: Initialize convergence flag isConverged ← False and
convergence threshold ε, tlim.

5: while not isConverged or t < tlim do
6: Observe state st (positions of Bob and Eve) and determine

an action (VLC beamforming vector, mmWave beamforming
vector, mirror array sheet yaw angle, mirrors’ yaw and roll
angles) for agent at = μ(st|θμ)+ nt

7: Execute all actions at.
8: Receive the reward rt, and observe next state st+1, store

transition (st, at, rt, st+1) in D.
9: Randomly sample mini-batch transitions from D: B =
{(si, ai, ri, si+1)}.

10: Compute the targets for actor and critic networks:
Q̃(si, ai|θQ) = ri + γLQ(si+1, μ(si|θμ′)|θQ′)

11: Update the θQ in the critic network by minimizing the loss:

L = 1
|B|
∑|B|

i=1

(
Q̃(si, ai|θQ′ )− Q(si, ai|θQ)

)2

12: Update the θμ in actor-network according to the sampled
policy gradient:
∇θμJ ≈ 1

|B|
∑|B|

i=1 ∇aQ(si, ai|θQ)∇θμμ(si|θμ)

13: Update the target networks:
θQ
′ ← τθQ + (1− τ)θQ

′

θμ′ ← τθμ + (1− τ)θμ′

14: Check for convergence (e.g., based on changes in θμ or
loss L):
isConverged← True if convergence criterion (e.g., |Lnew−
Lold| < ε) is satisfied

15: t← t + 1
16: end while

As a result, we can define the agent’s DRL state space (st)
as stated below.

st = [xB, xE]T , (32)

XB = [xB, yB, zB] is where Bob is located and XB =
[xB, yB, zB] represent the coordinates of the eavesdropper.
After learning, the agent’s actions for the VLC link consist of
the beamforming vector of the light fixtures, the yaw angle of
the mirror array sheet, and each mirror’s yaw and roll angles.
Meanwhile, for the mmWave, the actions consist of the
beamforming weights and phase shift angles. As discussed
earlier, the power ratio is another action to determine the
percentage of the power allocated for VLC and RF.
By using the Ornstein-Uhlenbeck (OU) process, the action

space is characterized as a policy function with associated
noise, and the equation is demonstrated below:

at = μ
(
st|θμ

)+ nt
=
[
aBFVLCt aγ

t aα
t aβ

t aBFMMW
t PR

]
, (33)

where μ represents the DRL agent’s policy function, and n
represents the noise of the correlated action based on the OU
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process. The parameters of the DRL agent, characterized by
neural network weights, are defined by θ [38]. Apart from
n, the OU process parameters given in Section V have an
impact on the DRL agent in terms of the trade-off between
exploration and exploitation.
The action vector of the VLC beamforming weights is

stated as aBFVLCt , with a vector length of K. aγ
t is a scalar

value representing the action of the mirror array sheet angle.
The actions representing the yaw angle of the mirror are
defined as aα

t . In contrast, the actions of the roll angles
are represented as vector aβ

t . The size of each vector is
(Nm×Nn), equivalent to the number of mirrors. On the other
hand, the mmWave beamforming weights action vector is
defined as aBFMMWt , and the power ratio action is symbolized
as PR.
For the proposed system, our objective function aims to

maximize the problem stated in (22), where the goal is to
achieve the optimal (highest) SC as in (20). The optimum
policy function can be used to accomplish this, given all
stated limitations, such as the system’s total power, the
beamforming weights of both links and the angles’ limits.
As a result, the reward function in this algorithm is defined
as the SC, which is represented as follows:

rt = Csec
t + Pt, (34)

where the penalty function, Pt, is introduced to ensure a
non-zero SC and is expressed as

Pt =
{

0, if Csec
t > 0

�, if Csec
t = 0,

(35)

where � represents the penalty value.

A. DDPG ALGORITHM
DDPG, a model-free, off-policy reinforcement learning algo-
rithm, is designed for environments with continuous action
spaces. It combines the benefits of deep neural networks
with the principles of deterministic policy gradients, enabling
efficient learning and robust performance. Unlike stochastic
policies, DDPG learns deterministic policies. This allows
for easier optimization and updates with gradient ascent. In
particular, we employ the actor-critic method, combining the
advantages of policy-based and value-based reinforcement
learning approaches. Figure 6 demonstrates the flowchart of
the DDPG algorithm.
Algorithm 1 illustrates the comprehensive algorithm based

on DDPG that is suggested to optimize the SC of an IRS-
assisted hybrid VLC/mmWave network.
At the start of training, we initialize an empty reply

buffer with a capacity of M to store transitions containing
state, action, reward, and next-state tuples. In Step 2, the
algorithm initializes the actor and critic networks with
corresponding random weights. The actor-network learns
the policy directly, mapping states to actions, whereas the
critic network evaluates the actions the actor suggests by
estimating the Q-value function. Step 3 generates the target

FIGURE 6. Overview flowchart of DDPG algorithm with actor-critic method.

networks using the actor and critic networks with the same
weights. The algorithm determines a convergence threshold
using a predefined threshold and sets the iteration limit as a
final initialization step.
During the training process, the algorithm’s steps 5

through 15 are repeated for each iteration t. In Step 6, the
policy function decides the action set once the environment
state (i.e., Bob and Eve’s locations) is seen. Action is
executed within the environment in Step 7, resulting in
reward and observation for the next state, which will be
stored in the transitions as stated in Step 8.
Step 9 involves a random sampling for a mini-batch

of transitions from the replay buffer. Using the Bellman
equation, the target values of the critic and actor networks
are computed in Step 10. Steps 11 update the critic network
by minimizing the loss function that quantifies the difference
between predicted and target Q-values. In this case, mean
squared error (MSE) loss is used.
Following that, in Step 12, the mini-batch assists in

updating the actor-network by utilizing the policy gradient
approach to maximize the expected return. The critic network
approximates the gradient using the sampled actions and
Q-values. In the last step, the target networks are updated
in Step 13 to guarantee stability. In steps 14 and 15, the
convergence criterion is checked, and the iteration (episode)
is increased by 1, respectively.

B. COMPLEXITY DISCUSSION
The DDPG agent utilizes a framework consisting of four
neural networks. The initial two networks include the actor
and critic components, respectively. These networks execute
actions based on the current state and provide feedback
outcomes about the performed action. The remaining com-
ponents consist of the target actor and target critic networks,
which are included to improve the agent’s stability during
the training process. Each network comprises four hidden
layers, with the number of hidden nodes in each layer
corresponding to the number of VLC IRS mirrors and the
number of mmWave IRS reflecting elements. The actor-
network is characterized by four inputs, which correspond
to the positions of Bob and Eve on the XY plane. The

VOLUME 5, 2024 3015



SAIFALDEEN et al.: DRL-BASED IRS-ASSISTED SECURE HYBRID VISIBLE LIGHT

TABLE 1. Simulation Parameters.

expression 4+ 4× Nm × Nn + 1 determines the output size
of the network, with Nm and Nn representing the number of
mirrors. This output contains many components, including
the VLC beamforming weight vector, mmWave beamforming
weight vector, mirror yaw angle, mirror roll angle, mirror
sheet yaw angle, phase shift, and power ratio. The numerical
findings section discusses the impact of varying the number
of mirrors on SC, power ratio, and average rate.

V. PERFORMANCE EVALUATION
This section presents a thorough performance evaluation of
the proposed DRL-based approach. We begin with a detailed
description of the experimental setup and proceed to an in-
depth analysis of the numerical results obtained.

A. EXPERIMENTAL SETUP
In this simulation, we examine an enclosed environment
characterized by a room measuring 10 meters by 10 meters.
In this context, we consider the presence of a mmWave
IRS sheet and a square-shaped VLC IRS mirror sheet, both
positioned 2 meters above the ground. The dimensions of
the mirror sheet are each half a meter in length and width,
while the number of IRS-assisted mmWave is varied in our
simulations. Specifically, we use 8, 16, 32, and 64.
Regarding the VLC connection, the origin (0, 0) is

established as the reference point corresponding to both the
center of the horizontally positioned mirror array sheet and
the center of the room. The strategic placement of four light
fixtures in the room’s corners enhances the implementation
of VLC IRS to maximize the capacity for maintaining
confidentiality. The vectors xs = [−1, 1,−1, 1] and ys =
[−1,−1, 1, 1] represent the location of the fixtures, and
each fixture is situated at a height of three meters from
the floor. On the other hand, the mmWave MISO antenna
sits at the central location of the room, marked by the
Cartesian coordinates x, y, z = [0, 0, 3]. As shown in Fig. 1,
the mmWave IRS reflecting sheet is placed on the right wall
of the room.
Table 1 presents the DDPG agent and the system’s

simulation parameters. Throughout the process of network

training, the computational resources utilized include an
i7-11800H Central Processing Unit (CPU), 32 gigabytes of
Random Access Memory (RAM), and an RTX 3080 Mobile
Graphics Processing Unit (GPU) with a thermal design
power of 130 watts.
During this DDPG simulation, we conducted 1000

episodes to train the system simulation, each consisting of
1000 iterations. The buffer size is assumed to be 1000000,
and the batch size is set to 10. We set the learning rate for
the actor-critic models at 0.0001 and 0.0002, respectively.
The target networks update at a rate of τ = 0.0001. The
discount factor used for future rewards is set to 0.25.
The action noise is classified as AWGN, characterized by

a variance of σ 2 = N0B and a mean of zero. The Gaussian
noise standard deviation has an exact value of 0.01.
Throughout the training phase, users exhibit unrestricted

movement inside the room, with their speed being randomly
dispersed between 1 and 2 m/s according to a uniform
distribution. Both users follow the random waypoint model,
as seen in Fig. 2, which is a commonly employed approach
for simulating mobility in indoor settings [36].

B. NUMERICAL RESULTS
We simulate the SC of the system in three different cases.
First, we demonstrate the use of only the VLC link; second,
we use only the mmWave link; and in the third case, we
integrate both links within the system. For all cases described
in this work, we execute the simulation for 1000 episodes,
and we consider the NLoS links only between transmitter
and receiver.
We first examine the system’s secrecy capacity when

deploying the VLC link only. In this scenario, the mmWave
connection is inactive, and the system’s communication
is solely carried out via the VLC connection. Fig. 7(a)
demonstrates the presence of fluctuations in the VLC link’s
rate. These fluctuations occur because the link is susceptible
to interruption by obstacles or bodies, resulting in message
delivery failures.
Furthermore, Fig. 7(b) illustrates the system’s SC

performance while only utilizing the mmWave link. In this
scenario, we disregard the VLC link, resulting in improved
and more consistent system performance. This is due to the
constant availability of the mmWave link, which ensures that
the system’s SC level is maintained with fewer breaches. The
eavesdropper exhibits a very low and constant rate compared
to Bob, as seen in Fig. 7(b). In addition, increasing the
number of mmWave IRS elements enhanced the secrecy rate
of Bob’s link within the system.
Fig. 11 illustrates the third scenario, which integrates both

connections, mmWave and VLC, to improve the proposed
system’s secrecy capacity. In this scenario, we investigate
the impact of setting the VLC IRS mirrors to a fixed value
of 49 (7 × 7 mirrors) while adjusting the mmWave IRS
element number from 8, 16, 32 to 64. Compared to VLC
and RF-only scenarios, we can improve the secrecy rate of
the hybrid system. Eve has a very low and fluctuating rate,
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FIGURE 7. Comparison of the system’s SC using log scale using (a) VLC link only,
(b) mmWave link only, and (c) VLC and mmWave links.

whereas Bob’s rate performance is improving as we increase
the number of reflective elements at the IRS.
To further evaluate the effectiveness of the hybrid system,

we simulated several parameters to study its performance
and confirm its efficacy. The figures below illustrate the
relationship between episodes, power ratio, number of IRS
elements, and SC. The same parameters previously specified
are applied for the subsequent simulations (49 VLC IRS
mirrors and varying mmWave IRS elements). We chose this
mirror arrangement about our previous work in [39], where
the results of this paper indicate that using an IRS sheet
with 49 mirrors is the optimal configuration for maximizing
the SC of the VLC network.

FIGURE 8. Power Ratio vs Episodes for Different mmWave IRS elements and 49 VLC
IRS mirrors.

FIGURE 9. Average Rates for Bob and Eve for Different mmWave IRS elements and
49 VLC IRS mirrors.

FIGURE 10. Summed Rate of Bob and Eve for Different mmWave IRS elements.

In Fig. 8, we examine the power ratio of the system.
The results indicate that employing 8 and 16 mmWave IRS
elements resulted in greater power allocation towards the
RF mmWave connection for data transmission. However, an
IRS with 32 and 64 elements will allocate a larger power
ratio for transmission to the VLC link. This is because
these configurations receive more mmWave signals, making
it advantageous to provide more power to VLC. Fig. 9
illustrates the average rates of Bob and Eve using both links,
VLC and mmWave. Empirical evidence demonstrates that
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FIGURE 11. Convergence of Rewards within Episodes for episodes (a) 100 to 103
Episodes, (b) 700 to 703 Episodes, and (c) 980 to 983 Episodes.

Bob surpasses Eve in both connections, thus guaranteeing
the effectiveness of the suggested approach in mitigating
eavesdropping attacks.
Fig. 10 illustrates the combined average rates of Eve and

Bob, achieved by employing various mirror configurations.
The results indicate a significant improvement in Bob’s
rate performance compared to Eve across all mmWave IRS

FIGURE 12. Rewards vs Episodes for Different mmWave IRS elements and 49 VLC
IRS mirrors.

configurations. This further confirms the successful execu-
tion of the algorithm in preventing unauthorized interception
attempts.
During the training process of the model, we record

the outcomes at predefined intervals of the iterations.
Figures 11(a), 11(b), and 11(c) display the convergence
charts of the rewards (secrecy capacity) for three thousand
iterations, specifically from iteration 100000 to 103000,
700000 to 703000, and 980000 to 983000, respectively.
Further iterations of model training enhance the convergence
of rewards, as demonstrated by the simulation results.
This could certainly be seen when specifically comparing
Figs. 11(a) and 11(c). Training with more iterations enhances
the learning process, improving actions and feedback and
leading to more consistent and improved rewards.
Figure 12 analyzes the average reward, which describes

the total secrecy capacity of the system. In this outcome,
we train the model for 1000 episodes; each episode consists
of 1000 iterations. We exclude the first 100 episodes of the
training time, as they are disregarded in the learning process.
Following that, the model achieves convergence of average
reward values for all mirror numbers.
The same figure also demonstrates how changing the

number of mmWave reflective elements affects the SC. As
shown in Fig. 12, increasing the number of mmWave IRS
elements from 8 to 64 provides greater control over the
direction of the signal, leading to an enhancement in the
system’s secrecy capacity.

VI. CONCLUSION
In this paper, we have introduced a new DRL approach to
optimize the SC in a hybrid VLC and mmWave system
with the assistance of the IRS. The DDPG-based agent
maintained control over the beamforming weights of the
light fixtures and mmWave access point, the angles of each
mirror, the orientations of the mirrors on the mirror array
sheet, and the phase shift of the mmWave IRS. Controlling
the listed parameters is critical to maximizing the hybrid
system’s SC. The simulation results demonstrate that the
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proposed method based on DDPG is effective in addressing
the obstacles and intricacies of the system. These issues
encompass the mobility of users, the high dimensionality
of parameters, and the overall complexity of the scenario.
During the simulation, we investigated the impact of varying
the number of reflective elements in the mmWave IRS sheet
on the total SC, power allocation, and average rate. The
experimental findings indicated that utilizing 64 elements
in the mmWave IRS sheet yielded an optimization of the
system’s performance with respect to SC, especially in the
mmWave link.
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