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ABSTRACT In this paper, we present a real-life, cost-effective implementation of physical layer security
(PLS) using friendly jamming (FJ) and the IEEE 802.11 technology. Our approach is based on a recent
development in software-defined networking (SDN) called spectrum programming, where a network
controller can execute an intelligent access point (AP) selection algorithm to connect the user station to
the AP that provides the most secrecy while exploiting idle APs as jammers. Considering a system with
two APs, our first contribution is a theoretical optimization of the power of FJ based on system power
parameters, as well as distances between the two APs and the user station and the eavesdropper station.
Our second contribution is demonstrating not only that PLS can be implemented with commercial-off-the-
shelf Wi-Fi devices, but also that our theoretical network-centric approach allows for a significant increase
of secrecy capacity and secrecy coverage by applying FJ. Our experiments show that the theoretical
optimization of the transmit power of the jamming AP is valid in practice, effectively maximizing the
throughput gap between the user and the eavesdropper. To our best knowledge, this is the first work linking
information-theoretic optimization of FJ in PLS to a real-world implementation, which is compatible with
Wi-Fi standards and devices.

INDEX TERMS Artificial noise, secrecy, physical-layer security, software-defined networking, pro-

grammable networks, friendly jamming, experimental.

. INTRODUCTION

N THE past two decades, we have become increas-

ingly reliant on a range of wireless communication
technologies. Via our smart devices, we almost constantly
interact with Wi-Fi or cellular networks and transmit our
financial or other sensitive data over wireless links on
a daily basis. However, due to the broadcast nature of
the wireless medium, our data is prone to eavesdropping
and manipulation. Currently, the information transmitted
over wireless links is mostly protected by encryption. Yet,
the computational capabilities of adversaries are rapidly
advancing, making encryption a less safe choice as time goes
by. There have been several cyber attacks against wireless
networks when attackers could eavesdrop or intercept a
wireless network [1], [2], [3].

In this context, physical layer security (PLS) is a promising
complementary measure of security for wireless communi-
cations. PLS utilizes the physical characteristics of wireless
channels in order to securely transmit information [4]. The
advantage of PLS is that it offers information-theoretic secu-
rity and therefore, has the potential to provide perfect secrecy
even if the eavesdroppers have unlimited computational
power.! However, until recently, implementing practical and
cost-effective PLS was a challenge [6]. While most of the
proposed PLS techniques in the literature are theoretical
and simulation-based, they also would require major signal

Hnformation-theoretic security, also known as perfect secrecy, refers
to a concept in information theory that provides a level of security
that is theoretically unbreakable even with adversaries having unlimited
computational capabilities [5].
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processing efforts that may not be compatible with current
wireless standards or their commercial deployments.

In [7], [8], a practical PLS system using off-the-shelf
equipment was shown to be realizable using a relatively new
network-layer control technique called spectrum program-
ming [9]. The system utilized the fact that often multiple
wireless access points (AP) are available to either serve
the legitimate station or produce a jamming signal and
thanks to spectrum programming, it is now possible to
execute AP selection algorithms in a way that is fast and
completely transparent to the connecting device, which we
refer to as intelligent AP selection. In [7], the legitimate
station is always connected to the least beneficial AP
to the eavesdropper, and in [10] the AP that maximizes
the secrecy capacity for the legitimate station is selected.
The secrecy capacity is the maximum information-theoretic
channel capacity that a legitimate station can achieve under
the condition of full secrecy while connected to a given
AP [4].

In [11], we utilized the opportunities offered by network-
enabled PLS using spectrum programming and introduced
a novel secrecy capacity optimization framework, which
combines intelligent AP selection as described in [10] with
the creation of a friendly jamming (FJ)? [12], [13] signal by
the not-selected AP. We considered a system with two APs,
as this is the simplest yet non-trivial setting that allows one to
obtain tractable theoretical conclusions and insights about the
optimization of FJ and AP selection. The simulation results
indicated that introducing an intelligently crafted FJ signal
significantly improved secrecy in the network beyond what
can be achieved with intelligent AP selection only. This was
the first time the concepts of network-controlled intelligent
AP selection of [9] and FJ were combined and supported by a
single robust theoretical framework. In [14], we investigated
our framework for a larger network with multiple APs, users
and eavesdroppers. We employed reinforcement learning to
optimize APs’ transmit power that can work as user traffic
source Or jammer.

In this paper, we extend [11] by evidencing the real-life
cost-effective applicability of the framework by experimental
evaluations, as well as more advanced simulations taking
into account small-scale path-loss effects. To the best of
our knowledge, the current paper is the first of its kind
to combine theory, simulations, and real-world experiments
using commercial Wi-Fi technology to show the efficacy
and robustness of PLS to eavesdropping via FJ in a wide
range of system parameters. Specifically, we demonstrate
that PLS can be achieved by using the IEEE 802.11 standard
for the data stream as well as for creating the jamming
signal. For that, we have extended the framework of [11]
by taking into account constraints imposed by the standard,
particularly regarding active interference management and

2FJ in this work refers to the scenario where a not-selected AP sends a
jamming signal to interfere with the eavesdropper’s reception at the same
time when another AP serves and transmits the message signal to the
legitimate station.
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the fact that FJ can only be created by generating vacuous
traffic. The proposed solution is cost-effective in the sense
that it uses existing commercial hardware and software for
Wi-Fi technology with little to no modification. Since Wi-Fi
products can be obtained relatively cheaply, the addition of
Wi-Fi APs that can solely serve as jammers does not impose
a great cost relative to the benefit they can provide in terms
of enhancing network security.

The remainder of this paper is organized as follows.
Section II provides a literature review on the subject.
Section III introduces a basic model of the network-
controlled Wi-Fi system, which is an extension of the
standard-agnostic model as described in [11]. In Section IV,
we discuss the proposed FJ approach and its associated
power optimization. The simulation environment and results
are presented in Section V. In Section VI, we present
the experimental test-bed and correlate the numerical and
experimental results. Finally, we summarize our findings and
draw conclusions in Section VIII.

Il. RELATED WORK

PLS techniques can be categorized into the following four
groups: channel coding, channel control, power control, and
artificial noise techniques. Channel coding introduces robust
coding schemes and randomization in the transmitted signal
to make it difficult for eavesdroppers to decode the inter-
cepted signal [15], [16]. Channel control manipulates the
radio channel parameters and monitors the channel to detect
the presence of eavesdroppers [17], [18]. Power control
techniques control transmission power and beams direction
using Multiple-In-Multiple-Out (MIMO) antennas [19] to
increase the secrecy capacity. Artificial noise techniques
degrade the quality of the channel at the eavesdropper. Such
techniques are particularly efficient in situations where the
eavesdropper is closer to the source than the legitimate
station. Early artificial noise contributions were based on the
assumption that the channel state information (CSI) at both
the legitimate station and eavesdropper is partially or not
known [20], [21], [22], [23].

Works presented in [13] and [12] fall into the artificial
noise category and propose to achieve PLS using two
APs, namely AP; and AP;. In this technique, when the
legitimate station is communicating with either AP, the
other AP generates a pre-determined signal transmitted
to the eavesdropper in order to jam its radio channel.
More recent artificial noise techniques include the use of
intelligent reflecting surfaces [24] or non-orthogonal multiple
access [25].

However, in addition to being limited to theoretical
models, these contributions focus on providing link-level
approaches to PLS, which has proven too difficult to
implement [6]. In this context, we have already proposed
in [10] and [7] a network-level PLS approach that is practical
to realize using the concept of spectrum programming [9].
Inspired by software-defined networking (SDN), in this con-
cept, a central controller offers an Application Programming
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FIGURE 1. Network-level PLS: the controller helps the legitimate station STA e, to
associate with the AP that can provide the best secrecy capacity in the presence of an
eavesdropper STA.. Besides, the controller can assign FJ transmitter role to the idle
AP with an appropriate jamming signal strength.

Interface (API) that allows to implement radio resources and
connections management to achieve PLS.

In this work, we extend [7], [10], [11] as follows. The
main novelty of our work compared to [7], [10] lies in
enhancing communication secrecy by combining intelligent
AP selection [7], [10] with network-controlled optimization
of the power of the FJ signal. Similar to [13] and [12],
we study a system with two APs, since it is a rich enough
model to exhibit the fundamental performance gains from FJ
power optimization. Furthermore, in this paper, we conduct
an experimental evaluation of our proposed theoretical FJ
power optimization in [11]. Notably, our proposed approach
is compatible with current hardware and software implemen-
tation of commercial Wi-Fi devices. This is demonstrated in
our extensive experimental evaluations with matching trends
with the developed theory and simulations in terms of secrecy
capacity improvement.

lll. SYSTEM MODEL

Referring to Figure 1, a legitimate station (denoted by
STA,,) aims to connect and receive information from a Wi-Fi
network consisting of two APs (denoted by AP; and AP»)
in the presence of an eavesdropper (denoted by STA,). We
note, however, that the concept can be generalized to other
wireless networks. A summary of the notations is presented
in Table 1.

PLS can be theoretically achieved when the Shannon
capacity of the legitimate channel is greater than the Shannon
capacity of the eavesdropping channel (under several condi-
tions as specified in [4]). In other words, a secrecy capacity
greater than zero can result in PLS, where the secrecy
capacity is defined as how much the legitimate channel
capacity exceeds the eavesdropping capacity. Without loss
of generality, we assume downstream traffic from one of the
Wi-Fi APs to the legitimate station. This models situations
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TABLE 1. Summary of notation and units.

AP, Either one of the APs (n is either 1 or 2)
STA . Legitimate station
STA. Eavesdropper station
w Channel bandwidth, Hz
fo Operating center frequency, Hz
C Speed of light, ~ 3 x 10% meter per second
Py, Transmit power of AP,,, Watt
P{:ax Maximum transmit power of AP,, Watt
dn,m Distance between STA,,, and AP,,, meter
dn,e Distance between STA. and AP,,, meter
@ Path loss exponent (typical values are:

«a = 2 for free space,

o = 2.7 ~ 3.5 for urban area,

a = 1.6 ~ 1.8 for indoor (line-of-sight))

Free-space received power from AP,, at reference
Po.n distance do: Po,n = Pt"(ﬁ)z, Watt
Distance-corrected power used in capacity formulas:

n Py, = Py,ndf, Watt.meter®
SINRy,m SINR at station STA,,, when connected to AP,
SINRy, e SINR at station STA. when connected to AP,,
Inm Interference experienced at STA,,, Watt
Ine Interference experienced at STA., Watt
N, Noise experienced by STA,,, Watt
Ne Noise experienced by STA., Watt
Cn,m Channel capacity between AP, and STA,,, bits/second
Ch,e Channel capacity between AP,, and STA., bits/second

where privileged information is offered only for consumption
by legitimate clients.

In this work, the AP selection mechanism suggested
in [10] is employed to assign the AP that can provide
the highest secrecy capacity to STA,, by exploiting the
principles of PLS. It is assumed that the location of the APs,
STA,,, and STA, are known. The latter is hard to achieve
when the eavesdropper is passive, but various proposals have
been made in the literature to overcome this problem (see,
e.g., [26]). In addition and in certain real-world situations,
the physical premises of legitimate users are secure (for
example in a secure building or an apartment unit). In these
situations, it is fair to assume that the eavesdropper cannot
be in a certain neighborhood of the user and one can use an
estimate for the closest possible location the eavesdropper
can get to the user. For simplicity of exposition, we will
model the channel between the APs and both stations using
a path loss model [27]. This model is rich enough to exhibit
performance gains from FJ power optimization.

Let us assume that AP, (n is either 1 or 2) is the
considered candidate for downlink data transmission. The
received power at STA,, and STA, from AP, is Pud,; ¢ and
Pnd, ¢, respectively. Therefore, the Shannon capacity of the
channel between AP, and the legitimate station STA,, is
given as

Com = Wlog(1 + SINR,,,,) = Wlo PR N TS
nm — g nm) = g ]n,m-f-Nm s
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where SINR, ,, is the signal-to-interference plus noise ratio
(SINR) at STA,,, from AP,,. Similarly, the Shannon capacity
of the channel between AP, and the eavesdropper STA, is

C = 1 (l SINR, ) = 1 1 e (2)
Wlo + Wlo + : s
n,e g n,e g 7 p N,

where all logs are in base 2 and, therefore, capacities are
measured in bits/s. The terms I, , and I, . measure the
interference experienced at STA,, and STA,, respectively, as
further elaborated in Section IV.

The legitimate station STA,, can securely communicate
with AP, if C, ,, > Cp,., which means the user experiences
a better channel than the eavesdropper and can achieve
secrecy capacity according to the PLS theory [4], [28]. The
AP selection mechanism in [10] connects STA,, to the AP
that provides the maximum secrecy capacity (i.e., maximum
Cnm — Cp,. value among AP choices n =1 or n = 2). The
secrecy capacity is maximized by finding the solution

3)

| = arg max (Cy;m— Che).

l gne{l,2}( n,m n,e)
Therefore, AP; is the selected AP for the transmission of
information to STA,,. The other AP AP;, j # i is referred
to as the “idle” AP.

IV. PROPOSED FRIENDLY JAMMING

In addition to employing the AP selection mechanism in
Section III, the not-selected AP; (or the idle AP) in (3) is
used to generate an optimal FJ signal. The aim for the idle
AP; is to reduce the SINR experienced at STA, as much
as possible, which will in turn reduce the channel capacity
of the eavesdropper (C, ) and, therefore, will improve the
secrecy capacity of STA,,. However, the FJ signal may also
affect the STA,, reception. Therefore in this section, we
aim to find an optimal FJ power that maximizes secrecy
capacity in addition to AP selection in (3). For ease of
exposition, we assume that STA, and STA,, have the same
noise powers, i.e., N = N,, = N,. We also assume that the
ambient interference (without FJ generation) is zero. This
will allow us to meaningfully evaluate the improvement due
to optimal FJ generation compared to a baseline system
(which is free from ambient/extra interference). Nonetheless,
the method presented below can be extended to cater to the
general case.

Given the above, the interference received by STA,, and
STA, from the FJ generating AP; is de;,ff and de;:‘,
respectively. Therefore, we specify (1) and (2) as functions
of P; and P;

—a
™im
Cim(Pi P}) = Wlog[ 1+ ——"" |, 4
t,m( i j) g( de;n(:_i_N) “4)
-«
™ie
Cio(Pi,Pj) =Wlog| 1+ ——— . 5
z,e( i ]) g( de[:-i-N) &)

The goal here is to find the optimal interference power
transmitted from APj, i.e., the optimal P;, to maximize the
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secrecy capacity of the downlink transmission from AP; to
STA,,. To that end, we fix the power for the main AP;, P;, and
find the optimal P; that maximizes C; ,,(P;, Pj) —C; . (P;, Pj).
In summary, to optimize secrecy in our system, we adopt a
two-step approach. Firstly, we employ (3) to select the user
and jammer APs. Subsequently, we determine the optimal
P; as follows

P]QPtimal = arg n})gx Cl-,m(Pi, Pj) - Ci,e(Pi, Pj),
J

st. 0 < Pj < min{P"™, Peepls

(6)
while PM#* = P;?ax( 4nfcb do)zdg. Furthermore, the IEEE
802.11 standard defines a clear channel assessment (CCA)
mechanism to indicate if the channel is not busy and
ready for the transmitter [29], [30]. Hence, if the optimized
jamming signal power is too high, it may stop the other AP
that is associated with the user from transmitting payload
traffic data. The standard defines a threshold of —82dBm
~ 6.31 pW to detect Wi-Fi frames and also a threshold
of —62 dBm = 0.63 nW to detect any RF signal in the
channel. Our proposed FJ signal generation should clearly
avoid the above threshold. Let Pcca = 0.63 nW be the CCA
threshold to avoid, dj2 be the distance between AP; and
AP,, and P/CC A = P(;(;Ad‘l)‘2 be the distance-corrected term
for the CCA threshold used in capacity formulas. Overall,
min{P™*, P, } signifies the maximum (distance-corrected)
power allowed to be used for FJ generation, by taking into
account the maximum transmit power of AP; and the CCA
threshold.

After some algebraic manipulations, we obtain the detailed
equation for secrecy capacity as follows?

Cim(Pi. Pj) — Ci(Pi, P})
deﬁlm + Ndﬁmdﬁm + Pidﬁm
= Wlog o o go
Pid?, + Nd,d

i,m~j,m

Pjd?, + Nd d¢

e j.e

X . 7
de:-)fe-i—Nd‘.x d% +Pidﬁle> ™

i,e”je
To simplify, let us refer to the argument inside the logarith-
mic term as f(P;, P;). Therefore, C;,,(P;, Pj) — Ci.(P;, P})
can simply be expressed as

Cim(Pi, Pj) — Ci.e(Pi, Pj) = Wlog(f(P;, P))), ®)
where f(P;, P;) is given by
P?A+ PB+ P;PiC+PD+K
f(PiP) =~ o ©)

PA+ P;B+ P,P;E+ P;F +K’
and A,B,C,D, E, F and K are defined as follows:
A=d% dJd*

i,m“i,e’
_ o g go o ga go
B = Ndi,edj,edi,m + Ndi,mdj,mdi,e’
_ga g
C_dj,mdi,e’
_ o g o
D= Ndi,edj,edj,m’

3See [11] for more detailed derivations in this section.
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E= d:?fmd]‘?fe,
F= Ndﬁmdﬁmdﬁ‘e,
K = N*a},d},,d7 d7,. (10)
The partial derivative of f with respect to P; is
2
9 Pia+Pib+c
_f - J / (11)

OPj  PA+PjB+ PiPJE+PiF + K
where a, b and ¢ are defined as

a = 2P,AE 4+ P;AC — 2P;AC — P;AE,
b = 2P;AF — 2P;AD,
¢ = P;BF + P?FC + P;KC — P;BD — P?ED — P,KE.

This results in two quadratic solutions of % =0 by le,z_
J

Note that le,z may be negative or go above P™#*. Therefore,

we need to adjust the above two solutions, Q; ’2, according
to the physical system constraints:

P//.‘ = min{max{Q’?, 0}, min{Pmax, P&CA}}, k=1,2.
(12)

Hence, the optimal FJ power solution is the one among the
two candidates that gives the best secrecy capacity C; ,,—Ci ..
That 1is,

Optimal k
pOptimal _ Wi ( (P-,P)). 13
; arg max W log f(Pi, P; (13)

V. SIMULATION SETUP AND RESULTS

We simulated the proposed algorithm in MATLAB to
evaluate the performance. Specifically, the simulated network
is assumed to be a 2.4 GHz Wi-Fi network. Nonetheless,
the concept can be generalized to other wireless networks.
Four Wi-Fi configurations are set up: a) a normal Wi-Fi
configuration where STA,, is associated with the near-
est AP, equivalently the highest SINR, regardless of the
eavesdropper’s location; b) the smart AP configuration
based on [10] where STA,, is associated to AP; that
provides the highest secrecy capacity according to (3); c) the
enhanced smart AP configuration where the idle AP AP;
generates FJ to increase the secrecy of communication
between STA,, and AP; according to (13); and d) the
enhanced smart and FJ where transmitters carry out CCA
and avoid transmitting if there is at least —62 dBm
interference.

An 80 x 80 map is considered in our simulation where the
positions are represented in meter. The two APs are located at
positions (25, 40) and (55, 40) and operate at fo = 2.4 GHz.
While the FJ optimization is done according to the distance-
based model in Section IV, the simulated channel is modeled
as a Rician channel with a Rician K-factor of 4 to model
channel fading in the presence of a Line-of-Sight signal [31].
We simulate 1e6 channel samples and show the mean ergodic
capacity as channel capacity. However, due to system-level
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constraints, AP selection cannot be performed too frequently.
Therefore, we use the mean ergodic capacity computed
using (3) to select the associated AP. The AP associated
with STA,, uses a fixed transmit power of P, = 50 milli
Watt. When the idle AP; is used to introduce FJ, we assume
Pglax = 50 milli Watt. The noise power at both STA,, and
STA, is N = N,, = N, = =70 dBm = 10710 Watt. A path
loss exponent of @« = 2 and a reference distance dy = 1
meter are assumed for the entire map. Next, we perform
a simulation in which STA,, is held in a fixed location at
(55, 15), and we vary the STA,’s locations, for the four
configurations a) to d) as described earlier in this section.
Subsequently, we calculate the eavesdropping capacity C;,,
the secrecy capacity C; ,—C; ., and the coverage ratio, which
is the ratio of the area with positive secrecy capacity to the
total area of the map. The results are visualized as a map
in Figure 2 and Figure 3.

Figure 2(a) is the case for normal Wi-Fi. It shows that
STA,, is always associated with AP; since it receives a
stronger signal from this AP no matter where eavesdropper
STA. is located. However, when STA. is located closer
to AP than STA,, there would be no secrecy capacity.
This area is shown with the white color. For this scenario,
Figure 3(a) illustrates the secrecy capacity map for eaves-
droppers and the dark blue area represents no secrecy. For
other locations of STA,, the secrecy capacity is greater than
0 (zero). Figure 2(b) and 3(b) then show the results for
the smart AP configuration where the user station STA,,
is associated with the AP that can provide higher secrecy
capacity [10]. In this case, the location of STA, matters
and it can be observed depending on the location of the
eavesdropper the stationary STA,, may be associated with
APy or AP;. This reduces the no-secrecy area by 40%
compared to normal Wi-Fi, which shows the effectiveness
of the algorithm in [10]. But there is still a large white area
in Figure 2(b) (or dark blue area in Figure 3(b)) where the
eavesdropper can capture the entire STA,, communication.
The results for our proposed FJ algorithm are shown in
Figure 2(c) and Figure 3(c). Now, secrecy capacity can
be achieved almost everywhere. STA,, is associated to the
same AP as in the smart AP configuration, but the FJ helps
to reduce the eavesdropper capability. Interestingly from
Figure 2(c) and 2(d), we can see that in certain locations
where there is an eavesdropper present, for instance at
(40,50), STA,, is associated with AP; instead of the closer
AP, i.e., AP,. In such a scenario, the eavesdropper is situated
closer to both APs than the legitimate user, but thanks to
jamming secrecy can be achieved.

Furthermore, Figure 3(d) illustrates implementing the
CCA mechanism and limiting the FJ to an upper threshold
to avoid jamming the associated AP’s transmitter (i.e., APy).

Figure 4 demonstrates the optimized FJ power for AP;
to enhance the secrecy capacity and coverage. Figure 4(b)
shows that the FJ power is capped to about 8 dBm to keep
the received jamming power below the CCA threshold of
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FIGURE 2. Association maps for different locations of STA,, STA,, is located at

position (55, 15) for 4 simulated configurations.

—62 dBm at the associated AP. In our simulations, given a
constant transmit power of 17 dBm for AP;, the optimized FJ
power of AP; is about 5-10 dBm for most potential locations
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FIGURE 3. Secrecy capacity for different locations of STA,, STA,, is located at
position (55, 15) for 4 simulated configurations.

of the eavesdropper. When the eavesdropper is situated at
the edge area of the map, it is possible to achieve optimal
secrecy without using any jamming.
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FIGURE 4. The optimized transmit power of the idle AP as FJ for different locations
of STA..

Next, for every configuration above, we calculated the
average secrecy capacity and the average eavesdropper’s
capacity for all possible locations of STA,. Let STA,, and
STA, be located at (xy,yn,) and (x,y), respectively. The
channel capacity of STA,, and STA, can then be represented
as C; m(x, y|Xm, ym) and C; o (x, y|xm, ym), respectively, where
x,y € {1,2,...,Z}, ie.,, we vary the location of STA, in
steps of 1 meter in horizontal or vertical directions. This
yields the average secrecy capacity

zZ Z
1
E(Csec,m) = 72 E E (Ci,m(x7y|xmaym)
x=1y=1

_Ci,e(xv)’|xmaym)), (14)
with Z = 80. Furthermore, the average eavesdropping

capacity is calculated as

zZ Z
1
E(Co) = —3 3 ) Ciiel®, ytm, ym). (15)

x=1y=1
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FIGURE 5. The average secrecy capacity for STA,, in bps/Hz, the average secrecy
coverage ratio, and the average eavesdropper’s capacity. The results are averaged
over 10,000 locations for STA,,,. The colors indicate the Wi-Fi configuration.

Figure 5(b) presents the average secrecy capacity for
STA,,, the average secrecy coverage ratio, and the average
eavesdropper’s capacity calculated using (14) and (15). The
results are obtained by averaging over 10,000 locations for
STA,,. The Wi-Fi configuration is specified by color. The
results indicate that the observations made from figure 3
can be generalized to other locations of STA,,. The results
also suggest that incorporating FJ significantly improves
the average secrecy capacity and reduces the average
eavesdropper’s capacity. Moreover and notably, it can be
observed that the region where no secrecy can be achieved
has reduced to a negligible area. Also, it can be observed
that implementing CCA and limiting FJ power accordingly
has only a little effect.

VI. EXPERIMENTAL SETUP

We experimentally evaluated our PLS-based FJ technique
with the aim of validating the simulation results shown in
Section V. We deployed an outdoor testbed consisting of
two off-the-shelf Wi-Fi routers (Netgear AC1750) acting as
APs and two HP laptops acting as STAs, with one laptop
acting as STA,, and the other as STA,. Both STAs are
also equipped with external ALFA wireless USB adapters
(AWUSO36NHA).

To make APs transmit FJ signals, we generate Wi-Fi traffic
on the channel adjacent to the legitimate traffic channel. Our
measurements indicate that the transmitted signal, with a 20
MHz bandwidth, is received on the adjacent channel with
a 1 to 2 dB of attenuation. This is consistent with findings
reported in the literature [32]. For the sake of simplicity, we
used a receiver as the destination for jamming traffic in our
experiment. Moreover, it is also possible to propagate Wi-Fi
jamming frames through the air without a receiver.

Both APs had their firmware replaced with OpenWRT
19.07 and can act as sources for data or jamming traffic. The
built-in wireless adapter on STA,, is utilized as the sink for
legitimate traffic, while an Android phone is used as the sink
for jamming traffic. We run Iperf3 to generate a downlink
UDP stream. Iperf packet size is set to 1400 Bytes and the
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FIGURE 6. Test-bed equipment and AP locations in UNSW, Canberra Campus.

bandwidth is set to 70 Mbps which maximizes throughput
in our setup. IEEE 802.11g [29] and 2.4GHz band are used
for this experiment.

The tests consisted of four scenarios at two different
locations: the Rugby Pitch and one of the car parks of the
University of New South Wales (UNSW), Canberra Campus
as shown in Figure 6. Figure 7 shows the exact location
of devices and all coordinates are expressed in meter. The
scenarios are very similar to the ones simulated in Section V.
While the distance between APs is 30 meter in scenarios
1 and 2, it is reduced to 20 meter in scenarios 3 and 4.
In all four scenarios, AP; is selected as serving AP for
legitimate station STA,, since it provides higher secrecy
capacity according to (3). The transmit power of AP; is
set to 15 dBm while the transmit power of AP, (jammer)
is set to different levels from O dBm to 25 dBm. For
each jamming power level, we repeat every test 5 times
where each test lasts for 5 seconds. While AP; is sending
the UDP stream to the STA,, on channel 3, ALFA cards
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on both the user and eavesdropper stations are used to
capture data on the same channel (i.e., channel 3) using
Wireshark. This would let us have a fair comparison of
the user and eavesdropper capability to capture all packets
including retransmitted frames.

For each test, we measured the number of legitimate traffic
data packets that were captured by both STA,, and STA..
We used the measurements to calculate the throughput at
each station and then calculated the difference in throughput
to determine the packet capture success rate at STA,. We
repeated each test five times and we then calculated the
average and standard deviation of these measurements. We
obtained system gain from the experiments, which includes
antenna gain and system loss at both transmitter and receiver
and adjusted the communication link parameters of the
simulation accordingly.

VIl. RESULTS

For every scenario 1-4, we present the results in Figure 8
to 11 in three different ways. The reason for that is that
secrecy capacity as calculated in the previous section is
difficult to measure in a real experiment: in real exper-
iments, received signal strengths can be measured quite
easily, but which part of that signal strength is noise (or
interference) and which part is genuine signal is difficult
to distinguish. Throughputs, however, are easy to capture.
Fortunately, we recently found that secrecy capacity and
the difference between the throughputs of the legitimate
user and eavesdropper are surprisingly well correlated [33].
Verifying the results of our simulation by our experimental
data has, therefore, merely become a matter of scaling. We
have done so in three different ways, and the figures show
that the experiments validate the model well, regardless of
which scaling method is chosen. Note that the jamming
technique in our experiments is discontinuous in time and
hence, differs from the assumed continuous jamming in
theory. Nevertheless, both theoretical secrecy capacity and
experimental throughput reach their maximum values with
the same level of FJ power.

Figure 8 to 11 (a), on the left-hand side, show the
average measured throughput at the legitimate user, at the
eavesdropper, and the difference between the two average
throughputs, for different jamming powers. The error bars
present the standard deviation of 5 independent tests. To
compare the experimental results with the simulation results,
we added the secrecy capacity obtained from the simulation
to the plots. We scaled the secrecy capacity to the difference
of the average throughputs using a Linear Weighted Least-
SQuare (WLSQ1) fitting routine which resulted in the bps/Hz
scale on the right-hand side y-axis in these plots. More
specifically, if we denote the left y-axis limit by L;y and
the right y-axis by Lgry, we scale the right-hand side y-axis
by Lgy = (Lry — v)/u, with v and p being the scaling
parameters. WLSQI1 brings about both y-axes having the
same origin at zero by setting v = 0 and finding u by
argming > 1, w|df; — uC:|%. t represents the index of
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FIGURE 7. Measurement scenarios. Eavesdropping station STA, is referred to as “eve” while user station STA, is “user”.
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scaled by WLSQ2. c) min-max normalization of the experimental throughput gap and simulation-based secrecy capacity.

jamming power points on the x-axis, and db; is the difference
between the average captured throughputs. w; is the inverse
of the standard deviation in the captured throughputs, and C;
is the secrecy capacity obtained from the simulation. This
scaling assumes complete proportionality between secrecy
capacity and the difference in average throughputs at all
times.

Figure 8 to 11 (b), in the center, show the difference
between the two average throughputs and the secrecy
capacity obtained from the simulation, but the latter now
scaled using a different WSLQ routine, namely the MATLAB
Iscov function, which we refer to in the plots as WSLQ2. We
scale the right-hand side y-axis by Lgry = (Lry —v)/un where
w and v are obtained by argmin,, , Y ,_; @;|d0; — uC; — V|2,
This routine provides a (for the eye) better fit than WSLQI,
but with both y-axes having different origins. It allows for
some level of disproportionality between secrecy capacity
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and the difference in average throughputs, which is still in
line with the findings in [33].

It is important to note that when increasing the jamming
power of AP,, the received power of jamming at the AP
will eventually approach the CCA threshold of —62 dBm.
Since the channel is non-deterministic and subject to random
fluctuations, each frame may be received with a different
SNR. Fortunately, Wireshark can record the signal strength
of each Wi-Fi frame for the selected hardware in this
experiment. So, we measured the received signal strength
at AP; for different levels of jamming power to obtain the
empirical cumulative distribution function (CDF). This is
visualized as a blue shading in Figure 8 to 11 (a) and (b).
Also, a vertical dashed line is plotted where the average
received signal strength of the jamming signal is greater
than or equal to the CCA threshold. We have not calculated
the secrecy capacity for jamming powers greater than (on
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FIGURE 11. Results for scenario 4. Where the user station and eavesdropper are equidistant from the AP;, a jamming power of less than 5 dBm allows the eavesdropper to
capture all user traffic. But, increasing the jamming power results in a better throughput gap and secrecy capacity, subject to the limitation of the CCA threshold. a) all
experimental and simulation results; the right-hand y-axis is scaled by WLSQ1. b) experimental throughput gap and simulation-based secrecy capacity; the right-hand y-axis is
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the right-hand side of) the CCA threshold because, in effect of jammer on the transmitter can be observed on
theory, AP stops transmitting when AP, keeps the channel the left side of the CCA line when the throughput drops
busy and a continuous jamming signal stronger than CCA  sharply.

threshold is received at AP;. Said otherwise, in that regime Figure 8 to 11 (a) show that, in most scenarios, increasing
our theory is not applicable. However, in the experiments, the jamming power affects both the user and eavesdropper
the jamming frames are not continuous signals and we and reduces the throughput on both stations. This is in line
show the throughput results for better understanding. The with the results of the simulations presented in Section V
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that show the optimal jamming power is typically around
0-5 dBm. Additionally, when the jamming power exceeds
the CCA threshold at the AP, AP; stops transmitting data
frames, resulting in a low difference between the user and
eavesdropper throughputs. This causes the graphs to fluctuate
or have relatively large error bars in the shaded area.

Figure 8 to 11 (c), on the right-hand side, show the Min-
Max normalization of the difference between the average
throughputs of the legitimate user and eavesdropper as well
as the secrecy capacity obtained from the simulations. This is
a visualization of the trend in both graphs and can show for
what FJ transmit power the maximum capacity or throughput
difference can be achieved.

In scenario 4, we placed the user and eavesdropper
stations at the same distance from AP;. This means the
eavesdropper has the same chance to successfully capture
legitimate traffic as the legitimate user, with the same
channel conditions in the absence of jamming. Thus, it
is observed in Figure 11 that, initially, for low jamming
power, the eavesdropper can capture nearly all packets that
are destined for the user station. Therefore, the optimal
jamming power is higher than that in the other scenarios.
Both simulated secrecy capacity and experimental throughput
show an optimum jamming power of about 10 dBm. Note
that a negligible negative throughput difference means that
the eavesdropper had a slightly better channel during the test.
The individual user or eavesdropper throughputs are always
positive.

VIll. CONCLUSION AND FUTURE WORK
In this paper, we showed how a coordinated PLS-aware
Wi-Fi network can significantly improve the secrecy of
the system and reduce the eavesdropping capability in the
coverage area, thanks to the optimized generation of FJ by an
idle AP (or an AP with multiple radios). Although we do not
directly measure the theoretical concept of secrecy capacity,
the system can create such a large difference between
throughput obtained by users versus potential eavesdroppers,
that relatively simple additional coding in the physical or
higher layers is able to achieve perfect security of the Wi-Fi
network in the physical layer. Furthermore, we showed that
commercial off-the-shelf APs can act as jammers in the
network to achieve secrecy without having to violate the
standard. This realizes a cost-effective solution as no standard
modification is required and existing devices in the market
are compatible with this framework. Finally, the paper shows
that the proposed jamming optimization is effective and
matches with experimental results even though a simple free-
space propagation model is used for theoretical derivations.
In order to obtain a tractable theoretical optimization
framework and demonstrate the proof of concept, a small
network of two APs, one user, and one eavesdropper was
studied in this paper. However, most networks in the real
world are much larger. While the theoretical approach is
conceptually extensible to larger networks, it is unclear
whether closed-form optimal solutions can be obtained.
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Therefore, a more complex optimization approach was
employed in our recent work [14] to find the best jamming
power and tune the APs’ transmit powers. Reference [14]
stops at the simulation level and large-scale experiments
to verify the results in real-world are left as future work.
Moreover, the novel idea of using Wi-Fi APs as jammers
can be improved further to create a more continuous
jamming stream over the air without necessarily having
a dedicated sink. The jamming setup used in this work
relied on normal Wi-Fi traffic to generate a jamming
signal. Nevertheless, this implementation is not perfect as it
cannot keep the channel constantly busy. Therefore, some
modifications to the software and hardware are necessary.
This is achievable by driver enhancement in the AP
operating system and more intelligent programming of the
spectrum by more advanced utilization of our wireless SDN
architecture.
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