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ABSTRACT With the commercialization of the fifth generation mobile networks, researchers are now
focusing on discovering the potential key techniques of the next generation mobile networks, which
are expected to provide more accurate perception, lower latency, and higher network capacity. As the
communication equipments increase exponentially, wireless transmission environment becomes more
complex, leveraging wireless security challenges more and more severe, such as computationally powerful
interception, intelligent malicious jamming, communication behavior monitoring. The physical layer
security (PLS) techniques have been widely explored as a complement to traditional encryption schemes
by exploiting the randomness characteristics of wireless channels to achieve the security from the physical
layer. Additionally, reconfigurable intelligent surface (RIS) is considered as a key enabling technology
for the six generation (6G) mobile networks, due to its ability to achieve the reconstruction of wireless
channel, which is also regarded as a good match with PLS techniques for improving communication
security. This paper presents a comprehensive review of the latest research on the integration of RIS
and PLS. First, we introduce the principles of PLS from the development of secure communications and
the basics of RIS based on the generalized Snell’s law. Then, we categorize RIS according to different
hardware architectures, of which the corresponding scenarios are also presented. Subsequently, we review
recent works on RIS-assisted PLS in different communication networks, and classify the security scenarios
in which RIS is integrated with various advanced communication technologies. Finally, we discuss the
potential future research directions and challenges of RIS-aided PLS communications.

INDEX TERMS Reconfigurable intelligent surfaces, physical layer security, secure communications, 6G.

I. INTRODUCTION
S THE fifth generation mobile network has perme-
ated into people to live aspect, supporting massive
communication demand, substantial research works are
devoted to promoting the development of the next generation
mobile networks. The 6G networks aim to provide higher
reliability, lower latency, higher data rates, and higher

positioning accuracy to meet the needs of future large-
scale Internet of Things (IoTs) applications [1], [2], [3].
In general, these applications pose higher requirements
for real-time data transmission, and therefore, require
more robust security mechanisms to protect users’ data
privacy. In this regard, 6G networks are facing more
severe challenges in the field of wireless security and
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requires more stringent measures to protect the information
privacy.

The TCP/IP model consists of the application layer,
transport layer, network layer, data link layer, and the
physical layer. Current security measures include the use
of key encryption, mainly ensuring communication security
in the layers above the physical layer. Nevertheless, there
are certain shortcomings of key encryption, like high
computational complexity and key management costs, which
lead to increased time and energy consumption. Another
issue is that the security provided by encryption is not
unbreakable. With the increasing computational capabilities
of computers, particularly with the advent of quantum
computers, the cost of cracking the encryption keys is
gradually decreasing. This trend poses a potential threat
for conventional password-based security mechanisms in
specific scenarios. In addition, encryption methods have
undergone considerable mature research, whereas there are
still many urgent problems to be solved in the search
of PLS.

Compared to the traditional encryption methods, PLS
provides the ability to achieve “perfect secrecy” without the
need for secret keys and codebooks. The core of PLS is to
utilize the inherent randomness of the channel to increase
the security of the system, which makes it more difficult
for eavesdroppers to decrypt the private signals [4], [5].
Typically, conventional encryption methods require that the
transmitter and receiver share a key in advance and use
the key to encrypt and decrypt the data. However, if the
key is leaked or cracked, the data would be exposed to
the eavesdroppers. In contrast, PLS does not require key
exchange to ensure the confidentiality of the system. For
example, in PLS system, even if the received SINR of the
eavesdropper is higher than that of the legitimate user, the
fading characteristics of the wireless channel ensure the
system’s information security is achievable. Therefore, PLS
is a good complement to traditional encryption methods.
In detail, PLS is able to provide additional protection
at the physical layer, reducing the likelihood that an
eavesdropper gains access to information. By introducing
interference or noise during transmission, PLS makes it dif-
ficult for unauthorized users to access the valid information.
Furthermore, PLS typically has low computational and
processing complexity. Last but not least, PLS has good
compatibility with existing wireless communication systems,
such as heterogeneous networks, visible light communication
(VLC) systems, non-orthogonal multiple access (NOMA)
networks, millimeter-wave networks, space-air-ground inte-
grated network [6], and so on. In other words, PLS does
not require large-scale modification or upgrading of existing
systems, which means that PLS can be easily applied to
a variety of communication scenarios and devices [7], [8],
[91, (101, [11], [12], [13], [14], [15], [16], [17], [18],
[19], [20], [21]. However, the PLS techniques also have
some shortcomings. According to the Maxwell equation,
when the eavesdropper and the legitimate user are far
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from each other, the boundary conditions exhibit significant
differences, resulting in a substantial distinction between
the two channels. However, when the eavesdropper and
the legitimate user are close to each other or in the same
direction, the two channels are strongly correlated. Currently,
the secrecy performance of the traditional PLS technique
is very limited [22]. As a result, RIS, which allows for
the reconfiguration of the electromagnetic environment, has
attracted attention. The deployment of RIS in secure com-
munication networks could reduce the channel correlation
between legitimate users and eavesdroppers. For exam-
ple, [23] considered the scenario where the strong channel
correlation between the legitimate user and the eavesdropper
where, a RIS was introduced to enhance the system’s
secrecy.

RIS is becoming increasingly popular as it can be used
for boosting the received signal power, increasing cell-
edge user rates, and green communication. RIS, which has
led to a significant breakthrough in information transmis-
sion. Intuitively, RIS utilizes programmable sub-wavelength
two-dimensional metamaterials to regulate electromagnetic
waves intelligently through digital coding to achieve con-
trollable amplitude, phase, polarization, and frequency of
the electromagnetic field [24]. In other words, RIS is able
to realize the adjustment of signal propagation direction,
signal enhancement, or interference suppression by actively
controlling the wireless propagation environment. In general,
RIS builds intelligent programmable wireless environments
and provides a new paradigm for wireless communication
and transmission [25]. Due to the utilization of physical
channel properties of PLS and dynamic reconfiguration of
wireless channel of RIS, RIS and PLS can operate as a
good match, complement each other and, in turn, will realize
tremendous gains in communications security. Thus, RIS has
been well exploited to various communication scenarios in
recent networks [26], [27], [28], [29], [30], [31], [32], [33],
[34], [35] to provide security guaranteeing ways with low
cost and power consumption, strong anti-jamming ability,
and ease of deployment [5], [23], [36], [37], [38], [39], [40],
[41], [42], [43], [44], [45], [46].

For instance, in [47], [48], [49], [50], the RIS-assisted
secure simultaneous wireless information and power transfer
(SWIPT) system, boosted the received signal quality for the
information user (IU), enhanced energy user (EU)’s energy
efficiency, and protected against information theft from the
EU. In addition, the use of RIS in cooperative networks can
provide higher SR, SC, and secure energy efficiency (SEE).
Thus, RIS is regarded as an effective way to support the
wireless security of various networks, such as unmanned
aerial vehicle (UAV) relay networks [38], [51], [52], [53],
[54], [55], [56], [57], [58], satellite communication networks
[59], [60], [61], NOMA networks [48], [55], [62], [63],
[64], [65], [66], [67], [68], [69], [70], [71], [72], [73],
[74], cognitive radio networks [48], [57], [75], and cell-free
networks [76], [77], which will be discussed in the main
text.
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Although there have been a number of surveys, introducing
the applications of RIS in various networks, which has not
considered the improvement of PLS with RIS [5], [78],
[79]1, [80], [81], [82], [83], [84]. In particular, Chen et al.
presented an overview of RIS applications for wireless
positioning in the 6G IoTs, summarized the recent advances
and the potential development directions in RIS-assisted
positioning [78]. In [79] and [80], recent developments in
the integration of RIS with NOMA schemes were presented.
After that, in [5], authors discussed the integration of
UAVs and RIS, such as UAVs carrying RIS, UAVs as base
stations (BSs), and wall-mounted RIS in indoor and outdoor
environments, to improve system performance. Besides,
authors in [81] presented an overview of the downlink
transmission performance as well as the energy efficiency of
RIS-assisted cell-free massive multiple-input multiple-output
(MIMO) networks. Authors in [82] provided an overview
of state-of-the-art RIS technology from the RIS reflection
and modulation perspective. Ahmed et al. reviewed the
applications, recent advances, and future research challenges
of simultaneously transmitting and reflecting RIS (STAR-
RIS) in wireless networks and discussed its potential
applications in 6G networks, such as wireless information
and energy transfer, VLC and robotic communication [83].
Furthermore, authors in [84] introduced the application of
machine learning methods to optimize the parameters of RIS,
such as improving the accuracy of channel estimation by
learning and modeling the received signal.

To the best of our knowledge, a detailed review of
the application of RIS in PLS has not yet been reported.
Additionally, some RIS aided communication networks
with security demand have not been discussed, such as
vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I)
communication networks. Besides, the existing surveys have
not made a detailed distinction in terms of the hardware
architectural aspects of RIS. Furthermore, there is a lack
of discussion on the future challenges of applying RIS to
PLS, for example, the deployment of RIS can lead to more
complex channel estimation and pilot overloading problems.
In light of the above, this paper overviews the use of RIS in
different secure wireless communication networks and their
integration with various advanced techniques.

This article is organized as follows. Section II is a descrip-
tion of the basics of RIS and PLS. Section III describes
the hardware architecture of RIS and the application of RIS
in different secure communication networks. In addition,
Section IV studies the integration of RIS with state-of-the-art
technologies. Finally, Section V investigates prospects for
RIS-based PLS systems. The primary topics of this review
are displayed in Fig. 1. The acronyms commonly used in
this article are shown in Table 1.

Il. FUNDAMENTAL OF RIS AND PLS

The core concept of PLS relies on Shannon’s information
theory, leveraging the dynamic physical properties of
the wireless transmission channel to accomplish “perfect
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FIGURE 1. Outline and roadmap of this survey.

secrecy” with low computational complexity [85]. Owing to
the diverse advantages of PLS, numerous theoretical studies
have been researched on various application scenarios of
PLS. Besides, to show the advantages of integrating RIS
with PLS, we will also introduce the operating principle of
RIS in conjunction with the generalized Snell’s law.

A. FUNDAMENTAL OF PLS

For the convenience of presentation, we denote Alice,
Bob, and Eve as the transmitter, legitimate receiver, and
eavesdropper, respectively. In 1949, Shannon developed a
theoretical framework for cryptographic systems, applying
concepts from information theory to address issues in
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TABLE 1. List of abbreviations.

Abbreviation | Definition Abbreviation | Definition
6G Six Generation MIMO Multiple-Input Multiple-Output
Al Artificial Intelligence MISO Multiple-Input Single-Output
AHB Alternating Hybrid Beamforming MS Mode-Splitting
AWGN Additive Complex White Gaussian Noise MM Majorization-Minimization
AN Artificial Noise NOMA Non-Orthogonal Multiple Access
AO Alternative Optimization PLS Physical Layer Security
AP Access Point QoS Quality of Service
ADC Analog-to-Digital Converter RIS Reconfigurable Intelligent Surface
BS Base Station RHI Residual Hardware Impairment
BER Bit Error Rate RC Reflection Coefficient
BD Backscatter Device RSMA Rate-Splitting Multiple Access
CSI Channel State Information SWIPT Simultaneous Wireless Information and Power Transfer
CSTN Cognitive Satellite-Terrestrial Network Secrecy Rate
CRN Cognitive Radio Network SNR Signal-to-Noise Ratio
CDMA Code Division Multiple Access SOP Secrecy Outage Probability
DAC Digital-to-Analog Converter SDO Secrecy Diversity Order
DDPG Deep Deterministic Policy Gradient SCG Secrecy Coding Gain
DNN Deep Neural Network STAR-RIS Simultaneously Transmitting and Reflecting RIS
DRL Deep Reinforcement Learning SCA Successive Convex Approximation
ES Energy Splitting SEE Secrecy Energy Efficiency
EU Energy User SIC Successive Interference Cancellation
FP Fractional Programming SDR Semi-Definite Relaxation
FDMA Frequency Division Multiple Access TDMA Time Division Multiple Access
U Information User Time-Switching
IoTs Internet of Things VLC Visible Light Communication
IWN Industrial Wireless Network V2v Vehicle-to-Vehicle
ISAC Integrated Sensing and Communication V2l Vehicle-to-Infrastructure
IRIS Illegal Reconfigurable Intelligent Surface WSSR Weighted Sum Secrecy Rate
MRC Maximal Ratio Combining

cryptography and secure communication. At the theoretical
level, Shannon delved into the mathematical structures and
properties of secure systems. He introduced the concept of
“perfect secrecy”, which was regarded as the foundation of
modern information security theory. “Perfect secrecy” refers
to the condition wherein, upon interception of a confidential
signal, the posterior probability of the information contained
in the intercepted signal equals the prior probability of that
information before interception, which can also be inter-
preted as the mutual information between the confidential
message W and the intercepted message Z" being zero for
the eavesdropper.

In 1975, Wyner exploited the difference between the main
channel and the wiretap channel to achieve “perfect secrecy”
at the physical layer, thus initiated the research into PLS
[86], where he first introduced the wiretap channel model by
defining the main channel as a discrete memoryless channel,
Eve obtained a degraded version of Bob’s signal through
eavesdropping on the main channel, as shown in Fig. 2.
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Consequently, a variety of security methods for the
physical layer have been developed. In MIMO systems, both
secure beamforming schemes and secure precoding schemes
can effectively exploit spatial degrees of freedom, thereby
inducing significant discrepancies in signal quality between
the legitimate node and eavesdropping node. Simultaneously,
artificial noise (AN) can be employed to confuse the
eavesdropping nodes, consequently diminishing the signal
reception quality for the eavesdropper. For instance, to
improve the PLS of the system, AN was utilized in
heterogeneous cellular networks to disrupt signal reception
by eavesdroppers [9]. Subsequently, to measure the safety
of communication networks, several crucial performance
metrics of PLS will be described below.

1) SECRECY RATE

The secrecy rate (SR) for confidential message can be
expressed as

Ry=HW)/n (D
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FIGURE 2. The wiretap channel of Wyner.

where W is the message sent by the transmitter, n is
the communication block length, and H(-) is the entropy
of the secret message. Equation (1) provides the definition of
the SR. Alternatively, it can be defined as the difference in
data rate between the legitimate user and the eavesdropper,
which refers to the number of secret bits transmitted per
second in a given channel. It can be represented as

Ry =[R, — Re]+ £ max(R, — R,, 0), ()

where R, denotes data rate between the transmitter and the
legitimate user. R, denotes data rate between the transmitter
and eavesdropper. There are many optimization problems
that use maximization of SR as a quantitative measure, for
example in [87], [88], [89], [90], [91]. In some multi-user
cellular or cell-free networks, the weighted sum secrecy
rate (WSSR) is commonly used as a performance metric to
express the total value of the secrecy rates of all users in
the system, which can be expressed as [92]

K
Ry = Z Nk [Ru,k - Re]+ 3
k=1

where n; > 0 (Vk € K) denotes the WSSR weight for the
kth user with Y5, i = 1.

2) SECRECY CAPACITY
The concept of secrecy capacity (SC) is closely related to
channel capacity. Channel capacity describes the maximum
information transmission rate of a system under ideal
conditions without eavesdroppers. SC gives the maximum
value of a practically achievable secure transmission rate,
taking eavesdroppers into account. Mathematically, it can be
expressed as

Cyec = sup R; (4)

P.<e

where P, is the bit error rate (BER) at the legitimate user,
which measures the reliability of information transmission in
the legitimate channel and the pre-defined threshold € > 0.
Accordingly, SC is the maximum secure transmission rate
at which the transmitter’s confidential message cannot be
intercepted by eavesdroppers, ensuring that the confidential
message can be received safely by the legitimate user.
Besides, an auxiliary variable U was introduced to describe
the SC in [93]. And the formulation could be represented as

Csec = max I(U,Y) - 1(U, Z) 5)
P(U,X)
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For a given channel, the SC can be found by searching
through all joint distributions P(U, X) that satisfy the
constraints necessary for the Markov chain U — X — (Y, Z)
to hold. In the commonly used Gaussian channel model, the
channel capacity is also expressed as

N Py P\\"
Cxec = (Cu - Ce) = <C(_2> - C<_2>> (6)
Oy O,

where C, denotes the capacity of the transmitter to legitimate
user link, C, denotes the capacity of the transmitter to
eavesdropper link, P, and P, represent the received signal
power at the user and the eavesdropper, respectively. auz
and 062 represent the noise power at the user and the
eavesdropper, respectively, and C(x) = log,(1+x). To ensure
a secure and reliable communication rate, it is necessary to
guarantee that 5—5 > 5—;, so that C, > C,. In addition, it is
interesting to notice that the optimization problem considered
in [94] introduces a weighted variable «, which can be
expressed as follows

n:bax C(Vus ¥e) = n}ﬁax{logz(l + vu) —alogo(1 +ve)} (7)

where ¢, denotes the phase of RIS’s nth reflective element,
y, and y, stand for the signal-to-noise ratio (SNR) of
the legitimate user and eavesdropper, respectively, and
0 <o < 1. Using the expression in (7), we can study
the effect of the channel state information (CSI) of the
eavesdropping channel on the user’s SR and find the optimal
value of «. It is worth noting that the SC introduced above
assumes a constant channel during codeword transmission,
i.e., slow fading conditions. To achieve a non-zero SR,
the primary channel must be superior to the eavesdropping
channel. However, wireless channel fading is a problem that
must be considered in many communication scenarios. The
channel coefficients may change rapidly in space, time, and
frequency dimensions when the communication signals are
being transmitted. The transmitter can achieve a positive SR
by utilizing the dimension in which the legitimate channel
outperform the eavesdropping channel, which is possible
even if the eavesdropping channel outperform the primary
channels on average. And the maximum achievable SR
is referred to as the ergodic SC. Last but not least, the
probability of strictly positive SC is defined as

Pspsc = Pr(Cyee > 0) (8)

which is used to express the probability that the SC is higher
than zero.

3) SECRECY OUTAGE PROBABILITY

Coding all channels to achieve the ergodic SC mentioned
above may be unsuitable for low-latency applications. In
delay-constrained scenarios where confidential information
is encoded in a single channel block, and the block is
long enough such that the codeword rate is lower than
the capacity of the eavesdropping channel, an eavesdropper
can potentially decode the confidential information with a
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very low BER. Researchers typically use the secrecy outage
probability (SOP) as a performance metric at this stage. SOP
refers to the likelihood that the target security rate cannot
be achieved within the channel block, which is defined as
the probability that the Cg,. is lower than the target SR R?
And it can be mathematically expressed as

Pou(R) = Pr(Coec < RY) ©)

This outage event (Cge = C, — Co < R?) occurs
when a legitimate user does not receive reliable confidential
information or has confidential information leaked to an
eavesdropper [95]. However, the above definition lacks rigour
in describing secrecy performance. Therefore, [96] proposed
a new definition of SOP, which was represented as

Pom(Rg, RQ) —1— Pr(Cu > RO

). Coec > RY)  (10)
where Rg denotes the target transmission rate between the
transmitter and the legitimate user. The probability of safe
and reliable transmission is 1 — Puu,(RB,R?). Clearly, the
security of the system cannot be guaranteed when outage
event (Csoe < Rg) occurs and the reliability of the system
cannot be achieved when event (C, < Rg) occurs. Beyond
that, an alternative SOP formulation was given in [97],
which could directly compute the probability that the system
achieved “perfect secrecy” without considering reliability.
The mathematical expression of alternative SOP can be

written as

Poys = P(C, > R, — Rs;|message transmission)

(1)

where R, £ R, — Ry denotes the eavesdropping data
rate. When a signal is transmitted over a channel, and
C, > Ry, then a legitimate user can correctly decode the
signal theoretically. Similarly, if C, > R,, an eavesdropper
could succeed in stealing the confidential information, i.e.,
a secrecy outage event occurs. Using this formulation to
evaluate system performance can describe security level
more accurately and facilitate better system design. By
properly designing the SR Ry and the transmission rate R, of
legitimate users, the SOP can be effectively reduced. Without
loss of generality, the authors of [63] derived an exact
expression of the SOP using a constant-rate coding strategy
in the case of statistical eavesdropping CSI and developed
an alternating hybrid beamforming (AHB) algorithm to min-
imize the maximum SOP among legitimate users. Numerical
results also demonstrated the security superiority of the
scheme. Besides, [75] investigated secrecy performance in
cognitive radio networks (CRNs) with eavesdroppers. The
study derived a closed-form solution for the SOP and verified
the accuracy of the results by using Monte Carlo simulations.
However, exact SOP calculations involve complex integral
and probability density functions, making it difficult to obtain
analytical expressions. Asymptotic SOP, on the other hand,
is obtained through approximations and simplifications that
can be computed and analyzed more easily. In most cases,
the asymptotic SOP is sufficiently accurate and provides
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a helpful estimation of system performance. Therefore,
asymptotic SOP is often used as a performance metric in
research. As an example, [98] addressed the analysis of
secrecy outage in a communication system assisted by RIS
employing discrete phase-shift control. In this study, the
authors refrained from deriving a closed-form expression
for the SOP. Instead, they deduced a tight upper bound for
SOP and conduct an asymptotic SOP analysis. The findings
characterized the relationship between SOP and the number
of antennas as well as the discrete phase selections. In a
practical scenario, all nodes may have residual hardware
impairments (RHIs). Considering this situation, a study
in [99] derived an analytical expression for the SOP of
a NOMA user on the Nakagami-m fading channel. The
study also obtained an asymptotic expression for the SOP.
Simulation results demonstrated that the asymptotic SOP fits
well with the theoretical SOP under high SNR conditions.

B. PRINCIPLE OF RIS

RIS is a planar structure with programmable electromagnetic
attributes due to metamaterial technologies. Metamaterials
are artificially created materials with special structures
and properties that allow precise control and manipulation
of electromagnetic waves. Besides, metamaterials usually
consist of tiny structural units whose diameters are much
smaller than the wavelength of electromagnetic waves.
Through meticulous engineering of the geometric configu-
ration, spatial arrangement, and material characteristics of
these constituent elements, metamaterials can attain precise
manipulation of the refraction, reflection, and transmission
of electromagnetic waves. Consequently, they manifest dis-
tinctive properties not inherent in natural materials, including
negative refraction, perfect lensing effects, and cloaking
capabilities [39].

The emergence of metasurface technology is intricately
linked to the introduction of the generalized Snell’s law,
which allows for the tailored design of interface phase
distributions to achieve highly customized control over
electromagnetic waves. By leveraging the generalized Snell’s
law, metasurfaces with specific functionalities, such as
focusing, polarization conversion, and absorption, can be
systematically engineered. The generalized Snell’s laws of
refraction and reflection can be expressed as follows:

sin(0y)n; — sin(@)n; = () %) N
sin(6,) — sin(¢;) = (2;’”) ( a¢ ) (12)

where the refractive indices of two media are denoted as n;
and n;. 6;, 6,, and 6; represent the angle of refraction, the
angle of reflection, and the angle of incidence. ¢ and ¢+ A¢
denote the phase-discontinuity points of the two paths at the
interface of the bimedium in the Equation (12). The variable
Ax denotes the distance between the intersecting points, and
A represents the wavelength of the electromagnetic wave
in vacuum. As shown in Figs. 3 and 4, we can predict
and design the reflection and refraction of electromagnetic
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FIGURE 3. Generalized Snell’s law (2D).

/électmn plane

Interface plane

FIGURE 4. Generalized Snell’s law (3D).

waves on a metasurface by varying the parameter [100]
Likewise, equation (12) shows that n;, n;, A are constants.
The value of 6; and 6, can be controlled to determine
the direction of the reflected and refracted waves by
adjusting %. RIS operates by adjusting the phase shift
matrix @, which controls the direction of refracted and
reflected signal, thereby reconfiguring the electromagnetic
environment. Building upon this theoretical foundation, we
can manipulate the phase shift matrix ® of RIS to control
the propagation direction of electromagnetic waves.

We establish a three-node communication model that
comprises a BS with an antenna, a user with an antenna,
and a RIS with L-reflecting elements, as illustrated in Fig. 5.
It is noted that the signal reflected by an individual RIS
element can be represented as the product of the incident
signal and the reflection coefficient (RC) of that particular
RIS unit. Accordingly, the received signal at the user can be
given by

y = (hpy +hy,Ohy)s +n (13)

where n represents additive complex white Gaussian noise
(AWGN) with zero mean and variance 82 received by the
user, s represents the signal transmitted by BS, A, denotes
the line-of-sight channel from the BS to the user, ® denotes
the RC matrix, h;,, ®hy, denotes the equivalent channel from
the BS to the user through the RIS. Since the RIS has
L reflection elements, the channel vector hy,, hy, € CE*L.
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FIGURE 5. The three-node communication model of RIS.
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Therefore, by designing the RC matrix of RIS to ensure
coherent superposition of the reflected signals at the user
end, the SNR at the user terminal is optimized, consequently
improving the system’s transmission rate.

C. RIS FORPLS
Information theory security and covert communications are
two of PLS’s most popular research directions. Information
theory security involves exploiting the random nature of
the wireless channel and using signal processing methods
to increase the difference in transmission rates between
legitimate users and eavesdroppers, thereby enhancing the
system security performance. Covert communication aims to
meet the user’s communication needs without being detected
by the warden [101], [102]. In this paper, We discuss PLS
mainly from an information-theoretic perspective.
However, PLS technology inevitably has some limitations.
As shown in Fig. 6, if the eavesdropper and the user are
nearby, their channel correlation is strong. At this time,
a high secure transmission rate cannot be achieved. Thus,
new techniques are required to overcome this challenge. The
field of PLS heavily utilizes a two-dimensional thin surface
composed of numerous low-cost passive components known
as RIS. Each component of RIS can independently alter the
amplitude and phase of the incident signal, allowing for the
reconfiguration of the electromagnetic environment. RIS is
able to enhance the channel differentiation between the user
and the eavesdropper, significantly improving system secu-
rity performance. For example, the authors in [23] deployed
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active RIS in communication scenarios under strong channel
correlation, which not only improved the overall security
performance of the system but also mitigated the double
fading effect caused by passive RIS. To further enhance the
user’s communication experience and restrain eavesdroppers
from stealing signals, the research [29] virtually divided the
reflective elements of RIS into two components, wherein one
was dedicated to enhancing the expected signal for legitimate
users, while the other was employed in conjunction with AN
to prevent unauthorized access. Simulation results validated
the significantly improved SC of the proposed RIS parti-
tioning method. Many previous research studies have been
conducted based on perfect CSI, but the generality and prac-
ticality of such models are not strong. In [103], a novel and
effective twin-deep deterministic policy gradient (DDPG)
deep reinforcement learning algorithm was proposed by
utilizing a DDPG framework, which considered the imperfect
CSI and CSI obsolescence problem due to the mobility of
UAVs, and the final simulation results proved that the overall
secrecy rate of the proposed scheme outperforms all the
benchmark schemes. Similarly, [104] derived an expression
for the SOP based on the statistical CSI of the eavesdropper
as a metric for PLS and achieved SOP minimization by
alternately optimizing the beamforming vectors and phase
shift matrices. High performance and security are paramount
in the production processes of industrial wireless network
(IWN) systems. Authors in [105] introduced RIS to aid
IWN in thwarting eavesdropping attacks, thereby enhancing
PLS. Moreover, satellite communication, as an essential
part of next-generation communication networks, has also
received a great deal of attention in terms of its security.
In [51], the multiple vehicular eavesdroppers was considered
in a RIS-assisted satellite UAV relay system, and the
eavesdroppers adopted a maximal ratio combining (MRC)
eavesdropping scheme to eavesdrop on legitimate users. In
addition, an approximate analysis of the SOP was carried out
by combining the secrecy diversity order (SDO) and secrecy
coding gain (SCG), and the theoretical analysis matched with
typical Monte Carlo results.

lll. APPLICATION OF RIS IN WIRELESS
COMMUNICATION

A. HARDWARE ARCHITECTURE

Classifying RIS into multiple categories facilitates a more
precise and effective selection tailored to diverse communi-
cation requirements and scenarios. Such categorization not
only aids in customized applications for optimizing system
performance but also enables a better balance between cost-
effectiveness and resource utilization. This subsection will
embark on a hardware architecture perspective, providing
a comprehensive overview of various characteristics and
performance comparisons of RIS.

1) PASSIVE RIS VS ACTIVE RIS

Passive RIS consists of electromagnetic metamaterials, arti-
ficially manufactured materials with unique structures and
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properties. These metamaterials allow for the precise control
and manipulation of electromagnetic waves and usually
consists of tiny structural units with diameters much smaller
than the wavelength of electromagnetic waves. By precisely
designing the shape, arrangement, and material parameters of
these structural units, metamaterials can achieve exceptional
control over the refraction, reflection, and transmission
of electromagnetic waves. Thus, it exhibits some unique
properties that are not available in natural materials, such as
negative refraction, perfect lens effect and invisibility [39].
Passive RIS exhibits greater environmental sustainability
compared to traditional communication relay systems, as it
solely leverages each reflective element to modify the input
signal without the use of power amplifiers. On top of that,
passive RIS is exclusively employed for signal reflection,
endowing it with the characteristics of full-duplex and full-
bandwidth transmission. Despite providing an additional
communication link, passive RIS exhibits limited capacity
gains due to the impact of double fading or multiplicative
fading effects.

To overcome the bottleneck associated with the passive
RIS, scholars have proposed the concept of active RIS as a
solution to address multiplicative fading effects. Regarding
the hardware structure, the passive RIS element only has
a phase-shift circuit, which does not consume direct-
current power. In contrast, the active RIS integrates an
amplifier circuit, which consumes additional power [106].
The difference in hardware structure between the two is
demonstrated in Fig. 7. Active RIS can amplify the strength
of the incident signal for each reflection element, thereby
enhancing the SNR at the receiver. Compared to the passive
RIS, active RIS incurs higher system power consumption
and a more intricate hardware structure attributed to the
integration of power amplification components. Despite the
drawbacks of active RIS, its application prospects remain
promising. In recent researches on RIS, more attention has
been directed towards active RIS. For instance, considering
the high correlation in the channel between legitimate users
and eavesdroppers, Sun et al. conducted a comparative
analysis of the security performance of systems employing
passive RIS versus active RIS [23]. Simulation results
demonstrated that deploying active RIS leads to a higher
SR. In recent years, integrated sensing and communication
(ISAC) systems have undergone extensive research and
development. However, these systems are also confronted
with inevitable challenges, such as spectrum congestion.
When radar and communication coexist in the same spec-
trum, the mutual interference between them can have a
detrimental impact on the system’s performance. In [107],
incorporating an active RIS in the multi-user multiple-input
single-output (MISO) ISAC system had not only mitigated
interference between radar and communication and expanded
the system’s coverage area. Besides, it also resulted in
an enhancement of the system’s average SR. Cognitive
satellite-terrestrial network (CSTN) is a spectrum-sharing
network capable of facilitating reliable communication in
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both densely populated and remote areas. However, CSTN
encounters challenges such as limited spectrum resources and
constraints on transmission power. To address this issue, a
PLS solution employing an active RIS was proposed in [108],
which achieved superior system performance compared to
scenarios without RIS or with passive RIS. Simultaneously,
to address the prominent drawback of single-faced passive
RIS, Guo et al. proposed a dual-faced active RIS, which
not only alleviated the multiplicative fading effects but also
achieved full-space operability [87].

2) REFLECTION RIS, REFRACTION RIS AND STAR-RIS

To adapt RIS to various wireless communication systems
and requirements, three operating modes of RIS have been
widely studied: refraction RIS, reflection RIS, and STAR-
RIS. The following section will compare and analyze the
performance of RIS in these three operating modes and
discuss the advantages and limitations of each.

The reflection RIS is the most extensively researched of
the three. Deploying reflection RIS at a reasonable location,
we can establish an additional line-of-sight link, which can
intelligently reconfigure the electromagnetic environment,
improve signal quality, increase system capacity, and save
energy consumption. Furthermore, the reflection RIS can
enlarge the channel difference between legitimate users

VOLUME 5, 2024

and eavesdroppers, thus improving the system’s security
performance. However, the reflection RIS can only function
when the BS and the user are located on the same side,
meaning that the reflection RIS’s working range angle is
limited to 180 degrees.

When the communication link between the BS and the
user is blocked, such as an outdoor to indoor communication
environment. In cases where high-frequency signals pene-
trate obstacles, their attenuation is significant. Under such
conditions, using reflection RIS alone cannot provide a good
communication environment.

In order to break through this limitation, the concept of
refraction RIS, has been proposed and gained much attention.
Taking the example of outdoor-to-indoor communication
scenarios in the millimeter-wave frequency band, signal
attenuation through walls is significant, and the use of
reflection RIS is insufficient to redirect signals around
obstacles. The active refraction RIS proposed in [109]
effectively addressed this issue, ensuring system performance
while simultaneously reducing the number of transmissive-
type elements. Before the concept of refraction RIS was
introduced, there was a lack of research addressing the
challenges in the blocked satellite communication scenario.
In [110], Lin et al. pioneered the application of refraction
RIS in a hybrid satellite-terrestrial relay network. The
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proposed alternative optimization (AO) scheme signifi-
cantly optimized the quality of service (QoS) for satellite
communication.

In practical communication scenarios, users are often
situated on both sides of the RIS. In such cases, the
sole utilization of reflection RIS or refraction RIS proves
insufficient. Consequently, researchers have introduced the
concept of STAR-RIS to address this limitation. The unique
characteristics inherent to STAR-RIS afford it a 360-degree
coverage range, providing additional degrees of freedom
compared to conventional RIS for reconfiguring the electro-
magnetic environment. STAR-RIS operates in three distinct
modes: mode-switching (MS), energy-splitting (ES), and
time-switching (TS). In the MS protocol, STAR-RIS is
categorized into transmission mode and reception mode. The
MS protocol can be regarded as a combination of standard
RISs that perform either reflection or transmission exclu-
sively. This protocol achieves its functionality through the
element-wise optimization of mode selection and phase shift
coefficients for both transmission and reflection. However,
MS mode utilizes only a subset of elements for transmission
and reflection, so it cannot achieve the same gain level as
ES. In the ES mode, all elements of STAR-RIS are assumed
to operate concurrently in transmission and reflection modes,
affording considerable design flexibility with adjustable
coefficients for each element. However, the multitude of
elements in this configuration results in increased costs. In
contrast to ES and MS, the TS mode involves the alternating
transition of all elements between transmission and reflection
modes. This approach simplifies coefficient adjustments,
as temporal intervals determine reflection and transmission
coefficients. Nevertheless, the high frequency of mode transi-
tions places stringent demands on hardware capabilities [83].
Due to the comprehensive spatial coverage capability of
STAR-RIS, there is a natural trend to integrate it with
NOMA technology, which inherently possesses the capability
to achieve large-scale connectivity. This integration aims
to enhance system security performance while facilitating
flexible deployment and improving QoS. It is shown in
[64], Pin Xu et al. employed the STAR-RIS to assist the
downlink NOMA system, optimizing power allocation and
phase adjustment coefficients to achieve the maximization
of the system’s SR.

Furthermore, Zhang et al. investigated a STAR-RIS-
assisted uplink NOMA system [63]. They proposed an
AHB algorithm and its extended version in two scenarios
where the eavesdropper’s CSI is known either completely
or statistically. These contributions were shown to enhance
the system’s security performance. It is noteworthy that
unless STAR-RIS operates exclusively in the transmission
mode or solely in the reflection mode, its transmission and
reflection phase shift coefficients are coupled. Furthermore,
the absolute difference between the two is either m/2 or
3 /2. The performance degradation caused by the coupled
phase shift model for both symmetric and asymmetric users
is analyzed in detail in [111].
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Furthermore, Fig. 7 illustrates the working principles of
reflection RIS, refraction RIS, and STAR-RIS. The focus
of this explanation is on the working principle of STAR-
RIS. According to [112], if we assume that s, is the mth
incident signal from STAR-RIS, then the reflected signal and
refracted signal are sR and sI:

R joR T joh
sR = \/BRePnsy, st = \/BlePns,

where ,3,5 e [0, 1], ,B,Z; € [0, 1] denote the real coefficients
and R+ BT < 1. And @R, ¢1 € [0, 27] represent the phase
shift coefficients of STAR-RIS, respectively.

(14)

3) SINGLE-LAYER RIS AND MULTI-LAYER RIS

Single-layer RIS has been extensively studied because of its
ability to reshape the electromagnetic environment. However,
the single-layer RIS has only one component layer, so it
can only adjust the phase but not the signal amplitude,
e.g., [113] and [114]. Motivated by this, researchers have
turned their attention to multi-layer RIS in the quest for
better system performance. Multi-layer RIS refers to the
stacking multiple RIS on top of each other. Moreover, each
layer of the multi-layer RIS can adjust the surface elements
independently. Thus, the multi-layer RIS can adjust the phase
of the incident signal and partially adjust the amplitude
of the incident signal. To our knowledge, multi-layer RIS
is usually used to support a transmitter or receiver and
is generally not employed as a relay. In particular, [115]
used a multi-layer RIS on the user side, which added
a new degree of freedom to the beamforming design.
In addition, in [116], the authors demonstrated a multi-
layer RIS-supported integrated terrestrial-aerial network to
defend against eavesdroppers with both eavesdropping and
jamming capabilities. Moreover, it is important to mention
that in [117], an active-passive cascaded multi-layer RIS
architecture is proposed, whose hardware architecture is
shown in Fig. 7, and the architecture’s performance is
analyzed to demonstrate the superiority of the framework.

4) SINGLE CONNECTED, FULLY CONNECTED AND
GROUP-CONNECTED RIS

Within the existing literature, the most extensively explored
application of RIS involves the utilization of a diagonal
phase-shift matrix in a singly connected impedance network
with N ports. In this configuration, each network port is
isolated from others, allowing adjustment solely of the phase
of the incident waves through its diagonal scattering matrix.
To enhance the received signal power, Shen et al. [118]
proposed a more efficient RIS architecture, namely, fully
connected and group-connected reconfigurable impedance
networks. In the fully connected reconfigurable impedance
network, each port is interconnected with others to improve
RIS performance. The phase shift matrix @ of the RIS in
this hardware architecture is a symmetric unitary matrix.
By adjusting the phase shift matrix @, the channel vector
hyry from the transmitter to the RIS and the channel vector
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TABLE 2. Characteristics of different types of communication networks and their approaches to security issues.

RIS-aided secuere networks characteristics References Main contributions
[26] Powerful eavesdroppers using two combining techniques for eavesdropping are considered.
Cognitive radio Spectrum utilization [75] Demonstrating the accuracy of the derived SOP through Monte Carlo simulation.
networks enhancement [119] Converting interference from secondary networks into green interference.
[120] Using multiple RIS to secure the CRN system.
. X [57] Gamma distributions are used to model RIS-assisted ground-to-air and air-to-ground links.
Internet of Real-time and efficient - — - - —
. . . . [67] The investigation examines the effect of RHI on system security performance.
Things interactive connectivity - —
[121] A proposal for an IoTs encryption scheme based on secret key generation is presented.
. o [51] The case of multiple users with MRC eavesdropping schemes is considered.
Satellite communication . - A N
rwork Wide coverage [108] Joint design of RIS RCs, AN, and beamforming at the BS.
networks
[122] Optimizing UAV trajectories using deep learning.
[52] Use DRL to make real-time decisions.
UAV network High flexibility and [55] The BS uses DNN to make adaptive parameter adjustments based on environmental changes.
networks
communication range extension [56] A fractional programming and relaxation method based on the AO algorithm is presented.
[58] Approximating the trajectory optimization sub-problem using an SCA algorithm
i . X [77] An active eavesdropper using a pilot spoofing attack is considered.
Cell-free massive MIMO networks Enhancing user fairness - - -
[123] The impact of DAV/ADC resolution on system performance was evaluated.
V2V and V2I communication High timeliness and [60] Using multiple RIS to act as passive relays at the top of the building.
networks low latency [61] Two scenarios where the RIS acts as a relay and a receiver are considered.

hygy from the RIS to the receiver can be aligned in the
same direction, similar to a maximum ratio combining.
RIS can alter the incident signal’s amplitude with a fully
connected architecture. However, as N increases, the number
of reconfigurable impedance components between different
ports also increases, resulting in a highly complex circuit
that is challenging to implement in engineering. To address
this issue, the concept of group-connected reconfigurable
impedance networks is proposed, dividing N ports into
m groups, where each group employs a fully connected
architecture. Hence, the phase shift matrix @ of the group
connected RIS is the block unitary matrix. This effectively
reduces the number of reconfigurable impedance components
and enables the adjustment of both the phase and magnitude
of incident waves. To better illustrate this architecture,
the single connected, fully connected, and group-connected
impedance architecture networks for 4-element RIS are
shown in Fig. 7. It can be inferred that a single-connected
RIS with N elements has N reconfigurable impedance
elements. In contrast, a fully connected RIS has N(N +
1)/2 reconfigurable impedance elements, and a group-
connected RIS with m groups has N(N/m+ 1)/2 impedance
components [118]. The system’s performance improves with
an increase in reconfigurable impedance components, but
this also leads to higher system complexity, so it is essential
to weigh up performance and complexity when designing
the system to choose the organizational structure of the
RIS. In summary, the introduction of fully connected and
group-connected non-diagonal RIS structures provides new
insights for the further development of RIS technology.
This innovation holds significant theoretical and practical
implications.

B. RIS-BASED SECURE NETWORKS

This subsection aims to explore the applications of RIS in
several crucial secure communication networks, encompass-
ing RIS-aided CRNs, RIS-aided IoTs, RIS-enhanced satellite
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communication networks, RIS-enhanced UAV networks,
RIS-assisted cell-free massive MIMO networks, as well as
RIS-assisted V2V and V2I communication networks. The
details are listed in Table 2. Note that typical scenarios of
these communication networks are shown in Fig. 8. Through
an in-depth investigation of the role and advantages of
RIS in each scenario, we aim to elucidate its significant
contributions to enhancing secrecy performance.

1) RIS-AIDED CRNS

Cognitive radio, as a crucial technology addressing spectrum
scarcity, fundamentally aims at achieving spectrum sharing.
In CRNs, users with authorized spectrum access are des-
ignated as primary users, while users possessing cognitive
capabilities are termed as secondary users. This entails
the cognitive BS selectively accessing the idle spectrum
within the working frequency bands of primary users,
ensuring the undisturbed communication service quality for
primary users. Through the adoption of dynamic spectrum
allocation, the coexistence of primary and cognitive networks
is facilitated, thereby enhancing overall spectrum efficiency.
However, the secondary network will inevitably cause
some interference to the primary network. Incorporating
RIS technology into CRNs can eliminate the interference
and improve the system security due to its reconfigurable
nature to the electromagnetic environment. For example,
the authors of [119] employed RIS to convert interference
from secondary networks to the primary network into factors
that were favorable to the system and utilized this green
interference to enhance the secure performance of the
primary user. The deployment of RIS in an underlay CRN
was considered in [75], and the correctness of the derived
exact SOPs was verified by using Monte Carlo methods.
Besides, multiple RIS-assisted millimeter-wave CRN was
considered in [120] to resist the effects of eavesdropping
and jamming. It is worth mentioning that authors in [26]
considered the case where an eavesdropper used the MRC
method and the selective combining method to enhance their
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interception of the primary user’s signals, proving that the
introduction of RIS improved the security of the system.
All of these studies demonstrate that implementing RIS can
significantly improve safety in CRNGs.

2) RIS-AIDED IOTS

IoT devices lack resources for local data processing, so
data is sent to cloud servers. But cloud servers are far
from IoT devices, causing latency issues. Edge computing
moves computing and storage resources closer to end
devices, reducing latency and improving data processing
speed [121]. IoT communication security is crucial for
efficient communication and coordination between devices,
edge nodes, and cloud servers. Naturally, researchers focus
on developing low-power and portable RIS technology to
ensure security without compromising system performance.
For instance, a scenario combining RIS-assisted NOMA
technology with IoTs was considered in [67], and the impact
of transceiver devices’ RHI characteristics on the system’s
security performance was taken into account. The main
factors affecting the SOP were described with simulation
results. In addition, UAV-RIS was used in [57] to help
the ToTs CRN communicate with multiple IoTs users, and
it was demonstrated through numerical results that as the
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number of RIS increases, the confidentiality performance of
the secondary network improves.

3) RIS-ENHANCED SATELLITE COMMUNICATION
NETWORKS

Satellite communication, as an emerging choice for the
future 6G communication system, is garnering considerable
attention in military and civilian domains due to its extensive
coverage and long-distance transmission. However, the QoS
in satellite communication is prone to decline due to the
deterioration of line-of-sight channel links, particularly in
urban environments. To address this challenge, BSs are
employed to relay and strengthen satellite signals, extending
communication coverage to both densely populated and
remote areas. In the intriguing study detailed in [108], the
authors devised a PLS scheme within the context of a CSTN.
In this scenario, satellites and BSs operate within the same
frequency band, while multiple eavesdroppers attempt signal
interception during the transmission process from BSs to
mobile users. To maximize the SC, the authors employed
active RIS and jointly designed BS beamforming, AN, and
RIS RCs. They introduced a novel AO algorithm, which
transformed each subproblem of the non-convex issue into a
convex one, and simulation results confirmed the superiority
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of the proposed scheme over the benchmark scheme. Further,
in [51], the authors employed RIS and UAV as relays in a
satellite communication network. They investigated the SOP
under the condition of multiple eavesdroppers employing
MRC eavesdropping schemes to intercept private signals,
considering the scenario of a whole SNR. Their analysis used
a combination of SDO and SCG to provide a comprehensive
assessment of SOP and validate the results. Optimizing
the trajectory of a UAV in a UAV-RIS-enhanced satellite
communication network is very challenging. In [122], a deep
learning method was used to optimize the trajectory of the
UAV, and a double cascade correlation network was proposed
to optimize the RC of the RIS. The results proved that the
SR of the proposed scheme was improved compared to other
benchmark schemes.

4) RIS-ENHANCED UAV NETWORKS

The application of UAV in communication networks demon-
strates a diverse range of prospects, including communication
relays, network expansion, mobile BSs, support for the
IoTs, emergency response, and rapid deployment. It provides
innovative solutions for various scenarios. Furthermore, the
synergistic integration of the high maneuverability of UAV
and the channel adaptability of RIS significantly enhances
system security and energy efficiency. In [58], UAVs
were employed to fly at a constant altitude, transmitting
confidential information to users, while RIS were deployed
on the facades of buildings to thwart eavesdroppers. The
authors initially derived a closed-form expression for phase
alignment to meet the specified phase shift. Under the
condition of fixed phase shift, the authors employed the suc-
cessive convex approximation (SCA) method to solve the
trajectory optimization sub-problem approximately. Finally,
this design was extended to a multi-user, multi-eavesdropper
system. Furthermore, [56] addressed the security commu-
nication concerns within a UAV MISO network aided by
RIS. By introducing fractional programming and relaxation
techniques, a method based on AO was proposed to enhance
the SR maximally. To analyze the security performance
of aerial RIS NOMA-Aided systems more effectively, [55]
introduced a deep neural network (DNN) approach. Through
the acquisition of system variables and computation of
security metrics, DNN enabled BSs to dynamically adapt
parameters in varying environments, ultimately enhancing
their ability to efficiently cater to the needs of mobile users.
Moreover, DNNs exceled not only in the precise prediction
of security performance metrics, including secure output
power and energy efficiency, but also presented heightened
computational efficiency in their execution. The study
of [52] presented the joint optimization of flight trajectories,
proactive UAV beamforming, and passive beamforming of
RIS, aimed at maximizing SEE under worst-case scenarios.
Real-time decision-making for each time slot was facilitated
through the application of deep reinforcement learning
(DRL). In the effort to decouple continuous optimization
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variables, they presented a twin-delayed deep deterministic
policy gradient for the purpose of maximizing the anticipated
cumulative reward intricately linked to the enhancement
of SEE. Simulation results indicated that, when contrasted
with conventional twin-deep deterministic policy gradient
DRL-based methodologies, this approach manifested more
notable impacts in the realms of confidentiality and energy
preservation.

5) RIS-ASSISTED CELL-FREE MASSIVE MIMO
NETWORKS

In many scenarios, traditional cellular communication
networks face numerous challenges, such as cell-edge effects,
spectrum resource sparsity, and system capacity limitations.
Researchers have proposed a cell-free massive MIMO com-
munication network to improve communication systems. The
network includes multiple access points (APs) spread across
an area, serving multiple users simultaneously to enhance
efficiency. These APs coordinate through a backhaul link to a
central processing unit, eliminating the need for mutual CSI
exchange and thereby reducing signaling overhead. In cell-
free massive MIMO systems, active eavesdroppers often pose
a significant threat, as they can intercept higher information
rates. The authors in [77] deliberated on the system security
in cell-free massive MIMO networks under the scenario
of active eavesdroppers conducting pilot spoofing attacks.
They proposed a downlink transmission scheme based on
RIS to jointly optimize the downlink power coefficient at
the APs and the phase shift of the RIS. Experimental
results showed the substantial potential of RIS in enhancing
the robustness of cell-free massive MIMO systems against
pilot spoofing attacks, with only a minimal number of
RIS panels requiring activation to prevent information
leakage. Similarly, [123] discussed secure communication
in a cell-free massive MIMO network attacked by active
eavesdroppers. This system was equipped with RIS, while
the APs were furnished with low-resolution analog-to-
digital/digital-to-analog converters (ADC/DAC). Through the
utilization of an additive quantization noise model to capture
the effects of coarse ADCs/DACs and employing a minimum
mean square error channel estimator, the authors estimated
the combined channel, which encompassed both the direct
and indirect channels, thereby reducing the computational
expenses associated with channel estimation. Furthermore,
they derived a closed-form expression for the achievable
ergodic SR which served as a tool to assess the influence
of the number of APs, the quantity of RISs, and the
resolution of ADCs/DACs on the system’s performance.
The integration of RIS into a cell-free massive MIMO
network can further elevate system security and mitigate
energy consumption. This strategic incorporation not only
addresses the challenges inherent in traditional cellular
networks but also aligns with the broader goal of opti-
mizing communication systems for increased efficiency and
reliability.
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TABLE 3. Characteristics and researches on the integration of RIS with different advanced technologies.

Techniques characteristics References Main contributions
[68] Two practical communication scenarios are studied.
Distributed RIS . X [126] The switching state of each RIS is jointly optimized with the phase shift of the RIS to maximize the SR.
X Wide coverage and high - " . n s - n
cooperation technology . [127] SR balancing for systems with multiple RISs supporting multiple users is investigated.
performance gain. - — — - n
[128] Deploy multiple RIS to defend against jamming and eavesdropping.
[63] Two eavesdropping channel scenarios in the STAR-RIS assisted uplink NOMA system are considered.
[64] Joint optimization of the power allocation factor and the ES factor of STAR-RIS to reduce the SOP of the NOMA system.
. . [125] The impact of transceiver RHI and imperfect SIC techniques on noma system security performance is considered.
Novel multiple access Spectrum efficiency — - - - — n
[130] Designing three types of network interference to prevent information leakage.
technology enhancement - - - - — -
[131] The security performance gain of active RIS with AN to the system is investigated.
[132] Deploying two RISs improves the security of the V2V NOMA system.
[134] STAR-RIS assisted downlink RSMA scenarios are considered.
[47] A dual time scale beamforming scheme is proposed.
SWIPT High energy efficiency [135] A heterogeneous network of RIS-assisted SWIPT is considered.
[136] A two-stage communication process in the presence of a passive eavesdropper is considered.
[107] Deploying active RIS against malicious UAV eavesdropping.
ISAC Alleviate spectrum congestion [137] Joint optimization of active beamforming, passive beamforming and AN to maximize SR.
[138] Optimization of radar receiver filters to increase the received SNR.
[139] Proposing a constrained concave convex procedure e-outage SR optimization algorithm.
X [140] Secure communications for RIS-assisted millimeter-wave symbiotic radios are investigated.
Backscatter energy conservation —
[141] Maximizing SNR for secondary users.
[142] The CSI error model in the presence of an eavesdropper in a symbiotic radio system is considered.
[55] Predicting accurate SOPs in a short period of time using a DNN framework.
Al High adaptability and efficiency [143] Use DRL to intelligently adjust beamforming strategies.
[144] Using DNN to enhance the effectiveness of RIS-assisted SWIPT systems.

6) RIS-ASSISTED V2V AND V2| COMMUNICATION
NETWORKS

The establishment of a secure and reliable V2V and V2I
communication network is pivotal for the future realization
of autonomous driving and intelligent vehicles. Traditional
encryption algorithms is proven to be unsuitable in V2V
and V2I communication networks due to the limited com-
putational capabilities of onboard systems and the high
mobility of vehicles. Moreover, if vehicles take longer to
process information, they may be unable to adapt to rapidly
changing traffic environments. Therefore, the integration of
PLS technology in vehicular systems is highly promising.
The high level of compatibility between PLS and RIS makes
RIS a natural fit for vehicle communication systems. The
deployment of RIS serves to enhance the expected signal
power for legitimate users while concurrently attenuating the
signal power for eavesdropping nodes, thereby elevating the
level of PLS. Specifically, [60] considered a V2I network
model where multiple RISs are deployed on building tops as
passive relays, with the presence of multiple eavesdroppers
near the destination. It introduced a keyless PLS scheme
utilizing RIS for beamforming. The study demonstrated that
as the number of reflection elements in RIS increases,
the achievable SC significantly improves while the SOP
markedly decreases. In addition, [61] presented both V2V
and V2I communication scenarios, each involving a passive
eavesdropper attempting to obtain information illegally.
The authors derived closed-form expressions for the SOP,
providing evidence that RIS can effectively enhance the
confidentiality of both V2V and V2I systems.

IV. INTEGRATION OF RIS WITH STATE-OF-THE-ART
TECHNOLOGIES

This section focuses on the integration of RIS technology
with several other novel technologies, including distributed
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RIS cooperation, new multiple access, SWIPT, ISAC,
backscatter technology, and artificial intelligence (AI). By
integrating these technologies, the communication secrecy
performance can be further enhanced to meet more complex
communication needs. We will discuss the integration of
these technologies in detail and analyze their applications and
advantages in communication systems to provide new ideas
and directions for the future development of communication
technologies. Table 3 summarizes relevant researches on
the integration of RIS with these advanced technologies.
Meanwhile, the principles and typical application scenarios
about these technologies are shown in Fig. 9.

A. DISTRIBUTED RIS COOPERATION TECHNOLOGY

Previous literature has primarily focused on the commu-
nication scenarios assisted by single RIS due to its low
complexity and ease of study [47], [94], [124], [125].
However, single RIS does not meet the performance
requirements of real-life complex communication scenarios.
Thus researchers have started to investigate distributed and
collaborative ways of working with multiple RISs to improve
the security of the system. Specifically, in [126], it was
pointed out that the coverage of a single RIS was insufficient
and could not reach the user’s QoS. Hence, the authors
investigated a multiple reflection RIS-assisted millimeter-
wave communication system with switches to optimize the
phase shift and switching state of the reflection RIS, and
demonstrated numerically that the SR of deploying multiple
RISs is significantly higher than that of the conventional
single RIS based on the proposed AO algorithm. Compared
to the single RIS, multiple RISs can provide more freedom
and the ability to work together by adjusting the transmission
direction of the signal to achieve flexible focusing of the
beams, thus enhancing the secrecy rate of the system.
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An optimal design of a collaborative beamforming-based
transmission strategy in a multi-user MISO interference
channel was considered in [127], and the experimental results
also demonstrated the superiority of using multiple RISs.
Distributed RISs can work together to resist interference
signals from interference sources. By adjusting the RIS
phase matrix, the impact of interference signals on legitimate
users can be attenuated, improving the anti-interference
capability of the communication system. It can also provide
redundant paths so that when some RISs are attacked or
fail, other RISs can continue to work, thus improving the
reliability and robustness of the system. Take the example
of intelligent transport systems, which will flourish in the
future. Intelligent transport systems will rely on connected
vehicle technologies to manage functions such as road
safety, traffic flow, information, and entertainment. However,
like conventional communication systems, vehicular com-
munication systems can be subject to misuse or attack,
which in turn threatens the entire transport system and the
safety of drivers and vehicles. In [128], the authors were
motivated in this background to create multiple transmission
links between the user and multiple BS antennas to protect
the communication network in the presence of single
eavesdropper and interferers using multiple reflection RISs.
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In addition, two cases with different pairs of communication
links over Nakagami-m fading channels were investigated
in [68] to derive an expression for the average SC and to
evaluate the impact of the relevant parameters of the system.

B. COMBINATION OF RIS AND NOVEL MULTIPLE
ACCESS TECHNOLOGY

Conventional orthogonal multiple access requires each user
to occupy a certain amount of spectrum resources exclusively
for communication. This leads to the waste of spectrum
resources and limits the system capacity. In future 6G
communication scenarios, the number of users will increase
significantly, and spectrum resources are far from enough.
The traditional Time Division Multiple Access (TDMA)
[129], Frequency Division Multiple Access (FDMA), and
Code Division Multiple Access (CDMA) technologies are
not able to meet people’s communication requirements
because it is challenging to use orthogonal resource alloca-
tion to serve the ever-expanding IoTs. The NOMA technique
has been proposed as a solution to break the constraints
of resource orthogonality allocation. It allows for multiple
users to be served on the same time-frequency resource and
achieve large-scale connectivity through the utilization of
superposition coding technology and successive interference
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cancellation (SIC) technology at the transmitter and the
receiver. Besides, NOMA has better user fairness and lower
latency compared to OMA. In summary, NOMA is a highly
promising multi-access technology.

However, NOMA technology also inevitably poses some
confidentiality threats; every user can use SIC technology
to decode other users’ messages, i.e., every user can be a
potential eavesdropper. To tackle this issue, [130] deployed
RIS in NOMA system to constructively design inter-user
interference at the legitimate receiver and destructively at
the eavesdrover to reduce the eavesdropping capability. To
improve the coverage and to increase the confidentiality
performance of the system, [64] investigated a STAR-RIS-
supported NOMA user communication operating under the
ES protocol, aiming at optimizing the power allocation
coefficients and the ES coefficients in order to reduce the
SOP of the system. Similarly, a study of a STAR-RIS-assisted
uplink NOMA transmission system was presented in [63].
The study considered two eavesdropping channel scenarios,
full CSI and statistical CSI of the eavesdropper. It has to
be mentioned that the study provides valuable guidance for
STAR-RIS deployment. The previous researches were stud-
ied under ideal hardware conditions. However, in practical
communication scenarios, imperfect hardware can produce
distortion noise, which can make the user’s communication
experience worse and reduce the overall performance of the
system. To deal with the degradation of the RIS-assisted
NOMA system’s performance caused by the RHI of the
transceiver, [125] analyzed the influence of the transceiver
RHI on the system. The study also developed a mathematical
formula for the power of the distortion noise resulting from
these impairments. The authors also considered the case that
the user’s SIC technique is imperfect, aiming to shape a
more robust system. The total SR was maximized under the
influence of distortion noise. As the optimization problem
was non-convex, the multi-dimensional quadratic transform
method, semi-definite relaxation (SDR) technique, and SCA
algorithm were employed to convert the original problem
into a convex one. Finally, an AO algorithm was utilized to
solve it. In addition, active RIS was introduced in [131] to
assist the NOMA system, and the superiority of the proposed
scheme was demonstrated. In [132], the authors presented a
dual RIS secure communication scenario in a V2V NOMA
system. One RIS was deployed near the transmitting vehicle,
and the other was deployed near the receiving vehicle. The
authors employed the Gauss-Laguerre quadrature to derive
ASC, SOP, and SEE. They used numerical results to verify
that incorporating a dual RIS into a refraction RIS will result
in a significant improvement in system safety.

On the other hand, Mao et al. introduced Rate-Splitting
Multiple Access (RSMA) in [133]. RSMA combines the
features of Spatial Division Multiple Access (SDMA), which
treats residual multi-user interference as noise, and the use of
the SIC technique in NOMA to eliminate interference from
other users. In other words, RSMA is a more general down-
link multi-antenna system access technology, and SDMA
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and NOMA are special cases of RSMA. After combining
the advantages of NOMA and SDMA, RSMA has higher
transmission rates, throughput, and lower computational
complexity. Similarly, the system security of RSMA has
also received the attention of researchers. For example,
the authors of [134] investigated the STAR-RIS assisted
downlink RSMA network, where the BS split the transmitted
message into two parts, a public part that all users can
decode and a private part that can only be decoded by
the respective users. Finally, a suboptimal two-step iterative
algorithm based on the sequential parametric convex approx-
imation method is proposed to maximize total SR of the
system.

C. INTEGRATION OF RIS AND SWIPT TECHNOLOGY

In recent years, the issue of energy conservation has become
critical as the growth in the number of users and the
expansion of network infrastructure, such as transmission
links, terminals, and BSs, has led to a significant increase
in power consumption. Therefore, the SWIPT transmission
technology has emerged to meet these pressing needs.
In SWIPT systems, the received signals can be used for
both energy harvesting and information decoding, making
full use of radio frequency (RF) signals. The bottleneck
is typically the wireless transmission efficiency of EUs
in SWIPT systems. As a result, the distance from EUs
to the BS is usually shorter than that from IUs to
the BS.

Consequently, security concerns in SWIPT systems are
significant. The signal strength received by EUs is greater
than that of IUs, making it easier for EUs to intercept
and eavesdrop on information signals. In [47], to ensure
system security, the authors investigated the RIS-assisted
SWIPT system scenario, which included an IU and multiple
EUs. Utilizing dual-timescale transmission, they aimed
to minimize system complexity and overheads, ultimately
optimizing the average worst-case SR for IUs, considering
energy harvesting constraints for EUs and power constraints
for BSs. Then, a stochastic SCA algorithm was proposed to
solve this optimization problem.

Furthermore, [135] considered a RIS-assisted SWIPT
system within a heterogeneous network framework. The
BS’s beamforming vector and the RIS’s phase shift matrix
were jointly optimized to minimize total power consumption
while satisfying safety and energy condition constraints.
In [136], a RIS-assisted SWIPT system was studied with a
passive eavesdropper located in the path from the BS to the
users intercepting one of them. To meet the confidentiality
requirements, the authors divided the transmission into
two phases. In the first phase, the BS refrained from
transmitting the signal to the eavesdropped user. In the
second phase, it permitted other users to forward the signal
to the attacked user through the RIS. The authors then
solved the problem of maximizing the average SR using a
majorization-minimization (MM)-based AO framework.
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D. COMBINATION OF RIS AND ISAC TECHNOLOGY

The Internet of Everything has created an urgent need for
new solutions to address spectrum congestion. ISAC is a
solution that can allocate spectrum resources to improve
spectrum utilization. However, security issues arise when
ISAC focuses on radar tracking, making it challenging to
ensure system security if the target intends to eavesdrop.
Deploying RIS in an ISAC system can enhance over-
all system performance. Without loss of generality, the
deployment of RIS in ISAC systems to enhance PLS was
considered in [137]. Specifically, the authors performed a
joint optimization of the active beamforming vector and
RIS phase-shift matrices and introduced AN to maximize
SR. Furthermore, [138] researched the RIS-supported multi-
user MISO ISAC system to resist the detection of malicious
radar targets. The authors proposed a research scheme that
optimized the active transmit beamforming vector, passive
beamforming of RIS, and radar receive filter to improve
the SNR of the radar while satisfying communication
requirements, power constraints, and secure transmission
requirements. However, the use of passive RIS does not
provide a significant performance gain to the system due to
the presence of multiplicative fading effects.

Therefore, in [107], active RIS was incorporated to
maximize the achievable SR in a MISO ISAC system
in the presence of a malicious UAV for eavesdropping.
To solve this optimization problem, the authors divided it
into three sub-problems, and then formulated a closed-form
expression for the radar receive beamforming formation,
optimized the dual transmit beamformer, and designed
the phase shift matrix for the active RIS in three sub-
problems. They proposed an iterative optimization algorithm
based on fractional programming (FP) and MM to solve
these problems. Simulation results demonstrated that the
proposed active RIS-assisted ISAC system outperformed the
benchmark scheme.

E. INTEGRATION OF RIS AND BACKSCATTER
TECHNOLOGY

Backscatter technology reflects signals from a transmitter to
a receiver using a passive reflective device called backscatter
device (BD), significantly reducing energy consumption.
Secondary transmissions do not affect primary transmissions,
and the primary transmission enhances the performance of
the secondary transmission. However, we still need some
security measures to ensure the confidential performance
of the system. For instance, [139] considered backscatter-
assisted communication that apply NOMA techniques. The
paper solved the secure beamforming problem using a con-
strained concave-convex procedure e-outage SR optimization
algorithm. However, backscatter links in backscatter commu-
nication are subject to high path loss due to double fading.
The integration of RIS and the backscatter technique could
increase the SR and received SNR of the secondary user.
Specifically, a millimeter-wave backscatter communication
using an reflection RIS as a BD was investigated in [140],
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where the reflection RIS enhanced the security of the
BS for information transmission by adjusting the passive
beamforming. The SNR for secondary users was maximized
in [141] by jointly optimizing the active beamforming of
the primary transmitter, the amplitude RCs and phase-shift
matrix of the RIS. The performance gain that passive RIS can
bring to a system is ultimately limited because the double
fading effect also hampers passive RIS. In [142], an active
RIS was used to support the backscatter communication.
At the same time, the CSI error model in the presence of
an eavesdropper was considered for the first time. Robust
and secure transmission schemes were designed for the
bounded CSI error model and the statistical CSI error
model, respectively. The experimental results showed that the
scheme considering the statistical CSI error model is more
energy efficient than the scheme considering the bounded
CSIL

F. INTEGRATION OF RIS AND Al

In modern wireless systems, many factors affect the security,
and the complexity of the optimization problem is such that
it cannot be solved using traditional optimization methods
alone. Traditional methods for real-time channel estimation,
beamforming, and power allocation often suffer from high
overhead and inefficiency. In this way, the BS is unable to
obtain the eavesdropper’s instantaneous CSI. As a result,
the BS’s transmitting beamforming and the RIS’s passive
beamforming cannot be adjusted in time, which compromises
the system’s security performance.

Al has been utilized to enhance control of the signal
transmission environment to address the issues mentioned
above. Specifically, [143] considered a dynamic commu-
nication environment where the channel coefficients were
time-varying, using a DRL approach to jointly optimize the
beamforming matrix at the BS and the passive beamforming
matrix at the reflection RIS. The authors integrated the
SR and the user’s QoS requirements into the reinforce-
ment learning framework to create the reward function. A
central controller was responsible for monitoring changes
in the dynamic environment and using a Markov decision
process to adjust the beamforming strategy intelligently.
Furthermore, the authors suggested implementing a post-
decision state to monitor the channel’s dynamic changes.
They also recommended using prioritized experience replay
schemes to enhance learning efficiency. The results of the
simulation showed that the proposed deep learning approach
improved both SR and QoS satisfaction when compared to
the benchmark method.

Not coincidentally, to enhance security for mobile
users, [55] proposed a DNN approach to assist BS in
adjusting their parameters to protect against eavesdropping.
The authors also utilized a DNN framework to accurately
predict SOPs in a short amount of time. Simulation results
showed that the prediction curves of SOPs were consistent
with mathematical curves, demonstrating the validity of
the DNN model. Finally, the effectiveness of the DNN
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framework was also verified using mean square error
verification. In the past, when dealing with optimization
problems in RIS-assisted secure communication systems,
AO algorithms were commonly used to solve both convex
and non-convex problems. However, this approach required
a high number of iterations, resulting in significant time
and complexity costs. Furthermore, [144] investigated the
utilization of DNNs to enhance the efficiency of reflection
RIS-assisted SWIPT systems. A comparison showed that
the DNN-based method significantly reduced computational
time compared to the traditional approach.

V. FUTURE RESEARCH DIRECTIONS

A. HARDWARE LIMITATIONS

Most of existing literature focused on RIS with single-
connected architectures, i.e., the case where the scattering
matrix of the RIS is diagonal. However, although the
single-connected architecture is easy to implement, its
performance gain may be not insufficient. Moreover, the
diagonal structure of RIS is not universal, it is just a special
case. As far as we know, the fully connected and group-
connected RIS with a more flexible structure was only
studied in [118], [145], [146]. The beyond diagonal structure
of RIS was first proposed in [118]. After that, in [145], three
working modes of beyond-diagonal RIS were introduced,
and nine models of beyond-diagonal RIS were summarized.
The authors in [146] studied the discrete-valued group-
connected RIS, and analyzed its performance. Numerical
results demonstrated that the system performance of fully
connected and group-connected RIS were better than that
of single connected RIS. In the future system design, the
researcher should focus on the trade-off between system
performance and complexity for fully connected and group-
connected RIS, which can satisfy the users’ needs and make
the system more feasible.

B. PHASE-AMPLITUDE COUPLING OF RIS ELEMENTS

In practical RIS-based communication systems, the phase
of each element on the RIS is coupled to its amplitude.
However, many previous studies [58], [94], [147] assumed
that the RIS has a uniform linear array, i.e., its amplitude
response was the same for different phases of the elements,
which was an ideal phase-shifting model. These non-ideal
elements can lead to threats to the security of the physical
layer of the system. We believe that in the future, it is needed
to focus on the coupling relationship between the phase
and amplitude of RIS elements and precisely control the
amplitude and phase to improve the robustness and security
of the system. Al techniques should also be utilized to
adaptively adjust the phase and amplitude of RIS according
to changes in the dynamic communication environment.

C. CHANNEL ESTIMATION CHALLENGES FOR
CASCADED CHANNELS

RIS can not be only used to improve the QoS for users
of communications systems but also to improve the confi-
dentiality of the systems. However, RIS inevitably brings
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some new problems. The primary issue is estimation of the
cascade channel. It is widely acknowledged that the RIS is
composed of passive components, making direct estimation
of the cascaded channel’s CSI impossible from the RIS side.
Therefore, indirect estimation of the cascaded channel is
required through an active device located elsewhere.

Additionally, many channel coefficients need to be esti-
mated due to the large number of scattering elements in
the RIS. To address this issue, [148] suggested exploiting
the scaling property among multiple users. This involved
estimating the channel of a typical user first, followed by esti-
mating the scaling factor among the users, thereby reducing
system complexity and cost overhead. However, the accuracy
of this method was naturally low. Furthermore, [149]
proposed an algorithm consisting of three stages: sparse
matrix factorization, probabilistic ambiguity elimination, and
matrix completion to solve the cascaded channel estimation
problem. Additionally, [150] proposed a method for placing
active sensors in a passive array of RIS for cascaded channel
estimation. Although there have been many solutions to the
cascade channel estimation problem of RIS, these methods
are still in their early stages and require further development.
Researchers still have a lot of work to do when it comes to
estimating cascade channels in the future.

D. POWERFUL EAVESDROPPER

The use of RIS can enhance the PLS of communication
systems by intelligently reconfiguring the channel envi-
ronment. However, RIS can also be exploited by illegal
eavesdroppers, known as powerful eavesdroppers. On the one
hand, illegal RIS can allow eavesdroppers to remain unde-
tected while increasing the received SNR of eavesdroppers.
On the other hand, IRIS is able to interfere with legitimate
communication networks. The literature [91], [97], [151] has
studied the illegal deployment of IRIS and has shown that
it can cause significant damage to the system. In [97],
a performance analysis of a system in the presence of
IRIS was performed, and the numerical results showed that
IRIS can cause a greater performance loss than traditional
eavesdropping attacks. Both [91] and [151] proposed AN-
based schemes to defend against IRIS, which could only
partially mitigate the deterioration of security performance
caused by IRIS. In summary, there is still a lack of research
on illegal RIS. Designing more effective security policies to
protect the system from IRIS attacks is an important research
direction for the future.

VI. CONCLUSION

This paper presented a comprehensive review of the use
of RIS in PLS systems. First, we introduced the principles
of RIS and PLS, explaining how they can be integrated
to enhance the confidentiality performance of the system.
Then, we categorized RIS according to its different hardware
architectures and described the advantages, disadvantages,
and application scenarios of each type of RIS. In addition, we
introduced the application of RIS in several kinds of typical
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secure communication networks and the integration of RIS
with some state-of-the-art technologies. Finally, the need for
additional research on RIS-assisted secure communication
systems was highlighted, along with the suggestion of
promising research directions for the future. In general,
the majority of the PLS works in the literature considered
cooperative methods, which need additional power budget
to generate artificial noise or use a relay to make the
spectral efficiency halved. Thus, RIS indeed opens up
many interesting secure transmission problems for both
industry and academia, and offers the prospect of boosting
wireless communication security. Therefore, this survey
highlights various applications of RIS for improving PLS
in multifarious scenarios and presents novel combination of
RIS and PLS techniques in the literature. It is hoped that the
RIS in PLS field discussed here will inspire further treatment
from the research community and this survey can behave as
a contribution to this exciting area.
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