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ABSTRACT The rapid increase in mobile users, the IoT, and data-hungry applications have brought
forth unprecedented demand on the spectrum, which is scarce; on top of that, the existing static spectrum
allocation schemes have resulted in a heavily underutilized spectrum which can be mitigated with a
Dynamic Spectrum Access (DSA) scheme with unlicensed users gaining access to the idle spectrum bands
of licensed spectrum users opportunistically. Such a DSA and Dynamic Spectrum Management (DSM)
scheme would significantly increase spectral efficiency while facilitating new services and applications
beyond 5G (B5G) networks. Even with access to new spectrum bands like terahertz (THz) and Visible
light communication and enabling technologies such as Software Defined Networks (SDN) and Cognitive
Radio (CR), implementing a fully realized DSM requires rapid sensing, coordination, and management,
and sharing of idle spectrum bands in a fair manner while preserving the security and privacy aspects,
limiting interferences. With their decentralized, immutable nature, blockchains promise the execution of
spectrum access and sharing in a fully transparent, fair manner while preserving privacy and security.
Furthermore, blockchain-based Smart Contracts (SCs) allow automation of DSM, cryptocurrencies, and
tokens to facilitate the trading of spectrum and related resources. In addition to that, blockchains act
as an interface for integrating Al and Machine Learning (ML) techniques into DSM, which provides a
certain level of intelligence to the underlying architecture. Although several attempts have been carried
out to analyze the research gaps in DSM, a comprehensive analysis addressing the blockchains as the
primary solution to address DSM has not been carried out. In this survey, we address the potential of
a blockchain-based approach toward realizing a decentralized DSM while presenting future directives to
improve the use of blockchains for DSM.

INDEX TERMS 6G, Blockchain, Dynamic Spectrum Management, privacy, security, and Internet of Things

HE EVOLUTION of mobile generations has driven

an escalating demand for spectrum resources. In the
1G era, analog communication with voice-centric support
operated within a 40MHz bandwidth, despite limitations.
Transitioning to 2G, the adoption of digital modulation
in Global System for Mobile Communication (GSM),
using Time Division Multiple Access (TDMA), allowed
multiplexing up to 8 calls per channel in the 900 and

1800 MHz bands, with spectrum resources proving more
than sufficient. The shift to 2.5G, represented by General
Packet Radio Service (GPRS), saw increased data rates to
384 Kbps and the introduction of Internet access, marking
a shift to data-driven services.

Moving to 3G, a 2Mbps data rate and Internet access
supported multimedia applications, fostering exponential
mobile user growth. However, portions of the spectrum
remained underutilized, prompting the need for co-sharing
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FIGURE 1. Increase in Spectrum Demand with each Mobile Generation.

mechanisms. 4G introduced an all-IP-based system, offering
high-speed, high-quality, and high-capacity services. Despite
advancements, static spectrum management of these archi-
tectures, hindered the optimal utilization of spectrum.

5G addressed IoT demands and diverse applications
with a flexible architecture, utilizing sub-6-GHz spectrum,
millimeter waves, and unlicensed spectrum. Cloud-based
architecture and dynamic Radio Access Network (dyRAN)
supported new verticals and data-intensive applications.
5G achieved data rates up to 10 Gbps with low latency,
utilizing technologies like Massive MIMO and beamforming.
B5G aims for even higher data rates, up to 1 Tbps, and
promises five times the spectrum efficiency of 5G. Emerging
technologies like Al, FL, BC, and access to new spectrum
bands are expected to contribute to a dynamic spectrum-
sharing platform, optimizing utilization [1]. (Figure 1)

Spectrum sensing emerges as the optimal solution to
tackle the dual challenges of scarcity and underutilization
in spectrum bands. It effectively manages the escalating
data traffic and ensures the availability of essential spec-
trum resources for delivering broadband services. Despite
technological advancements, accessing entirely new spec-
trum bands demands in-depth research. Spectrum sharing
assumes a pivotal role in optimizing spectrum utilization
by granting access to additional bands during idle periods,
thereby efficiently utilizing resources originally designated
for predefined services. Moreover, the implementation of a
transparent spectrum sharing and allocation scheme becomes
imperative for fostering trust among all stakeholders involved
in the process [2].

Recognizing the spectrum as a finite and crucial resource,
its management must evolve to meet the escalating demands
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posed by growing applications. Traditional static spectrum
management, while essential, faces limitations in addressing
the dynamic nature of spectrum users, particularly SUs in
unlicensed spectrum bands. The rigidity of static archi-
tectures hampers their ability to support applications with
higher data rates and low latency requirements [3], [4].
The absence of dynamic spectrum allocation, utilization,
and management techniques poses a potential bottleneck
for future mobile network developments. Moreover, these
approaches encounter challenges in terms of security for
users’ data, imposing high infrastructure and maintenance
costs, and lacking effective incentive mechanisms. Security,
privacy, and trustworthiness issues often plague static spec-
trum management approaches, rendering them susceptible
to attacks [S]. Additionally, traditional centralized elec-
tromagnetic spectrum monitoring platforms grapple with
data redundancy issues across time, frequency, and space
dimensions, significantly complicating the monitoring pro-
cess [6]. In essence, the conventional static spectrum sharing
and management, relying on centralized databases, proves
inflexible, lacks scalability, and is vulnerable to a single point
of failure [7], [8]. Recognizing these challenges, there is a
pressing need to transition from static spectrum sharing to
dynamic approaches that can adapt to the evolving demands
of modern wireless communication, ensuring flexibility,
scalability, and enhanced resilience against potential failures.

Even though existing DSM platforms are far from being
optimum with automation, flexibility, transparency security,
and privacy, in general, they have some degree of adaptability
to the dynamic environment. Within these DSM approaches,
CR stands out as an early pioneer, introducing a degree
of control over the dynamic communication environment.
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In essence, CR possesses the ability to adjust its trans-
mitter parameters based on environmental feedback and
interactions, aiming to acquire the most optimal avail-
able spectrum [9]. The cognitive capability empowers
the radio to sense and capture information in dynamic
environments, while reconfigurability allows for parameter
adjustments, adapting the radio network accordingly. Despite
its flexibility, CR faces challenges in automation and is
susceptible to security issues. Alternatively, the Spectrum
Access System (SAS) presents a DSM framework tailored for
the Citizen Broadband Radio Service (CBRS). This system
allocates frequencies dynamically, managing interference
effectively [10]. However, it necessitates strict adherence
to regulations imposed by the Federal Communication
Commission (FCC), with spectrum allocation carried out
through SAS based on a priority scheme.

While DSM has long been proposed as a solution to spec-
trum scarcity and under-utilization, the realization of a DSM
system remains incomplete. A fully-fledged DSM platform
has the potential to provide DSA to Secondary Users (SUs)
without requiring a dedicated spectrum resource, ensuring
availability for Primary Users (PUs) when needed [11], [12].
The application of DSM can enhance spectrum allocation
and utilization efficiency, alleviate the burden on spectrum
management systems, and bolster security. Without a robust
DSM platform, spectrum transactions, including auctions,
could encounter issues such as rights violations for PUs,
data leaks, and unauthorized resource allocation by malicious
users [13]. While methods like wireless network virtualiza-
tion show promise in improving spectral efficiency, dynamic
spectrum acquisition schemes lacking energy considerations
pose sustainability challenges [14]. Efforts to advance toward
a comprehensive DSM platform are critical for addressing
these limitations and optimizing spectrum utilization.

Furthermore, the existing DSM suffers from several
formidable challenges that hinder its seamless operation.
Security and privacy concerns loom large in networks
utilizing DSA, as the presence of multiple unlicensed users
exacerbates the severity of threats. The cognitive capability
and reconfigurability inherent in DSM introduce additional
vulnerabilities to users in both primary and secondary
networks [15], [16]. Maintaining privacy becomes a sig-
nificant challenge, particularly in DSM approaches where
SUs transmit operational attributes to databases for spectrum
availability information, potentially exposing them to privacy
threats in untrustworthy systems [15]. Spectrum access coor-
dination and sharing present intricate challenges, demanding
effective schemes for fairness and dynamic Medium Access
Control (MAC) strategies to balance spectrum-aware sensing
and access control [17]. Reliable sensing data is elusive,
as most SUs must remain silent during sensing periods,
introducing interference and compromising the reliability
of spectrum-aware decisions [18]. Moreover, the lack of
methods for detecting and addressing spectrum violations
poses a significant obstacle, impacting both PUs and
SUs [19]. The existing spectrum marketplace is plagued
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TABLE 1. Summary of important acronyms.

’ Acronym Definition
BC Blockchain
CBRS Citizen Broadband Radio Service
CDMA Code Division Multiple Access
CRN Cognitive Radio Network
DAG Directed Acrylic Graphs
DLT Distributed Ledger Technologies
DRL Deep Reinforcement Learning
DSA DSA
DSM Dynamic Spectrum Management
DSS Dynamic Spectrum Sharing
EON Elastic Optical Network
FL Federated Learning
FCC Federal Communication Commission
IoT Internet of Things
L5GOs Local 5G Operators
LAG Local Aggregator
ML Machine Learning
MNO Mobile Network Operators
NFT Non Fungible Tokens
NFV Network Function Virtualization
NS Network Slicing
PLOs Primary Licensed Operators
PoA Proof of Authority
PoS Proof of Stake
PoT Proof of Trust
PUs Primary Users
RAN Radio Access Network
RL Reinforcement Learning
SAS Spectrum Access System
SC Smart Contract
SDN Software-defined Networks
SE Stackelberg Equilibrium
SLA Service Level Agreement
SSMs Secondary Spectrum Markets
SUs Secondary Users
SVM Support Vector Machine
UloT Ubiquitous Internet of Things
VM Virtual Machine
VNO Virtual Network Operators

by trust issues, with fraudulent activities stemming from a
centralized architecture and selfish trading parties, hindering
transparency and automation [20]. Additionally, the absence
of a direct mechanism for SUs to verify spectrum ownership
leads to conflicts and interference issues, posing challenges
to shared spectrum bands and degrading Quality of Service
(QoS) for exclusive spectrum users [19], [21].

The concept of blockchains emerged alongside the advent
of Bitcoin [22], gaining popularity due to its core attributes
of decentralization and immutability. Decentralization elim-
inates the need for trust in central authorities, distributing
data across the network to prevent single-point failures.
Immutability ensures that the distributed data remains
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unaltered and resistant to unauthorized modifications.
Additionally, all information within a blockchain is visible to
every node in the network through a consensus mechanism,
where agreement among nodes determines the blockchain’s
status. Other features include persistence, ensuring verified
data within the blockchain, auditability for tracing and veri-
fication, and robust security and privacy through asymmetric
cryptography.

The intrinsic features of blockchain position it as an
immutable distributed ledger, offering a promising solu-
tion to overcome limitations in existing DSM approaches.
Integrating blockchain into spectrum management yields
numerous advantages, including secure and distributed
handling of spectrum rights and enhanced transparency
for auditing processes. Blockchain-based services, such as
reputation management and smart contract automation, aug-
ment the system’s adaptability to dynamic scenarios, while
tokenization facilitates efficient sharing of spectrum and
infrastructure. The immutability and transparency, coupled
with innovations like Non-Fungible Tokens (NFTs), provide
an excellent means of authenticating ownership of spectrum
bands, fostering a more trustworthy and efficient spectrum
marketplace. Furthermore, the automation facilitated by
blockchains, coupled with its capacity to integrate Al and
ML techniques, lays the groundwork for a more intelligent
DSM scheme with a decentralized architecture.

A. MOTIVATION

DSM stands as the widely acknowledged solution to tackle
the scarcity and underutilization of spectrum resources.
Despite its conceptual existence for some time and the
recognized advantages it brings in terms of enhanced
spectrum efficiency and the enablement of novel services,
the progress in DSM has been hindered by inflexible
architectures that impede automation. Furthermore, existing
DSM implementations suffer from:

o Security and Privacy Issues: Networks with DSM face
unique security challenges, escalating in the presence
of multiple unlicensed users, Cognitive capability and
reconfigurability introduce additional threats to users
in both primary and secondary networks, Privacy
preservation is a major concern in DSM, where SUs
transmitting operational attributes to databases may face
threats to their privacy.

e Spectrum Access Coordination and Sharing Issues:
Effective spectrum-sharing schemes are crucial in CR
networks to ensure fairness when different SUs attempt
to access PUs’ spectrum simultaneously, Dynamic MAC
strategies are needed to balance time spent on spectrum-
aware sensing and access control, Sharing agreements
between primary and SUsin dynamic settings require
further research.

o Lack of Reliable Sensing Data: Reliable channel status
diagnosis during sensing periods is hindered as most
SUs must remain silent, causing low SNIR, Any
SU transmission during the sensing period introduces
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interference, resulting in unreliable sensing process
decisions.

o Lack of Spectrum Violation Detection Methods: Open
spectrum access makes unauthorized access inevitable,
requiring enforcement policies for fair and lawful
access, Spectrum patrolling and punitive approaches
aim to detect and prevent unauthorized behaviors,
rogue transmissions, and violations, Lack of reliable
monitoring and enforcement mechanisms challenges the
identification and address of spectrum violations.

o Lack of Trustworthy Spectrum Marketplace: Scarcity
of spectrum resources leads to fraudulent activities in
the existing spectrum trading marketplace, Centralized
architecture, and selfish trading parties contribute to
untrustworthiness, Lack of transparency in spectrum
transactions, and private information leakage during
auctions create challenges.

« No Direct Mechanism to Verify Spectrum Ownership:
Spectrum, considered exclusive property, undergoes
ownership transitions through a bidding process, Lack
of direct mechanisms for SUs to verify spectrum own-
ership leads to conflicts, interference, and degradation
of QoS for exclusive spectrum users.

Blockchain emerges as a promising solution to overcome
challenges and transition towards a more decentralized,
autonomous, and transparent DSM scheme infused with
intelligence. The distinct attributes of Blockchain, particu-
larly the implementation of SCs, empower the establishment
of intricate Service Level Agreements (SLAs) among
operators. Furthermore, the integration of tokens within
BC ensures a reliable and trustworthy environment for
spectrum trading. BC’s seamless compatibility with Artificial
Intelligence (AI) and related ML techniques opens avenues
for automating and enhancing the adaptability of DSM
frameworks. BC offers a means to address the limitations of
existing DSM approaches, improving coordination, collision
prevention, and transparency for fairer spectrum access.
It decentralizes decision-making through merged sensing
results, enabling distributed and secure mining, while tokens
act as incentives. BC facilitates the creation of a trustworthy
spectrum trading marketplace, characterized by decentral-
ization, automation, immutability, low maintenance costs,
enhanced security, and transparency. It eliminates reliance on
third parties, employs digital signatures for authentication,
and optimizes trading parameters. SCs automate spectrum-
related transactions, benefiting operators, subletters, and
users, thereby enhancing spectrum utilization rates. Despite
its potential, existing research gaps necessitate attention,
motivating this paper to conduct a comprehensive analysis of
Blockchain as the primary solution to DSM challenges. By
addressing these gaps, the survey aims to provide valuable
insights and outline future directions for DSM enhancement.

In Table 2, the existing BC-based solutions for addressing
various aspects of DSM are presented with each paper’s
key contribution and highlighting the relevance of each
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TABLE 2. Summary of related survey papers.

Ref. Dynamic Spectrum BC based DSM Solutions

Key Contribution

T | Sensing

Z | Access

T | Sharing

T | Management

Z | Technical Aspects

Z | Services

Z | Platforms

Z | Deployment Challenge

[24]

Recent spectrum sharing (SS) technologies relevant to 5G networks
along with SAS based DSA

-
T
-
-
Z
z
Z
z

[25]

Various aspects of DSA opportunistic spectrum, spectrum pooling,

spectrum underlay versus spectrum overlay has been considered

[8] IL

Provide an overview about the importance of moving to dynamic and
flexible spectrum management approaches

[26]

Provide an overview regarding DRL approaches proposed to address

emerging issues in communications including network access

[27]

Explores the application of BC for spectrum management in terms of
dynamic spectrum sharing applications and considers the benefits and

limitations of blockchain based solutions

[28]

The use of blockchains as a technology for SS, DSM has been
discussed, specifically the use of BC for the aspects of sensing,

auctioning, smart contract for the use of SLA has been considered

[29]

The study highlights the aspects of using decentralizing applications
with blockchain for 5G and B5G applications. The study’s main focus
is on utilizing Dapps for B5SG

[20]

The study considers the rapid integration of UAVs with existing
wireless technologies, specifically Spectrum Management for UAV

operation

[30]

An overview of DSA along with DSA techniques, network slicing and
its challenges and blockchain-based DSA has been considered

[31]

Various security and privacy attacks on SAS and possible countermea-

sures has been considered

[32]

A comprehensive study of blockchain and Al in wireless commu-
nications. The study discusses in depth the integration of Al into

blockchain and its application to DSM.

[33]

An overview of the standardization progress of spectrum sharing and
the application of blockchain in wireless communications, addressing

key issues and proposing potential solutions.

Ours

A comprehensive survey covering all the latest development
and aspects of dynamic spectrum sensing, access, sharing and
management along with blockchain-based technical aspects and
services, platform implementation aspects and highlighting the

challenges for DSM

Low Impact: consider BC-based approaches in this area briefly
Medium Impact: consider BC-based approaches in this area partially

paper towards a BC-based DSM. Spectrum sensing (SS)
and monitoring aspects of DSM have been discussed
under [19], but the study is limited in the sense that
its only focus has been to address the rapid integration
of UAVs with existing technologies related to SS and
monitoring aspects. Furthermore, BC-based solutions have
been considered viable solutions for spectrum management
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Non: consider only non BC-based Solutions in the area

High Impact: consider BC-based approaches in this area in high detail

for UAV environments. In terms of DSA, [29] provides an
overview of existing DSA approaches while highlighting the
importance of network slicing to facilitate the requirements
of DSA. In addition to that automation capability of SCs has
been explored. A considerable focus has also been placed
on Blockchain-based platforms with the added feature of
implementing SCs. On the other hand [30] main aim has
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been to address the SAS, specifically the security and privacy
vulnerabilities under such a system has been considered with
a discussion of possible countermeasures. The contribution
of BC to addressing security and privacy vulnerabilities has
been limited to acting as a secure database while enabling
policy enforcement in the secondary spectrum market. The
spectrum sharing aspect has been explored under [28]
with DApps (Decentralised applications built on Ethereum
based BC platform) to enable decentralized applications of
Dynamic Spectrum Sharing (DSS) using BC as the main
enabler for B5G. Blockchains’ contribution towards SC-
based automation, tokenization, and obtaining a flexible DSS
has been discussed. Finally, spectrum sharing and DSM have
been considered under [27] focusing more on using BC for
spectrum sensing, spectrum trading and auctioning, SLA,
and SCs. However, the study limits the number of BC-based
applications.

In terms of non-blockchain-based dynamic spectrum
aspects goes, [7] highlights the importance of moving
towards dynamic approaches for handling spectrum under-
utilization and management while [23] considers the recent
developments in terms of the field of the dynamic spectrum
towards 5G the focus of the survey has been to explore
the DSA and spectrum access systems. Various aspects
of DSA such as opportunistic spectrum, spectrum pooling,
and spectrum underlays and overlays have been considered
under [24]. In terms of novel approaches [25] discusses
how deep reinforcement learning approaches can be used
to address various aspects of communication networks for
facilitating DSA. Although there are several attempts to
address the current state of DSM, a comprehensive approach
addressing all the aspects of DSM has not been conducted.
Furthermore, no in-depth review has been conducted focus-
ing BC based approaches for DSM even though plenty of
research is conducted for addressing specific aspects of DSM
using BC as their primary solution.

B. OUR CONTRIBUTION
The main contributing factors of this paper are listed below:
o Discuss the current state of DSA and identify the
challenges and limitations: the lack of comprehensive
analysis might hinder the development and planning in
the field
o Identify BC as the primary solution to solve the
said issues and bring decentralization to DSM while
enhancing fairness and transparency
o Identify the potential research gaps in using BC for
facilitating DSM-related technical aspects
o Identify the potential research gaps in using BC-based
services for DSM
o Compare and contrast the most frequently used BC
platforms for DSM-related implementations and discuss
other possible approaches
o Identify BC deployment challenges for DSM
o Discuss the assimilated facts gathered during the
research and reflect on future research directions
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Moreover, the authors of previous surveys focus have been
on a specific aspect of DSM. In contrast, this is the very first
paper that covers a broader scope, covering all aspects of
DSM while prioritizing Blockchain-based solutions toward
addressing the requirements of futuristic networks.

C. OUTLINE

As shown in Figure 2, the rest of the paper is organized as
follows. The introduction section highlights the motivation
and the overall contribution of this paper, Section II presents
the DSA along with the key aspects and challenges for DSA,
and the role of blockchains in terms of technical aspects
of DSM is elaborated in Section III. Section IV presents
blockchain-based services for DSM. Section V Discuss some
of the major open research challenges in DSM and shows
how blockchains could be used to address those issues.
The use of blockchain platforms for DSM is presented
under Section VI. Blockchain development challenges have
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TABLE 3. Existing frequency assignment for legacy services.

Service Frequency

E-GSM-900 (Mobile) 880-915, 925-960 MHz

DCS (Mobile) 1710-1785, 1805-1880
MHz

FM radio (Broadcasting) 88-108 MHz

Standard C Band (Satellite Communication) | 5.850-6.425, 3.625-4.200
GHz

Non-directional radio beacon (Navigation) 190-1535 kHz

been addressed under Section VII, whereas Section VIII
discusses Lessons learned and future research directions.
Finally, Section IX concludes the paper.

II. DYNAMIC SPECTRUM ACCESS
The evolution of mobile communication networks brings
forth diverse technologies and operators, leading to con-
tinuous expansion in demands for capacity, connectivity,
coverage, and energy efficiency. However, the available
spectrum is finite and cannot be expanded, posing a challenge
to meet the growing needs. Higher frequency ranges beyond
6 GHz face increased attenuation and atmospheric absorp-
tion, limiting their usability with current mobile hardware.
Frequencies below 1 GHz are already allocated for various
functions, further restricting the available spectrum. This
scarcity acts as a significant impediment to the rapid growth
of wireless networks and users (Table 3). In addition to
scarcity, the existing spectrum usage is inherently inefficient,
with the rate of spectrum efficiency growth declining over
successive generations of mobile networks. Addressing this
challenge is crucial for breaking the trend of saturation and
ensuring continued improvement in spectrum efficiency [17].
Currently, regulatory bodies in various countries and
regions statically allocate spectrum, dividing it into smaller
blocks licensed to individual users or specific services.
Despite this, a significant portion of the licensed spectrum
remains idle, with studies indicating an idle range between
15 — 85% [33]. This static spectrum assignment results
in substantial underutilization of already scarce spectrum
resources. To address this, DSA is crucial, allowing unli-
censed users to opportunistically access licensed spectrum.
This dynamic access, often termed CR scheme, aims to
minimize interference and security issues for licensed users.
DSA involves rapid sensing, coordination, and cooperation,
with unlicensed users (SUs) identifying underutilized spec-
trum portions and adjusting their communications while
minimizing the impact on licensed users (PUs). The terms
DSA and CR are often used interchangeably in the literature.
CR functionalities have been standardized in various IEEE
protocols, such as IEEE 802.22 WRAN, IEEE 802.11af,
and IEEE 1900.x series [34], [35], [36], enabling DSA.
IEEE 802.22 WRAN focuses on the unlicensed use of
TV frequency bands to provide wireless broadband access
in rural areas without interfering with primary users.
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Secondary devices utilize GPS-aided geolocation databases
and spectrum sensing to identify available spectrum chunks
and dynamically switch to alternative blocks when PUsare
active. The IEEE 1900.x series encompasses multiple stan-
dards for DSA. IEEE 802.11af employs CR techniques
to identify white spaces through geolocation databases.
In LTE and 5G NR networks, Licensed Shared Access
(LSA) is introduced for mobile operators to control network
parameters and reduce harmful interference, requiring SUs
to obtain licenses [37]. 6G networks envision incorporating
CR functionalities for intelligence using game theory and
ML [38]. The FCC’s citizens’ broadband radio service
exemplifies practical DSA. Additional standards like IEEE
802.15.4m for Zigbee networks [39], and IEEE 802.19.1
for exploiting spectrum holes in TV service allocations and
ensuring coexistence between CR devices have also been
developed.

A. KEY BENEFITS OF DSA
The adoption of DSA has multiple benefits to all stakehold-
ers [17], [38].

o Improved Spectral Efficiency: DSA allows secondary
unlicensed networks to access licensed spectrum which
is either unutilized or underutilized. It has been shown
that the amount of time on average that a signal
is detected within a particular frequency band (duty
cycle) is as low as 10 — 40% [38]. Therefore, by
accessing this spectrum, other networks will be able
to conduct transmissions without requiring to lease
additional spectrum for themselves, which improves
spectral efficiency.

o Enabling New Services: One of the significant bot-
tlenecks and hindrances for establishing new services
is the difficulty of obtaining a new dedicated spec-
trum. The limited available spectrum is also extremely
expensive. As such, there is a significant barrier to the
establishment of newer services. However, with DSA,
new networks will be able to access the spectrum more
simply.

e Reduced Cost: For a new network, accessing licensed
spectrum opportunistically would be significantly
cheaper than licensing spectrum outright for itself.

o Economic Gain for Licensed Networks: For licensed
networks, DSA presents an opportunity to gain extra
income by essentially renting their spectrum bands for
a portion of the time when they are not used.

B. CLASSIFICATIONS ON DSA

DSA techniques can be classified based on different metrics
(Fig. 3). These include the network architecture, the spec-
trum sensing behavior, and the spectrum access method [23].

1) CLASSIFICATION BASED ON SYSTEM
ARCHITECTURE

DSA methods can be broadly classified based on the network
architecture, with two main types identified: centralized
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Access

Based on System Based on Sensing Based on Spectrum
Architecture Behavior Access Method

v v
« Centralized « Cooperative
« Distributed « Non-cooperative

FIGURE 3. Summary of DSA classification.

Classification on Dynamic Spectrum ]

v

« Underlay
« Overlay
« Interweave

networks and distributed networks [17]. In a centralized
network, a designated controlling entity, often the regulator,
manages network access. This entity, equipped with spectrum
sensing data from individual devices, oversees most cognitive
functionalities, including maintaining records of frequency
block usage, granting permission for SUsto access channels,
and enforcing penalties for unauthorized access [17]. Despite
the advantages of a centralized decision process, such
as optimizing network throughput, reducing interference,
ensuring fairness among devices, and prioritizing critical
devices, this approach comes with drawbacks. Centralization
introduces high overhead, necessitates additional network
infrastructure, and presents a single point of failure as
networks become denser and more congested [17].

Conversely, distributed networks lack a central controller,
with individual secondary devices holding all cognitive
capabilities and responsibilities [17]. This decentralized
approach, suitable for ad-hoc networks without base stations,
allows devices to respond in real-time to sudden changes
in spectrum activities without waiting for central directives.
However, decision optimality for the overall network may be
compromised, leading to suboptimal outcomes. Additionally,
the absence of a central device managing network access
raises concerns about security and the enforcement of
penalties for unauthorized access.

Early spectrum-sharing approaches were designed based
on distributed and centralized network architectures, each
with distinct characteristics and trade-offs [40]. Distributed
spectrum sharing involves local coordination among systems
on an equivalent basis, offering efficiency compared to cen-
tralized techniques that rely on a central unit for coordination
without direct interaction [40]. Centralized techniques, exem-
plified by the geo-location database method and spectrum
broker method, present challenges in terms of adaptability
to changing environments. Approaches such as the harmo-
nized SDN-enabled approach (HSA) in centralized spectrum
sharing aim to minimize incorrect decisions influenced by
inconsistent QoS [41]. Various studies explore optimization
strategies, including interference graph and game-theoretic
approaches for joint optimization of decentralized spectrum
sensing, emphasizing the need for adaptability to dynamic
environments [42]. While these approaches simplify network
management, their limited adaptability to changing condi-
tions remains a significant challenge.
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2) CLASSIFICATION BASED ON SPECTRUM SENSING
BEHAVIOR

Based on spectrum sensing behavior, DSA can be classified
into non-cooperative and cooperative networks [17]. In non-
cooperative networks, individual devices or networks make
decisions based on their own spectrum sensing results. This
has the advantage of reduced overhead as there is no need
to share information. Moreover, the decisions will be more
timely. However, due to wireless channel impairments, a
secondary device may not be able to detect a spectrum hole
or a spectrum hole may be detected when none exist [43].
On the other hand, in cooperative spectrum sensing,
several secondary devices share their local spectrum sensing
results for an overall decision [17]. Thus, a better sensing
performance is achieved by exploiting spatial and multiuser
diversity [44]. Co-operation techniques can be broadly
classified as data fusion and decision fusion [45]. In data
fusion, a node shares the sensed information, whereas
in decision fusion, the spectrum decision is shared. Co-
operation among secondary devices faces issues including
added complexity and implementation challenges. Ideally, for
sharing data among secondary devices, a separate dedicated
control channel is required. Furthermore, different secondary
devices may have performed their sensing at different times,
making the information asynchronous and not up-to-date.

3) CLASSIFICATION BASED ON THE SPECTRUM
ACCESS METHOD

DSA encompasses three main types based on the spectrum
access method: interweave networks, overlay networks,
and underlay networks. Interweave networks adhere to
the principle of utilizing spectrum holes, operating on
an interference-free basis. Secondary devices initiate data
transmission when a spectrum hole is identified, but trans-
missions must cease when the primary network reoccupies
the frequency block. Overlay networks enable concurrent
primary and secondary transmissions, requiring knowledge
of primary user transmissions for interference cancellation
and relaying primary user messages (Figure 4). Underlay
networks allow concurrent transmissions without spec-
trum hole detection, but secondary devices must maintain
interference levels below an acceptable threshold, often
achieved by adjusting transmit power or implementing non-
transmitting blackout regions around primary devices [15],
[46], [47], [48], [49].

The SAS is an emerging spectrum-sharing model gaining
attention for its potential to manage uplink interference in
massive machine-type Communication (mMTC) scenarios
with low overhead. SAS can be utilized by operators to
access the 3.5 GHz military radar band for commercial use
in the USA. However, database-driven DSA, as promoted
by CR technology, raises concerns about location privacy
for SUs. To address this, a multi-server Private Information
Retrieval (PIR) approach is discussed as a means to enable
private access to spectrum databases, protecting the location
information of SUs in database-driven spectrum sharing [50].
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FIGURE 4. Interweave, underlay, and overlay modes of CR for three frequency
bands. It can be seen that while there are no concurrent transmissions in interweave
networks within the same frequency band, concurrent transmissions occur in both
overlay and underlay networks (subject to certain conditions).

Analytic Hierarchy Process (AHP) is applied to spectrum
sharing to address interference and enhance performance in
5G New Radio (NR). This method, structured hierarchically
with objectives, criteria, and alternatives, calculates user
priority for spectrum access, avoiding conflicts among SUs.
A two-time-scale hierarchical model for wireless network
virtualization resource management focuses on efficient
network sharing, considering packet delay, data rate, and IoT
throughput for different user types [51], [52].

The Dynamical Advance Access Spectrum Sharing
method is introduced for public and dedicated telecommu-
nication operators, ensuring Quality of Experience (QoE)
for SUs. The system employs a finite-state Markov chain
to model state transitions, demonstrating improved queuing
time and architecture compared to alternative access meth-
ods. This approach considers variations in channel condition
and service state, resulting in superior QoE performance [53].

A novel hybrid spectrum access method is proposed to
combine exclusive access and pooled spectrum access. This
hybrid design aggregates low-frequency carriers for exclusive
access and high-frequency carriers for spectrum pooling. The
authors suggest an optimal Power Allocation (PA) strategy
to maximize Energy Efficiency (EE) when feasible, offering
a versatile solution for spectrum access challenges [54].

C. FUNCTIONALITIES OF A CR DEVICE

A CR device engaging in DSA must satisfy several key
functionalities. These include spectrum sensing, spectrum
management and decision, and spectrum mobility [17], [46].

1) SPECTRUM SENSING

Devices or networks attempting to access licensed spectrum
must first and foremost perform spectrum sensing to identify
whether it is already occupied by the licensed primary
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network [46], [55]. DSA can only occur if the spectrum is
found to be vacant through spectrum sensing. The spectrum
sensing process should be regular and ongoing to assess
whether the primary network has re-started its transmissions.
If so, secondary devices should either cease transmissions
or reduce transmission power accordingly. Spectrum sensing
can be performed in several different ways which will be
elaborated later.

2) SPECTRUM MANAGEMENT AND DECISION

When multiple spectrum holes are available, the secondary
network must decide on which ones to use [46]. These deci-
sions can be based either on the optimality for a single pair
of communicating nodes or for a whole secondary network
itself. Spectrum decisions can either be made centrally or
in a distributed manner. When a spectrum decision is made,
several factors need to be taken into account. These include
interference to the primary network, interference among
secondary users, holding time (the amount of time SUs have
access to a spectrum hole before having to release it back
to the primary network), overall channel capacity, and the
frequency band (as some bands may be less suitable for
different networks) [56].

3) SPECTRUM SHARING

Each block of frequency spectrum within a given geo-
graphical area has a dynamic number of spectrum holes
that need to be shared between different secondary devices.
The sharing process is based on scheduling and may be
performed in time, frequency, code, and even space dimen-
sions. It also aims to reduce or remove interference among
the SUsthemselves [56]. Spectrum sharing may either be
centrally managed or distributed. When centrally managed,
a control center manages spectrum access using the sensing
results it receives from different devices [56]. This entity
conducts all the spectrum decisions and decides on the fair
scheme to share available spectrum. In a distributed system,
each node makes decisions based on local information. In
a more general sense, spectrum sharing may also involve
the licensed network, but in such cases, it would always be
afforded priority access.

4) SPECTRUM MOBILITY

In a DSA environment, the available frequency slots may be
distributed in disparate frequencies [17]. Also, the available
frequency blocks may change continuously (this may be
due to primary devices re-accessing spectrum and adverse
channel conditions. Secondary networks may also require
increased bandwidth for their traffic. Spectrum mobility
refers to the ability of secondary devices to use different
vacant spectrum blocks seamlessly. The movement between
different spectrum holes is referred to as a spectrum
hand-off [46], and is analogous to traditional cellular hand-
offs. However, a hand-off should be performed while
not adversely affecting the quality of service, which is
challenging in a DSA environment where the availability of
spectrum is not guaranteed.
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D. SPECTRUM IDENTIFICATION METHODS

In DSA, SUsopportunistically access spectrum holes, which
may be present in vacant, under-utilized, or occupied spec-
trum [17]. Vacant spectrum is where primary user activity
is absent within a particular area [15]. On the other hand,
when the primary user accesses the spectrum intermittently
at certain times, the spectrum is said to be under-utilized.
Finally, even the occupied spectrum can be accessed by
secondary devices under certain conditions (such as with
underlay CR). For example, transmit beamforming allows
the signals to focus toward the intended receiver without
interfering with other devices. Vacant spectrum identification
may be conducted either through geolocation databases or
via different spectrum sensing methods. These are elaborated
below.

1) GEOLOCATION DATABASES

Geolocation databases store up-to-date information about
spectrum usage within different geographical areas [17].
SUsquery a geo-location database for a list of available
frequencies at a particular location. The database may
also supply additional information such as the associated
maximum permitted transmit power levels for each of the
available frequencies and the time period to which the data
is valid [43], [57]. These databases will be administered by
regulatory authorities, who will make the final decision about
opportunistic access. As geographical areas are divided into
a grid, the size of the grid impacts both the performance and
data transfer rates. For example, with a large-scale grid, the
spectrum information might be inaccurate whereas a finer
grid will be complex to implement. Geolocation databases
have several disadvantages. As the exact location of a sec-
ondary device may be incorrect, there’s a risk of unintended
interference. Accurate Global Positioning System (GPS)
information will be required [17]. Geolocation databases are
not robust, and thus cannot adapt to rapid network changes.
While they may be ideal for primary networks such as
relatively static digital terrestrial television networks, modern
heterogeneous cellular networks present a more complicated
situation [56], [58]. Temporal opportunities where some
time-frequency slots are available dynamically will also be
missed. Furthermore, some spectrum usage information may
not be up to date, and implementing a geolocation database
will be extremely complex when the grid is fine. Finally, a
geolocation database presents a single point of failure which
is a severe security issue.

2) ENERGY DETECTION

Energy detection is a form of in-band sensing, which refers
to the direct measurement of the primary user spectrum by
a secondary device that is trying to access it [59]. While
in-band sensing is best suited to be used with distributed
systems, it can also be adapted for centralized ones. A major
disadvantage is that it relies upon the detection of primary
transmitters, but cannot identify primary receivers which are
the entities affected by any resulting interference. Therefore,
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when a secondary user transmits after not detecting a signal,
it can still cause interference to nearby primary receivers.
This is termed the hidden terminal problem [43].

An energy detector measures the energy level of a signal
over a target frequency band and compares it with a
threshold [59]. If the energy is below the threshold, the
spectrum band is identified as a spectrum vacant, whereas
it is identified as occupied otherwise [55]. This detector
is optimal under the presence of additive white Gaussian
noise (AWGN) and when no prior information is available
about the primary user transmissions. Energy detectors aim
to reduce the probability of missed detection (the probability
that a signal exists when the detection indicates otherwise)
and the probability of false alarm (the probability of detecting
a signal when one doesn’t exist).

Energy detectors are easy to implement, have low com-
putational complexity, and lack the need for primary signal
information [46]. However, it lacks resilience against noise
uncertainty, which increases both missed detection and
false alarm probabilities. Furthermore, it is vulnerable to
interference from co-channel transmitters, which could be
primary or secondary devices in adjacent areas. Moreover,
it cannot identify different primary signals apart [60], and
the probability of false alarm can increase due to signals
from unknown sources [15]. Finally, it performs poorly in
low SNR (signal-to-noise ratio) regimes [61].

3) CYCLOSTATIONARY FEATURE DETECTION

This in-band sensing method exploits the periodicity of
signal statistics such as mean and autocorrelation of primary
signals [15], [46]. This periodicity arises due to the features
of signal modulation, up-conversion, cyclic prefixes, codes,
hopping sequences, and other factors of the primary user
signals. Consequently, this phenomenon is termed cyclo
stationarity. Moreover, as this phenomenon is not present in
additive noise signals, this detector will work even in low
SNR regimes. Furthermore, if periodic features are deliber-
ately introduced to signals, this detector performs even better.
The ability to differentiate between different primary systems
due to differing transmit features is another advantage.
However, this method has high complexity, a high sampling
rate, and requires a large number of samples [46]. Timing
and frequency offsets reduce the degree of correlation, which
reduces the periodicity of the received signal. Furthermore,
when the primary network employs Orthogonal Frequency
Division Multiplexing (OFDM), identifying different primary
systems is difficult [15]. As such, for simple secondary
devices, this method may be unsuitable.

4) EIGENVALUE DETECTION

This is another method of in-band sensing and uses
eigenvalues of the covariance matrix of the received signal
to obtain the ratio between the maximum and minimum
eigenvalues [17]. This is used to detect the presence of
primary signals in the presence of noise and without prior
knowledge of the signal, channel, or noise power [62]. When
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noise is the only component present in the received signal,
this ratio tends to one while when primary signals are
present, it increases [60]. Eigenvalue-based detection works
well under low SNRs, different fading environments, and
noise uncertainty. However, the computational complexity is
high [63], and this detector may also fail when the samples
of primary signals are uncorrelated [59].

5) MATCHED FILTER DETECTION

With this in-band sensing scheme, a matched filter is
obtained by correlating a transmit signal with the received
signal to detect the presence of the transmit signal [17].
In other words, the received signal is convolved with a
conjugated time-reversed version of the transmit signal. The
matched filter is optimal in maximizing the received SNR
in the presence of additive Gaussian noise. Matched filter
detection requires prior information about the transmitted
primary signal such as modulation format, pulse shapes,
phase, and others [60]. Thus, periodic pilot transmissions
from the primary devices are necessary [60]. This detection
scheme has a lower sensing time to achieve the required level
of performance. However, matched filter detection performs
poorly with increased noise and the age of the transmission
information [15]. Furthermore, when spectrum holes are
dispersed over a wide swath of spectrum, different primary
signals over different frequency bands must be correlated,
which increases the complexity. However, matched filter
detection is among the best ways for spectrum sensing when
prior information about the primary user signals is known
beforehand [15].

6) BEACON DETECTION

Beacon detection is a method of out-of-band sensing [17].
Unlike in-band sensing, this does not involve directly sensing
the spectrum band whose access is required. Instead, a dedi-
cated out-of-band control channel tells whether the frequency
band is occupied or not through a beacon signal. The
beacons are simple narrowband signals modulated by on-off
switching [64]. They do not necessarily have to be continu-
ous and can be transmitted periodically, reducing additional
power requirements. The SUsdetect beacon signals and
decides on channel occupation. Beacon signals are efficient
and relatively simple to implement [65], [66], and beacon
detection circuits can be relatively simple. Furthermore, the
beacon signals can be used to separate different primary
devices. Individual identification of primary devices is not
readily possible in most in-band spectrum detection methods.
Moreover, beacons provide an added layer of control to the
primary network, which can proactively prevent dynamic
access through beacons. Beacons may also be transmitted
by primary receiver devices where necessary/possible, which
prevents the hidden terminal problem of in-band sensing.
Beacon signals can take the form of permission
or denial [44], [67]. Permission beacons actively allow
secondary user transmissions, whereas denial beacons proac-
tively prevent it [17]. As primary devices can transmit
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the beacons simultaneously with their data, denial beacons
appear more feasible. Denial beacons can become problem-
atic if the primary device goes into sleep mode or turns
off temporarily. However, by using dual beacons which
combine grant and deny beacons, the reliability of beacon
signaling can be further increased. The main drawback of
beacon signals and out-of-band sensing, in general, is the
use of additional spectral resources and power. Furthermore,
beacon signals may not be properly received due to wireless
channel effects. While increasing the beacon transmit power
is an obvious answer, the energy efficiency of the system
will subsequently decrease. Furthermore, the prevention of
beacon reception outside its intended coverage area [68]
is important to increase the spectrum available to SUs. In
addition, when the licensed spectrum has multiple different
sub-bands, beacon signaling can become more complex.

7) INTERFERENCE TEMPERATURE

Interference temperature is a receiver-centric concept that
aims to quantify the aggregate interference experienced at a
primary user receiver [17]. This interference may be from
other co-channel licensed users or from SUsopportunistically
accessing the spectrum. Interference temperature-based spec-
trum identification is attractive, especially for the underlay
mode of CR whose devices do not actively sense the
spectrum. For a given geographic area and frequency band,
one can establish an interference temperature, which is the
maximum amount of tolerable interference. Any secondary
device using this band must guarantee that their transmis-
sions added to the existing interference must not exceed this
value at a receiver [69]. The interference experienced at a
primary receiver can be thought of as impulses superimposed
on the noise floor. These spikes are tolerable up till a
threshold beyond which they degrade performance. When
different receivers have different interference temperature
levels, the level of the device having the lowest threshold
must be used. A major drawback is that real-time estimations
of the interference temperature are difficult. As a remedy,
the primary network may provide feedback to potential
secondary devices. Moreover, interference temperature-based
spectrum identification may become infeasible in a decen-
tralized network [17]. While the secondary devices can make
a probabilistic estimate about the interference temperature
at a primary receiver, their locations must be known in
advance [15].

E. KEY CHALLENGES IN DSA

DSA holds promise for enhancing spectral efficiency but
grapples with several challenges demanding resolution for
effective implementation. Notably, interference emerges as
a significant concern affecting both primary and secondary
networks, where erroneous perceptions of channel vacancy
by SUs may lead to concurrent transmissions. The estab-
lishment of a reliable common control channel becomes
imperative for reporting and negotiating access, requiring
full availability and interoperability across diverse protocol
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TABLE 4. Summary of spectrum identification methods.

Spectrum  Identification
Method

Geolocation Databases

Description

Uses a centralized database where users
query for available frequencies. Not ro-
bust, and not suitable for distributed
systems. [44]

Energy Detection Measures the ambient energy within a
frequency band. Simple to implement.
Has a high probability of false alarms.
[60]

Uses the periodicity of signal statis-

Cyclostationary ~ Feature

Detection tics to identify primary users. Has high

complexity. [16]

Eigenvalue Detection Uses Eigenvalues of the covariance ma-
trix of the received signal to identify
primary users. Has high complexity.
[16]

Correlates the transmit signal with the

Matched-filter Detection
received signal to detect signal pres-
ence. Needs prior information about the
transmitted signal. [61]

Beacon Detection An out-of-band scheme. Uses addi-

tional resources. High reliability. [65]

Interference Temperature Aims to quantify the aggregate interfer-
ence experienced by a primary user. An

interference temperature specifies the

maximum tolerable interference. [18]

stacks. Security and privacy issues compound due to the
presence of multiple unlicensed users and the adaptable
nature of CR networks, introducing threats like mimicking
primary user behaviors and disseminating false spectrum
information. Coordination challenges in spectrum access
and sharing schemes, including the necessity for robust
medium access control strategies and well-defined payment
procedures, add complexity to the landscape. Reliable
sensing data becomes a hurdle, with the inefficiency of
single users mitigated through cooperative sensing to address
fading and shadowing issues. The detection of spectrum
violations necessitates stringent enforcement policies and
vigilant monitoring mechanisms. Spectrum-sharing strategies
confront challenges in defining agreements between primary
and SUs and establishing trustworthy marketplaces. The
absence of a direct mechanism to verify spectrum ownership
raises security concerns, potentially leading to conflicts and
interference that compromise the overall Quality of Service.
These challenges are discussed in detail in Section V,

F. BLOCKCHAIN FOR DSM

The distinctive features of blockchains position it uniquely
as a technology capable of addressing the requirements of
DSM and other facets of communication, including edge
computing [70]. Essentially, blockchains and their inherent
properties offer avenues to reduce costs associated with DSA,
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enhance overall efficiency, securely store spectrum trading
and auction-related transactions, and fortify the security of
DSM systems [71]. Beyond conventional blockchains, SCs
built atop blockchain frameworks present an opportunity
to automate spectrum-related transactions while compelling
stakeholders to adhere to predefined SLAs [11]. The multi-
faceted role of blockchain in DSM can be delineated across
four key sections (refer to Figure 5).

1) SPECTRUM SENSING (SS)

Blockchains can significantly expedite the spectrum sensing
process, particularly through SCs tailored to autonomously
execute spectrum sensing tasks. However, the challenge
arises when SUs contemplate accessing the spectrum,
especially in faded conditions, potentially reducing their
inclination to participate in spectrum sensing. This hurdle can
be mitigated by implementing carefully designed Spectrum
Consensus mechanisms, incentivizing nodes to persist in
spectrum sensing tasks even under adverse conditions [72].
Moreover, blockchains offer a reliable repository for storing
sensing information, facilitating decisions on identifying
malicious nodes that generate falsified sensing reports [73].
This enhances the overall trustworthiness of the spectrum
sensing process. Additionally, blockchain technology enables
the autonomous and immutable supervision of payments
among PUs, SUs, and other stakeholders, eliminating the
need for central authorities to oversee the entire spectrum
payment process. Beyond financial transactions, blockchain-
based DSS can efficiently handle advertising spectrum
availability and manage reputation scores associated with
each node, fostering a more transparent and accountable
spectrum management system.

2) SPECTRUM TRADING (ST)

SCs enable tamper-proof transactions, automated contract
execution, and seamless payment settlement, contributing to
the establishment of a self-organized spectrum market [74].
Additionally, blockchain facilitates reliable identity manage-
ment, where pseudonymous identities can be employed to
safeguard node privacy. In contrast to traditional centralized
spectrum trading platforms vulnerable to malicious activities,
leveraging blockchain for spectrum trading offers distinct
advantages. The decentralization inherent in blockchains
enhances the robustness of spectrum trading by mitigating
single points of failure and ensuring the immutability of
transactions [75]. Blockchain-based platforms also exhibit a
higher degree of accessibility, allowing any interested SU
to participate in spectrum auctions without the necessity
to register with a centralized auctioneer. Digital signatures
further strengthen the authentication of PUs and SUs, ren-
dering impersonation impossible and reinforcing the security
of the spectrum trading process. Moreover, regulatory bodies
can ensure compliance with spectrum policies by embedding
relevant policies into SCs, thereby streamlining regulatory
oversight and enforcement.
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3) SPECTRUM ACCESS AND COORDINATION (SAC) AND
SHARING

Blockchain-based spectrum access streamlines the coordi-
nation of spectrum access, effectively preventing collisions.
Additionally, utilizing blockchain for spectrum access
ensures transparency throughout the entire process, fos-
tering fairness in spectrum allocation. In the context of
spectrum auctions, collaborative supervision by all SUs
enhances fairness and helps prevent unauthorized access [76].
The comprehensive information on spectrum availability,
along with sensing, pricing, and policy details stored
in blockchains, allows for the strategic use of well-
designed SCs. These SCs, supported by ML and Al
techniques that seamlessly integrate with the blockchain
architecture [5], facilitate efficient radio access coordination,
management, and optimization. This integrated approach
enhances the overall effectiveness of spectrum management
and utilization.

4) SECURE DATABASE AND POLICY ENFORCEMENT

Blockchain, with its inherent qualities of immutability and
verifiability, serves as a secure database for storing DSM
information. This utilization prevents fraudulent actions
by PUs, as all transactions are transparent, ensuring the
integrity of processes like spectrum auctions and related
payments [77]. It acts as a safeguard against the access
of malicious SUs. By employing a blockchain network
as an interface, the privacy of all stakeholders can be
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effectively secured [78], [79]. The sensing results stored
in the blockchain, when combined with ML techniques,
enable the recognition of behavioral patterns among nodes,
facilitating the identification of malicious entities. This
information, being a reliable source, becomes integral in
making informed decisions related to spectrum management.

lll. ROLE OF BLOCKCHAIN FOR DSM TECHNICAL
ASPECTS

Blockchain with its innate features can be used to address the
technical requirements of DSM. For instance, the distributed
nature of blockchains can be used to improve the scalability
of DSM to support a massive number of devices/nodes while
not hindering other related tasks such as spectrum sensing
data generation and related spectrum rewards and accessing.
Technical aspects such as immutable and transparent features
would facilitate the enhancement of security and privacy
aspects of DSM via its underlying privacy and security
protection schemes. Furthermore recognizing such security
and privacy violations related to transactions becomes
significantly easier with the non-repudiation feature (See
Figure 6).

A. OPTIMIZATION
1) INTRODUCTION
Optimizing DSA and DSM is pivotal to addressing the
pervasive challenge of spectrum underutilization. A compre-
hensive approach, encompassing spectrum sensing, access,
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trading, and sharing, becomes imperative to unlock the
full potential of available resources. Various facets of
DSM benefit from optimization, including spectrum trading
platforms utilizing game models for efficient allocation
and adaptive resource allocation methods for managing
spectrum-related infrastructure. CR necessitates meticulous
optimization of radio access to support the burgeoning
Internet of Things (IoT) ecosystem, emerging business
verticals, and data-intensive applications. Energy efficiency
is critical, and DSM optimization plays a vital role in
mitigating consumption, incorporating elements like energy
harvesting within the DSA process. This holistic optimization
approach, as illustrated in Figure 7, is central to overcoming
spectrum underutilization and fostering a more efficient and
sustainable dynamic spectrum ecosystem.

2) HOW BLOCKCHAIN HELPS

In the domain of DSA and management, the persistent
presence of malicious spectrum nodes exacerbates the strain
on a heavily constrained spectrum, hindering efficient and
secure resource allocation. Traditional consensus algorithms,
such as Raft, coupled with game theories, navigate the
Byzantine complexities of spectrum sharing. However, these
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approaches often fall short in jointly considering the spec-
trum occupancy of PUs and Cognitive Users, neglecting
factors like primary users’ utility and enthusiasm. Praft, a
blockchain-based game spectrum model, represents a notable
advancement, introducing an optimal strategy that refines the
inverse demand function of PUs to encompass the spectrum
occupancy of both PUs and SUs [80].

The specter of an underutilized spectrum presents a
wasteful oversight that could be mitigated with more strategic
approaches. Even within the license-free spectrum, the
untapped potential exists, necessitating attention, especially
in addressing lower access requirements. A blockchain
and smart contract-based framework proposed by Fan and
Huo [81] focuses on the Cyber-Physical-Social Systems
(CPSS) band, emphasizing edge computing. This framework
divides local cell spectrums into multiple blockchain-
based channels, leveraging a K-Means algorithm to
expedite transactions and adeptly responding to the scarcity
of spectrum resources in CPSSs, optimizing spectrum
utilization.

Idle spectrum sensing nodes and uncooperative users
result in the squandering of valuable resources. To incen-
tivize participation and cooperation, a Tit-For-Tat (TFT)
game theory-based blockchain approach [82] for spectrum
sharing is proposed. The TFT scheme fosters cooper-
ation among users who may not actively engage in
spectrum sharing, indicating a substantial improvement of
approximately 55.1 percent in the efficiency of the spectrum-
sharing scheme compared to traditional centralized methods,
achieved through meticulous optimization in a game-driven
environment.

Preserving battery life and ensuring energy efficiency in
the B5G era dissuade nodes from active participation in
spectrum-related tasks. CR is anticipated to play a pivotal
role in optimizing spectrum utilization, particularly through
spectrum sensing. Acknowledging the key role of multi-
node Cooperative Spectrum Sensing (CSS), [83] introduces
a consensus algorithm to strategically select nodes, minimiz-
ing energy utilization and maximizing spectrum efficiency.
Additionally, wireless network virtualization is explored
as [14] proposes a decentralized blockchain-based dynamic
spectrum acquisition scheme for wireless mediums with
Mobile Virtual Network Operators (MVNOs), minimizing
transmission power while ensuring average data transmission
rates.

Timely and relevant data extraction is imperative for the
optimization of dynamic spectrum processes. Traditional
centralized spectrum management platforms tend to accumu-
late redundant data. Reference [6] advocates for a Minimum
Average Distance (MAD) approach to enhance the accuracy
of collaborative detection in CR networks, consequently
improving the efficiency of the spectrum sensing process.
A Dblockchain-based database, referred to as Blockchain-
DSDB, is instrumental in regulating the rational utilization
of electromagnetic spectrum resources and determining the
priority of SUs for DSA. With redundancies eliminated,
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SUs can formulate efficient DSA policies based on BC-
DSDB and Source Routing Control (SRC) in distributed
CR networks. The versatility of blockchains extends to sup-
porting multi-dimensional management of various resources,
including spectrum allocation, and facilitating Multiple-Input
Multiple-Output (MIMO) support. Reference [84] introduces
a blockchain-based framework for multi-operator inter and
intra-spectrum management and service provisioning. By
holding records of frequency band usage across multiple
operators in the blockchain, the framework successfully
reduces spectrum under-utilization.

Efficiency in spectrum-related resource allocation is
a linchpin for overall spectrum utilization enhancement.
For instance, [85] proposes a blockchain-based Mobile
Edge Computing (B-MEC) framework designed for adap-
tive resource allocation and computation offloading. The
model orchestrates optimization through deep Reinforcement
Learning (RL) based on Q learning, addressing factors such
as resource allocation, block size, and the number of consec-
utive blocks. Elastic Optical Networks (EONs) coupled with
Software-Defined Networking (SDN) architecture present
an avenue for increased availability, failure resilience, and
efficient resource allocation. However, operational challenges
in optimal spectrum assignment impede their widespread use.
SpectrumChain (SC) [86] emerges as a blockchain-enhanced,
Quality of Service (QoS)-concentrated cross-Internet Service
Provider (ISP) spectrum assignment framework for SDONS.
By eliminating centralized control and fostering coordina-
tion between QoS-based inter-ISP traffic, SpectrumChain
increases QoS signaling during ISP routing, thereby enhanc-
ing and optimizing operational efficiency.

The correlation between revenue increase and heightened
spectrum sensing participation underscores the potential
for better-utilized spectrum resources. A multi-operators,
multi-access Points (APs) distributed spectrum management
scheme [87] for unlicensed spectrum sharing introduces a
lightweight consensus mechanism, termed Proof of Strategy
(PoS). This mechanism addresses overhead issues associated
with spectrum-related blockchain deployment, optimizing the
entire spectrum to achieve maximum global revenue. The
optimization encourages greater participation from nodes in
the spectrum sensing process, subsequently elevating the
efficiency of spectrum sensing and allocation.

While combining blockchains for spectrum sensing yields
advantages, opportunistic spectrum access schemes often
consume substantial time, limiting the available window
for sensing and access. To address this, [72] proposes
an optimization approach that balances sensing and min-
ing times, maximizing spectrum utilization and achievable
throughput. The research demonstrates that the original
optimization problem can be decoupled into sub-optimal
problems of sensing and mining times, offering a nuanced
solution.

In summary, prevailing Blockchain-based DSM
optimization approaches meticulously tackle challenges in
spectrum sensing by focusing on participation improvement,

VOLUME 5, 2024

optimizing sensing and mining times, and boosting
global revenue. Energy-aware DSM assumes prominence,
recognizing that less energy-efficient methods deter miners
from participating in spectrum sensing, consequently
yielding suboptimal revenue. In tandem, efforts have been
directed towards efficient resource allocation schemes,
furthering the cause of spectrum sharing and optimization.

B. SECURITY
1) INTRODUCTION

Addressing security concerns is paramount in the realm of
DSA and DSM, as attacks manifest across various dimen-
sions, posing threats to spectrum sensing, DSA, spectrum
trading, and mobility. The deceptive behavior of nodes within
DSM systems gives rise to a spectrum of attacks, encompass-
ing Denial of Service (DoS), system penetration, repudiation,
spoofing, authorization violation, malware infection, and
data modification. Integrating blockchain technologies into
DSM architectures emerges as a robust solution to mitigate
these attacks, particularly in the context of monetary-based
transactions in spectrum marketplaces. Security challenges
within DSM markets include replay attacks, interference
generation in tradable spectrum bands, and collaborative
attacks. Spectrum markets, in general, are susceptible to
spoofing and DoS attacks, requiring lightweight security
protocols tailored for resource-constrained environments.
Attacks on SS often target the MAC layer and with
the proliferation of opportunistic DSA, the likelihood of
attacks increases, necessitating specialized security mea-
sures. Notably, data falsification attacks and primary user
emulation attacks undermine spectrum management systems,
leading to suboptimal decisions and deceptive SUs pretend-
ing to be primary users. Additional threats include DoS
attacks on spectrum sensing and sharing, message spoofing to
identify idle spectrum bands, and service disruption attacks.
Greedy resource occupancy attacks pose substantial threats
to secondary users, introducing delays in spectrum access.
These disruptions can propagate across networks, known as
overlapping secondary user attacks [88]. Mitigating these
security challenges involves employing frequency hopping
techniques, spread spectrum methods, and leveraging ML
for data analysis or reputation-based trust models to detect
and prevent malicious users, thereby fortifying the resilience
of the DSA system.

2) HOW BLOCKCHAIN HELPS

The scarcity of spectrum resources, exacerbated by the
proliferation of machine-type devices, necessitates innovative
solutions for efficient utilization. Addressing challenges
related to privacy and security threats, a blockchain-based
framework proposed by [77] emerges as a robust solu-
tion for secure spectrum sharing between human-to-human
(H2H) and machine-to-machine (M2M) communications.
This framework employs SCs and a distributed, immutable
blockchain structure to establish secure contracts for

1767



PERERA et al.: SURVEY ON BLOCKCHAIN FOR DYNAMIC SPECTRUM SHARING

spectrum sharing, enhancing overall security and efficiency
in the process.

In the context of DSA, effective spectrum sensing is cru-
cial but faces constraints due to node scarcity, narrow sensing
ranges, and security considerations. Lv et al. [89] introduce
the Blockchain-Based Spectrum Sensing (BBSS) system,
leveraging blockchain to enhance security in spectrum
sensing. This system ensures secure and benefit-distributed
participation by encrypting transaction information through
a public-private encryption scheme, thereby rendering the
decryption process virtually impossible. Reference [90]
proposes a blockchain-based method for detecting malicious
users in CRNs, which can reduce the accuracy of spectrum
sensing, especially in cooperative spectrum sensing. The
method uses cryptographic keys to distinguish between trust-
worthy users and MUs, thereby improving the performance
of cognitive radios.

Traditional centralized approaches to DSA, reliant on
fusion centers, are vulnerable to single-point failures.
Pei et al. [71] present a blockchain-based DSA framework
that introduces decentralization and built-in protocols for
cooperative spectrum sensing. By eliminating the need for
a fusion center, this framework protects against single-point
failures and ensures secure, distributed updates of sensing
and access results.

Security in spectrum trading, a critical aspect given
the limited nature of spectrum resources, is often over-
looked in auction-based schemes. Zhu et al. [91] propose
the Blockchain-based two-stage secure spectrum Intelligent
Sensing and sharing Auction mechanism (BISA), emphasiz-
ing security aspects in spectrum trading. This cloud-edge
corporate method utilizes blockchain for secure spectrum
trading, demonstrating its effectiveness in reducing security
risks associated with centralized third-party reliance, double-
spending attacks, and privacy concerns.

To address the challenges in UAV-based spectrum trading
and sharing within non-terrestrial networks, Qiu et al. [97]
propose a secure scheme based on blockchains. The
blockchain-based framework enhances security, leveraging a
Stakelberg game to maximize profits for MNOs and UAV
operators while mitigating the risks associated with malicious
users.

In CR Networks, effective spectrum sensing is vital
for opportunistic spectrum access. Jain et al. [98] intro-
duce blockchain-based SCs to enhance the privacy of
participation-related transactions, ensuring users adhere to
contracts after being awarded rewards. In CRN-based
Internet of Vehicles (IoV), Rathee et al. [99] propose a
blockchain framework that addresses security concerns in
spectrum sensing. Using the Technique for Order Preference
by Similarity to the Ideal Solution (TOPSIS), the frame-
work improves security against various attacks, achieving
a substantial improvement in attack detection and report
generation.

For CRNs related to the Internet of Battlefield Things
(IoBT), ProBLeSS, a proactive blockchain-based spectrum
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sharing protocol, is introduced by Patnaik et al. [76].
This protocol effectively counters Spectrum Sharing Data
Falsification (SSDF) attacks, showcasing its superiority
in comparison to traditional protocols. In the context of
collusion attacks in CRNs, Zhang [100] propose a novel
blockchain-based secure spectrum sensing method that uti-
lizes historical transactions to monitor and identify collusion
attacks, enhancing overall security.

In the CBRS system, Qiu et al. [97] introduce a
blockchain-assisted DSM model. This model improves secu-
rity and efficient management, providing enhanced QoS for
General Authorized Access (GAA) users without compro-
mising security and privacy.

Blockchain-based solutions contribute significantly to
mitigating security challenges in various aspects of DSA
Table 5 and DSM. Decentralization, encryption, and SCs
play pivotal roles in ensuring the security, integrity, and
efficiency of spectrum-related processes, thereby addressing
the multifaceted security concerns outlined in the literature.
Further research is needed to explore blockchain solutions for
specific attacks such as jamming, common control channel
attacks, and the integration of Al in DSS.

C. PRIVACY
1) INTRODUCTION

Ensuring privacy in a DSM system, particularly within SAS,
presents a critical challenge. SAS mandates the sharing
of sensitive information, including real-time locations and
identities, among spectrum sensing nodes, raising concerns
about potential exploitation by malicious entities for eco-
nomic, political, and security purposes. The intricate balance
between preventing information disclosure and maintaining
the operational effectiveness of spectrum management is
highlighted. The disclosure of such details, while essential
for decision-making, introduces security vulnerabilities, such
as the validation of nodes contributing to spectrum sens-
ing [101]. Striking a balance between privacy preservation
and effective spectrum management is pivotal for safeguard-
ing individual rights and reinforcing the overall security of
the DSM system. Ongoing research endeavors are vital to
devise innovative mechanisms that ensure robust spectrum
management without compromising participant privacy.

2) HOW BLOCKCHAIN HELPS

Blockchain technology plays a pivotal role in enhancing
privacy across various aspects of DSA and DSM. In spectrum
sensing, maintaining the confidentiality of sensing nodes’
geographical locations is crucial to preserving privacy. The
Blockchain-oriented Location Privacy Preserving (BoLPP)
framework, proposed by Vuppula and Pradhan [73], specif-
ically designed for CSS in 6G networks, utilizes blockchain
and an energy detection technique to fortify the system
against malicious attacks. BoLPP demonstrates superior
performance compared to other mechanisms, such as Friend
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TABLE 5. DSS security vulnerabilities and existing BC-based solutions.

Aspects of Security on
DSA

Security Vulnerability

Description

Esixting BC based solution

Attacks on  Spectrum

Sensing

Overlapping SU attacks

Transmissions  from  malicious
users within a particular network
causes DoS to PUs and SUs in

another network

Modifying the modulation scheme, Detection and
prevention of attacks, Using authentication and trust

models can be carried out via BCs [93]

Single point failures

Inherent to centralized Spectrum

sensing schemes, crowd sensing

BC Based Spectrum Sensing (BBSS) [90] in which
nodes involved in spectrum sensing and obtain and
distribute benefit securely, time slotted-based BC
framework all SUs act cooperatively for the spectrum

sensing process

Attacks of Spectrum Mo-
bility

Masquerading/  Primary

User Emulation

Attacker is pretending to be a PU

Frequency hopping, BC based malicious user detec-

tion and reputation schemes [94]

Jamming

Attacker is jamming the commu-
nication link forcing to increase
the time required to select a new

channel

Broadening the operation range of CR

Common Control Channel

attacks

Attacker gain the control of com-

mon control channel

Securing control channels via AAA process, BC

based Solutions needed to be explored

Attacks on  Spectrum

Management

Collusion attacks

Multiple malicious SUs act to-
gether to improve the reputation of

nearby nodes to their own benefit

BC-based historical transaction identification scheme
[95]

Greedy Resource Occu-
pancy Attacks [96]

SUs keep using the allocated spec-

trum band without resharing it

BC based approaches have not been considered so

far

Spectrum  Sensing Data
(SSDF)
Data

Falsification
/ Byzantine
Falsification Attacks

Type of a DoS attack where the at-
tackers modify the spectrum sens-
ing report in order to compel the
cognitive sensor node to take a
wrong decision regarding the va-
cant spectrum band in other’s net-

works

Efficient Filtering / Robust CR performance using
BC platform [97]

Attacks against the Learn-

ing Engine

Poisoning Attacks

Manipulating an Al model’s in-
put data to compromise its training

data sets and accuracy

Evasion Attacks

Avoid detection by targeting Al
systems security/ anomaly detec-

tion scheme

Surrogacy

Creates an identical version of the

target model - surrogate model

BC based approaches has not been considered so far

Attacks on  Spectrum

Trading

Double Spending Attacks

Making a second transaction with
the same data as a previous one that
has already been validated on the

network.

BC-based temporary anonymous transactions along
with BC hierarchical frameworks [92]

or Foe (FoF) and Tidal Trust Algorithm (TTA), emphasiz-
ing its effectiveness in safeguarding location privacy (see
Figure 8).

In H2H systems aiming to opportunistically allocate
underutilized spectrum for M2M communication, privacy
concerns pose significant challenges. Zhou et al. [77]
propose a blockchain-based framework that prioritizes pri-
vacy, incentivizes users through SCs, and ensures spectrum
efficiency. Through the use of public and private keys and
digital wallets, the framework replaces true addresses with
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public keys, preserving the privacy of Base Stations (BS)
and PUs.

In the realm of the Industrial Internet of Things (IIoT),
where spectrum auctioning is a potential solution for
addressing secondary user access issues, Liu et al. [74]
introduce a blockchain-based spectrum auction method for
6G mobile networks. The privacy of users is guaranteed
through SCs, offering a fair and secure auctioning process.
Blockchain-based spectrum trading and sharing systems,
such as the one proposed by Liu et al. [75], not only protect
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FIGURE 8. Privacy Vulnerabilities of Spectrum Sensing.

user privacy against various attacks but also ensure efficient
management by diverting transactions to edge computer
nodes for confirmation.

In the realm of spectrum auctions, Yu et al. [79] introduce
a secure scheme leveraging blockchain and cryptography
to protect bidders’ identities and bid privacy, while also
safeguarding against collusion attacks. Bidders initially
broadcast bids and generate unique blockchain addresses
using SHA256 hash functions on their ECDSA public
keys, ensuring identity protection by allowing bidders to
generate numerous addresses with the same private key.
Additionally, a privacy-preserving double auction mechanism
based on differential privacy [102] is proposed, enhancing
the accuracy of data transactions and minimizing the risk of
information leakage in auction environments.

Moving away from centralized database approaches in
spectrum sharing, Tu et al. [78] present a blockchain-
based dynamic spectrum-sharing framework. This framework
incorporates a differential privacy-based, privacy-preserving
double auction mechanism using SCs. The specific
information required for spectrum bids is stored securely
in the blockchain, creating a hash address recorded in an
SC. Users access their encrypted public keys stored in the
blockchain, ensuring secure bid sharing. To further decen-
tralize and protect spectrum user privacy, Xiao et al. [103]
propose BD-SAS, a blockchain-based decentralized SAS
architecture. It features a G-Chain for global SAS service
state synchronization and L-Chains for local spectrum access
management. Privacy is upheld through user information
obfuscation, striking a balance between privacy preservation
and task functionality.

Addressing challenges in spectrum allocation for large-
scale ToT devices, Zhang et al. [104] propose a Directed
Acrylic Graph (DAG) blockchain-enhanced user-autonomy
spectrum sharing model. This model leverages swarm intelli-
gence and ring signatures to ensure privacy during spectrum
sharing. Meanwhile, Ye et al. [105] focus on real-time
geo-location privacy of sensor nodes, proposing a trust-
centric privacy-preserving blockchain for DSA. This protocol
combines ring signatures with a unique commitment scheme
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to counteract privacy leakage during cooperative spectrum
sensing.

For effective and privacy-preserving operations in the
CBRS, TrustSAS [106] presents a trustworthy framework
based on blockchain. It employs the multi-server PIR
protocol to extract data securely without compromising
privacy-related information. In a blockchain-assisted DSM
mode [107] for the CBRS, the privacy-related information is
accessible to a limited group of users, and user registration
with the system is mandatory for accessing the spectrum.

Privacy preservation is a common theme across these
diverse applications, addressing location and identity privacy
concerns. Blockchain-based solutions, incorporating crypto-
graphic techniques and decentralized structures, contribute
significantly to ensuring privacy in DSA, management,
sharing, and related fields (see Figure 9).

D. IMPROVE SCALABILITY
1) INTRODUCTION

In the realm of DSM, addressing the escalating number
of nodes, including IoT devices and diverse stakehold-
ers, presents a formidable challenge. The surge in nodes
imposes a substantial burden on DSM systems, necessitating
effective strategies for managing millions of nodes effi-
ciently. Furthermore, the proliferation of Local 5G Operators
(L5GOs) in the context of 5G and B5G networks compounds
scalability concerns, particularly as L5GOs often lack the
autonomy to directly purchase spectrum bands, adding
complexity to the scalability issue. Blockchain emerges as a
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promising solution to confront these scalability challenges in
DSM. BC-based solutions exhibit the capability to support
an extensive number of nodes, offering a scalable framework
to accommodate the growing demands of DSM ecosystems.
However, achieving scalability must not compromise time-
liness, as the efficiency of managing nodes in real-time
is crucial. Overcoming existing bottlenecks in traditional
BC architectures, especially ensuring timely processing, is
imperative. Enhancing scalability without sacrificing decen-
tralization and security, the foundational principles of BC,
requires innovative approaches, including the development
of more resource-efficient consensus mechanisms and the
exploration of architectural changes within BC frameworks.
Striking a delicate balance between scalability, decentraliza-
tion, and security is crucial for advancing BC’s capabilities
in the evolving DSM landscape with a growing multitude of
nodes and stakeholders.

2) HOW BLOCKCHAIN HELPS

The decentralized nature of blockchains plays a crucial role
in improving scalability, particularly in scenarios involving
a surge in nodes, such as IoT devices and stakeholders.
For instance, SpectrumChain [86], designed for Software
Defined Optical Networking (SDON) in EONSs, leverages
blockchain to enhance QoS-focused spectrum assignment.
By incorporating blockchain to share QoS-based information,
SpectrumChain significantly reduces the number of mes-
sages, enhancing the scalability of SDONSs.

Scalability challenges are also addressed in the context of
spectrum trading between Virtual Optical Networks (VONs).
Ding et al. [108] introduce a blockchain-based spectrum
trading platform, allowing VONS to trade spectrum resources
without real-time fluctuations affecting capacity assignments.
The distributed nature of blockchains is harnessed to scale
up the system, providing a robust solution.

Improving processing speed and transaction rates is
pivotal for scalability. Ye et al. [105] present a trust-centric
privacy-preserving blockchain for DSA in IoT networks,
incorporating a Proof-of-Trust (PoT) consensus mechanism
for scalable high Transaction Per Second (TPS). This
innovation demonstrates a reduction in computation cost,
enhancing the scalability of blockchain-based DSA systems.

In the realm of spectrum sharing and energy trading for
IoT, Zhang et al. [109] propose the Spectrum-Energy Chain,
a secure framework utilizing a consortium blockchain and
DAG. This framework efficiently manages the growing num-
ber of micro-transactions, addressing scalability concerns and
ensuring secure spectrum sharing and energy trading.

The scalability of blockchain networks can also
be achieved by modifying the blockchain architecture.
Hu et al. [110] introduce a blockchain and Al-empowered
Dynamic Resource Sharing (DRS) architecture. The hier-
archical structure of blockchains is leveraged to resolve
scalability issues, demonstrating an innovative approach
to maintaining distribution, security, and automation while
enhancing scalability.
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In the context of Radio Access Networks (RAN),
Blockchain Radio Access Network (B-RAN) [111] strives
to unite trustless sub-networks into a large-scale trustworthy
cooperative network. The two-tier blockchain structure of
B-RAN addresses scalability concerns arising from collabo-
rations among geographically close locations, demonstrating
a novel geographical proximity-based approach to enhance
scalability.

Architectural changes and innovative methods are com-
bined in various examples. Cheng et al. [112] propose a
blockchain-based spectrum trading mechanism for CBRS.
Their approach involves a queuing mechanism and a multiple
blockchain architecture with cross-chain spectrum trading
to improve scalability and efficiency in intra-coexistence
group (CxG) trading, showcasing the integration of both
architectural enhancements and performance improvements.

In summary, existing blockchain-based scalability solu-
tions encompass performance enhancements, hierarchical
network architectures, or a combination of both. Performance
improvements include reducing redundant communication
through blockchain integration, novel consensus mecha-
nisms, or blockchain-based DAG approaches. Architectural
changes involve introducing Al, creating multilateral groups,
and employing features like sharding. The most effec-
tive solutions often combine these approaches to create
a holistic platform that addresses scalability challenges
comprehensively.

IV. BLOCKCHAIN BASED SERVICES FOR DSM

Various aspects of DSM such as Spectrum sensing and min-
ing, spectrum trading and auctioning, and spectrum sharing
and monitoring can all benefit from BC-based services. For
instance, SCs and the ability to integrate Al can be used to
automate every aspect of DSM while providing some level
of autonomy, and Spectrum marketplace can benefit from
enhanced service level agreements, reputation management,
tokenization, and violation detection. Furthermore, all these
services brought forth by BCs complement each other:
spectrum sensing will benefit from reputation management,
tokenization, and SCs. (See Figure 10)

A. AUTOMATION VIA SCS

1) INTRODUCTION

SCs, within the context of blockchain technology, represent
executable programs stored in a blockchain, enabling the
execution of transactions in a trustworthy, traceable, and
immutable manner. Their distinctive feature lies in their
ability to be initiated by any node within the blockchain,
facilitating interaction with others in a distributed fash-
ion. This decentralized nature ensures that the underlying
blockchain network upholds security requirements. The
popularity of SCs is steadily rising due to their transactional
nature, which eliminates the need for a trusted third party.
This adoption is particularly evident in novel business
entities, showcasing the growing significance of SCs in
modern transactions (See Figure 11). The decentralized
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and zero-trust characteristics, coupled with consensus-based
security, transparency, and automation capabilities, position
blockchain-based SCs as a promising technology. This is
especially relevant in the realm of dynamic spectrum sharing
for 5G and beyond, aligning with the envisioned scenarios
outlined in recent surveys [113]. The transformative potential
of SCs lies in their ability to revolutionize DSM, offering a
secure, transparent, and automated framework that addresses
the evolving needs of advanced communication networks.

2) HOW BLOCKCHAIN HELPS

The integration of SCs in DSM brings forth numerous
benefits, transforming the landscape of spectrum access,
sharing, and management. As the demand for spectrum
increases, particularly in higher frequency bands, DSA
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becomes essential. Traditional centralized architectures often
face challenges such as interference and capacity loss.
Leveraging SCs addresses these concerns and ensures the
protection of PUs rights. For instance, a smart contract-based
DSA scheme proposed by [114] prioritizes the organized
execution of DSA, safeguarding PUs’ rights and ensuring
interference prevention.

The scarcity of sensing nodes and security issues are major
hurdles in achieving a fully functional DSA architecture.
Reference [89] introduces a Blockchain-Based Spectrum
Sensing (BBSS) system, utilizing SCs to enhance spectrum
sensing. Through a reward-based sensing time game, this
system employs SCs to optimize rewards for both sensing
and recruitment nodes, demonstrating increased rewards for
both parties involved.

Dynamic spectrum sharing requires efficient spectrum
resource management, necessitating easily accessible yet
secure databases. Reference [115] proposes a solution using
blockchain, SCs, and an intelligent contract database to
achieve transparent and secure data-sharing in dynamic
resource-sharing scenarios. Additionally, [116] showcases
a Distributed Ledger Technology (DLT)-based spectrum
authorization system that utilizes SCs for decentralized,
automated, and verifiable trust in spectrum sharing and
trading.

Spectrum trading, a complex task, benefits signifi-
cantly from SCs. Reference [14] proposes a decentralized
blockchain-based dynamic spectrum acquisition scheme that
automates spectrum trading processes, making real-time
DSA feasible. SCs, such as those introduced by [114],
facilitate advertising and sensing-based spectrum sharing
for various leasing scenarios, enhancing the efficiency of
spectrum leasing agreements.

SCs prove instrumental in ensuring security, trans-
parency, and efficiency in wireless network virtualization.
In [14], a decentralized blockchain-based dynamic spectrum
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acquisition scheme minimizes transmit power while
satisfying data transmission rate thresholds. Additionally,
privacy-preserving double auction mechanisms, based on
SCs and differential privacy, [102] enhance user privacy and
spectrum resource allocation in an untrusted environment.

In the context of Multi-Operators Spectrum Sharing
(MQOSS), [117] introduces a permissioned blockchain trust
framework that utilizes SCs for automatic spectrum trad-
ing and payment transferring among multi-operators. The
immutability of SCs enhances security, protecting against
malicious activities in DSA.

For CBRS in 6G or B5G networks, [118] proposes
a consensus mechanism PoS, utilizing SCs to prevent
single-point failures in spectrum allocation. Reference [103]
introduces a decentralized SAS architecture using SCs to
securely and efficiently provide SAS services without relying
on the trust of individual SAS servers.

SCs also address privacy concerns in SAS, as discussed
in [106]. They enforce channel usage rules and ensure fair
sharing of spectrum resources, mitigating interference among
SUs. Overall, the application of SCs proves beneficial across
various aspects of DSM, enhancing security, transparency,
and efficiency in spectrum access and management (See
Figure 12).

B. TOKANIZATION/TOKEN ECONOMY

1) INTRODUCTION

The integration of digital tokens and tokenization processes
plays a pivotal role in revolutionizing DSA management and
sharing, adding a layer of efficiency, security, and flexibility
to the spectrum trading ecosystem. Tokens, generated using
SCs, offer superior programmability, allowing for intricate
and automated execution of spectrum-related processes.
Blockchain-based tokenization serves as a powerful tool to
represent ownership of spectrum assets, particularly in terms
of space and time, enhancing fluidity in the spectrum market.
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Various token types, including reward, security, utility, gover-
nance, and asset tokens, find utility in the spectrum domain.
Spectrum tokens, representing legal ownership of diverse
spectrum bands, enable decentralized and transparent trade
within the blockchain-based system, ensuring scalability and
efficiency in the market. Beyond spectrum rights, utility
tokens play a crucial role in managing access to spectrum
resources and can be exchanged for asset tokens, signifying
ownership or rights to specific spectrum bands. This dynamic
exchange process introduces interoperability and financial
fluidity to the spectrum market, unlocking new possibilities
for precise and accessible spectrum resource management
within the blockchain ecosystem (See Figure 13).

2) HOW BLOCKCHAIN HELPS

To implement a blockchain-based DSM system successfully,
it is crucial to address key challenges such as evaluating the
trustworthiness of nodes’ spectrum sensing data, ensuring
privacy protection for participating nodes, and developing
lightweight consensus algorithms. One notable solution,
presented in a study on privacy-preserving blockchain for
DSA in IoT networks [105], introduces a trust-centric
approach. This includes a specific trust evaluation mecha-
nism and a PoT consensus mechanism, incentivizing nodes
to participate actively in spectrum sensing and promoting
accurate sensing. Tokens play a central role in this context,
with nodes providing accurate sensing data having a higher
likelihood of obtaining tokens. The consensus mechanism,
by assigning higher trust values to accurate nodes, further
increases their chances of obtaining tokens through mining.

Another example in the realm of DSA, as proposed in [71],
introduces a cooperative-sensing-based DSA framework. In
this model, Spectrum Users act as both sensing and mining
nodes in a blockchain network. Tokens are employed to
incentivize SUs to participate in spectrum sensing and
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mining. The implementation includes a heuristic-based
sensing-mining policy, determining optimal bidding based on
buffer occupancy and available tokens. Compensating PUs
fairly for sharing their licensed spectrum is essential for
conflict-free DSA operations. A blockchain-based platform,
incorporating a token named Spectrum token [114], has been
proposed. This token validates and tracks licensed bands,
enforcing sequential access by SUs without interference
through SCs.

In the context of 6G networks, precise spectrum sharing
is vital to prevent underutilization. A blockchain-based
spectrum and infrastructure sharing model [119] among
multiple MNOs introduces tokenization. Three SCs facilitate
semi-persistent, dynamic, and intelligent spectrum trading.
Radio Resource Tokens (RRT) for tradable radio resources
and Infrastructure Resource Tokens (IRT) as stable coins
with a static price are introduced. Another instance, as
outlined in [80], involves blockchain-based spectrum sharing
among nodes, incorporating game theory. The proposed
Praft consensus algorithm considers malicious nodes, and a
reinforcement factor analyzes strategies based on spectrum
occupancy, influence of PUs, and enthusiasm. Information
obtained by PUs is encrypted, and tokens are sent to SUs
along with a digital signature.

Furthermore, a blockchain-based spectrum resource
optimization and trading scheme [120] for satellite com-
munication is presented. This scheme aims to maximize
satellite system benefits and enhance spectrum utilization.
Tokens play a central role, with terrestrials acquiring tokens
by acting as trustees or through charging. The survival
of the secondary spectrum market (SSMs) depends on
licensed spectrum and infrastructure by Primary Licensed
Operators (PLOs). A blockchain-based automated pricing
model [121], featuring a token called Spectrum Dollar,
addresses secondary radio spectrum trade. Spectrum Dollars
help eliminate malpractices of PLOs, reducing spectrum
reuse costs. Notably, recent efforts have focused on devel-
oping blockchain-based token systems between operators
and users within multi-operator environments for trading in
wireless communication networks [117].

In summary, tokens are pivotal for DSM, incentiviz-
ing participation, managing access, promoting fine-grained
infrastructure sharing, ensuring fair compensation, and elim-
inating malpractices. The emerging trend of NFTs holds
promise for representing digital assets in DSM, suggesting
the need for further research in integrating NFTs into the
dynamic spectrum landscape.

C. MONITORING OR SLA MANAGEMENT

1) INTRODUCTION

The realm of mobile networks faces escalating challenges in
managing SLAs due to the expansive array of requirements
and spectrum use cases. The intricate nature of these chal-
lenges has prompted the adoption of blockchain technology,
offering inherent capabilities to revolutionize SLA manage-
ment. Blockchains, through their decentralized architecture,
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provide a secure foundation for SLA management, mitigating
the complexities associated with virtualization and network-
slicing architectures. SCs within blockchains play a pivotal
role by ensuring traceability of network resources, bolstering
accountability, and automating the entire SLA process. The
transparency and tamper-resistant features of blockchains
enhance audibility, maintaining a secure record of actions and
transactions in the dynamic mobile network environment.
Automation capabilities, facilitated by SCs, streamline SLA
execution, reducing errors and disputes. Notably, blockchain-
enabled network slicing emerges as a key solution, allowing
the creation of isolated, virtualized network instances tai-
lored to specific SLAs. This dynamic adaptation ensures
continuous monitoring of customer-devised SLAs, foster-
ing a responsive and adaptable infrastructure. In essence,
blockchain technology introduces a decentralized, secure,
and automated paradigm to SLA management, addressing
the multifaceted challenges of modern mobile networks.

2) HOW BLOCKCHAIN HELPS

In the context of B5G, the evolving spectrum management
landscape necessitates a reevaluation of existing architectures
to meet heightened performance expectations and accommo-
date fine-grained spectrum sharing. SLAs have traditionally
imposed overhead on networks, forcing trade-offs between
factors like price, coverage, and QoS when selecting a
MNO and data plan. A transformative solution is offered
by a blockchain-based spectrum and infrastructure-sharing
platform, as proposed in [119]. This platform leverages
three SCs to facilitate quasi-real-time service provisioning
between MNOs and users. The trustless MNO environ-
ment, often challenging for interoperability, is addressed
through a blockchain-enabled SDN approach [122] for
managing radio spectrum access over small cell networks.
SCs validate transactions between MNOs, ensuring secure
and efficient management of spectrum access and business-
level agreements. Automation of SLAs’ complexities is
achieved through SCs, enabling dynamic spectrum negotia-
tions. Another blockchain-based platform, proposed in [123],
focuses on secure SLAs among MNOs, Mobile Virtual
Network Operators (MVNOs), and regulatory bodies. SCs
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within this architecture streamline SLAs, enhancing QoS for
subscribers compared to opportunistic MVNO approaches.
The integration of SDN enhances spectrum management,
providing seamless roaming and introducing flexibility
and programmability. Challenges in incorporating SLAs
into SDN are addressed by a proposed Blockchain and
SDN Architecture for Spectrum Management in Cellular
Networks [122]. This framework employs SCs to instill trust
among MNOs, simplifying billing processes and roaming
settlements, thereby streamlining the spectrum management
lifecycle. The intersection of blockchain and SDN offers a
novel and robust approach to addressing SLA complexities
and fostering interoperability in the dynamic landscape of
mobile network operators.

D. REPUTATION MANAGEMENT
1) INTRODUCTION

The concept of node reputation emerges as a potent
tool with diverse applications, finding utility in various
scenarios, particularly in the logical fusion of sensor node
results. Calculated based on the transactional and behavioral
history of nodes, this reputation serves as a robust metric
stored transparently and in a distributed manner within
a blockchain network. Beyond enhancing the credibility
of the system by employing reputation methods for node
selection, this mechanism significantly contributes to the
efficacy of spectrum-related trading, spectrum sharing, and
the refinement of spectrum sensing and mining accuracy. By
incentivizing node participation, reputation methods play a
pivotal role in encouraging active engagement. Furthermore,
the strategic deployment of reputation mechanisms serves
as an effective deterrent against malicious node activities,
thereby fortifying the security of the network (Refer to
Figure 15).
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2) HOW BLOCKCHAIN HELPS

The reputation of nodes involved in spectrum sensing and
mining plays a pivotal role in ensuring the reliability of
spectrum-related processes. In contexts such as CR-based
opportunistic spectrum access, where effective corporate
spectrum sensing is crucial, the reputation of participating
nodes becomes paramount. To address this, a blockchain-
based SCs approach, as outlined in [98], employs a reputation
parameter and a money-locking scheme to enhance the
efficiency of calculating reputation based on recent sensing
accuracy. Similarly, another framework for smart contract-
based distributed spectrum sensing [124] incorporates a
reputation-based incentive algorithm within SCs to incen-
tivize and reward SUs for spectrum sensing activities.
Automating spectrum sensing via SCs, as proposed in [125],
introduces an incentive mechanism that encourages sensor
nodes to take correct actions while penalizing malicious
nodes. Active nodes with higher reputation scores receive
rewards, fostering a trustworthy SS environment.

The dynamic nature of CR networks poses chal-
lenges in achieving stringent spectrum access requirements.
A Reputation-Aware Relay Selection with Opportunistic
Spectrum Access method [126] combines relay selection and
opportunistic spectrum access using blockchains through a
cross-layer method. This involves Secondary Relays (SR)
receiving access to the spectrum based on their virtual
wallets, representing SRs’ secrecy capacity and behavior.
Rewarding or penalizing SRs is determined by a mathemat-
ical framework that assesses the trustworthiness of nodes,
with an offline blockchain storing relay information to detect
reputable and non-reputable relay nodes. Reputation values
calculated for relay nodes are fed into an ML model to
discard non-reputable relays.

In spectrum-sharing scenarios, reputation schemes are
integral to ensuring resource sharing is free from malicious
nodes. For CR-based Internet of Battlefield Things (IoBT)
networks tackling SSDF attacks, the ProBLeSS protocol [76]
utilizes blockchain and reputation-based incentives to secure
spectrum sensing data integrity. Integrating a game theory-
based TFT approach, a blockchain-based spectrum-sharing
system [82] incentivizes corporate users to engage more in
spectrum sharing. The reputation scheme evaluates spectrum
quality, usage information, and security, aiding regulatory
authorities in making efficient spectrum resource manage-
ment.

In spectrum trading, the reputation of nodes becomes
crucial for authenticating participants. For instance, a consor-
tium blockchain-enabled secure spectrum trading framework
for UAV-assisted cellular networks [97] incorporates a
reputation-based miner selection. This ensures that edge
computing nodes with higher reputation act as reliable
miners, enhancing consensus reliability in spectrum trading.
Another decentralized blockchain-enabled spectrum trading
framework [127] proposes a reputation scheme where highly
reputed nodes can audit and verify transactions and block

1775



PERERA et al.: SURVEY ON BLOCKCHAIN FOR DYNAMIC SPECTRUM SHARING

Update
Reputation
scores of Nodes

|

Dynamic Spectrum Access f . ’ ‘ Pattern Recognition
NI_\¥
Malicious node/behaviour
Identification
@n P ;-; ¢

Blockchain Network
Violation

Automate Decision
Making
Detection

Integrate Al into SCs
to Analyse Data

Dynamic
Spectrum
Sharing

FIGURE 16. Integrating Al into Blockchain-based DSM.

correctness. In a satellite-based spectrum trading frame-
work [128], a blockchain with edge computing employs
a reputation-oriented node selection scheme, preventing
malicious nodes from entering the spectrum trading process.

Lastly, for enforcing spectrum policies and detecting
anomalies, SenseChain [129] utilizes blockchain to access
the reputation of sensor nodes. The distributed nature of
blockchain, along with its consensus mechanism, helps
extract the reputation of sensor nodes, facilitating accurate
anomaly detection and identification of malicious nodes.
The reputation is established through a financial incentive
mechanism that rewards validators and sensors for their
contributions.

E. SUPPORT FOR Al INTEGRATION

1) INTRODUCTION

Achieving a decentralized and dynamic spectrum resource
management platform necessitates a synergistic integration
of blockchains and ML. While blockchains serve as a
distributed ledger to record spectrum-related transactions,
ML plays a pivotal role in analyzing these transactions
and elevating spectrum-related decision-making to new
heights of autonomy, fostering increased intelligence within
the system. To illustrate, leveraging deep learning-based
approaches facilitates automatic feature extraction, reducing
operational costs significantly. Additionally, employing deep
reinforcement learning methods enables online learning,
enhancing efficiency across spectrum sensing, mining, access
management, sharing, and trading. This combined approach
harnesses the strengths of Al and ML, empowering the entire
spectrum management system with enhanced intelligence
and operational efficacy (See Figure 16).

2) HOW BLOCKCHAIN HELPS

Spectrum sensing and management are pivotal compo-
nents of CR Networks, and the convergence of ML and
blockchain technologies introduces innovative techniques for
efficient spectrum utilization and security. In a ground-
breaking approach outlined in [130], a comprehensive ML
and blockchain-based spectrum management technique is
introduced for CR networks. This model encompasses

1776

spectrum sensing, blockchain-enabled spectrum access, and
the identification of Malicious Users (MUs). An initial ML-
based Extreme Learning Machine (ELM) is employed for
spectrum sensing, utilizing the blockchain network to ensure
secure spectrum allocation for SUs, while malicious users are
identified and blocked from accessing spectrum resources.

Spectrum handoff allows unlicensed users to leave their
current channel when a licensed user needs to start another
transmission. The SU switches to a different channel
to finish the incomplete transmission. The CR system
allows unlicensed clients to use channels without licensing,
but secondary users must wait for every second. As a
solution [131] proposes a hybrid blockchain-based spectrum-
sharing algorithm thats based on a Convolution Neural
Network (CNN) to automatically extract features.

For spectrum allocation, an advanced multi-layer frame-
work is proposed in [132], decoupling operators and
infrastructure planes to enhance flexibility. This model,
utilizing a multi-dimensional matrix representation of data
flows, facilitates dynamic switching within a multi-operator
environment for service provisioning. Additionally, an Al-
based workflow for dynamic spectrum allocation among
multiple mobile network operators, adapting to various
combinations of data flows, is developed. A deep recurrent
neural network architecture, specifically Long Short-Term
Memory (LSTM), is employed for long and short-term traffic
prediction.

Addressing dynamic spectrum allocation, the DeepBlocks
scheme [133] introduces a Deep-Q-Network (DQN) to
minimize the search state explosion through a reward penalty
framework, utilizing blockchain architecture to record trans-
actions related to the dynamic allocation of unallocated
spectrum resources to mobile units. SCs are employed to
track resource usage and automate spectrum assignments
based on DSA profits. Dynamic Resource Sharing (DRS)
gains significance for improved resource utilization, and
a blockchain-based Al-empowered DRS architecture [110]
is proposed. Deep Reinforcement Learning (DRL)-based
approaches enhance pattern recognition, improving the
decision-making process of DRS and optimizing profit ratios
for users.

In the realm of spectrum trading, a decentralized spectrum
trading platform is established through Network Slicing
(NS) and blockchains for autonomous RAN slicing, as
presented in [127]. This hierarchical framework incorporates
a three-stage Stackelberg game for incentive maximization
and uses a multi-deep reinforcement learning algorithm to
achieve Stakelberg Equilibrium (SE). Addressing security
concerns in CR-IoT networks, a sophisticated ML model
for identifying and clustering malicious CR-IoT users is
introduced along with a blockchain-based spectrum sharing
framework [5]. Each cognitive user serves as a sensing
and mining node, and decision tree algorithms classify
them based on spectrum sensing and mining revenue data,
enhancing the security of opportunistic spectrum access in
CR-IoT networks.
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A decentralized blockchain-based dynamic spectrum acquisition scheme where

optimal channel allocation is achieved for minimum energy

An Al-based DRS architecture is proposed with enhanced security and automation
plus DRL has been used for pattern recognition and decision-making in DRS while

optimizing the profit ratios for customers

A DSA framework that utilizes tokens for incentivizing SUs for participating in

such energy-consuming sensing and mining, which is based on a sensing-access-

A framework for license-free spectrum resource management in CPSSs using SCs

with KM algorithm to enhance transaction processing speeds

A Blockchain-based multi-operator service provisioning with the ability to manage

spectrum sharing among multiple operators to minimize spectrum under-utilization

A BC-based mobile edge computing (B-MEC) framework for adaptive resource
allocation and computation offloading where spectrum allocation, size of the
blocks, and number of producing blocks for each producer are formulated as a

joint optimization problem and optimized via DRL

A BC based spectrum sharing framework with enhanced privacy, compatibility,

and spectrum efficiency

An intelligent and secure spectrum sensing platform with spectrum auction
mechanism (BISA)

A BC based hierarchical framework for spectrum trading for NS in RAN with
a three-stage Stackelberg game framework for joint optimal pricing and demand
and a multi-agent deep reinforcement learning (MADRL) method is designed to

achieve a Stackelberg equilibrium (SE)

A BC based spectrum trading protocol STBC (Spectrum Trading Blockchain) with

enhanced efficiency and scalability

A BC privacy-preserving secure spectrum trading and sharing scheme for UAV
networks and a Stackelberg game has been used to jointly maximize the profits

of the MNO and the UAV operators under both uniform and nonuniform pricing

Enhanced security scheme for Internet of Vehicle (IoV) using BC is proposed

where BC maintains blockchain is used to store every activity and stored infor-

A protocol called Proactive Blockchain based Spectrum Sharing (ProBLeSS) is
proposed to provide security against SSFD attacks in CR-IoBT networks based on

A BC-based platform for security enhancement under spectrum sensing against the

malicious user in the CRN using an Adaptive threshold spectrum energy detection

A BC-based decentralized SAS architecture to provide services securely and
efficiently with smart contract-enabled local blockchains for automating spectrum

access assignment

A permissioned BC trust framework for spectrum sharing in multi-OPs wireless
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communication networks with the smart contract being used to implement the

spectrum trading among multi-OPs

V. BLOCKCHAIN FOR ADDRESSING CHALLENGES IN
DSM

DSM confronts a range of complex challenges encom-
passing interference, security, coordination, reliable sensing
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data, spectrum violation detection, and spectrum ownership
verification. Inaccuracies in channel sensing contribute to
interference issues affecting both primary and secondary
networks. Security concerns emerge during spectrum sensing
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A trust evaluation mechanism for sensing nodes with a and consensus mechanism-
Proof-of-Trust (PoT) to build a scalable blockchain with high transaction-per-
second (TPS). Furthermore the framework proposes privacy protection with SCs

for automating the process

[107]

A trustworthy framework implemented with BCs to address these privacy issues

while adhering to FCC’s regulatory design requirements

[109]

A BC-based spectrum trading (ST) platform for trading among VONs in the context
of an elastic optical network (EON)

[112]

A BC radio access network (B-RAN) to facilitate trustworthy corporation among

massive trustless sub-networks

[120]

A BC based platform for spectrum and infrastructure sharing with a built-
in tokenization model for spectrum and infrastructure and feasible consensus
algorithms. SCs have been used for service provisioning with semi-persistent,

dynamic, and intelligent spectrum trading

[115]

A BC-based spectrum sharing platform with a digital token to validate and track
the use of a licensed frequency which enables both advertising and sensing based

spectrum sharing under various leasing policies

[119]

A CBRS-Blockchain model with a specialized consensus method called proof-of-

strategy that reduce administrative expense of dynamic access system

[130]

A distributed consensus mechanism has been employed to come up with an
accurate enforcement system that is capable of detecting anomalies and track

reputation of distributed sensors for the enforcement of spectrum policies

A consortium BC-based DSS framework that enables spectrum trading with assured

[136] revenue for each participant

(731 | v v

An algorithm for optimizing spectrum sensing and mining time in a BC-based
DSA system

A novel BC-based DSM in CBRS band to improve spectrum management and
[108] QoS for GAA users

v A new BC-enabled spectrum trading framework that also addresses the high energy

[137] consumption and latency issues of consensus algorithms

[79] v v

A BC-based dynamic spectrum sharing framework has been proposed using

differential privacy for a privacy-preserving double auction mechanism

and communication phases, necessitating resilient counter-
measures. Coordination hurdles persist among SUsvying
for simultaneous access to the primary user spectrum. The
reliability of sensing data is crucial for the effectiveness of
DSA schemes. Spectrum violation detection is pivotal for
preserving the integrity of the open spectrum, and verifying
spectrum ownership is essential given the limited nature of
this resource. Overcoming these challenges is imperative
for promoting fairness, efficiency, and smooth operations in
DSA scenarios (Figure 17).

A. INTERFERENCE

1) INTRODUCTION TO ISSUE

The issue of interference, both between primary and sec-
ondary networks and within secondary networks, constitutes
a significant challenge in DSA. Interference to the primary
network arises when SUsinaccurately sense the channel
as vacant [17]. This leads to concurrent transmissions,
causing disruptions for primary users. In the underlay mode
of CR networks, interference is intrinsic, demanding that
it be maintained at an acceptable level. Several crucial
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factors influence interference, encompassing the propagation
characteristics of the wireless channel (including path loss,
fading, and shadowing), the spatial distribution of primary
and secondary networks, power control procedures adopted
by secondary users, the spectrum sensing schemes in use, and
the collaboration between SUsduring spectrum sensing [17].
To mitigate interference, networks can implement policies
such as establishing blackout regions where SUs are pro-
hibited from transmitting or imposing a maximum power
level for secondary networks. These strategic measures are
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vital for ensuring the effective coexistence and optimal
performance of DSA systems.

2) POSSIBLE BLOCKCHAIN-BASED SOLUTIONS

Blockchain technology presents a promising avenue for
reducing interference in DSA, ensuring fair competition
and optimal spectrum utilization. A notable contribution
comes from [81], where a license-free spectrum resource
management framework for Cyber-Physical Systems of
Systems (CPSSs) is proposed. This framework, leveraging
blockchain and SCs, divides the local cell spectrum into
multiple channels, particularly beneficial for edge comput-
ing of non-real-time data. The introduction of blockchain
consensus mechanisms, as tailored by the authors, facilitates
efficient interference management, preventing collisions and
enhancing the overall transaction processing speed without
compromising the fundamental attributes of blockchain
technology.

An innovative interference-based consensus mechanism is
introduced in [137], aiming to enhance transaction efficiency,
reduce system overhead, and promote effective spectrum
sharing. This mechanism compares aggregated interference
experienced by nodes, compensating the most affected
node. Additionally, a transaction validation mechanism is
designed to prevent harmful interference from spectrum
traders, ensuring that validated spectrum transactions stored
in blocks contribute to interference reduction.

The use of blockchain-based tokens is explored in [114]
as a means to mitigate interference. A spectral token is
introduced to validate and track the use of a licensed
frequency band, enforcing sequential access by SUs to
minimize interference. This token-based access protocol,
akin to holding a license for frequency band usage, ensures
effective data transmission by limiting interference. With
only one user holding the token at a time, this crypto-
token-based approach efficiently promotes radio spectrum
use while minimizing interference.

In the context of CBRS system proposed by the
FCC, [107] proposes a dedicated blockchain-based graph
coloring scheme for interference management. The goal is to
avoid conflicts among GAA users, addressing limitations in
the centralized SAS and central database. This blockchain-
based interference management approach provides a scalable
solution for efficiently handling large-scale networks and
users.

In summary, blockchain applications, such as interference-
based consensus mechanisms and token-based access
protocols, offer innovative solutions to reduce interference
in DSA, fostering fair competition and effective spectrum
sharing.

B. SECURITY AND PRIVACY ISSUES

1) INTRODUCTION TO ISSUE

In contrast to traditional wireless networks, DSA and
DSM networks face unique security challenges due to the
presence of multiple unlicensed users, cognitive capabilities,
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and reconfigurability [15]. Alongside conventional security
concerns, threats such as adversaries mimicking primary
user behaviors, transmitting false spectrum information,
and selfish actions by secondary user devices pose sig-
nificant risks during spectrum sensing and communication
phases [16], [138]. Privacy preservation, particularly in
database-centric DSM approaches, where SUs disclose
operational attributes for spectrum availability, becomes
a challenge susceptible to exploitation by malicious
users [138]. Implementing countermeasures, including trans-
mitter verification, cryptographic signatures, abnormality
detection, trusted node-assisted schemes, and blockchain
integration for secure spectrum sharing, enhances correctness
and security while mitigating potential threats [138]. The
centralized fusion center’s single point of failure underscores
the need for robust security measures in DSA networks.
Addressing these security challenges requires adaptive solu-
tions to ensure the privacy and integrity of spectrum-related
information, safeguarding against malicious activities in the
dynamic spectrum environment.

2) POSSIBLE BLOCKCHAIN-BASED SOLUTIONS

The inherent features of blockchain, including its dis-
tributed nature and immutability, play a pivotal role in
enhancing overall security. In a spectrum-sharing context,
Zhou et al. [77] introduce a blockchain-based framework
that significantly amplifies security within the domain. To
further fortify security, leveraging the distributed benefits
of blockchain involves the implementation of public-
private encryption schemes, rendering decryption nearly
impossible—an aspect demonstrated in crowd-sensing secu-
rity by Lv et al. [89].

The absence of a spectrum ownership authentication mech-
anism introduces a security vulnerability known as primary
user emulation, wherein attackers impersonate legitimate
PUs, often leading to fraudulent activities. Blockchain’s
decentralization and consensus mechanisms provide an
effective solution through reputation scores. Jain et al. [98]
propose a method where malicious activities are iden-
tified by analyzing spectrum transactions stored in the
blockchain, leading to the assignment of lower reputation
scores through consensus. In CRN, identifying malicious
users and denying access is essential. Unauthorized access
to the spectrum poses challenges, as primary users can share
bandwidth with secondary users, but malicious secondary
users can access through misusing identity or altering
primary signals. Blockchain technology can help improve
spectrum management efficiency. Reference [139] proposes a
private blockchain-based security scheme to secure spectrum
allocation and limit access to only authorized users.

Beyond primary user emulation, collusion among multiple
SUs poses a significant threat. Blockchain serves as an
interface for integrating ML techniques, facilitating the anal-
ysis of data patterns stored in the blockchain to categorize
nodes as malicious or non-malicious [5]. This approach,
coupled with reputation scores, forms a robust defense
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against collusion attacks [94]. Miah et al. [5] introduce
an intelligent ML model for identifying and clustering
malicious CR-IoT users based on blockchain, providing
effective spectrum management.

Automating spectrum transactions through SCs not only
reduces the risk of identity exposure but also safeguards
private transactions among participants [77]. In summary,
the attributes of blockchain, combined with encryption,
consensus mechanisms, and ML integration, establish a
comprehensive security framework that effectively addresses
issues such as primary user emulation and collusion attacks,
ensuring secure and trustworthy spectrum transactions.

C. SPECTRUM ACCESS COORDINATION AND SHARING
ISSUES
1) INTRODUCTION TO ISSUE

In the realm of CR networks, the coordination and sharing
of spectrum access present substantial challenges as multiple
SUs strive to access the primary user spectrum simulta-
neously. Essential for ensuring fairness, spectrum-sharing
schemes are imperative, particularly given the dynamic
nature of available channels across dimensions like time,
frequency, and space. Implementing dynamic MAC strategies
is crucial for the proper functioning of the network, with the
MAC layer managing spectrum-aware sensing and access
control. Various spectrum-sharing methods, including Carrier
Sense Multiple Access (CSMA), dynamic frequency hop-
ping, TDMA, and Code Division Multiple Access (CDMA),
address challenges such as fluid channel availability and
frequency disparities. While significant strides have been
made, coordination challenges persist, including establishing
sharing agreements between primary and SUsin dynamic
settings. Defining proper payment procedures for scenarios
involving compensation from secondary to PUs remains an
open challenge, emphasizing the importance of resolving
these issues for fostering fairness, efficiency, and seamless
operations in DSA scenarios within CR networks.

2) POSSIBLE BLOCKCHAIN-BASED SOLUTIONS

Blockchain-based spectrum access represents a substantial
advancement in coordination, collision prevention, and trans-
parency, thereby fostering fairer spectrum auctions. Unlike
traditional DSA, which relies on a centralized fusion center
susceptible to single-point failure, BC decentralizes decision-
making by leveraging merged sensing results. Each SU
serves as a sensing and verifying node in the BC network,
enabling secure and distributed mining and updating of
sensing and access outcomes. The introduction of tokens acts
as a potent incentive for participation, as proposed by [71].
These tokens serve not only as digital currency rewards but
also as spectrum access licenses, creating an auctionable
asset that enhances engagement in spectrum sensing and
improves access strategies, as emphasized by [81]. The
utilization of digital tokens is instrumental in validating
and tracking the use of licensed frequency bands, ensuring
sequential access by SUs, and mitigating interference.
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Reference [126] explores the use of blockchain technology
for secure relay selection and opportunistic spectrum access
in vehicular CR networks. It proposes a cross-layer reliable
relay selection scheme, utilizing blockchain as a trustworthy
technique to enhance the credibility index of secondary
relays and improve network security. SCs play a crucial
role in facilitating the seamless transfer of spectral tokens
between PUs and SUs, as outlined by [114]. Furthermore, BC
significantly bolsters fairness and transparency in spectrum
access and allocation through consensus algorithms tailored
for DSA, such as the proof-of-strategy method proposed
by [118], thereby fortifying the system against single-point
failures.

D. LACK OF RELIABLE SENSING DATA
1) INTRODUCTION TO ISSUE

DSS hinges on SUs sensing idle spectrum bands and
reporting the data, yet relying on a single SU for spectrum
sensing proves inefficient due to the fading effect and shad-
owing. Cooperative sensing emerges as a solution, presenting
numerous advantages over non-cooperative methods [140].
However, spectrum sensing, while valuable for statistical
computation, is susceptible to errors in real-world scenarios,
potentially leading to inaccurate decision-making [141].
Ensuring reliable channel status diagnosis necessitates most
SUs to remain silent during the sensing period, crucial
for overcoming challenges related to low Signal-to-Noise-
and-Interference Ratio (SNIR) caused by the short distance
between transmit and receive antennas. Any SU transmission
during sensing introduces significant interference compared
to the PU signal, undermining the reliability of the sensing
process [18]. The unreliability in spectrum sharing dimin-
ishes the efficiency of DSA schemes, resulting in conflicts
among participants [142]. Particularly concerning are data
falsification attacks, which pose a severe threat to spectrum
management systems, leading to sub-optimal decisions and
potential Primary User emulation attacks. Thus, ensuring
the reliability of sensing data becomes paramount for the
robustness and effectiveness of DSA schemes.

2) POSSIBLE BLOCKCHAIN-BASED SOLUTIONS

Blockchain emerges as a pivotal solution to enhance the
reliability of spectrum sensing processes, particularly in
the face of challenges like potential fading that may
discourage SUs from active participation. BC’s automated
tasks, specialized SCs for spectrum sensing, and robust
storage mechanisms prove instrumental in overcoming this
challenge. SUs are incentivized to persist in spectrum sensing
through thoughtfully designed consensus mechanisms that
reward continuous participation, even in challenging environ-
ments, fostering a more resilient sensing ecosystem [72]. In a
Blockchain-based Distributed spectrum sensing framework,
spectrum availability is efficiently advertised, and reputation
scores for individual nodes are effectively managed, ensuring
the reliability of sensing information. Blockchains’ inherent
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decentralization and consensus mechanisms enable the iden-
tification and rewarding of nodes contributing accurate data
while swiftly addressing malicious nodes generating falsified
sensing reports [73]. This approach not only streamlines
payment processes but also efficiently manages reputation
scores in the spectrum-sharing landscape. Unlike traditional
DSA relying on a centralized fusion center, which poses vul-
nerabilities to single points of failure, Blockchain eliminates
this issue, significantly enhancing reliability in cooperative
sensing settings. In such settings, where SUs function as
sensing nodes contributing to the mining process, Blockchain
ensures secure operations and prevents the generation of
unreliable data [71]. Beyond incentivizing spectrum sensing
accuracy, BC-based methodologies, as proposed by [89], col-
lectively contribute to boosting the efficiency, security, and
overall reliability of spectrum sensing processes, effectively
addressing challenges associated with fading environments
and promoting sustained and trustworthy participation.

E. LACK OF SPECTRUM VIOLATION DETECTION
METHODS
1) INTRODUCTION TO ISSUE

The detection and prevention of spectrum violations are
paramount for maintaining the integrity and lawful utilization
of the open spectrum. Given the challenges posed by the
open nature of the spectrum, robust enforcement policies
are essential to detect and address unauthorized access
effectively. Spectrum patrolling, although resource-intensive,
emerges as a prominent method, with crowd-sourcing
techniques enhancing monitoring and enforcement efforts.
Punitive approaches play a vital role in identifying unau-
thorized behaviors, localizing malicious users, and imposing
suitable punishments, as highlighted in [19]. Proactive
measures are imperative for preventing unauthorized access,
particularly in the context of the spectrum being an open
resource. Spectrum management practices must incorporate
mechanisms to prohibit interference violations by SUs when
PUs are utilizing the spectrum. This ensures that unlicensed
SUs can access licensed PUs’ spectrum only when it is not
in use, as emphasized by [114]. Additionally, addressing
SLA violations is crucial, representing a significant form of
misconduct. Detecting violations by both PUs and SUs, in
breach of stipulated SLA conditions, becomes challenging
without robust monitoring and enforcement mechanisms.
Effectively addressing these issues is vital to safeguard the
integrity of spectrum usage and prevent unauthorized access
to these limited and valuable resources.

2) POSSIBLE BLOCKCHAIN-BASED SOLUTIONS

In ensuring a reliable operation of a DSS scheme, safe-
guarding the individual identities of nodes is crucial to
prevent identity violations and misuse of the spectrum. The
consortium blockchain-based DSS framework, as presented
by [135], not only addresses this concern but also establishes
regulators within the blockchain network. These regulators
play a key role in regulating and ensuring the secure and
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robust operation of DSS. The framework utilizes mining and
data analysis to synchronize and regulate the DSS process,
tracing transaction history for identifying violations. In cases
where violations are detected, transactions can be revised
or deleted from the block. Additionally, operators undergo
certificate authorization before joining the blockchain, and
regulators have the authority to remove detected malicious
nodes. Violations by Base Stations Operators (BOPs) or
Spectrum Operators (SOPs) result in the confiscation of their
deposits, ensuring accountability.

A prevalent issue in spectrum management is the occur-
rence of violations when multiple parties attempt to access
the same spectrum band. The blockchain-based system
proposed by [143] offers a dynamic channel allocation mech-
anism to reduce conflicts. This system not only automates
communication between SASs among conflicting parties
but also achieves consensus through SCs while maintaining
the confidentiality of sensitive information. Simultaneous
conflicting reports from users, belonging to the same or
different organizations, are utilized for the de-confliction
process. SCs and SASs work collaboratively to detect
channel assignment violations, and SCs are then employed
to enforce adherence to underlying channel assignment
policies.

The adherence to FCC standards is paramount for access
and operations in the CBRS spectrum. TrustSAS, a trust-
worthy framework proposed by [106], addresses privacy
concerns during spectrum sensing processes. This framework
utilizes blockchain to ensure privacy protection for SUs and
establishes secure channels via SCs for smooth spectrum
queries.

To prevent violations of spectrum access, all nodes par-
ticipating in the spectrum-related marketplace must adhere
to underlying regulations and policies. The integration of
blockchains into mobile network infrastructure, as proposed
by [119], introduces three types of SCs for service provision-
ing. This scheme supports stakeholders, including end users,
spectrum owners, spectrum regulators, and infrastructure
owners. Spectrum regulators leverage SCs to enforce high-
level policies and constraints, making it challenging to
violate these policies.

Furthermore, the combination of blockchains or specifi-
cally SCs with 6G hybrid cloud architectures, as explored
by [144], is investigated for ensuring stability, security, and
energy efficiency in spectrum sharing among Ubiquitous
Internet of Things (UloT) devices. The study demonstrates
that SCs can be instrumental in preventing spectrum viola-
tions throughout the spectrum transition process.

Monitoring the behavior of nodes is identified as an invalu-
able method for identifying potential spectrum violations.
The framework proposed by [122] utilizes SCs to ensure that
all nodes contributing to the spectrum management process
adhere to rules issued by a spectrum regulator. This ensures
the efficient utilization of the spectrum and enforces penalties
against MNOs violating the standards. Suspicious behaviors
of nodes are monitored through SCs.
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SenseChain, as introduced by [129], is a consensus-
employed blockchain-based network designed for reliable
and accurate enforcement. This network estimates the rep-
utation of sensors and recognizes falsified sensors through
a blockchain-based distributed anomaly detection system.
The anomaly detection system is instrumental in detecting
violations of spectrum access policies, detecting malicious
intent, and separating good actions from bad, assigning a
reputation metric to nodes. A novel consensus mechanism,
“Proof-of-Sense” is proposed by [145] for a BC-based DSA
system. Operating on spectrum sensing procedures rather
than cryptographic calculations, this mechanism detects spec-
trum fraud and prevents unauthorized access by analyzing
sensed spectrum data.

In conclusion, the use of SCs plays a pivotal role in detect-
ing and preventing spectrum violations across various aspects
of DSM. These mechanisms not only ensure transparency
and security but also automate enforcement, addressing
challenges related to identity protection, conflicts, privacy,
and regulatory adherence. The presented frameworks and
systems leverage blockchain and smart contract technologies
to create robust, secure, and efficient spectrum-sharing
ecosystems.

F. LACK OF TRUSTWORTHY SPECTRUM
MARKETPLACE

1) INTRODUCTION TO ISSUE

Due to the scarcity of spectrum as a resource, the existing
spectrum trading marketplace has become a highly fraudulent
place. One major reason for this issue is the centralized
architecture with selfish spectrum trading parties. In addition,
the spectrum transactions are not disclosed to parties
of interest, while private information related to spectrum
auctions and trading leakage can be observed. This creates
a highly untrustworthy environment. The current spectrum
right transfer takes place as an offline spectrum auction
event and most of the [20] spectrum-related trading happens
manually. These static contracts due to their low scalability
time-consuming nature and high cost are less ideal for
automation. All these factors lead to the underutilization of
this valuable resource, provisioning overheads, and security
issues.

2) POSSIBLE BLOCKCHAIN-BASED SOLUTIONS

Blockchain technology revolutionizes the spectrum market-
place by offering unparalleled features such as immutability,
low maintenance costs, security, and transparency. These
attributes pave the way for dynamic systems in spectrum
management. The decentralized and immutable nature of
blockchains enhances the security of spectrum trading
systems, enabling transactions without the need for a central
trusted party. Automating spectrum trading, auctioning, and
related marketplace activities becomes feasible through the
integration of blockchain technologies.

Satellite spectrum resource management, particularly in
the context of IoT’s integration into massive IoT systems,
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is a pressing issue. A blockchain-based scheme proposed
by Wang et al. [120] optimizes spectrum allocation in a
satellite system. This scheme employs blockchain to create a
novel spectrum trading approach, considering the spectrum’s
quality and pricing ranges. Differential spectrum pricing,
coupled with a pool structure accommodating various quality
spectra, effectively addresses the heterogeneity of the Low
Earth Orbit (LEO) satellite spectrum.

Blockchain-based solutions extend to spectrum auctioning
methods, especially in scenarios where maintaining bidder
privacy is crucial. Yu et al. [79] propose a blockchain
and cryptography-based auctioning scheme to ensure bidder
privacy against collusion attacks in heterogeneous spacecraft
networks. The scheme employs a secure spectrum auction
framework with a blockchain address based on SHA256 hash
functions, enhancing security and privacy during the auc-
tioning process.

To intelligently address the scarcity of spectrum resources
due to the proliferation of IoT devices, Blockchain-based
Intelligent Spectrum Auctioning (BISA) is introduced.
Zhu et al. [91] present BISA, a framework ensuring
secure and efficient spectrum auctions with low complexity.
The blockchain records all transactions, eliminating self-
interested auctioneer traditions from the auctioning process.

In the realm of network virtualization, Zhao et al. [146]
propose a blockchain-enabled secure spectrum trading frame-
work. This framework focuses on developing a spectrum
trading strategy among operators, subletters, and users using
SCs. The blockchain-driven automation reduces transaction
overhead and enhances spectrum utilization rates.

Dynamic spectrum trading between VONs in EONs
can benefit from blockchain. Ding et al. [108] introduce
a spectrum trading scheme that leverages blockchain to
match timely fluctuations in capacity, ensuring dynamic and
efficient spectrum trading.

Combining blockchain and NS takes the form of a
hierarchical framework for blockchain-empowered spectrum
trading in RANs. Boateng et al. [127] present this framework,
enabling secure decentralized spectrum trading, autonomous
RAN slicing, and adjustments in spectrum slices based on
traffic demand fluctuations.

Ensuring fairness in spectrum trading is pivotal, and
blockchain technologies play a crucial role. Li et al. [135]
introduce a consortium blockchain-based DSS framework
that adapts MNOs to become either spectrum providers
or requesters based on demand. The framework employs
a Multi-leader Multi-follower Stackelberg game to ensure
fairness, and SCs record spectrum allocations. A new
blockchain-based framework for spectrum trading [136],
divided into three layers: access, distribution, and core. Each
layer focuses on specific functions, simplifying the complex
blockchain spectrum-sharing process and maximizing user
benefits in spectrum trading matching schemes.

Reputation mechanisms and blockchain empower Decision
Support Systems for optimal spectrum trading deci-
sions. Yang et al. [147] propose a novel reputation
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FIGURE 18. BC-based Services for Spectrum Marketplace.

mechanism-based blockchain-empowered DSS system. This
system considers historical transaction success rates and
communication throughput to enable optimal spectrum trad-
ing decisions, fostering a Stackelberg game for incentive
maximization.

Blockchain-enabled spectrum trading methods tackle the
challenge of secure information sharing among different
parties. Lin et al. [115] propose a spectrum-sharing method
based on blockchain and intelligent contracts, enhancing
data-sharing effectiveness, security, and automation.

Despite the advantages, blockchain-based spectrum trad-
ing methods face inherent limitations. Xue et al. [92] present
the Spectrum Trading Blockchain (STBC), a decentralized
distributed spectrum trading protocol. STBC addresses issues
like low spectrum utilization rates, high transaction delays,
and energy waste through a novel consensus mechanism,
ensuring efficiency and security.

In summary, blockchain technologies bring transformative
benefits to the spectrum marketplace by enhancing security,
transparency, and automation in trading, auctioning, and
related activities (see figure 18. These advancements address
challenges in satellite spectrum management, bidder privacy,
scarcity of spectrum resources, fairness in trading, and
information sharing among different parties. Despite inherent
limitations, innovative solutions like STBC and improved
consensus mechanisms continue to push the boundaries,
making blockchain a pivotal force in reshaping the current
spectrum marketplace.

G. NO DIRECT MECHANISM TO VERIFY THE SPECTRUM
OWNERSHIP
1) INTRODUCTION TO ISSUE

The verification of spectrum ownership holds paramount
importance due to the limited nature of the spectrum, often
considered the exclusive property of the government within
a country. Ownership of specific spectrum bands is typically
regulated by a regulatory body and passed on to exclusive
users through a competitive bidding process or a physical
event. While exclusive spectrum users/PUs may opt to share
the spectrum with SUs, this introduces several security
challenges. A key issue arises as SUs lack a clear method
for distinguishing between the spectrum bands allocated
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to exclusive users and potentially malicious users. This
lack of differentiation leads to conflicts among all parties
involved in the spectrum-sharing process, as highlighted
in [21]. The consequence is interference and degradation of
QoS within the exclusive spectrum users’ allocated bands,
emphasizing the critical need for robust mechanisms to verify
and authenticate spectrum ownership in DSA scenarios.

2) POSSIBLE BC BASED SOLUTION

The utilization of NFTs, a blockchain-based technology,
offers a promising solution for authenticating ownership
of spectrum bands. NFTs, as highlighted in [148], are
on-chain credentials that generate unique, indivisible, and
non-interchangeable representations of assets. Integrating
NFTs with SCs facilitates the straightforward verification of
the existence and attributes of digital assets. In the context
of DSA, spectrum can be transformed into a digital asset and
corresponding NFTs can be minted, providing a secure and
verifiable method for authenticating ownership of spectrum
bands. The inherent transferability of NFTs, supported by
transparent records of ownership stored in the blockchain,
streamlines spectrum-related asset transactions, offering a
robust mechanism for verifying and managing ownership in
dynamic spectrum scenarios.

VI. BLOCKCHAIN PLATFORMS

A. ETHEREUM

1) INTRODUCTION TO THE PLATFORM

Ethereum, a second-generation blockchain technology,
extends the capabilities of traditional blockchain by embrac-
ing a broader range of applications. Proposed by Vitalik
Buterin, co-founder of Bitcoin Magazine, Ethereum emerged
in 2014 with the vision of creating a fully functional
open platform for decentralized applications (DApps) [149].
Serving as a decentralized computing platform, Ethereum
introduces its cryptocurrency, Ether (ETH). This platform
facilitates the launch of applications, databases, and services
through SCs, referred to as DApps in the Ethereum context.
In an Ethereum network, nodes or computers play dual
roles: recording transactions and creating SCs. Notably,
Ethereum employs a PoS consensus mechanism, which is
more secure, energy-efficient, and scalable compared to the
previous Proof of Work (PoW) architecture. The versatility of
Ethereum extends to various use cases, including Ethereum
coins, Initial Coin Offerings (ICOs), DApps like Uniswap (a
Decentralized Automated Exchange protocol), decentralized
identities (DIDs), and even real estate transactions where
Ethereum facilitates communication between buyers and
sellers within a distributed operating system.

2) EXAMPLE SCENARIOS FOR DSM

Ethereum, as a second-generation blockchain, transcends the
limitations of first-generation blockchains like Bitcoin by
offering a more versatile and programmable platform. Unlike
Bitcoin, Ethereum allows users to go beyond digital currency
and develop their own programs through SCs. These SCs,
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also known as “autonomous agents” when user-programmed,
and “multi-signature” accounts when managing participation
and providing utility to other SCs, unlock a plethora of use
cases.

In the context of DSM, Ethereum-based SCs have been
instrumental in the development of spectrum auctioning and
trading platforms. These platforms, leveraging the autonomy
and security features of SCs, facilitate trading in CBRS
band [112]. Additionally, for Heterogeneous Spacecraft
Networks, Ethereum-based SCs power spectrum auctioning
systems [79], while a consortium model based on Ethereum
SCs and DSS is implemented in Hyperledger Fabric for
multi-operator scenarios [135].

Ethereum SCs extend their utility to spectrum violation
detection through systems like SenseChain [129], which
employs a Reputation System for Distributed Spectrum
Enforcement. By utilizing Ethereum SCs, violations in the
CR environment can be identified, ensuring adherence to
specified conditions. Moreover, for spectrum management
in SDN architecture, Ethereum Virtual Machines (VMs) are
employed to monitor transactions among multiple users,
detect frequency access violations, and ensure SLA compli-
ance [122].

In the pursuit of scalability and secure DSA, a Blockchain-
based Scalable model has been developed using Ethereum
and multiple sidechains connected to the mainchain via
bridges [125]. This model harnesses the inherent capabilities
of Ethereum blockchains to ensure seamless interoperability
and efficient spectrum management.

3) PROS AND CONS

Ethereum brings forth several advantages that distinguish it
in the blockchain space. One notable benefit is its support
for rapid development, particularly facilitated by platforms
like Hyperledger Besu, enabling the swift deployment of
private blockchain networks. Ethereum’s flexibility extends
to accommodating both private and public blockchains,
ensuring compliance with regulatory and security standards.
It stands out in supporting a massive number of nodes, a
crucial factor for spectrum sensing, with its mainnet capable
of handling millions of nodes. The introduction of consensus
mechanisms like Proof of Authority (PoA), bespoke block
times, and gas limits contributes to higher transaction
rates, further enhanced by solutions like Danksharding for
increased scalability.

Ethereum offers privacy granularity through private trans-
action layers, encrypting information and restricting access to
permissioned parties. Customizable consensus mechanisms,
such as RAFT and IBFT, ensure immediate transaction final-
ity based on application requirements. The use of tokens on
the Ethereum platform, differentiating it from Hyperledger,
enables novel incentive mechanisms like crowd-sourcing data
management.

However, Ethereum is not without challenges. Its ecosys-
tem, while diverse, is not confined to a single IT
environment, potentially making the codebase more complex.
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The native language, Solidity, though similar to C++4,
Python, or Java, may be considered intricate. The broad range
of use cases exposes Ethereum to errors, malfunctions, and
security threats, posing scalability challenges. Additionally,
as Ethereum supports cryptocurrencies, inherent risks asso-
ciated with digital currency investments are present.

B. HYPERLEDGER

1) INTRODUCTION TO THE PLATFORM

Hyperledger, initiated by the Linux Foundation in 2015,
stands as a collaborative effort to develop a robust and
high-performance blockchain framework. Unlike Bitcoin or
Ethereum, Hyperledger does not function as a cryptocurrency
or an independent organization; rather, it serves as a
foundational infrastructure for constructing blockchain-based
systems and applications. This collaborative venture spans
various sectors, including finance, manufacturing, and IoT
technology.

Within the Hyperledger umbrella, several projects con-

tribute to its comprehensive ecosystem:

o Hyperledger Fabric: This project offers blockchain-
based solutions tailored for business use cases [150].
The defunct Hyperledger Composer, previously a sep-
arate layer, has been seamlessly integrated into Fabric.

« Hyperledger Cello: Operating as an on-demand service
deployment model, Cello enhances the flexibility and
efficiency of blockchain implementations.

o Hyperledger Explorer: Designed to monitor and main-
tain blockchain development data, Explorer provides
transparency and insights into the blockchain network.

o Hyperledger Burrow: Serving as a permissioned
Ethereum Smart Contract platform, Burrow runs on the
Ethereum Virtual Machine, providing compatibility with
Ethereum-based applications.

o Hyperledger Sawtooth: This enterprise-level, modu-
lar blockchain platform operates with a permissioned
network and incorporates a Proof of Elapsed Time
consensus algorithm, ensuring secure and scalable
transactions.

o Hyperledger Caliper: As a benchmark tool, Caliper
is instrumental in evaluating the performance and
efficiency of Hyperledger blockchain implementations.

Hyperledger adopts a layered architecture comprising

multiple layers: the consensus layer, responsible for creating
agreements and authentication; the SC layer, managing
transaction processing and authorization; the communica-
tion layer facilitating interaction between nodes; identity
management services ensuring secure user access; and an
API layer providing a structured interface for seamless
integration and development. This layered approach enhances
the modularity, security, and functionality of Hyperledger,
making it a versatile and reliable blockchain framework.

2) EXAMPLE SCENARIOS FOR DSM

Hyperledger Fabric emerges as a versatile blockchain
framework with applications spanning modular architectures,
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resource trading, spectrum management, and network slic-
ing. In the context of spectrum sensing in CR networks,
Hyperledger Fabric, coupled with HAWK, forms a per-
missioned blockchain platform, leveraging SCs to define
features and roles effectively [98]. Similarly, spectrum trad-
ing platforms find a robust foundation in Hyperledger Fabric.
For instance, a Hyperledger Fabric-based permissioned
blockchain (HFST) powers a spectrum trading platform for
resource allocation in optical network virtualization [146].
The platform employs SCs to facilitate trading and is
implemented using a consortium network.

Hyperledger Fabric extends its utility to address spectrum-
level violations. In scenarios where SLA representation
and violation detection are paramount, Hyperledger proves
instrumental [151]. Multi-Operator Dynamic Spectrum
Sharing utilizes a Hyperledger Fabric consortium network
to identify and rectify violations within a multi-operator
environment [135]. The platform ensures efficient spectrum
sharing while maintaining security through the permissioned
nature of the blockchain.

In the realm of network slicing for B5G, the BC-Enabled
Network Slicing platform, known as BENS - B5G, har-
nesses Hyperledger Fabric SCs for consent management and
information storage on the blockchain, optimizing the over-
all slicing process [152]. Privacy-centric applications also
benefit from Hyperledger. A Blockchain-enabled Tripartite
Anonymous Identification Trusted Service Provisioning for
industrial IoT leverages Hyperledger Fabric for secure,
efficient, and anonymous access to trusted services [147].
The use of the Raft-based consensus algorithm further
enhances efficiency and security.

In the context of 5G RAN, a consortium BC platform for
spectrum trading has been developed, utilizing Hyperledger
Iroha-based SCs to facilitate secure spectrum trading among
multiple providers and requesters [127]. Hyperledger’s per-
missioned architecture and consensus mechanisms ensure
the integrity and security of spectrum trading platforms
across various applications, making it a reliable choice for
blockchain-based solutions.

3) PROS AND CONS

Hyperledger presents a modular architecture with plug-in
capabilities, offering developers the advantage of reduced
burden and the ability to reuse existing systems in new
architectures. Its distinctive feature lies in the development
of permissioned blockchains, a contrast to Bitcoin and
Ethereum, reducing security risks by limiting access to
known, validated entities. Membership service providers
further enhance validation in permissioned blockchains.
Hyperledger’s scalability is notable, achieving faster trans-
action rates without relying on resource-intensive PoW or
crypto mining, meeting the demand for high-performance
blockchain solutions.

The security aspect is fortified through the encapsu-
lation of sensitive data, known as channels, providing
an additional layer of protection by physically separating
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critical information. The integration of Hardware Security
Models (HSM) ensures the safeguarding of digital keys,
enhancing overall security measures. The presence of a
vibrant community, comprising experts in blockchain tech-
nology, contributes to ongoing development and support for
Hyperledger platforms.

However, Hyperledger faces challenges in terms of proven
use cases, with its applications yet to be extensively demon-
strated and adopted across various industries. Additionally,
the scarcity of skilled Hyperledger programmers poses a
limitation in unleashing the full potential of this blockchain
framework.

C. IOTA

Established in 2015, IOTA stands out as a distributed
ledger platform and cryptocurrency distinguished by its
unconventional lack of a traditional blockchain. With a
total of 2.8 Peta IOTA coins already in existence, the
platform eliminates the need for mining. Gaining recog-
nition among the top ten cryptocurrencies, IOTA focuses
on facilitating transactions specifically tailored for the
Internet of Things (IoT) devices, utilizing a Hash Directed
Acyclic Graph (DAG) known as Tangle. Unlike conventional
blockchains, IOTA’s Tangle relies on participants to engage
in the proof-of-work (PoW) consensus process, circumvent-
ing the limitations associated with traditional blockchains.
Tangle’s DAG structure comprises interconnected transac-
tions, validated by solving cryptographic puzzles. Each
new transaction involves the validation of two previous
transactions, ensuring robust security and preventing spam.
To enhance efficiency, IOTA employs advanced tip selection
methods like Random Un-Weighted Walk Monte Carlo
and Weighted Random Walk. Notable features of IOTA
encompass distributed data transactions, real-time micro-
transactions with zero fees, a scalable ledger, Masked
Authentication Messaging (MAM), and quantum computing
protection. MAM facilitates secure communication through
encrypted messages and supports remote control commands.
IOTA’s quantum resistance is achieved via the Winternitz
One-Time Signature Scheme. Collectively, these features
position IOTA as a versatile and innovative solution for
executing secure and scalable transactions within the IoT
ecosystem.

Unlike traditional blockchains, IOTA allows for simul-
taneous transactions through the Tangle network. As a
non-blockchain structure, IOTA’s cryptocurrency operates
independently, and users can choose a wallet that suits
their specific needs. IOTA systems are known for their
cost-effectiveness, efficiency, and lower power demands,
offering instantaneous validation of transactions. A notable
application is seen in a novel Electromagnetic Spectrum
market implemented using IOTA, as presented in [156].
This market facilitates the trading of both unlicensed
and licensed spectrum assets, compensating PUs for leas-
ing their spectrum rights to SUs. IoT devices equipped
with spectrum sensing capabilities scan and transmit
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TABLE 7. Blockchain-based platform comparison.

Platform Strengths Weaknesses Use Cases
Ethereum Rapid Deployment High network and gas fees | Easily deployable SCs and builtin trading platforms facilitating Spec-
[153] trum trading and auctioning [113], [80]
Permissioned and permission- | Difficulty for new users Consortium Blockchains for applications with higher security and
less networks privacy [136]
Network size - support mil- | Slow transaction | Ethereum Virtual Machines (VMs)for monitoring transactions among
lions of nodes time/scalability issues multiple users [123]
Private transaction (private Ethereum and multiple sidechains connected to the mainchain via
transaction layer) bridges for interoperability [126]
Tokenization (fungible and Various standards for token development for resource sharing
NFT)
Interoperability and  open
source standards (fungible and
NFT)
Hyperledgerl Modular architecture - easier | Lack of proven use sce- | Hyperledger with modular architecture for resource trading, spectrum
[154] plugin and development narios management, and network slicing [99], [148]
Permissioned network - sup- | Tokenization inability Hyperledger customization allows the complex SLA development
port the stringent requirement through SCs [153], [136]
of private business
Performance and scalability - Efficient processing due to plugging consensus capabilities [149]
PoW or any other consensus
mechanism
Channels for data partitioning
- enable physical separation of
sensitive data
Community support - a broad
range of membership organiza-
tions
HSM  (Hardware Security
Model) - hardware-based
digital key protection
I0TA higher scalability Lack of research Cost-effectiveness, efficiency, and lower power demands, offering
[155] instantaneous validation of transactions [158]
No transaction fees and micro- | Lack of SCs
transaction capability scalabil-
ity
lightweight
Quantum resistance
Holochain | Highly scalable lack of proper research No works related to DSM has been explored
[157]
Low energy lack of trustworthiness

spectrum opportunities, earning compensation in the form
of IOTA crypto assets. Zhang et al. (2021) introduce a
DAG blockchain-enhanced user-autonomy spectrum-sharing
model to address the challenges of increasing IoT devices in
future wireless communication networks, especially in sixth-
generation (6G) networks. The model encourages swarm
intelligence among users, leading to convergence in the
blockchain consensus process. The study explores the impact
of the DAG blockchain’s tip selection method on spec-
trum allocation utility, introducing a dynamic tip selection
method to enhance global utility. The greedy algorithm is
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recommended for users with limited computing power to
optimize spectrum allocation in dynamic and challenging
network conditions [104], [158].

D. HOLOCHAIN

Holochain emerges as an innovative peer-to-peer (P2P)
post-blockchain ledger system and decentralized application
development framework, offering a compelling alternative
to traditional blockchain platforms like Ethereum. Tackling
scalability and energy consumption concerns, Holochain
introduces a unique toolkit called hApps, distinct from
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DApps and free from reliance on blockchain technology.
In the Holochain network, individual nodes autonomously
secure their data through hashed structures with digital
signatures, leveraging Distributed Hash Technology (DHT)
for decentralized validation based on predefined rules.
Holochain’s groundbreaking use of hash chains, ensur-
ing data immutability similar to blockchains, is achieved
through iterative hash functions applied to datasets. Notably,
Holochain’s scalability is enhanced by forgoing resource-
intensive mining operations in favor of DHT, resulting in
a more sustainable and scalable solution for decentralized
applications. The comprehensive architecture empowers par-
ticipants with individual ledgers, emphasizing a user-centric
design philosophy. Users exercise control over their identity,
manage data, and seamlessly execute personalized back-
end code through the Holochain runtime. Key components
include Source Chain, DHT for data redundancy, DNA for
functionality, Zomes for core logic, Clients for UI, and
Conductors for runtime management. Holochain’s depar-
ture from the uniform system state model in traditional
blockchains reduces replication and consensus costs, show-
casing an agent-centric methodology that enhances user
control, security, and overall efficiency in decentralized
application development [159].

Furthermore, Holochain offers a flexible platform for
developing and deploying decentralized applications (dApps)
that seamlessly interact with Internet of Things (IoT)
devices. The integration of smart IoT applications with
Holochain involves various approaches, such as integration
through Oracles, enabling dApps to interact with IoT devices
and exchange data securely. Holochain facilitates secure
and peer-to-peer data exchange between IoT devices and
dApps, supporting real-time communication. The agent-
driven approach of Holochain allows for decentralized
and distributed management of IoT devices, enabling each
device to function as an autonomous agent within the
network. This approach also emphasizes data ownership
and protection, aligning with IoT application principles,
giving users complete control over their data, and ensuring
privacy and consent. In summary, Holochain provides a
robust platform for constructing decentralized applications
that seamlessly integrate with and leverage the capabilities
of smart IoT applications, enabling developers to create
innovative solutions that empower users and facilitate secure,
scalable, and autonomous interactions between IoT devices
and dApps [160]. Regardless of these features of Holochains,
the application of the technology in the DSM setting has not
been explored yet.

VIl. BLOCKCHAIN DEPLOYMENT CHALLENGES FOR
DSM

This section discusses five aspects that could challenge
blockchain-based DSM deployments. Although these chal-
lenges are common for any blockchain-based deployment,
the extent to which each aspect impacts the DSM context
differs and can be seen in Fig. 19.
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A. FEASIBILITY DUE TO LACK OF STANDARDS
1) INTRODUCTION TO ISSUE

The DSS is standardized by the 3GPP in their releases 15
and 16 while extending to NR in release 17 [161]. This
standardization covers the channel access scheme and the
migration of the DSS function from LTE to NR. Spectrum
violations, however, is not been one of the main focuses of
the 3GPP until now. Currently, there is a formidable amount
of research conducted on DSA violations, studying on nature
of possible violations (i.e., misuse of transmission power,
carrier frequency manipulation, or excessive spectrum usage
duration) and introducing schemes to evaluate the reputation
of the spectrum users based on the violation nature [162].
As stated in Section II-F, blockchain is a prominent solution
for detecting spectrum violations and even managing the
DSM function within a trusted framework. Standardization
for blockchain technology is a complicated matter. The
aspects of interoperability among various DLT protocols
and frameworks, governance on best practices of decen-
tralized platforms, making a compliant identity framework
across different platforms, overall operational security across
extended networks, and best practices for safe and secure
SCs utilization are the main directives to be considered for
achieving a successful standardization. Blockchain technol-
ogy, specifically its DLT-based deployments, are subjected
to standards and regulations by various standardization
bodies such as ISO, ITU-T, IEEE-SA, StandICT, ETSI,
CEN, CENELEC, and INATBA [163], [164]. However,
3GPP being the prime standardization body for the DSS,
hasn’t covered the blockchain technology in their releases.
That is understandable considering the 3GPP, or other
telecommunication or networking standardization bodies,
rarely come across blockchain in their scope. DSM-based
blockchain deployments in the future will face a stan-
dardization dilemma due to this imperceptive progress on
regulations.

2) POSSIBLE DIRECTIONS TO MITIGATE

The ETSI, ITU-T, IEEE, and 3GPP are closely working
together to standardize the concept related to 5G and
its driving technologies, aiding in optimizing the holistic
network infrastructure [165]. Such a collaboration is essential
for the establishment of standards and regulations for
this blockchain-enabled DSS solutions. In fact, blockchain
technology provides the perfect framework to guarantee and
mediate the regulations to be defined. Since comprehensive
studies are already conducted on all viable spectrum-sharing
violations [162], they are providing the intrinsic framework
to launch the regulations and policies for spectrum violations.
Once such policies are defined, and the factors such as
allowable transmission and receiving power levels, carrier
frequency tolerance, spectrum usage timing, and minimal
spectrum access demand are established, a blockchain-
based method can be introduced to detect the violations
conveniently.
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B. POSITIVE ECOSYSTEM (HOW TO MOTIVATE THE
USERS TO PARTICIPATE)
1) INTRODUCTION TO ISSUE

Similar to other economic frameworks, the usability of
Blockchain-based technologies is highly reliant on user
trust and experience that reflects blockchain’s reputation as
a viable replacement for current financial platforms. The
complexity of its operation is a downside to its reputation.
As most consumers tend to rely on simplistic technologies,
they understand when selecting their products and services,
even in the digital domain, the functional methodology of
blockchain presents a massive drawback for its marketing
context. Further, for a consumer to switch from an existing
functional economic trading platform to a newer platform
with higher complexity (i.e., blockchain), the inertia presents
a marketing dilemma for blockchain to thrive in the digital
economy. Trust is an essential aspect of any consumer trade
or business that incorporates various products and services
as their merchandise. Formulating trust in the marketing
context is divided into calculative approaches based on
transaction cost economics and relational approaches based
on social psychology and sociology [166]. The trust and
trustworthiness of blockchain technology depend on its
expertise, reliability, and intent. Available expert knowledge
and personnel on the blockchain are quite satisfactory in
this era. In addition, the reliability of this technology is
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well-proven for less scalable and decentralized applications,
and the statistics are easily accessible to a regular con-
sumer [167], [168]. Though Blockchain is an institutional
technology that offers a new model of economic coordination
and governance with the integration of logical, mathematical,
and cryptographic means, the intent of its perceived actions
is highly reliant on the institutional goals of the govern-
ing authority [169]. The recent cryptocurrency marketing
manipulations of Pumping & Dumping (P&D) occurrences
are not aiding the blockchain technology on its consumer
trust front [170], [171]. Despite blockchain being utilized in
many fields besides the financial sector, its reputation heavily
depends on its financial applications. In the context of
blockchain-enabled DSS applications, the stakes are higher
for a mobile network operator or a service provider when
purchasing a spectrum slot. The above-mentioned aspects
weigh in when deciding whether to engage in a blockchain-
enabled or traditional DSA scheme presented by the radio
spectrum regulatory body. The lack of customer experience
studies or models for DSA is another downfall in creating
a perfect ecosystem for blockchain-based DSS schemes.

2) POSSIBLE DIRECTIONS TO MITIGATE

Consumer experience is critical for creating a positive
ecosystem based on reinforcement provisioned through a
proper feedback system for any digital system. In fact,
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Customer Relationship Management (CRM) is essential
to improve trust in blockchain technology. To this end,
Ghazaleh and Zabadi [172] is proposing an Analytical
Hierarchical Process (AHP) that weighs in the blockchain
investments in the current CRM industry. The dimensions
of enhanced security, maintenance of transparency, data
challenges, and smart loyalty programs were considered
level 2 objectives: that extend to 19 level 3 factors that
form the CRM-blockchain model. Such a blockchain-enabled
CRM scheme is essential for DSM-based deployments to
improve the required trust and accountability of consumer
interactions.

C. NEW SECURITY AND PRIVACY ISSUES RELATED TO
BLOCKCHAIN
1) INTRODUCTION TO ISSUE

The 51% attack is a well-known blockchain-based security
attack that can be perpetrated by a collective of adversaries
that control at least 51% of the hashing power in the
blockchain network [173]. In this threat, the blockchain can
be forked to conduct various altercations to the conducted
transactions, as in spending double or triple the amount of its
original value. In the context of DSM, this is a highly plau-
sible threat, considering the processing capability available
with wealthy mobile network operators. Address Resolution
Protocol (ARP) attacks, though they are quite conventional,
can pose a threat to novel blockchain applications [174].
ARP threats divert the traffic destined for one or more hosts
on a local blockchain network and can expose access to the
network. ARP poisoning attacks can be conducted in Man-
in-the-Middle (MitM), DoS, or session hijacking manners.
The Balance attack is possible against the PoW mechanisms
in blockchains [175]. Since the envisaged DSS schemes
are to be implemented in the lower layers of the TCP/IP
protocol stack, ARP-based threats are a feasible threat that
can compromise the entire blockchain-based system. Despite
that blockchain can assure the originality of the data, the
accuracy of the data instilled into the blockchain cannot be
guaranteed [176], [177]. This is creating a poisonous attack
that resembles the effect of the blockchain service. In the
context of DSM, the accuracy of the entered data is ever so
vital.

2) POSSIBLE DIRECTIONS TO MITIGATE

An obvious way to prevent the 51% attack is to change
the consensus mechanism from PoW to any other method.
Enrolling Proof of Stake (PoS) into the operation would
expose the user stake in the system, and can provide the
required accountability for the threat. Further, increasing the
hashing rate, enforcing centralized consensus, and regular
audits mitigate the attack. For preventing ARP-based poi-
soning threats on the blockchain, statically mapping ARP
tables, Dynamic ARP Inspection (DAI), ensuring physical
access security, network isolation, and encryption can be
presented as solutions. Further, reputation-based systems can
be utilized to validate the blockchains’ data quality.
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D. CONSENSUS (ENERGY AND PROCESSING)
1) INTRODUCTION TO ISSUE

The consensus mechanism is a prime concern of blockchain
deployments, specifically due to the higher processing times
and energy consumed by the respective processes. Around
30 consensus algorithms are being used currently [174].
The existing blockchain mining strategies are designed
as Search-Based Software Engineering (SBSE) problems,
where the time complexity O(2") is an NP-hard problem.
The increment of the complexity of this strategy results in
exponential growth in the possible search space of the SBSE
problem [178]. The PoW mechanisms in blockchain are used
for establishing trust among peers. Such PoW mechanisms
employ different cryptographic puzzles (i.e., typically hash
algorithms, e.g., SHA256 in Bitcoin) to determine the SBSE
outcome. Since studying the frequency of the observable
solutions of the SBSE process leads to estimated minimum
hashes required to solve the puzzle, a minimum estimate
of the energy consumption can be computed for various
PoW mechanisms. Assuming that the revenue resulting
from mining is higher than the associated cost of the
process, an upper bound to the energy consumption can
be estimated associating total mining revenue, mining cost,
unit energy consumption, minimum reward, and transaction
fees [179]. Though, these computations are only covering the
energy consumption of the triumphant miner, not the entire
energy wasted by other miners. In fact, the Bitcoin network
consumes 137.2 TWh of electricity per year according to the
Cambridge Bitcoin Electricity Consumption Index [180]. It
is evident that the current Proof-of-Work (PoW) mechanisms
that crypto-currencies engage in are disproportionate to the
respective currency’s actual utility [179]. This fact creates a
legitimacy concern from the crypto-currency point of view
since a standardized currency should feature a constant cost
per creation.

2) POSSIBLE DIRECTIONS TO MITIGATE

It is evident that novel consensus algorithms or methods
are required to solve this issue on the blockchain. The
evolutionary algorithm is an approach followed by [178] for
optimizing the energy consumption of blockchain networks.
This research has formulated the energy minimization
problem as a Search-Based Software Engineering Problem
with the objectives of energy consumption, carbon emission,
decentralization, and trust. Such a solution is adaptable for
DSM-based schemes where the consensus can be attained in
an optimized manner to minimize the energy consumption
of the miners.

E. SCALABILITY
1) INTRODUCTION TO ISSUE

In spite of its advancements and guarantees offered in
the areas of privacy, autonomy, security, transparency,
immutability, and efficiency, scalability is a major concern
of Blockchain [181]. This constricts blockchain technology
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from progressing to its highest potential due to the bottle-
necks created through its operational flow (i.e., consensus
workflow) in highly scaled applications. The scalability
concerns in blockchain technology can be categorized into
transaction latency (i.e., writing performance based on
block size and block arrival time), read throughput or
latency (i.e., the response from blockchain nodes upon
a data request), and storage performance. The fact that
blockchain-based solutions such as Bitcoin and Ethereum
are comfortably overtaken by their counterparts of Visa and
PayPal (i.e., 4 and 15 against 1667 and 193 transactions per
second) raises the same issue on scalability for Blockchain
applications that aim to deploy on a larger scale. As pointed
out, in addition to transactions, blockchain generates a higher
cost of storage, which would eventually deplete the resources
of a capacity-heavy information system over time due to its
digital dependency. There is no finite limit to how much
data can be appended to a blockchain. Thus, the issues with
storage scalability are adverse to transaction scalability as
they threaten the sustainability of any blockchain-enabled
information system. In fact, storage scalability issues impact
the read performance of the blockchain servers by accumu-
lating the load on read access. Mitigation and management of
this scalability issue of blockchain are possible by exploiting
the trade-off between trust, decentralization, security, and
privacy aspects. For instance, a highly-scaled blockchain
network might utilize a less complicated consensus for better
efficiency.

2) POSSIBLE DIRECTIONS TO MITIGATE

We can follow the same categorization that formulated
the scalability issues in revealing the mitigation options
for the problem. In managing the write performance
load, using segregated witnesses in limiting the signature
information [182], and adapting Merkelized Abstract Syntax
Tree (MAST) [183] as block size reducing ploys. Further,
directly increasing block size, sharding, DAG based solu-
tions, and parallel execution solutions are some of the write
performance managing methods. There are various off-chain,
cross-chain, and consensus layer solutions that are capable of
managing the scalability up to an admissible level. Though
these solutions are targeting mainly financial applications,
DSM applications can adopt the same principles to mitigate
their scalability issues.

Table 8 presents several state-of-the-art solutions available
for addressing the issues and their correspondence to the
stated challenges.

VIIl. LESSONS LEARNED AND FUTURE RESEARCH
DIRECTIONS

This section discusses the insights gained during this survey
and extends the discussion by pointing out the research
gaps in those corresponding areas through research ques-
tions, while preliminary solutions that can overcome the
stated issues/aspects are listed. Further, the possible future
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directions are mentioned to provide an understanding of the
advancement in each aspect.

A. DSA
1) LESSONS LEARNED

As existing spectrum may be unused or underutilized, DSA
can greatly increase spectrum efficiency. Moreover, it can
also enable new services, lower the cost of operation for
secondary users, and create a potential revenue stream for
licensed users. DSA can be divided into different categories.
Based on the architecture, we can have centralized and
distributed networks. Based on spectrum sensing behavior,
we can have non-cooperative and cooperative networks.
Finally, based on the spectrum access method, we will have
to interweave, overlay, and underlay networks. A device
engaging in DSA must fulfill several functionalities. These
include spectrum sensing, spectrum management and deci-
sion, spectrum sharing, and spectrum mobility. One of the
key features of DSA is spectrum identification. Methods for
spectrum identification include geolocation databases, energy
detection, cyclostationary feature detection, eigenvalue detec-
tion, matched filter-based detection, beacon detection, and
interference temperature-based detection.

2) REMAINING RESEARCH QUESTIONS

« How to manage interference within a DSA envi-
ronment:Lack of coordination, bad data in spectrum
sensing, inefficient spectrum allocation schemes for
dynamic setting, inadequate power control mechanisms

« How to best design the control channel between
different entities: Unreliable spectrum sensing methods
for the common control channel, interferences

« How to ensure fairness to different users: Spectrum frag-
mentation on-demand, heterogeneous users, spectrum
externalities, challenges due to information asymmetry,
regulatory compliances

« How to design more efficient spectrum sensing schemes:
Lack of powerful spectrum sensing mechanisms to
address noisy and dynamic environments, complexities
of existing spectrum sensing schemes

« How to improve security in a DSA environment: Lack of
spectrum ownership authentication mechanisms, inabil-
ity to differentiate spectrum sensing data, lack of
spectrum hijacking identification schemes

3) PRELIMINARY SOLUTION

To alleviate interference issues to primary users, current
research works have suggested guard regions or exclusion
regions around PUs where no secondary transmissions
take place [49]. In addition, other research works have
suggested a capped transmission power for all secondary
user transmissions. Spectrum identification methods have
been suggested for both centralized and distributed networks.
These include relatively simple schemes prone to error such
as energy detection [55], schemes applicable to centralized
networks such as geolocation databases [43], [57], schemes
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TABLE 8. Blockchain-based solutions for addressing the DSM challenges.

Solution Ref. Description

Addressable Challenges

Standardization| Ecosystem Consensus Security Scalability

Optimizing Energy Con- [178] | Evolutionary algorithms for energy

sumption minimization

v v

. . [182] | Using segregated witnesses for lim-
Reducing the block size

iting the signature size

v

[183] | Adapting Merkelized Abstract

Syntax Tree

Blockchain Consumer Ex- Analytical hierarchical
based

management model for blockchain

[172] process

perience Improvement customer  relationship

Reputation system [184] | Reputation system for mitigating
low-quality data inputting to the

blockchain

[185] | Two tired conses mechanism that
Novel consensus

combines proof of work and proof

of stake

[186] | proof-of-hardware-stake  (PohS)

consensus mechanism and a
regulatory mechanism based on a
consortium blockchain that scales

the consensus through sharding

[187] | Hybrid consensus algorithm with

PoS and PoW approaches

[188] | quantum blockchain designed with

randomness, irreversibility, and

quantum zero-knowledge proof

[189] | Introduces a novel consensus pro-
tocol called Delegated Proof of Ac-
cessibility (DPoAC) based on se-
cret sharing, PoS random selec-
tions, and an interplanetary file sys-

tem

[190] | Quantum computing based consen-

sus

involving additional spectrum resources such as beacon
detection [64], or schemes that have a high level of
complexity such as cyclostationary feature detection and
eigenvalue detection [15], [62]. In-band and out-of-band
control channels have been suggested for the common
control channel [37], [191], [192], while methods such as
CSMA, CDMA, TDMA, DOSS, SRAC. OS MAC, C MAC,
and COMNET have been suggested for spectrum sharing
between different SUs[37], [60], [192], [193].

4) POSSIBLE FUTURE DIRECTIONS

Future research needs to address several critical challenges in
distributed architectures for spectrum identification. Current
methods are limited by their reliance on prior knowledge,
resource intensiveness, additional spectrum requirements,
lack of resilience, or centralized architectures. Moreover,
interference mitigation methods between SUs and primary
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networks, as well as among SUs themselves, require fur-
ther investigation. In spectrum sensing, existing approaches
for identifying bad data often overlook colluding attacks,
emphasizing the need for enhanced mechanisms to detect
and filter out such data from decision-making processes.
Additionally, there is a pressing need to design scalable and
resilient common control channels for distributed systems
to ensure efficient communication and coordination among
network nodes. Ensuring fairness in spectrum allocation
while adhering to regulatory compliance can be achieved
through advanced analysis of individual spectrum frag-
ments against global counterparts, all while safeguarding
user privacy. Furthermore, addressing security concerns in
DSA requires innovative solutions to enable SUs to verify
the authenticity of spectrum bands. Utilizing Blockchain-
based tokens like NFTs could offer a promising approach
to mitigate security risks and enhance trust in spectrum
allocation processes. By focusing research efforts on these
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areas, we can advance the capabilities of DSA systems,
improve spectrum utilization efficiency, and ensure equitable
access to spectrum resources while maintaining regulatory
compliance and security.

B. TECHNICAL ASPECTS
1) LESSONS LEARNED

The technical facets integral to Blockchain for DSM encom-
pass scalability, security, privacy, and optimization. DSM
necessitates a meticulous optimization of all its compo-
nents to preclude spectrum and resource underutilization.
Achieving spectrum-related optimization involves addressing
design specifications such as optimal power usage, speed,
reduction of idle spectrum holes, identification of innova-
tive methods for balancing spectrum sensing and mining,
enhancing efficiency, and minimizing conflicts in spectrum
access.

Security threats to DSM span sensing and mining, DSA-
related issues, attacks on DSS, spectrum trading-related
concerns, as well as assaults on search engines and mobility.
Attacks can manifest as disruptions to spectrum sensing,
DSA, DSS, spectrum trading, and mobility. In the DSM
ecosystem, nodes contributing to the system, including
PUs, SUs, or other regulatory entities, harbor distinct
goals, rendering the environment vulnerable to various
attacks. These DoS attacks, system penetrations, repudiation,
spoofing, authorization violations, malware infections, data
modifications, on-off attacks, and free-riding attacks.

Mitigating the impact of malicious nodes has been
achieved through the integration of Blockchain alongside
data analysis techniques, encompassing primitive spread
spectrum methods or incorporating ML techniques to moni-
tor and identify transactions within the blockchain network.

Preserving the privacy of nodes contributing to spectrum
management emerges as a pivotal requirement within DSM.
The necessity to share sensitive information, such as real-
time locations, identities, spectrum usage metadata, and
transmission parameters, during spectrum access and sharing
exposes vulnerabilities that could be exploited by malicious
entities for personal gain. With the escalating number
of IoT devices and spectrum users, effectively supporting
diverse use cases becomes challenging with limited spectrum
resources. While Blockchain integration somewhat mitigates
scalability issues in DSM, the operational costs associated
with it introduce delays, impacting the overall scalability of
the system.

2) REMAINING RESEARCH QUESTIONS

« How to jointly optimize other aspects of DSM robustly,
and remove the effects of interferences: Inefficient spec-
trum sensing, resource allocation leads to poor spectrum
allocation and interference management, which affects
other aspects of DSM. Realizing optimized DSM
requires efficient mechanisms designed for the dynamic
nature of the system as a whole

1792

« How to address the heterogeneity of applications and
their effect on DSM: Diverse requirements and use cases
which require fine-grained resource allocation mech-
anism, capability to identify conflicting requirements,
and dynamic workloads

« How to address multi-currency exchange issues while
preserving the privacy of DSM: Handling diverse
spectrum resources and application requirements among
blockchain frameworks

« How to improve scalability under mobile scenarios
while reducing spectrum delays under a generalized
approach: Existing methods such as off-chain spectrum
processing lack security privacy and security, quality of
predictive spectrum management methods depends on
quality of data (bad data problem in blockchain

o How to detect security and privacy threats in a
distributed environment promptly: The transactions
recorded in blockchains could be tracked and analyzed,
adhering to regulatory compliances, eclipse attacks,
Sybil attacks

3) PRELIMINARY SOLUTION

The preliminary solutions of blockchain-based technical
aspects aimed at DSM encompass diverse strategies informed
by recent research. Wu et al. propose enhanced spectrum
game models that foster cooperation and consider the spec-
trum occupancy of all stakeholders [80]. Choi et al. advocate
for reducing spectrum under-utilization through clustering
based on specific features [82], while Fan et al. explore
blockchain-based methods for achieving the same [81].
Energy consumption of sensing nodes is addressed by
Rani et al. through an improvement strategy [83], and
Jiang et al. present a decentralized approach for the same
purpose [14].

Efficiency gains in DSM processes are pursued by
Guo et al. through adaptive optimization among several
factors and offloading processing [85]. Additionally, optimiz-
ing among spectrum sensing and mining times is proposed
by Hu et al. [72], while Chen et al. focus on reducing
data redundancies, either through data separation or further
analysis to determine patterns [6], [84].

The security of DSM undergoes a transformative shift
from centralized to decentralized models, eliminating single-
point failures [71], [89]. For secure spectrum allocation
under auctioning, Zhu et al. emphasize cautious han-
dling [91], and Boateng et al. suggest leveraging network
slicing and virtual networks for securing spectrum trad-
ing [127]. The impact of malicious nodes is addressed
through identification and isolation, monitored via trans-
action history [92], [99], [100], or by dissuading their
activities [5], [76]. Jain et al. propose utilizing SCs (SC) for
private transactions [98].

Preserving privacy in DSM involves a multi-faceted
approach. Vuppula et al. suggest a blockchain-based
CRN to protect the geographical location of nodes [73],
while Liu et al. and Yu et al. recommend using
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SC and cryptographic techniques to safeguard privacy
during spectrum trading and auctions against collusion
attacks [74], [79], [102]. Differential privacy schemes, in
conjunction with SCs, are explored by Tu et al. [78], and
Zhu et al. propose ring signatures[104] and restrictions on
access related to privacy [103].

Addressing scalability challenges, Guler et al. and
Ding et al. suggest strategies like reducing the sharing of
QoS-based information to pathlets [86], [108]. Improving
capacity using SDN and VON is explored by Ye et al. [105],
and Zhang et al. propose enhancing transaction rates through
application-specific consensus mechanisms, Blockchain-
based DAG techniques [109], [194]. Architectural changes
involving hierarchy and clustering nodes using ML tech-
niques are suggested by Hu et al. [110], while Ling et al.
recommend multi-sided platforms [111]. Combining these
architectural changes with improved processing speeds using
queuing mechanisms is explored by Cheng et al. [112].

4) POSSIBLE FUTURE DIRECTIONS

Rather than adopting a narrow focus on specific aspects of
DSM and tailoring solutions accordingly, a holistic approach
to simultaneously optimize various facets of DSM can
be cultivated by infusing intelligence into the underlying
architecture through AI. While SCs are currently utilized for
managing collaboration among multiple operators, enhancing
their adaptability by dynamically determining transaction
rules based on prevailing conditions within the spectrum
environment can significantly elevate their efficacy and
responsiveness.

The pivotal strategy to preempt security and privacy
concerns in DSM revolves around the proactive detection of
malicious nodes. Employing ML techniques such as SVM
and K-Means clustering for identifying and isolating these
nodes is a foundational step. However, transitioning towards
unsupervised ML approaches can enhance autonomy, making
the system more adept at identifying malicious nodes
independently.

Additionally, the integration of FL into models can
fortify security measures by detecting malicious nodes,
imposing penalties, and calculating reputations that serve as a
deterrent against engaging in malicious activities. Addressing
privacy concerns related to multi-currency transactions can
be achieved through the implementation of mixcoin, a
promising solution that has demonstrated efficacy in enhanc-
ing privacy during transactions. This comprehensive and
intelligent integration of AI and ML methodologies not only
boosts the overall throughput of DSM but also fortifies
its security, privacy, and adaptability to evolving spectrum
conditions.

C. BLOCKCHAIN BASED SERVICES

1) LESSONS LEARNED

Blockchain plays a central role in various services
within DSM, spanning Automation via SCs, Reputation
Management, SLA Management, and Tokenization.
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Automation through SCs streamlines DSM processes, with
SCs often coupled with ML techniques for effective detection
of spectrum-related violations. Reputation-related services
serve as robust tools for executing tasks such as DSA
and dissuading malicious users, enhancing security and
credibility. SLA Management in the evolving mobile network
landscape is bolstered by BC, incorporating virtualization
and network slicing for diverse use cases. Tokenization
digitizes spectrum-related assets, using tokens as rewards
for transactions and incentivizing activities in DSM. Lastly,
ML and AI approaches analyze data stored in the BC
network, discerning patterns to enhance understanding of
DSM dynamics and contribute to informed decision-making.
Together, these BC-based services collectively fortify the
efficiency, security, and credibility of DSM operations.

2) REMAINING RESEARCH QUESTIONS

« How to address the heterogeneous nature of edge
resources: Ensuring interoperability among heteroge-
neous edge devices with resource diversity for seamless
spectrum management, coordinating spectrum sensing
among heterogeneous edge devices

« How to incorporate the nature of transactions related
to DSM: Coordinating among diverse participants,
complex and multifaceted transactions

o« How to handle user mobility in a spectrum trading
environment: Identification real-time spectrum availabil-
ity with location and time, pricing of spectrum bands,
dynamic network slices to support mobile users with
varying QoS demands

« How to implement a spectrum management-auction-
transaction system: Managing spectrum licenses after
the auction, (leasing, trading, and renewal processes),
preventing hoarding or underutilization of spectrum
assets, and resolving disputes among license holders

o How to incorporate SLA into SDN such that it facil-
itates seamless operation: Real-time SLA Monitoring,
orchestrating spectrum resources and network services
to meet SLA requirements while optimizing spectrum
utilization into SDN architecture

e How to detect and prevent spectrum violations
promptly: Lack of efficient spectrum violation methods,
lack of real-time spectrum usage monitoring methods

« How to address additional cost introduced by SCs
towards the scalability of the network: Computational
overheads, storage requirements, resource competition
that limits scalability of the blockchain-based DSM
systems

« How to incorporate DAG-based consensus algorithms to
address the scalability and fairness in DSS: Even though
DAG-based consensus promises high throughput and
low latency, incorporating DAG methods in dynamic
environments would come with higher latency

« How to maximize energy efficiency and improve the
resilience of incorporating blockchain into DSM: Even
though incorporating blockchain into DSM comes with
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all the advantages the operational overheads and scala-
bility issues require further exploration

3) PRELIMINARY SOLUTION

The decentralized nature of blockchain and SCs play a
pivotal role in automating DSA processes, ranging from
spectrum sensing to trading, aiming to maximize profits for
each party while mitigating interference and avoiding sub-
optimal decisions [14], [89], [102], [106], [114], [115], [117].
To address scalability issues and reduce SC-related
costs, detecting malicious nodes through transaction his-
tory analysis stored in BCs is employed [135]. SCs are
utilized to automate DSA and prevent conflicts [143],
and they regulate spectrum, aiding in the detection of
violations [122], [129]. Tokenization emerges as a powerful
incentive mechanism for encouraging node participation in
spectrum sensing and mining, promoting adherence to rules
and standards [71], [105], [114]. Tokens are also leveraged
for spectrum trading [117], [120], [121], and they find appli-
cation in digitizing spectrum trading-related infrastructure
and supporting spectrum-sharing SLAs [80], [109], [119].
SLAs are further incorporated into SCs to ensure seamless
interoperability among multiple MNOs [119], and SCs
facilitate the entry of MNOs into SLAs[122], [123].
Reputation-based services are integral to various
DSM aspects, from spectrum sensing and relay node
selection to decision-making and policy enforcement.
Reputation-based approaches, such as those in spectrum
sensing [98], [124], [125], DSA relay node selection [126],
DSS addressing malicious nodes [82], and spectrum trad-
ing/resource allocation [97], [127], [128], ensure a secure
and credible environment. Integrating Al into DSM involves
the analysis of data patterns stored in BCs through ML
algorithms for early detection of malicious users and
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optimized spectrum access, enabling intelligent decision-
making [110], [130], [132]. RL and DRL approaches like
Q-learning gain prominence due to their unsupervised
nature [127], [133], while supervised schemes are phased
out. The synergistic integration of BC and Al technologies
marks a transformative leap in enhancing the efficiency,
security, and adaptability of DSM systems.

4) POSSIBLE FUTURE DIRECTIONS

In future research directions, integrating Al and ML
techniques holds promise for estimating the performance
of multi-operator spectrum marketplaces and identifying
potential violations. Expanding on this, ML and tokenization
methods can enhance the detection of violations within the
spectrum infrastructure market. These detection techniques
can be used alongside NFTs and tokens to digitize all
resources within networks, making it easier to identify
ownership and misuse of spectrum bands, and isolate
perpetrators. Similarly, Al and ML techniques can analyze
heterogeneous spectrum data collected from edge devices.
Novel schemes can facilitate equitable exchanges of spec-
trum and related resources. DAG-based consensus algorithms
could be explored in specific use cases not bound by delay
but requiring scalability. Exploring optimization strategies
offers an opportunity to jointly optimize spectrum auctioning
methods and apply Stackelberg games for spectrum trading,
aiming to maximize gains for all stakeholders. Additionally,
ML techniques can recognize and categorize various trans-
action types, grouping them based on spectrum transactions
and channel parameters. These categorized transactions,
combined with differential transnational recordings, offer
a comprehensive approach to understanding and managing
different aspects of spectrum transactions. Dynamic SLA
Negotiation could be implemented for dynamic negotiation
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and renegotiation of SLAs based on changing network con-
ditions and user demands. SDN controllers can dynamically
adjust SLA parameters such as bandwidth allocation, latency
requirements, and priority levels to optimize spectrum
utilization and meet user expectations

D. BC PLATFORMS

1) LESSONS LEARNED

In contrast to the first generation of blockchain networks,
the emergence of second-generation blockchain networks
such as Ethereum and Hyperledger has introduced SCs.
This innovation has empowered developers to launch their
cryptocurrency projects and applications, and the utility of
SCs has been explored within the domain of DSM platforms.
Ethereum and Hyperledger stand out as the most commonly
utilized platforms for implementing blockchain in DSM
systems. However, beyond blockchain technologies, other
DLTs like IoTA and Holochain have also found applica-
tions in DSM implementations. Notably, these alternative
DLT technologies offer advantages in terms of scalability
compared to traditional blockchain platforms.

2) REMAINING RESEARCH QUESTIONS

o How to address overheads introduced by SCs towards
scalability: Implementing complex smart contracts for
DSM, requires selection/design of energy efficient
consensus mechanisms

« How to incorporate Al algorithms as a part of SCs if the
Al algorithm does not result in deterministic outcomes:
Issues of trust and predictability, change in the behavior
of SCs leading towards undesirable outcomes

« How to address BCs scalability issue without compro-
mising Security and decentralization aspects: Balancing
security and scalability while exploring alternative
consensus mechanisms

o« How to develop sound governance models for BC
platforms: Designing governance frameworks that are
flexible, transparent, and inclusive in a fair manner
without hindering participation

3) PRELIMINARY SOLUTION

In addressing preliminary solutions, the Ethereum platform
has been instrumental in developing SCs-based spectrum
trading platforms [112], [146], as well as DSS plat-
forms capable of detecting violations [112]. Additionally,
Ethereum’s sidechain feature has been explored for DSA. In
contrast, Hyperledger, designed as a collaborative blockchain
development platform without its digital currency, has found
applications in developing modular architectures [147], SC-
based spectrum trading [108], [127], and detecting spectrum
violations [135], [143] for DSS. Notably, Ethereum’s inclu-
sion of Ether, its digital currency, has led to applications with
Tokenization in the context of DSM. Despite Ethereum’s
initial scalability challenges, Ethereum 2.0’s shift from PoW
to PoS, coupled with innovations like Danksharding and
channels, has significantly improved scalability and security.
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4) POSSIBLE FUTURE DIRECTIONS

Future research should focus on enhancing the scalability
of blockchain networks while preserving decentralization
and security. Additionally, exploring the integration of Al
and ML techniques within blockchain networks is crucial.
Innovative approaches, such as incorporating oracles into
SCs with embedded ML algorithms, can be explored.
Oracles, serving as nodes, enable the extraction of external
data for triggering events based on both sets of data.
While this introduces new possibilities, the complexities
and security concerns associated with Oracle nodes warrant
further investigation. Moreover, the integration of Al can
lead to the development of Al-specific consensus protocols
tailored to specific applications. Introducing fog nodes into
the network can act as localized cloud platforms, reducing
costs and addressing latency issues. XAl technologies could
be used to improve trust and fairness in incorporating
nondeterministic ML methods-based SCs.

E. BC DEPLOYMENT CHALLENGES
1) LESSONS LEARNED

For any technology to thrive in the current market, proper
standardization is an imperative requirement. The absence
of standardization would lead to creating doubt in the
consumer’s mind regarding various aspects such as effec-
tiveness, return on investment, energy consumption, cost
efficiency, security, privacy, and ethical conduct. With the
approaches that utilize blockchain for DSM however, global
compliance is a clear conundrum, since there isn’t any
common standardization body actively working on the
combined subject area of DSM and blockchain. With the
hesitancy and confusion created by the lack of standards of
the perceived blockchain DSM services, consumer trust is
hard to come by. Thus, it is difficult to motivate mobile
network operators to use blockchain DSM services. Though
accountability and privacy are unique features provisioned
by blockchain beyond other digital marketing platforms,
it is operational complexity and recent occurrences of
pumping and dumping market manipulations could increase
the hesitancy from the subscriber front, and alleviates the
distrust in the overall service. In addition, security threats
that are unique to blockchain-based deployments, such as
51% attacks, ARP-based threats, and data quality concerns
can compromise a blockchain service. The mere existence
of such threats increases the distrust of blockchain DSM
consumers.

It is obvious that consensus mechanisms play a vital role in
realizing a feasible blockchain deployment. In fact, the con-
sensus is directly impacting the scalability of the blockchain
services. In the context of DSM, with the involved spectrum
sensing nodes, novel consensus mechanisms are required that
are more efficient than the typical PoW methods. Scalability
plays a critical role in Blockchain technology’s success
in multi-disciplinary industries. It is established that the
lack of standards for blockchain in the telecommunication
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standardization bodies is restricting the progression of
blockchain-enabled DSM-based deployments. Further, to
manage the scalability and ensure the sustainability of the
blockchain technology as a whole, enforcing the restriction
on the limits on a blockchain (e.g., in terms of maximum
transactions or storage possible for a blockchain) utilization
is quite imperative. For DSM, since the number of mobile
network operators or PUs is not highly scalable, scalability
is impacting on a moderate scale.

2) REMAINING RESEARCH QUESTIONS

« How to ensure the sustainability of blockchain technol-
ogy: The key behind sustaining BC-based solutions, in
the long run, lies in its scalable and convenient deploy-
ment, diverse cost factors, and effectiveness measured
in terms of customer feedback for their convenience.
Thus, guidelines and requirements/specifications should
be formulated to ensure that these metrics are achieved
at a satisfactory level.

« How to standardize the blockchain-enabled DSM
technologies: Standardization of the BC-enabled tech-
nologies in the DSM context amalgamating the expertise
of various standardization bodies is a prime requirement
to succeed in this directive. Establishing compliance
among these bodies on objectives driven by various
stakeholders is going to be a challenge that should be
studied in depth.

« How to exploit the trade-off between trust, decen-
tralization, security, and privacy of blockchain: The
decentralized deployments expected with BC-enabled
DSM applications will be considering the additional
costs (timing and processing) enforced by the embed-
ded security/privacy/trust ensuring measures of BC.
Optimizing this trade-off will enable the long-term
sustainability of these deployments.

o What are the most efficient defense mechanisms to
be adopted with the blockchain deployments without
compromising their performance: Securing BC-based
deployments against novel threats that target weaknesses
of such systems is a prime requirement. The extent to
which these defenses would impact the performance of
the BC should be studied circumspectly.

« Which transactional specifications, approaches, or meth-
ods are optimal for highly scaled blockchain networks:
Scalability should be a prime goal of blockchain devel-
opment in their design stages. Scalability specifications
should be defined based on the application and the
nature of the deployment.

3) PRELIMINARY SOLUTION

Despite the lack of initiative among blockchain and
DSM standardization bodies, discussions have favored the
blockchain-based spectrum-sharing approaches in China
Communications Standards Association (CCSA) work
groups at their technical report level [195]. Regulations
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and standardization specifications outlined by such man-
dates can improve consumer trust and mitigate market
violations. Customer relationship management systems are
key to understanding the doubts and hesitancies drawn
around blockchain-based deployments. The presented solu-
tion in [172] can eventually lay the path for improving
the customer experience on blockchain DSM services. The
security defenses of employing Proof-of-Stake for 51%
attack mitigation [173], typical ARP defense mechanisms,
and utilizing reputation systems for mitigating the low-
quality data inputting [184] can be employed for defending
against blockchain-specific threats. There are various novel
consensus mechanisms proposed specific and most suited to
different applications [196], [197], [198]. These mechanisms
are comfortably outperforming the typical PoW consensus
mechanisms. In addition to the scalability solutions proposed
in Section VII-E.2, application-specific scalability solutions
on smart homes [199], and supply chain management [200]
state that the scalability aspect can be managed depending
on the deployment context and its circumstances.

4) POSSIBLE FUTURE DIRECTIONS

Since ETSI, ITU-T, and IEEE are working together on
5G-related and blockchain technologies, it is imperative to
form a workgroup aligning with the respective Industry
Specification Group to initialize the standardization process.
The already available standardization layouts on DSA and
DLT technologies will provide the intrinsic foundation
to launch blockchain-enabled DSM services. Since ETSI,
IEEE, and CCSA share a common directive on future
technologies and are coinciding with telecommunication
and DLT-related regulatory domains, they should take the
initiative to form these alliances that can achieve global
compliance in this subject area. In order to improve consumer
trust in the blockchain DSM technologies, the blockchain
technology should be explicated in a simplified manner
to raise consumer awareness. Further, customer experience
on blockchain-related services is vital for the progression
of this ideology, specifically for the DSM context. The
consensus issues are partly impacting the scalability. Thus,
employing lightweight but complex computational methods
for consensus, as in quantum computing approaches [190]
opens up future research possibilities into new avenues.

IX. CONCLUSION

In this paper, we provide a comprehensive survey on the
blockchain-related aspects of DSM. DSM has been shown
as the best solution to address the most critical and timely
issue of spectrum under-utilization. To get an overview,
we provided a state-of-the-art DSM and related taxonomy.
Furthermore, several issues with existing DSM approaches
have been highlighted taking blockchain as the optimal
solution with its added features of SCs, ability to integrate
Al, and tokenization all of which provide excellent means
of automating the DSM system with added intelligence for
decision making and fair and optimal utilization of spectrum
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as a resource. The existing unstructured approaches for DSM
suffer from a lack of real-time spectrum violation and misuse
detection methods, real-time spectrum usage information
collection methods, and violation detection methods. This
survey identifies the possible research gaps that need to be
addressed, depending on the various requirements for DSM
under B5SG networks.
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