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ABSTRACT Trust in the fidelity of synchrophasor measurements is crucial for the correct operation of
modern power grids. While most of the existing research on data provenance focuses on the Internet
of Things, there is a significant need for effective malicious data detection in power systems. Current
methods either fail to detect malicious data modifications or require certain Phasor Measurement Units
(PMUs) to be physically secured. To solve these issues, this paper presents a new protocol to establish
data provenance in synchrophasor networks. The proposed protocol is based on Physically Unclonable
Functions (PUFs) and harnesses the principles of quantum unreality and uncertainty. It aims not only
to verify the source of data but also to provide robust protection against data tampering. The proposed
protocol serves the purpose of devising new protocols to protect our critical infrastructure sectors in the
quantum era. Security and performance analyses, along with experiments conducted on IBM’s Qiskit
platform, demonstrate that the protocol offers a strong defense against cyberattacks while maintaining
a lightweight profile. In particular, the proposed protocol has a worst-case computational complexity of
O(1), an execution time per packet bounded by the time required to compute a cryptographically secure
hash, and an upper bound for the per packet communication overhead of 256-bits. In terms of storage
overhead, the proposed protocol requires each PMU to store the output of a cryptographically secure hash

function, while the PDC needs to store one challenge-response pair (CRP) for each PMU.

INDEX TERMS Data provenance, synchrophasors, quantum channels.

I. INTRODUCTION

ONITORING and control of power systems are

crucial components in the overall design and operation
of the smart grid. Monitoring power grids in real-time
is a crucial mechanism that requires a mathematical
representation of the status of an interconnected power
system. Synchrophasor technology offers new opportunities
for the monitoring and control of electric power systems.
Bevrani et al. [1] introduced the concept of using GPS
for synchronized phasor measurement. Phasor Measurement
Units (PMUs) deliver highly accurate synchrophasor data,
time-stamped and synchronized with Coordinated Universal

Time (UTC). PMUs enable time-stamped synchrophasor
measurements of the power grid up to 100 times quicker than
typical SCADA systems. These measurements can be utilized
for power grid situational awareness, state estimation, and
system analysis [2]. PMUs, deployed in various geographic
locations, transmit measured synchrophasors to a Phasor
Data Concentrator (PDC) center (Fig. 1). The PDC receives
data from each PMU and time-aligns it based on the
corresponding time stamp. This data is then used by the
PDC to monitor, analyze, and control the entire grid system.
Synchrophasor networks’ dependability is determined by the
authenticity and integrity of the data produced by PMUs.
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FIGURE 1. Network model.

The IEEE C37.118, IEC 61859, and IEC 62351 standards
outline the requirements for synchrophasor measurement
and data communication protocols. However, the system
is susceptible to man-in-the-middle (MITM) attacks, data
spoofing attacks, Denial-of-Service (DoS) attacks, time
synchronization attacks, false data injection attacks, and
eavesdropping attacks due to the absence of a transmission
protocol and the streaming of data to multiple hierarchi-
cal structures. Leased lines, privately owned Synchronous
Optical Networks (SONETSs), and wireless links can connect
PMUs to PDCs [3]. Before being sent to the control
center, data is transmitted to multiple hierarchical structures,
including PDCs and Super PDCs. PMUs are susceptible to
cyberattacks as a component of Wide Area Measurement
Systems (WAMS) due to their integration with the critical
infrastructure of the smart grid and precise state estimation
data. Data provenance establishes confidence in the origin
and creation process of the data. Examining data provenance,
which confirms whether the PMU indeed collected the data
at the specified location and time, not only enables a user
to assure data integrity but also provides non-repudiation.
However, the majority of existing synchrophasor data secu-
rity techniques emphasize data integrity over provenance,
leaving PMUs vulnerable to proxy attacks. In such attacks,
the adversary constructs a clone of the compromised PMU
by extracting PMU device secrets through physical attacks.

Existing work on securing synchrophasors mostly focuses
on detecting data tampering, particularly through bad data
detection. Malicious data modifications in power systems
may be regarded as “bad data,” a term traditionally applied
to measurements from faulty equipment. Estimators of
the state of a power system employ poor data detection
strategies based on a statistical analysis of measurement
residuals. Techniques such as using an L2-norm or the
Largest Normalized Residual (LNR) detect outliers and
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poor measurements [4], [S], [6]. However, these techniques
presume that erroneous data is the result of measurement
or transmission errors, and most bad data detection methods
assume that the measurement residuals are independent. An
adversary can exploit this assumption by introducing struc-
tured interactions among bad data, causing bad data detectors
to fail against data tampering attacks. Other methods to
detect malicious data modification in synchrophasors require
a subset of PMUs to be secure, which may not be realistic.

To solve the above issues, this paper proposes a
lightweight data provenance protocol for securing syn-
chrophasor data using Physically Unclonable Functions
(PUFs) and quantum mechanics. Utilizing the inherent
random variations in the physical (sub-)microstructure of
an integrated circuit (IC), PUFs enable us to provide a
unique hardware fingerprint for each PMU. Moreover, the
power of quantum unreality and uncertainty is exploited
to protect any type of data tampering. Note that, unlike
other data networks, synchrophasors send their data in
plain text without the use of any cryptographic primitives.
Therefore, the proposed protocol is exclusively designed for
synchrophasor networks for two major reasons: (i) PMUs
have limited computational processing power combined
with high-intensity traffic makes conventional cryptographic
primitives unsuitable [7], and (ii) a critical assumption behind
any attack model for synchrophasors is that the adversary is
capable of breaking the encryption of PMU packets [8], [9].
Given these two unique characteristics of synchrophasors,
the major contributions of this paper are as follows:

i. Application of quantum unreality and uncertainty prin-
ciples to protect synchrophasor data from malicious
modifications.

ii. Development of a novel PUF-based data provenance
protocol to provide authenticity and integrity of syn-
chrophasor data.
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iii. Formal security analysis and extensive experimentation
to validate the proposed protocol.

iv. Optimization of a quantum-based method that effec-
tively addresses the limitations of traditional data
provenance techniques, utilizing principles of quan-
tum mechanics to enhance security against quantum
attacks and to augment scalability and flexibility in
synchrophasor networks/environments.

The rest of the paper is organized as follows: Section II
presents a discussion on existing related work, while
Section III provides the necessary background to understand
the proposed protocol. The proposed network model and
assumptions are presented in Section IV, and the threat
model is discussed in Section V. The proposed protocol is
presented in Section VI, followed by its security analysis
in Section VII. Experiments are discussed in Section VIII,
performance analysis in Section IX, and the paper concludes
in Section X.

Il. LITERATURE REVIEW
Most of the existing work on data provenance is concentrated
in the Internet of Things (IoT) domain and can be divided
into three categories: security-primitives-based, hardware-
based, and techniques using wireless channel characteristics.
Security-primitives-based techniques employ filters, hash
chains, blockchains, or zero-knowledge proofs (ZKP). For
instance, [10] proposed a data provenance technique for IoT
devices using Bloom filters and attribute-based encryption.
However, this technique requires devices to store provenance
information, which is vulnerable to manipulation through
physical attacks. Another approach [11] transmits prove-
nance information across multiple IoT devices using an
identity-based hash chain, but it is susceptible to imperson-
ation attacks due to its reliance on the device identities of IoT
devices. The use of non-interactive zero-knowledge proofs
(NI-ZKPs) for data provenance is proposed in [12], although
ZKP techniques can be computationally complex. In [13],
an algorithm for data provenance compression is proposed,
but this solution remains computationally intensive. Recent
blockchain-based data provenance techniques, such as [14],
[15], [16], [17] increase the computational burden.
Hardware-based data provenance solutions, like those
employing Trusted Platform Modules (TPMs), are discussed
in [18], [19], [20]. However, such techniques may require
specialized hardware that may not be available or practical
for the majority of devices. The first description of executing
a data injection attack against power system state estimation
was by [21], showing that an adversary with knowledge
of a power system’s configuration can introduce arbitrary
errors into the state variables by tricking a flawed data
detector. Reference [22] discusses the minimal number
of measurements an adversary must alter to influence
the state model. Security indices for state estimators are
presented in [23], demonstrating their use in quantifying
the effort required for a successful data modification attack.
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Reference [24] examines defending against data manipu-
lation attacks from the operator’s perspective, identifying
a minimal set of measurements for system observability.
Reference [25] developed metrics to assess the economic
impact of data integrity attacks on power grids, illustrating
that such attacks can lead operators to make erroneous
decisions, resulting in significant economic and physical
damage. In [26], the authors demonstrate that a power system
may defend itself against data injection assaults by protecting
a small subset of measurements. They identified that the
selection of such subsets is a complex combinatorial problem
that can be solved with an agreed strategy.

The majority of extant research on data tampering attacks
is based on the premise that a subset of PMUs can be
protected and made completely secure. However, given the
large number of PMUs and their diverse locations, this
assumption is implausible. Moreover, the existing tech-
niques for data provenance in the IoT are either based
on computationally complex cryptographic primitives or
require additional secure hardware. Traditional or classical
cryptographic techniques, such as hardware-accelerated cryp-
tographic algorithms (e.g., Speck and Simon) and PUFs,
play a significant role in securing IoT devices [27], [28].
While Speck and Simon offer computational efficiency, they
may not withstand the emerging quantum threats, as they
are not inherently designed to resist quantum computing
attacks like Post-Quantum Cryptography (PQC) transition
algorithms [29]. Specifically, the vulnerability of Speck
and Simon to quantum attacks is primarily due to Shor’s
algorithm [30], which can efficiently factorize large numbers
and compute discrete logarithms in polynomial time on a
quantum computer. This capability could potentially break
the Rivest-Shamir-Adleman (RSA) encryption through an
index-calculus attack [31], [32].

The above discussion shows that the existing security
mechanisms for data provenance suffer from the following
problems:

i. Rely on computationally expensive cryptographic
primitives that may not be suitable for high traffic
intensity and real-time applications in synchrophasors.

ii. Rely on stringent assumptions such as completely
secure PMUs.

iii. Rely on advanced TPMs, which may not be available
on PMUs due to their higher cost. Moreover, when
using TPMs, there is an inherent delay when switching
between the normal mode of operation and the secure
execution environment, typically called the switching
cost [33]. Thus, TPMs may not be suitable given the
high switching time and frequent updates, leading to
significantly higher latency in synchrophasors [34].

iv. Vulnerable to quantum-capable actors.

This paper solves these issues as follows: The proposed
protocol

i. only uses a cryptographically secure hash function,
and instead of using any computationally expensive
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cryptographic primitives, it leverages the power of
quantum unreality and uncertainty to provide data
integrity guarantees.

ii. does not make any stringent assumptions regarding
the PMUs, except for the availability of PUFs on
each PMU. Note that PUFs have extremely low power
consumption, silicon area, and manufacturing costs,
making them suitable for large-scale production in
synchrophasor networks.

iii. uses quantum encoding to mitigate quantum threats.

lll. BACKGROUND

A. QUANTUM UNREALITY AND UNCERTAINTY

In classical communication and authentication schemes,
passwords, biometrics, and cryptographic protocols are used
as secret keys to guarantee security. The security of these
schemes is based on the mathematical computational com-
plexity of certain tasks, such as factoring large numbers
in the RSA encryption algorithm or finding collisions
in hash functions (Secure Hash Algorithms: SHA-256
and SHA-3) [35]. Consequently, classical authentication is
considered computationally secure, meaning it relies on
the assumption that certain computational problems are
difficult to solve using classical resources. On the other
hand, quantum cryptography utilizes the laws of physics,
as opposed to mathematical assumptions, to enable the
secure exchange of a secret key between two parties. It
is considered more robust because, unlike mathematical
assumptions that can unravel with the advent of stronger
computing power, the laws of physics cannot be broken. This
makes quantum cryptography potentially more secure against
MITM attacks due to the principles of quantum physics.
Quantum physics is known as a probabilistic theory, meaning
randomness is built into it. Superposition and entanglement
are powerful features of quantum computing that make
it vastly different from classical computing. These unique
properties enable quantum computers to perform certain
tasks or calculations much faster and more effectively than
classical computers, a phenomenon referred to as “Quantum
Supremacy” [36].

Quantum mechanics, the bedrock of modern physics,
introduces fascinating concepts of unreality and uncertainty
at the subatomic level. Particles in the quantum realm, such
as photons and electrons, do not exist in definite states
until measured [37]. These concepts form the basis for
a wide array of quantum technologies, including quantum
computing, quantum cryptography, and quantum key distri-
bution, all of which ensure secure information exchange.
The proposed data provenance protocol leverages quantum
unreality and uncertainty in securing synchrophasor data.
Therefore, understanding these concepts is vital before
delving into the proposed technique.

1) Quantum Unreality (Superposition): In the classical

world, objects exist in definite states. For example,
a coin has either heads or tails. However, in the
quantum realm, particles such as atoms, photons, or
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electrons can exist in a state of superposition, meaning
they can be in multiple states simultaneously, as
illustrated in Fig. 2. Consider an electron’s spin; it
can be in a superposition of both “up” and “down”
states until measured, at which point it collapses
into one of the two states. This bizarre phenomenon
implies that quantum entities do not have well-defined
properties until they are observed or measured [38].
In a similar vein, a quantum bit, or qubit, is the
fundamental unit of quantum information. It possesses
the remarkable ability to exist in a superposition of
both O and 1 until a measurement is conducted, at
which juncture it adopts one of these binary states.
This inherent multiplicity of states or configurations
introduces a significant degree of unpredictability,
which can be utilized for various purposes, such as
the creation of distinctive quantum states or identifiers
for devices. It also underpins parallel processing
tasks, exemplified by algorithms like Shor’s algorithm
for integer factorization and Grover’s algorithm for
searching, which utilize quantum superposition for
enhanced computational capabilities [30], [39].

2) Quantum  Uncertainty (Heisenberg  Uncertainty
Principle): Uncertainty or indeterminacy is another
peculiar feature of quantum systems. The Heisenberg
uncertainty principle, a key concept in quantum
mechanics, posits a fundamental limitation on the
precision with which specific pairs of physical
properties can be simultaneously known. These pairs,
also known as complementary variables (e.g., a
particle’s position and momentum, energy and time),
cannot be precisely known concurrently due to this
inherent limitation [40]. For instance, accurately
measuring the position of a quantum particle like
an electron makes its momentum uncertain, and vice
versa. This intrinsic uncertainty arises from the wave-
particle duality of quantum objects. Consequently,
this means that quantum uncertainty refers to the
inherent probabilistic nature of quantum systems. In
other words, it implies that when certain quantum
properties are measured, uncertainty is introduced
into complementary properties. This uncertainty
has practical implications for data integrity and
cybersecurity. For example, quantum uncertainty can
be harnessed to generate true random numbers, crucial
for encryption and security protocols. Specifically,
PMUs are devices employed in power systems to gauge
electrical waveforms at various points and provide
synchronized data to PDCs for monitoring and control
purposes.

B. QUANTUM UNREALITY AND UNCERTAINTY FOR
SYNCHROPHASOR TECHNOLOGY

Now, let’s delve into how the power of quantum unreality
and uncertainty can be harnessed to protect synchrophasor
data from any malicious modification.

1597



JAVED et al.: SECURING SYNCHROPHASORS USING DATA PROVENANCE IN THE QUANTUM ERA

Bit
0

®c

Quantum

Classical |0) — [1)

Qubit

|0) +1[1)
y V2

V2

- : V2
1 1

FIGURE 2. Classical digital (bits) and Quantum (qubit) computing.

Source Verification: Quantum unreality allows for the
creation of PUFs that generate unique identifiers for PMUs
and data sources [41]. These PUFs exploit the quantum
uncertainty principle to generate random, unpredictable
values. When synchrophasor data is tagged with these
quantum-derived identifiers, any tampering attempt would
disrupt the superposition state or introduce uncertainty,
instantly revealing unauthorized modifications.

Physically Unclonable Functions: To establish a root of
trust, TPMs and PUFs are commonly utilized in hardware
and hybrid-based attestation methods [42], [43], [44], [45].
A TPM, serving as a secure crypto-processor, stores and
protects encryption keys, passwords, and other sensitive data,
including digital certificates [19]. However, it relies on cryp-
tographic keys and certificates pre-stored within the module’s
non-volatile memory. This indicates that TPM chips are stan-
dalone modules, necessitating additional hardware, which
in turn, occupies more physical space, potentially increases
costs, power consumption, and the overall complexity of
device design and manufacturing. Such a design introduces
a vector for sophisticated physical or side-channel attacks
aimed at extracting sensitive information [34]. In contrast,
PUFs inherently generate cryptographic keys based on the
unique physical characteristics of the device, where random
variations in the IC fabrication process create an intractable
physical system [46]. This facilitates a novel challenge-
response mechanism, where keys do not need to be stored
in non-volatile memory, thereby reducing the risk of key
extraction attacks. Consequently, PUFs can be implemented
using existing hardware components (like SRAM, flash
memory, etc.), eliminating the need for additional specialized
hardware [47]. Thus, PUFs offer advantages over TPMs in
terms of unclonability, tamper evidence, cost-effectiveness,
scalability, flexibility, and intrinsic key generation and
management [48], [49]. These features make PUFs highly
suitable for secure hardware authentication, especially in
applications where cost, physical security, ease of integration,
and resistance to tampering are critical, as is the case with
our prototype.

Fundamentally, PUF is characterized by a challenge-
response-pair (CRP), ie., R = P(C), where R is a
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PUF’s response to a challenge C [44]. Each PUF responds
differently to an identical challenge, indicating its unique-
ness. Environmental factors such as temperature and voltage
may influence the performance of a PUF when presented
with the same challenge. Using fuzzy extractors or error
correction codes (ECC) algorithms, we can circumvent this
issue and obtain PUF responses stable enough for security
applications [50]. PUFs eliminate the need for PMUs to
retain secret keys in their memory, thereby protecting them
from physical attacks. In the context of PUF security, PUFs
are typically categorized into weak, strong, and controlled
types, each with unique merits and limitations [45], [51].
Weak PUFs are suited for key generation within a limited
CRP range, offering consistency but possessing limited
security capabilities due to their predictability. Strong PUFs
excel in generating a vast array of CRPs and maintain
stability under varying conditions, making them ideal for
authentication. However, an adversary with access to a large
number of CRPs can facilitate the creation of a malicious
clone using machine learning techniques [49], [52]. Such
attacks can lead to alterations in functionality, including CRP
leakage to adversaries or the modification of PUF inputs
to generate false responses. Controlled PUFs represent an
evolution in PUF design, incorporating strong PUFs at their
core but enhancing them with control logic [53]. This control
mechanism regulates challenges from being freely applied to
the PUF circuit, thereby obstructing intermediate response
readout, effectively thwarting machine learning attacks [54].

Considering the aforementioned aspects, in this paper, we
propose the use of an ideal controlled strong PUF (CPUF)
due to vulnerabilities observed in other PUF types. For
example, delay-based PUFs, including both strong arbiter
PUFs (A-PUF) and weak ring oscillator PUFs (RO-PUF),
have been susceptible to machine learning attacks using
Logistic Regression (LR), QuickSort (QS), and Support
Vector Machines (SVMs) [55], [56], [57]. To resist machine
learning attacks and detect any possible invasive attacks,
different research groups have implemented further coun-
termeasures. These involve integrating additional software
functionalities, such as hashing, non-linear functions, and
ephemeral CRP tables, or incorporating hardware solutions
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like XOR gates, CMOS, and other logic circuits [58], [59],
[60], [61], [62], [63], [64]. For instance, [65], [66], [67]
developed an obfuscated challenge-response protocol that
utilizes a PUF chip, a random number generator (RNG),
and a control block to safeguard against machine learning
attacks, circumventing the need for traditional cryptographic
techniques. Furthermore, in the realm of security appli-
cations, the hybrid PUF-finite state machine (PUF-FSM)
emerges as a robust example of a strong CPUF, eliminating
the need for error correction logic and related computation,
particularly favored for its resilience against fault attacks
or reliability-based attacks [68], [69]. Thus, all of these
interventions make it more challenging for adversaries to
develop a numerical model that effectively emulates PUF
operations.

Quantum Key Distribution (QKD): QKD protocols use the
uncertainty principle to create unbreakable encryption keys.
By encoding synchrophasor data using quantum states and
transmitting them over quantum channels, any eavesdropping
attempts would disturb the quantum states, revealing the
intrusion. This ensures data integrity and confidentiality.
For example, the BB84 protocol utilizes uncertainty in
measuring the polarization of photons to detect interception
or tampering during key distribution [70].

Quantum Entanglement: Enabled by superposition and
entanglement, quantum entanglement can be employed to
verify data integrity [71]. Entangled particles can be used to
synchronize remote PMUs or data sources. Any alteration in
the data would disrupt the entanglement, making tampering
evident.

In summary, quantum unreality and uncertainty provide a
unique set of tools for protecting synchrophasor technology.
By exploiting superposition, uncertainty, and entanglement,
we can create secure identification, encryption, and syn-
chronization mechanisms highly resistant to any type of
data tampering. This ensures the trustworthiness of syn-
chrophasor measurements in the quantum era. Therefore,
by incorporating quantum unreality and uncertainty into
the protocol, we not only bolster the trustworthiness of
synchrophasor measurements but also offer a robust defense
against cyberattacks.

IV. NETWORK MODEL & ASSUMPTIONS

The network model considered in this paper is illustrated in
Fig. 1. A set of PMUs at various power buses are connected
to the PDC through the Internet. We assume that each PMU
has an optic fiber connection, which it can use as a quantum
channel to exchange messages with the PDC.

We make the following assumptions in this paper:

i. The assumed packet format is IEEE C37.118.2. The
sizes of the different fields in a typical PMU packet
are displayed in Table 1.

ii. PMUs transmit their data to a single PDC using the
UDP-only communication technique. The process of
encapsulation and decapsulation is carried out using
the standard TCP/IP protocol suite.
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TABLE 1. Data packet format for a PMU [72].

[ # [ Feld | Size (bytes) |

1 | SYNC 2

2 | FRAMESIZE 2

3 | IDCODE 2

4 | SOC 4

5 | FRASEC 4

6 | STAT 2

7 | PHASORS 4/8 per phasor
8 | FREQ 2/4

9 | DFREQ 2/4

10 | ANALOG 2/4 per value
11 | DIGITAL 2 per value
12 | CHK 2

iii. PMUs have limited memory and processing power and
therefore, cannot sustain high traffic intensity applica-
tions with computationally complex cryptography.

iv. Each PMU is equipped with a controlled strong
PUF (hybrid PUF-FSM) that forms a System-on-Chip
(SoC). The PUF is assumed to be useless and destroyed
if separated from the PMU [41].

v. The PDC is considered physically secure and trust-
worthy [73].

V. THREAT MODEL

We assume an adversary possesses capabilities according to
the Dolev-Yao (DY) model, i.e., an adversary A possesses the
ability to intercept and monitor all network communication,
engage in malicious alteration or insertion of packets,
replicate previously transmitted packets, and impersonate
other nodes within the classic channels of the Internet.
The PMUs and other network elements, such as routers
and communication lines, could potentially be compromised.
Nevertheless, the PDC is widely regarded as the reliable and
reputable entity. Moreover, we also assume a CK-adversary
model [74]. In addition to the capabilities under the DY
model, a CK-adversary is able to reveal the session state,
private, and session keys under the CK-adversary model. We
further assume that an adversary may obtain physical access
to a PMU and subject it to physical attacks to extract stored
secrets.

The set of queries listed below can be used to model these

attacks:

e SendS(S, m0,r0,ml): A sends a message m0 to the
PDC § in an attempt to impersonate a legitimate PMU.
The PDC then replies with m1.

e SendID(ID, m0, r0): A sends a message m0 to the
PMU in an attempt to impersonate a PDC. The PMU
responds with r0.

e Monitor(ID, S): A observes and eavesdrop the wire-
less channel between PMU ID and PDC S.

o Drop(A): A drops packets between the PMU and PDC.
The objective is to disrupt the synchronization between
entities by selectively dropping packets.

e Reveal(ID): A uses a physical attack to extract the
secrets stored in a PMU’s memory.
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An adversary A can invoke SendS, SendlD, Monitor,
and Drop any polynomial number of times. Note that
any attempt to physically alter a PMU makes it useless.
Therefore, Reveal can be called by A only once. The
adversary’s objective is to tamper with the synchrophasor
data sent from a PMU to the PDC, intending to cause power
blackouts by affecting the power system state estimator.

In addition to the conventional threat model, in this paper,
we assume that the adversary has a quantum computer
with the ability to break traditional cryptographic algorithms
such as the public key infrastructure using Shor’s algo-
rithm. Similarly, the adversary can use Grover’s algorithm
to enhance the potential risks by achieving a quadratic
acceleration in scanning unsorted databases, which could
have implications for symmetric key encryption.

VI. PROPOSED PROTOCOL

To manage CRPs (C;, R;) for each PMU at the PDC, we
assume the protocol proposed in [75]. Therefore, the PDC
needs to store only one CRP for each PMU. The initial
CRP is obtained by the PDC using a time-based one-time
password algorithm (TOTP) [76] and an operator using
a password. The proposed protocol for establishing data
provenance of synchrophasors is shown in Fig. 3. The steps
are as follows:

1) The PDC sends a random challenge C; to the PMU
Uj.

2) The PMU starts to send synchrophasors to the PDC,
and for each data packet sent, the PMU saves a hash
digest by calculating the hash chain of each packet.
Considering a cryptographically secure hash function
H, the hash chain is given by:

o =H(--HEHPDIP2) - - - [Pn), )]

where n is the maximum allowed number of packets
that can be transferred from the PMU to the PDC
before verification. Note that n depends on the max-
imum verification delay that can be tolerated at the
PDC. For example, consider a PMU with a sampling
rate of 50 samples per second and transmitting
10 samples per data packet. If the PDC can tolerate a
maximum verification delay of 1 second, then n < 5.
3) Once the PMU has sent n data packets, it uses the
challenge C; to excite its PUF and obtain the response
R;. The PMU then uses the bits in R; to send o over the
quantum channel. Assuming R; and o to have the same
length, for each bit in R;, encode the corresponding
bit in o as follows:
a) If the current R; bit is a 0, then encode the
corresponding bit in o using the H-V basis.
b) If the current R; bit is a 1, then encode the
corresponding bit in o using +45 basis.
For example, if R; = 010011 --- and o = 110010, the
above encoding procedure is illustrated as follows:
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FIGURE 3. Proposed Protocol.

where |¢)Ib{_v represents encoding of a digit b in
H-V basis while |\)f450 and |/‘)§450 represent
the encoding of digits 1 and O in the +45 basis,
respectively. The experimental validation is shown in
Section VIIIL.

Note that the proposed protocol is based on the assumption
of secure storage at the PDC. However, this assumption can
be relaxed by using PUF based authentication protocols that
utilize ephemeral CRP tables [77].

VIl. SECURITY ANALYSIS
Lemma 1: A PUF’s behavior cannot be predicted.
Proof: Exciting a PUF with a challenge of length I¢c
produces a response of length Iz, i.e., {0, 1}le — {0, 1}/,
Let us model the security of a PUF with a security game

Q_I;elch between an adversary A and challenger L:

i. A chooses a set of random challenges C and sends
them to L.
ii. £ chooses a random challenge C* ¢ C and shares it
with A.
iii. A sends its guess for the response to C*, R* to C.
iv. C uses C* to excite the PUF to get R*. A wins the
game if R* = R*.
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Given the unclonability attribute of PUFs, the advantage of
the adversary to win this game is negligible and given by
otgPUF = Pr[R* = R*] = 2— ~ 0. |

Addltlonally, in the controlled strong PUF (PUF-FSM),
each CRP is utilized only once to avoid the risk of
replay-based attacks and MITM attacks [44], [46]. This is
particularly relevant for the authentication process using
the strong hybrid PUF-FSM, where the set of CRPs can
also be periodically refreshed for enhanced security. To
counteract side-channel attacks, which exploit timing and
power consumption, the PUF-FSM incorporates a pseudo-
random permutation through an integrated RNG [64], [78].
This approach obstructs precise power trace measurements
during response evaluations, enhancing the PUF’s defense
against combined modeling and side-channel attacks, thereby
validating its robustness.

Lemma 2: The basis used for encoding a qubit cannot be
revealed by measuring it. _

Proof: Let us model this by a security game gg;‘f” between
an adversary A and challenger L:

i. A chooses a set of random bits qp and a set of bits
qp to L.

ii. £ uses qp to encode the bits in qp as follows: for
each bit in qp, encode the corresponding bit in qp as
follows:

o If the current qp bit is a 0, then encode the
corresponding bit in qp using the H-V basis.

o If the current qp bit is a 1, then encode the
corresponding bit in qp using +45 basis.

The resulting polarized photons are sent to .A.
iii. £ choose a set of random bits qj to encode the bits
in qp and sends the resulting polarized photons to A.
iv. A sends its guess of qj denoted by qj to L.
v. A wins the game if q; = q;,.

To win this game, A needs to copy the photon polarization
states exactly as they are. However, given quantum unreality
and uncertainty, it is impossible to copy an unknown
quantum state [37]. A’s best strategy would be to measure
all photons in the same basis, i.e., either all in the H-V basis
or all in the +45° basis. This strategy results in a random
collapse of each photon with a 50-50 probability within the
wrong basis, i.e., if the photon was polarized using the H-
V basis but measured in the +45° basis, it will randomly
collapse into either |N) or |/), and vice versa. Therefore,
if the length of qp is Ip bits, then the advantage of the

adversary winning this game is given by o Goubis = 4/3+/2 =
Sec

ZTB ~0 V Ig>10. [ ]

Theorem 1 (Data Provenance): If a PDC successfully
verifies o in the proposed protocol, then the source of the
data is indeed true.

Proof: The adversary A aims to tamper with the data
sent to the PDC. Let us model the security of the proposed
protocol with a security game QS”"’ between an adversary
A and challenger £:
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i. L initiates the proposed protocol between a PMU U*
and a PDC.

ii. A uses SendID, SendS, Drop, and Monitor to
query the PMU U; and PDC a polynomial number of
times.

iii. A attempts to impersonate the PMU by invoking the
SendsS oracle and sending invalid data.

iv. A wins this game if the PDC accepts the tampered
data sent by A.

To win this game, the .4 must be able to encode each bit of
the hash digest o using the correct basis, i.e., H-V or +45°.
To do this, A needs to obtain R;. However, by Lemma 1,
the only option for A is to randomly guess R;. Therefore,
the adversary’s advantage in winning this game is negligible,
ie., “gg’rov = PUF ~ 0.

The A can also win this game if he/she can copy the
photon polarization states exactly as they are. However, by
Lemma 2, the adversary’s advantage in this case is also
negligible, i.e., Agrroy = otgqu;m ~0 V Ip>10. |

Lemma 3: The proposed protocol is secure against man-
in-the-middle attacks.

Proof: The fact that an adversary cannot tamper with
the data sent from the PMUs is established in Theorem 1.
However, an adversary can still cause all the packets in a
window to be discarded by the PDC, typically called a grey-
hole attack. In this attack, an adversary measures ¥, which
causes the photons carrying o to collapse. However, thanks to
quantum mechanics, eavesdropping is immediately detected
by the sender or the recipient [79]; hence, a grey hole attack
can easily be detected in the proposed protocol. Therefore,
the maximum impact that an adversary can have is a loss
of information worth one window of packets before being
detected. However, synchrophasor networks have inherent
redundancy which makes them resilient against the loss of
just one window worth of packets [80]. Note that, although
an adversary may cause a loss of one window of packets,
given the fact that PMUs use UDP at the transmission layer,
discarded packets are not retransmitted, avoiding any extra
loss of resources through retransmission attacks [81]. This
also makes it apparent that DoS attacks won’t be fruitful
either. ]

VIIl. EXPERIMENTAL VALIDATION

As described in Step 3 of the proposed model (Section VI),
following the PMU’s successful transmission of n data pack-
ets, it proceeds to stimulate its PUF using the challenge C;,
resulting in the acquisition of the response R;. Subsequently,
the PMU employs the bits contained in R; to transmit o
over the quantum channel (Fig. 1). Assuming R; and o share
the same length, each bit in R; is encoded into o using an
angle or tensor encoding pattern. The angle encoding scheme
utilizes the phase or rotation property of a qubit to represent
information [82]. This encoding employs rotation gates to
represent classical information. The general mathematical
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form is:
N
%) =@ Re|0¥). or
v
) = @) cos(x)|0) + sin(xp)|1), )

i=1

where ) is the tensor product operation over N qubits, R
can be any Pauli gate R,, Ry, R; for x, y, and z--axes rotation
to encode N features into the rotation angles of n-qubits.
For instance, in Fig. 4, the data point x = (7, 7w, w) has
been encoded as |¢) = |111). From Fig. 4(a), it can be
noticed that we have also introduced an Ry gate, which is a
single-qubit gate that rotates the qubit state around the y-axis
of the Bloch sphere by a given angle. Consider a rotation
operator gate Ry(0); then #-angle rotation around the y-axis
is expressed by:

COS 9
= — ), or
y 2

6 = 2arccos(y) = 2cos”! (0) = 7 radians, 3

where the Ry gate implements exp(_i%y) on the Bloch sphere,
causing the qubit state to be rotated by the specified angle
around the y-axis. In fact, on decomposition, this gate is
U39, ¢, 1), i.e., the general U gate is a single-qubit rotation
powerful gate that allows for any arbitrary rotations of a
single qubit. By selecting appropriate values for 3 Euler
angles: [U(@, ¢, A)], we can rotate the qubit state to any
point on the Bloch sphere. The role of these rotational gates
allows us to adjust the amplitudes of the |0) and 1) states,
which in turn affects the probabilities of measuring these
states.

In Fig. 4(a), classical 3-dimensional data points are
encoded using 3-qubits (g[0], g[1], and g[2]) by introducing
three Ry rotational gates. The combination of these gates
encodes given classical information into the angle and
amplitudes of quantum states. Bloch sphere and Q-sphere
visualizations are shown in Fig. 4(b) and (c), respectively.
It is essential to emphasize that the Q-sphere differs from
the Bloch sphere or phase disk, which represents a single
qubit [37]. In Fig. 4(b), the Bloch sphere represents the
amplitudes of the individual qubits, each with its respective
phase angle of m radians. On the other hand, the Q-sphere
(Fig. 4(c)) mainly visualizes the relative phase relationships
between different states, i.e., in this case, all states have the
same phase of 0° relative to each other (marked in blue). The
Q-sphere offers a global perspective of a multi-qubit state
based on a computational basis. The size of each node is
indicative of the state’s probability, while color corresponds
to the phase of individual basis states. The Q-sphere aids
in comprehending the behavior of qubit registers (multi-
qubit states) when subjected to quantum circuits. It’s more
revelatory to take a holistic view of the quantum state as
a whole. The phase disk at the endpoint of each qubit, as
illustrated in Fig. 4(a), provides a local view of the quantum
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FIGURE 4. Quantum Information Mapping and Analysis.

state of each qubit at the conclusion of the computation.
It is anticipated that the probability of measuring the [1)
state for qubits ¢g[0], g[1], and ¢[2] will be 100%, which
is further depicted in Fig. 4(d) histogram. In Fig. 4(e), the
statevector plot illustrates the amplitude of the quantum state

l¥) = [111).
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Considering our proposed model, if we take R; =
010011 and use an angle embedding scheme to encode
its corresponding bit into the quantum state |¢¥,) as o =
110010, following the two provided conditions below:

i. If the current R; bit is 0, encode the corresponding bit

in o using the H-V basis.

ii. If the current R; bit is 1, encode the corresponding bit

in o using £45 basis.

The encoding procedure outlined above is depicted in
Fig. 5. In Fig. 5(a), the quantum circuit holds the combina-
tion of Hadamard (H) and rotational (R) gates. The H-gate
induces a non-trivial superposition in the qubit, and when
measured, it equally likely collapses to either |0) or |1) [37].
For instance, if the current bit in R; is ‘0’, the H-gate is
applied, commonly used for encoding information in the
horizontal-vertical (H-V) basis. When applied to a qubit
initialized in the |0) state, it transforms it into an equal
superposition of |$) and |<«>), expressed as:

Hio) = 1)
V2

Thereby, the H-gate transforms the basis states |0) and |1)
into the H-V basis states |$) and |<>), respectively. The Pauli
gates Ry and R, are single-qubit rotational gates that rotate
the qubit state around the y or z-axis of the Bloch sphere
by a given angle, respectively [35]. For example, when the
current bit in R; is ‘1’, a combination of rotational gates is
applied. The R, gate with a rotation angle of /4 (+45°)
around the y-axis is applied, followed by an R, gate with
a rotation angle of —m/4 (—45°) around the z-axis. This
combination of gates transforms the basis states |0) and |1)
into the +45° basis states (i.e., | N\, or /7)), corresponding to
+45° rotations from the standard |0) and |1) states. Fig. 5(b),
illustrates that the qubit states are in:

E LW PRt PR Tl Wl 7

where |¢)f_v represents the encoding of a digit b in H-V
basis, while |\)it450 and |/ )#50 represent the encoding of
digits 1 and O in the £45 basis, respectively. Moreover, the
phase disk at the end of each qubit in the quantum circuit
(Fig. 5(a)) provides a local view of the individual quantum
state at the end of the computation, where the probability

that the measured states of encoded qubits g, q1,..., g5

will be in the |0) state is expected to be as follows:
Qubit 0:  Probability = 0.5000, Angle = £0°
Qubit 1:  Probability = 0.8536, Angle = +45°
Qubit 2:  Probability = 0.5000, Angle = +0°
Qubit 3:  Probability = 0.5000, Angle = +0°
Qubit 4:  Probability = 0.8536, Angle = +45°
Qubit 5:  Probability = 0.8536, Angle = +45°.

The above probabilities with angle distribution

information/statistics are further plotted in Fig. 5(c) and (d),
respectively. In summary, the H-gate is used to encode bits in
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quantum bits (qubits) using angle encoding.

pping into

the H-V basis because it provides a superposition of |$) and
|<>), allowing information to be encoded probabilistically
in both basis states. This is useful for quantum algorithms
and quantum information processing in synchrophasor
technology. On the other hand, the combination of R, and
R, gates is used to encode bits in the 45° basis because it
allows for a controlled rotation of the qubit state to achieve
the desired angle. This is particularly useful when encoding
information that needs to be distinguished at +45° angles,
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which may be required in certain quantum algorithms or
quantum communication protocols. Overall, the choice of
gates in the encoding procedure depends on the specific
quantum basis or angle representation required for the
application or algorithm being implemented. In our case,
the protocol is designed to support encoding in both the
H-V basis and the +45° basis.

Besides, quantum encoding allows for a more efficient
representation of data. For example, angle encoding uses the
phase or rotation property of a qubit to represent information,
which can encode multiple states within a single qubit. This
leads to a significant reduction in resource requirements
compared to the classical binary encoding used in traditional
methods [35], [82]. It is pertinent to note that the angle or
tensor product encoding technique processes one data point
at a time, as opposed to encoding entire datasets like basis
or amplitude encoding [37]. Consequently, it necessitates
N qubits, specifically 1 qubit per data point. Nevertheless,
there exists another variant known as dense angle encoding,
which requires only half of the qubits to encode the
same volume of data points. Angle encoding patterns prove
particularly advantageous in image processing, where they
employ the angle parameter of a qubit to represent color
information. This technique is employed for creating flexible
representations of quantum images, allowing distinct angle
levels to encode RGB information, combined with tensor
products for location information (x-axis, y-axis, or z-axis)
to depict an image [83]. Furthermore, this encoding method
finds applications in quantum neural networks, quantum
machine learning models, parameterized quantum circuits,
and for optimizing performance or reducing error rates in
quantum circuits for diverse applications [84], [85].

IX. PERFORMANCE ANALYSIS

This section demonstrates the feasibility of the proposed
protocol with real-time applications in synchrophasors. All
the results that are presented in this section represent the
additional overhead incurred by the proposed protocol in
comparison to a conventional synchrophasor network that
does not use any kind of security primitive or protocol.

A. COMPUTATIONAL COMPLEXITY

The proposed protocol exclusively relies on a crypto-
graphically secure hash and abstains from employing other
cryptographic primitives. The worst-case time complexity
of secure hash functions is typically assessed based on the
number of operations directly proportional to the length of
the hash, denoted as O(m), where m signifies the length of
the hash output. This implies that utilizing a fixed-length
output for cryptographically secure hash results in constant
computational complexity. In the proposed protocol, each
packet transmitted from the PMU to the PDC triggers the
computation of a single secure hash, as depicted in Fig. 3.
Assuming a 256-bit cryptographically secure hash, the worst-
case running time becomes O(256) = O(1). Thus, we assert
that the proposed protocol exhibits significant lightweight

1604

0.8 T T
AN —&— win size = 1
\ —+— win size =2
07F N\ win size = 3 [
\\ —-—-winsize=4
\ —*— win size =5
0.6\ \ J
iy S\
b4 % N
£05f N\ b
= \ \
g L
£ 04 X g
5 ¥ ~
= . .
2 03F o e S J
¢ ~ Sl e
[} R st ~——
0.2 ~ o S SE— —— 4

Clock Speed [MHz]

FIGURE 6. Execution time overhead of the proposed technique using SHA-256
based on various clock speeds.

characteristics in comparison to conventional/traditional data
integrity measures employed in cryptography. For example,
the computational complexity of a message authentication
code (MAC) is O(M) for each packet, where M represents
the message size. This stands in stark contrast to the O(1)
complexity per packet achieved by the proposed protocol.
It’s also worth noting that, typically, M > m.

B. EXECUTION TIME

Given the time-critical nature of synchrophasors, evaluating
any security protocol designed for these networks must
prioritize execution time. In this context, we examine the
MSP-430 16-bit microcontroller [86]. For each data packet
that the PMU sends to the PDC in the proposed protocol, the
only additional operation is computing one cryptographically
secure hash for each packet. Assuming a conversion resolu-
tion of 20 bits for modern PMUs [87], the execution time for
computing an SHA-256-based hash is illustrated in Fig. 6.
The data presented in Fig. 6 indicates that the execution
time overhead for computing an SHA-256 hash on an MSP-
430 16-bit microcontroller remains below 0.8 milliseconds
across various clock speeds, with a downward trend as
clock speed increases. Specifically, at a clock speed of
25 MHz, the execution time overhead for all window sizes
converges to just above 0.1 milliseconds, demonstrating the
protocol’s minimal impact on execution time and its viability
for time-sensitive synchrophasor networks. Consequently, the
proposed protocol emerges as a suitable choice for time-
critical applications in synchrophasor networks.

To further investigate the merit of the proposed technique
compared to other conventional cryptographic primitives
such as AES 128 and the more recent lightweight block
ciphers Speck and Simon [86], Fig. 7 presents a compar-
ative analysis of execution times for various cryptographic
algorithms at different clock speeds on the MSP-430 16-
bit microcontroller. The proposed technique consistently
requires less execution time than existing lightweight
techniques. For example, at a clock speed of 10 MHz,
the proposed method’s execution time is approximately
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0.5 milliseconds, compared to the 2 milliseconds for Speck,
4.2 milliseconds for Simon, and slightly over 1.5 millisec-
onds for AES 128. This efficiency is mirrored on both the
PMU and PDC sides as the number of hash operations
required is identical.

C. COMMUNICATION OVERHEAD

The communication overhead associated with encryption-
based signature systems, such as RSA, typically ranges
from 128 to 256 bytes. In contrast, our proposed scheme
introduces a minimal additional load by sending an extra
256 bits for each window of packets, facilitated by a 256-
bit cryptographically secure hash function. Let’s consider
a PMU with a sampling rate of 50 samples per second,
transmitting 10 samples per data packet. Assuming a
maximum verification delay of 1 second that the PDC
can tolerate, then the window size (n) is limited to < 5.
Accordingly, this results in a mere 256 bits of additional
overhead for each window of n packets, leading to a per-
packet communication overhead of 256/n bits. Compared
to traditional MAC-based schemes, which typically incur a
256-bit overhead for each data packet, the proposed scheme
adds an incremental 256 bits per window, resulting in a
substantially lower per-packet overhead when considering
windows containing multiple packets. This reduced overhead
demonstrates the protocol’s efficiency in handling the high-
frequency traffic characteristic of synchrophasor systems.

D. STORAGE OVERHEAD

In the proposed protocol, the maximum data storage require-
ment for each PMU is equivalent to the output length of
the employed cryptographically secure hash function. Given
an output length of 256 bits, the storage demand for each
PMU is notably modest, especially when compared to the
storage capacities of typical PMUs, which can store from a
few megabytes up to tens of megabytes. On the PDC side,
storage needs are minimal, with the PDC only required to
store one CRP for each PMU [75] and a 256-bit hash value.
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X. CONCLUSION

This paper introduced a pioneering data provenance protocol
tailored for synchrophasor networks in the quantum era.
Central to the protocol’s design is the integration of
PUFs and quantum mechanics. PUFs play a crucial role
in authenticating data sources, while quantum mechanics,
through its principles of unreality and uncertainty, offers
robust protection against data tampering. A security eval-
vation of the proposed protocol indicates its capability
to deliver impeccable security, remarkably without relying
on any computationally complex cryptographic primitives.
Additionally, implementation tests on IBM’s Qiskit platform
confirm its practicality and efficiency, requiring minimal
quantum gates. This marks a significant advancement in
securing synchrophasor networks by leveraging the poten-
tial of quantum computing. Furthermore, a performance
analysis unequivocally confirms that compared to typical
synchrophasor communications (i.e., without using any
security primitives), the proposed protocol maintains a
worst case computational complexity of O(1), an additional
execution time bounded by the time required to compute a
cryptographically secure hash on a given platform, an upper
bound of per packet communication overhead of 256-bits,
and additional storage requirements of one CRP at the PMU
while one CRP per PMU at the PDC. These benchmarks
make the proposed protocol a promising solution for real-
world implementations.

Looking forward, future research directions should con-
centrate on addressing potential threats associated with the
use of PUFs, with a particular emphasis on developing robust
defense strategies to safeguard against man-in-the-middle
and various forms of side-channel attacks, including invasive,
semi-invasive, and non-invasive attacks. Particularly, the
vulnerability of security credentials, identities, and secret
keys stored in the PDC to hardware and software exploits
poses a critical challenge. It is imperative for researchers
to propose innovative and reliable hybrid-controlled strong
PUF [59], [88], [89], [90], or Quantum-based PUF (QPUF)
solutions [91] to mitigate such attacks, further strengthening
the security of synchrophasor networks in the quantum era.
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