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ABSTRACT This work investigates the proactive eavesdropping based legitimate surveillance for
integrated satellite-terrestrial relay networks with multiple proactive monitors. To study the eavesdropping
non-outage probability, we propose three different presentative proactive eavesdropping cases/modes,
where the legitimate monitors could change its roles between eavesdropping and jamming, namely, Case
I: Eavesdropping then Jamming, Case II: Jamming then Eavesdropping, Case III: Always Eavesdropping.
Particularly, we get the accurate expressions of the eavesdropping non-outage probability for the proposed
three proactive eavesdropping modes in the presence of multiple monitors. To derive further insights, we
provide the asymptotic analysis of the three eavesdropping non-outage probabilities. Besides, the colluding
proactive eavesdropping scenario is considered, in which all the monitors cooperate to overhear or jam the
legitimate users. Finally, numerical results are obtained to verify the rightness of the analytical analysis.

INDEX TERMS Integrated satellite-terrestrial relay networks (ISTRNSs), proactive multiple monitors, three

proactive eavesdropping modes, eavesdropping non-outage probability.

I. INTRODUCTION

HE INCREASING requirements for large data trans-

mission and wide coverage in the next wireless
communication systems are the major challenges, especially
for the beyond the 5-th generation (B5G) networks even
the 6-th generation (6G) networks. Focusing on this front,
the satellite-terrestrial networks (STNs) have been paid
significant attentions, which can overcome the shortages
of terrestrial networks, for example, it is restricted by
terrain, and having low coverage [1], [2], [3], [4]. By
considering some obstacles and heavy showings in STNs,
the integrated satellite-terrestrial relay networks (ISTRNs)
have been viewed as the more promising framework to
provide an enhanced coverage, data transmission rate, and
the other 6G networks requirements, which is considered as
the major part of the Internet of Things (IoT) networks [5],
[6], [71, [8]. The ISTRN’s framework has been regarded as an

important factor of the satellite communications (SatComs)
that uses the terrestrial nodes to enhance the satellite
transmission, which is often utilized into the mobile/fixed
satellite systems, such as SiriusXM [9]. It has become a
realistic case which has been included in Digital Video
Broadcasting (DVB) networks [10]. Besides, ISTRNs are
also contained in “Space-Ground Integrated Information
Network Engineering” of China [11].

A. RELATED STUDIES

Till now, outage probability (OP), throughput and the other
performance metrics of ISTRNs have been investigated by
existing literatures. The authors in [12] researched the OP for
an ISTRN with a relay. The work in [13] researched the OP
of a cognitive ISTRN with multiple interferences. In [14],
the authors utilized a terrestrial relay selection algorithm in
an uplink ISTRN with several terrestrial relays and hardware
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impairments. In [15], the authors utilized a joint optimization
scheme for the non-orthogonal multiple access (NOMA)-
assisted ISTRNs. The authors in [16] researched the
performance of a multiuser ISTRN, particularly, the accurate
expression for OP was further investigated. Through [17],
the authors researched energy efficient algorithm for a
satellite-aerial-terrestrial network (SATN), where the relay,
i.e., the multi-antenna unmanned aerial vehicle (UAV) is
utilized to assist the satellite to transmit the information.
The authors in [18] researched the effects of channel
estimation errors (CEEs) and hardware impairments (HIs) on
the NOMA-based cognitive ISTRNS, especially, the secrecy
outage probability (SOP) was further studied. In [19], the
authors used the transmit antenna selection scheme on the
NOMA-assisted ISTRNs with imperfect CEEs and non-
ideal successive interference cancellation (SIC). In [20], the
authors researched the impact of NOMA on the secrecy
performance for the ISTRN.

It is essential to monitor and legitimately eavesdrop on
some suspicious wireless communication, like illegal eaves-
dropping, mass text, and tampering with communication
content, to deal with the case that high-risk events [20], [21].
For the wireless surveillance, it could be divided into two
scenarios. First scenario is passive eavesdropping, which
means the legitimate monitor only overhears the suspicious
transmission link. In this scenario, the perfect channel state
information (CSI) for each related channel is considered.
This scenario works only at the case that the performance of
eavesdropping link is preferable to that of the suspicious link.
Some related works have investigated the secrecy problem
in ISTRNs on the passive eavesdropping scenario [22], [23],
[24], [25], [26], [27]. The authors in [22] utilized a threshold-
based legitimate user scheduling algorithm and analyzed
the secrecy performance for ISTRNs. The authors in [23]
researched the secure transmission for the cognitive ISTRNs.
In [24], the secrecy performance for the NOMA-assisted
ISTRNs was researched, where the detailed investigations
for SOP were obtained. In [25], the authors researched the
secrecy performance of a downlink ISTRN, where the SOP
was investigated with respect to the detailed analysis. In [26],
the authors proposed a max user scheduling algorithm for
the SatCom, moreover, the SOP was further researched.
The authors in [28] researched the SOP for an ISTRN
along with several two-way terrestrial nodes. Except the
performance, the secrecy beamforming for the ISTRNs is
also the popular topic [15], [29], [30]. In these papers,
the secrecy performance is optimized through different
optimization methods.

B. MOTIVATIONS

However, in practical systems, this situation can not be
satisfied for the reason that the monitor has a long distance
with the suspicious transmitter to avoid being found. To
solve this problem, the authors in [31] proposed another
scenario with its name as proactive eavesdropping scenario.
In this scenario, the monitor has the ability that receives
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the suspicious signals and sends the jamming information
at the same time with a full-duplex mode. With the help
of the jamming information, the transmission rate of the
suspicious signals can be decreased. In addition, it also
can enhance the eavesdropping even though the channel
property for the eavesdropping link is worse than that of
suspicious links without jamming. The authors considered a
three-node surveillance rate maximization problem in [32].
On this foundation, the authors in [33] extended the
work of [31] by assuming the suspicious transceiver and
the monitor equipped with several antennas. The authors
in [34] investigated the proactive eavesdropping problem by
utilizing the amplify-and-forward relay scheme. In [35], the
authors researched a novel wireless surveillance scenario
with a reconfigurable intelligent surface (RIS). In [36],
the authors proposed a novel objective of eavesdropping
energy utilization rate to valuate the eavesdropping qual-
ity. The authors in [37] researched the impact of RIS
on the proactive eavesdropping case relied on the deep
reinforcement learning method. Reference [38] optimized the
power and location for the proactive eavesdropping networks
with a full-duplex terrestrial relay. In [31], the authors
studied the proactive eavesdropping via jamming through the
Rayleigh fading channel, especially, the rate maximization
was further researched. In [39], the authors utilized the mode
selection algorithm for the proactive eavesdropping with
jamming to get the best eavesdropping performance. In [40],
the authors researched the energy utilization rate for the
proactive eavesdropping. In [41], the authors investigated the
fairness problems for the UAV-based networks. In [42], the
authors still studied the proactive eavesdropping problems
for the UAV-based communications. In [43], the proactive
problem is analyzed in the full-duplex communication
systems along with the multiple antenna node. In [39],
the authors researched the mode selection problem for
the proactive eavesdropping scheme. In [44], the authors
investigated the proactive eavesdropping performance for the
5G uplink systems. especially the multiple antennas were
considered. In [45], the authors analyzed the proactive eaves-
dropping performance for the simultaneously transmitting
and reflecting-RIS based networks with statistical CSI.

As mentioned before, ISTRNs and proactive eavesdrop-
ping are considered as the major parts for the next wireless
transmission networks, thus it is very important for us to
investigate the performance of proactive eavesdropping in the
ISTRNS . Until now, only the authors in [46] investigated the
proactive eavesdropping performance for the ISTRNs with
eavesdropping then jamming scenario, which indicates the
importance and necessity of our research.

C. OUR CONTRIBUTIONS

However, as the authors know that the investigation of
proactive eavesdropping on the ISTRNs has not been
published, which motivates our work. Specifically, the major
contributions are given in the following:
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« Firstly, this paper illustrates a general proactive eaves-
dropping model for the ISTRNs, where a suspicious
satellite, a suspicious receiver and multiple monitors are
considered in this system model. This system model is
new for the ISTRNs when compared with the existed
works, which will be considered as the further direction
for this topic.

o Secondly, three proactive eavesdropping cases/modes
are proposed, namely, Case I: Eavesdropping then
Jamming, Case II: Jamming then Eavesdropping and
Case III: Always Eavesdropping. Particularly, the
accurate expressions for eavesdropping non-outage
probability (ENOP) for the considered three cases are
obtained, which offer valuable ways to valuate the
major system and channel parameters on the analyzed
systems.

o Thirdly, to reduce the computational complexity and
obtain further investigations of the system parameters on
the system performance, the approximate investigations
for ENOP are provided in high signal-to-noise ratio
(SNR) regime.

« Some representative simulation results are obtained to
prove the analytical results. With these results, the
effects of the system parameters are shown with the
clear view.

The left parts are organized as what follows. In Section II,
the illustration of the considered system model is introduced.
In Section III, the detailed process for the power control and
ENOP is obtained along with the three proposed proactive
eavesdropping cases/modes. In Section IV, Monte Carlo
(MC) simulations are given to verify the theoretical results.
In Section V, the conclusion is obtained to end the whole
paper.

Notations: E[-] is the expectation operator, exp(-) denotes
the exponential function. The abbreviations and acronyms
are provided in TABLE 1, shown at the top of next

page.

Il. SYSTEM DESCRIPTION

As shown in Fig. 1, we investigate the performance of proac-
tive eavesdropping in ISTRNs, where includes a suspicious
satellite (S), a suspicious terrestrial receiver (D), N monitors
(E) aim to overhear or jam the information between S and D.
All the legitimate monitors cooperate together to overhear or
jam the signals [48], [49], [S50]. A half-duplex (R) is used
to forward the signal from S to D.! R is working with the
decode-and-forward (DF) protocol. It has the assumption that
all transmission nodes having the single antenna.> Owing to
the heavy shadowing fading, the direct transmission link is

1. Although only one terrestrial relay is employed for the considered
system, the derived results can be considered as a special case of multiple
terrestrial relays scenario.

2. It is mentioned that, in this paper, the terrestrial nodes are equipped
with only one antenna, while the results are also suitable to the case that
transmission nodes are equipped with multiple antennas and beamforming
(BF) is utilized at each multiple antenna node.
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TABLE 1. Acronyms and abbreviations.

Acronym Definition
B5G beyond the 5-th generation
STN satellite-terrestrial networks
ISTRNs | integrated satellite-terrestrial relay networks
IoT Internet of Things
DVB Digital Video Broadcasting
op outage probability
NOMA non-orthogonal multiple access
SATN satellite-aerial-terrestrial network
UAV unmanned aerial vehicle
CEEs channel estimation errors
HIs hardware impairments
SOP secrecy outage probability
SIC successive interference cancellation
CSI channel state information
SatCom satellite communication
RIS reconfigurable intelligent surface
DF decode-and-forward
SNR signal-to-noise ratio
SINR signal-to-interference plus noise ratio
AWGN additive white Gaussian noise
ENOP eavesdropping non-outage probability
CDF cumulative distribution function
PDF probability density function
GEO geosynchronous earth orbit
TDMA time division multiple access
FSL free space loss
SR shadowed-Rician
LMS land mobile satellite
LoS line of sight
AS average shadowing
FHS frequent heavy shadowing
ILS infrequent light shadowing
MRC maximal ratio combining
MC Monte Carlo

not contained in this paper, which has been widely assumed
in existing works [18], [19], [20].%4

As a common scene, 2 time slots are required for the
whole communication. During the first time slot, R receives
the information of S, then transmits the decoded signal
to D during the second time slot. The multiple monitors
may select either jamming or eavesdropping among the
two time slots, which are mainly judged by the channel
quality. Three proactive eavesdropping Cases are investigated
in this paper, namely Case I: Eavesdropping then Jamming,

3. Owing to obstacles, weather conditions like rain, fog and the other
reasons, only one direct link is considered in this paper, which is a widely
used assumption [18], [20].

4. In this paper, we consider that the user D was not equipped with the
satellite antenna, thus it can not receive the signal from the satellite, it
needs the help of the terrestrial relay.
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SR : hg,
S—E;: h.\’/,
R—E: hy,
E R+ 8
E—D:&:p
R—D: hy,

LPs

———> Suspicious link
—— —> Proactive Eavesdropping link
---------- » Jamming link

FIGURE 1. lllustration of the system model.

Case II: Jamming then Eavesdropping, and Case III: Always
Eavesdropping.’

In Case I, during the first time slot, N monitors first
eavesdrop the target signal from S, then jam the received
signal at D. s(t) which comes from the suspicious transmitter
with E [|s(t)|2] = 1 will be sent to the suspicious R, while the
multiple monitors E overhear the signals. Thus, the derived
signals at R and the j-th E are, respectively, obtained as

YR(1) = /Pshsgs(t) + ng(t), (1)
vE; (1) = v/Pshsg;s(t) + ng; (1), )

where Pg denotes the transmission power of S, hsg and hsg;
represent the channel fading between S and R, the channel
fading between S and the j-th E, respectively, either of them
suffers the shadowed-Rician (SR) fading [47]. ng(f) and
ng; (#) denote the additive Gaussian white noise (AWGN) at
R and the j-th E, respectively, with distribution as ng(f) ~
CN(0, 83) and ng(t) ~ CN(0, 83).

By utilizing (1) and (2), the SNRs at R and the j-th E are,
respectively, obtained as

ysk = Pslhsg|* /8%, 3)
2
ysg; = Ps|hsg|”/ 512;j- “)

As colluding scheme is utilized at the legitimate monitors,
so the obtained SNR at E is given by®

N
VE=YSE= Y VSE;- &)
j=1

For the second time slot, the jamming signal [;(f) which
obeys E[|Ij(t)|2] =1 with its suspicious information is

5. This system model is a general model, which not only suits for the
terrestrial networks but also the vehicle networks.

6. In this paper, every node has the equal position, so all nodes can
receive the interference of the monitors. This consideration has appeared
in so many former papers, such as [9], [20], [51], [52]. The other reason
is to simplify the analysis, thus every node is considered to have the same
power, however, different eavesdropping scheme is applied into different
node will be an interesting topic, which will be investigated in the near
future.
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transmitted by the j-th E as the destination is terrestrial
receiver D. At the same time, R forwards the decoded signal
to the suspicious terrestrial receiver D. By utilizing colluding
scheme, the gotten signal at terrestrial receiver D is derived as

N
yp(t) = V/Prhros(t) + >\ [PEgepli(®) +np(t),  (6)
j=1

where Pr and Pg; represent the transmission power at R and
the j-th E, respectively. hgrp and 8E;p represent the channel
coefficient between R and terrestrial receiver D, the channel
coefficient between the j-th E and terrestrial receiver D,
respectively, which are both modeled as Rayleigh fading.
np(t) is the AWGN at D with np(f) ~ CN(0, §3).

By utilizing (6), the final signal-to-interference plus noise
ratio (SINR) can be obtained as

YRD

Dy = ——» )
o vep + 1
2
where ygp = Zeleol R'g’fDl and  yep S vED
D

N 1"1;"]-Vt1;"]-1)|2
Zj:l 5%}

Owing to the reason that DF protocol is utilized at R, the
SINR at terrestrial receiver D is given by

vk o = min(ysg, o, ). ®)

In Case II, in the first time slot, S forwards the signal
to R, which N monitors transmit the jamming interference
I;(?) to R. Thus, the signal received at R is obtained as

N
YR(6) = v/Pshsgs(t) + >\ [PEgERI(D) + nr(D).  (9)
j=1

where ggr depicts the channel coefficient between the j-th
E and R which obeys the Rayleigh fading.

Through the second time slot, R re-transmits the decoded
signals to terrestrial receiver D, while at the same time,
N monitors try to overhear the signals, relied on this
consideration, the gotten signal at D is shown as

yo(t) = v/Prhgrps(2) + np(0).

By utilizing the similar way, the final SINR for Case II
at R is given by

(10)

VSR

— VR 1
vER + 1 D

YR,

Pg.|hg g |?
N N Pelher
where yggp = Zj:l YER = ijl -’5—2’.

The final SNR for the second tfme slot at terrestrial
receiver D for Case II is obtained as

YD, = VRD- (12)

By using the DF protocol, the final SINR at terrestrial
receiver D for Case II is given by
Y0 = min(yg,, ¥p,). (13)
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By using the same method, the gotten signal for Case II
at the j-th E can be obtained as

YE (1) = v/Prhggs(t) + ng, (1), (14)

where hREj depicts the channel coefficient between R and
the j-th £ modeled as Rayleigh fading.

For all the monitors cooperate together [48], [49], [50],
hence the SNR at E is obtained as

al Y, Prlig|’
VE=YRE= Y VRE = )  — 5 15)
Jj=1 Jj=1 Ok,

In Case III, the monitors only act as the eavesdropper for
the whole two time slots, thus through the first time slot,
the received SNR at R is obtained as

VR; = VSR- (16)

At this time, the received SNR for the first time slot at
the E can be derived as

VE; = VSE- (17)

Then, for the second time slot, the derived SNR at
terrestrial receiver D is represented as

¥YD; = VRD- (18)

The obtained SNR at the E for the second time slot is
shown as

VE; = VRE: (19)

where yg, represents the received SNR at E for Case IIL
Due to the DF protocol, the final SNR for Case III at D
is given by

YF3D = min(yR3’ VD3)~ (20)

Owing to the reason that E can receive two independent
signals, thus we utilize the maximal ratio combining (MRC)
algorithm to guarantee the eavesdropping performance. On
this foundation, the final effective SNR at E after MRC is
obtained as

YE = YSE + VRE- 21

lll. POWER CONTROL AND EAVESDROPPING
NON-OUTAGE PROBABILITY ANALYSIS

The power control and ENOP analysis will be given in this
Section.

A. PRELIMINARY RESULTS

Before investigating the power control and performance anal-
ysis, the probability density function (PDF) and cumulative
distribution function (CDF) for the transmission channels are
first given.
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1) SATELLITE CHANNEL MODEL

During this work, the geosynchronous earth orbit (GEO)
satellite is assumed. In addition, the satellite is considered
to own several transmission beams. Moreover, time division
multiple access (TDMA) [53] scheme is considered that leads
to the result that only one terrestrial is used at each slot.

The channel coefficient hx, X € {{SR}, {SE;}} is repre-
sented as

hx = Cxfx,

where fy denotes the random SR factor of the satellite
channel, and Cy is the effect of antenna pattern and the free
space loss (FSL), which can be written as

)\\/ GX GRe

4r | d? +d(2)’

where A denotes the wavelength of the frequency carrier, d
represents the length from terrestrial relay/eavesdroppers to
the satellite beam’ center. dy =~ 35786km is the antenna gain
for terrestrial relay/eavesdroppers/monitors, furthermore, Gg,
is the satellite on-board beam gain.

With the help of [20], Gg. can be approximated as

Gmax, for 0° <9 < 1°
32 —25log 9, for 1° < ¥ < 48°
-10, for 48° < ¥ < 180°,

(22)

Cx = (23)

Gge(dB) =~ (24)

where  Gax represents the maximum beam gain, and
U denotes the off-boresight’s angle. Considering Gy, by
assuming 6 being the angle, and 6y is regarded as the 3dB
angle shown as [18], [22]

Ki(u K3 (u,
Gx:Gmax< 1) | 36 3(3")), 25)
2uy uy,
where Gy 1s the maximal beam gain, wu; =

2.07123 sin 6/ sinfy, K; and K3 are the Ist-kind bessel
function of order 1 and 3, respectively. To gain the best beam
performance, 6y — 0 is considered which leads to Gx ~
Gmax- Owing on this consideration, we get hy = Cy**fx.
For fx, a popular SR model was mentioned in [54],
which suits for land mobile satellite (LMS) systems [22]. By
utilizing [54], the PDF of yx = yx|CY*fx| is obtained as

mx—l

fu®=ax >

kx=0

(I- mx)kx(—fsx)k"xkx
(kx )7y

exp(—Axx), (26)

where Yy denotes the average SNR from the satellite to

terrestrial relay/eavesdroppers/monitors, Ay = /B’L;‘SX, oax =

Yx
2bxmyx  \my _ 1 _ Qx
(bemx-‘rQX) /be’ ﬂX — 2bx’ SX = 2bx(2bxmx+Qx)°’ where

my > 0 represents the fading severity parameter, 2by denotes
the multipath component’s average power and Qx represents
the line of sight (LoS) component’s average power. Through
this work, my is considered as an integer [14], [18], [22],
when my — oo, the shadowed-Rician channel will be
reduced to the Rician fading. (-)x, denotes the Pochhammer
symbol [55].
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Next, by utilizing (26), the CDF for yx is derived as

Fy (%)
mx—l kx k
ox (1 — mx), (—8x)™
=1-> > e AT xexp(—Axx). (27)
k=0 =0 !'kxD)y X

From [14], the PDF of ysg has the following expression as

msg—1 msg—1
Fre@ =D 0 > BO)xA e A (28)
ksg, =0 ksgy=0
where
A N N—1 v
eV =] [stkoag: [ ] B(Zkl + U, kgt + 1),
=1 v=1 =1
_ _ kt
AESY ke + N, L) = LI gy repre-

(k:)*
sents the Beta function [55].

2) THE TERRESTRIAL CHANNEL

As announced before, the channel coefficient between the
relay and the ground users/eavesdroopers is considered to be
shadowed as i.i.d Rayleigh fading. when colluding scheme
is used at N monitors, the PDF of yy, V € (ED, RE) and
yRD are, respectively, given by

p(Ay) Ti(Ay) Xi. (AV)V

Z Z _1)v

Fa() = dle T, (9

and

1 __x
=_——e 7RD,
YRD

Jrro (%) (30)

where Ay = diag(y,7,,...,¥n), p(Ay) are the number

of distinct diagonal elements of Ay, Yy > V) > ... >

Y (p(Ay)) denote the distinct diagonal elements in decreasing

order, 7;(Ay) are the multiplicity of Yy and x;;j(Ay)

represents the (i, j)-th characteristic coefficient of Ay [56].
By utilizing (30), the CDF for ygp is written as

Frpp@)=1—e VRD (31
Besides, when y;1 = y» =,...,= vy, (29) can be
written as
——N
1 _77
fw ) = (N xN (32)
B. EAVESDROPPING NON-OUTAGE PROBABILITY
Based on [31] and [57], the ENOP is given by
Pous = Pr(ye > vr,p). q € {1,2,3}. (33)

The accurate expressions for the ENOP of the considered
three cases are, respectively, given in the following.
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1) CASE |: EAVESDROPPING THEN JAMMING

In this case, the ENOP is derived as

Poyr = PF(VE > VF]D)v
= Pr(yg > min(ysg, vp,))

Pr[y > min <y5 VRD >:|
= E R .
YEp + 1

With the help of (34), this case can be observed as follows:

(34)

o If yg > ysr, it will satisfy that £ can eavesdrop the
signal successfully without any help, hence no more
power is needed to jam the signal, namely ygp = O is
set.

o If yp < ysg and yg > ygp, E is also satisfied to
overhear the signal successfully with no help, which
also means ygp is set as 0.

o If Y& < wysg and yrp > VE > V;’gﬁ_l, E can
just its transmit power to maintain E can eavesdrop
successfully.

Then, the final expressions for the ENOP is obtained in
Theorem 1.

Theorem 1: The final expression for the ENOP in Case |
is given by

msg—1 msg—1 msp—1 A—1

Por= Y == Y > Y EMNasg

ksg,=0  ksgy=0 ksg=0 t=0
(1 — MR kg (—8sR)SK(A — 1)!
(kse )2 7ge A gy
x (ksg + D(Agg + Agg)~ksetrtD

msg—1 ksg k
n Z Z asr(l — mSR)kSR(_‘SSR) Sk
ksr—k+1 —ksr+1
| SR ] SR
kse=0 k=0 K'Agr ksr'Vsg
mgg—1 mgg—1

EN)k+ A —1)!
(Asg 4+ Agp)<tA

X Z

ksg, =0 ksey=0
P(AED) Ti(AED)

Xij(AED) V]
¢G—D!

=1 j=I

j- A

1
x Y EWN)Kk+A— 1)""+A( 1>e‘7<">
t=0 !
X (=AY Hy (k= A+ 1A )]s G5)

where A =1+ (Asg + Asr)Ypp and

_ Hl(n,b,u),nZO
H3(n, b5 u) - {Hz(_n— l,b, M)yn <0’
n k
o nlb
Hin by = ey 22

k=0
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and
Ha(n, b, u) = (_1)"+1M
n!
7ub n—1 _ k
L
kzon(n— ---(n—k)

where Ei(-) denotes Exponential integral function [55,
eq. (8).211.1].

Besides, when y; = y» =,..
written as

., = YED, (35) can be

msg—1 msg—1 mgp—1 A—1

Pou= Y -+ > > EN)asg

kSEl =0 kSEN—O ksg=0 t=0

(L MRy, (= Ssr)MSR(A — 1)!

(kS ')Zyslng+1t'AA t

x (ksg + D(Agg + Agg)~ kst

msr—1 ksg k
asr(l — mgr) g, (—8sR)™F
+ Z Z VAR kst
ksp=0 k=0 2SR SR'YsR

msg—1 msg—1

JIDINEDY

ksg, =0 ksgy=
-—_N N-— 1(

__YeD
w—ng

EN)(k+ A —1)!
o (Ase+ Agp)t

)(m@+A—D'A

kA
YRD

X (AN (k= A+ 1A Tro) |- BT)
Proof: Please see Appendix A. |
2) CASE ll: JAMMING THEN EAVESDROPPING
In this case, the ENOP is given by
Pous = Pr(ye > yr,p) = Pr(ye > min(yg,, p,))
= PI'|: YE > mm( VSR , VRD):|' (38)
VER + 1

From (38), this case can be analyzed in the following as

o If yg > yrp, it is sure that E could eavesdrop the signal
successfully with no help, so we need not waste power
to jam the signal, namely ygg = O is set.

o If yg < yrp and yg > ysg, E is also satisfied to
overhear the signal successfully with no help, which
also means ygg is set as 0.

o If yg < ygrp and ysg > yE > y;/;fil = VEPEJ]-/;I;)R‘H’ E
can just its transmit power to maintain E can eavesdrop
successfully.

Then, the final expression for the ENOP is given in
Theorem 2.

Theorem 2: The final expression for the ENOP in Case
II is presented as

P(ARE) Ti(Agg) j—1

Pou= 2 2 2

i=1 j=1

Xij(ARE)Y ;s (VRE)’
o Yro(1/VrD + 1/7re)™!
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mgr—1

k
osr (1 — mgR) g (—8sr)™F
kst 1 A ksgt1
1 5ksr SR
ksg=0 ksr'vsg' Agr

P(ARE) Ti(ARE) ) .
< Y > Xij(Are)P g (/7R + 1/ 7rE)

i=1 j=1

msr—1 ksg k
Z Z asr(l — mgr) g, (—8sr)™F
o kSR I+q —kSR-H
ksp=0 g=0 'A k SR

q P(ARE) Ti(ARg) Xi,j(ARE)J;(i) (V)Bv
x Z 2. Z —
v=0 i=I = (] 1)
X Hy(g +v +J — 1, AsgB, 1/yrp + 1/VRE + AsR),
(39)

where

Hy(v,b, 1)

2
::(2b)W+IV2F(V4—1)exp<§z>l)_v_1(:;%z>, (40)

B = PEj /Pr, T'(-) denotes the Gamma Function [55,
eq. (8).339.1], Dy(:) is the Parabolic cylinder functions [55,
eq. (9).241.2].

Besides, when y1 = y» =,...,= yYgre, (39) can be
written as
N-—1 ——t
Pout - yRE
~ yro(1/7rp +1/7rE)"™!
-1
N " asr(1 — msR) g (—8sr) "
—ksg+1 » ksp+1 _ Z
ksn0 KsR! Vot T AGE T (1 kD + 1/ 7REDY
1k
’"i fz N rp B asr(1 — mgg) g, (—8sr)*S
- ksr—1 -k 1
konm0 4=0 v=0 (N_l)' 'A SR +qk SR+
x Hy(g+v+j—1, AsB, 1/)/RD + 1/¥rE + ASR)~
(4D
Proof: Please see Appendix B. |
3) CASE Ill: ALWAYS EAVESDROPPING
In this case, the ENOP can be expressed as
Poys = Pr(VE > VF3D)
= Pr[ySE + YrRE > min(yR3, yD3)]. 42)

Then, the final expression for the ENOP is given as
Theorem 3.

Theorem 3: The final expression for the ENOP in Case
III is given by

msr—1 ksg msg—1 msg—1 p(AREg) Ti(ARg)

Puw=1=23,2 D =) D ) EMas

ksg=0 t=0 kSE] =0 kSEN =0 i=1 j=1
(1 = msR) g (—8sR)*S* xi j(ARE)V )

X
—ksr+1 k —t+1 .
t'(kSR')steR S%e Gg—D!
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TABLE 2. Comparisons of three modes.

Cases Case 1 Case II Case III
Advantages | ENOP can be controlled by jamming | ENOP can be controlled by jamming | Be found hard and invisibility
Disadvantages Be found easily Be found easily ENOP can not be controlled

t
t _ e
XZ v+ A= DNAsg + 1/7rp + Asg) ™"
v=0 v

X (t—v+j— DY Asg + /7o + 1/70) "7,

(43)

Besides, when y; = y» =,...,= ygrg, (43) can be
written as
msp—1 ksg msg—1 msg—1
EN)asr
Pou=1= 222 2. 2 ik
ksrm0 =0 ks =0 kegy0 N~ D'VrE

e AT = msg)igy (—8sR)FR (v + A — 1)!
v ksr+1 1 vHA
v=0 t!(ksr) Vs (ASR + 505 ASE)

X (t—v+N—D!I(Asg + 1/7zp + 1/7z) "N,
(44)

Proof: See Appendix C. |

C. ASYMPTOTIC ANALYSIS FOR ENOP
To derive further investigations on the system performance,
in this subsection, the asymptotic analysis for the ENOP of
three cases will given in the following. For the convenience,
we assume that ygp = ysg = . So, when y — oo, namely
1/y — 0.

For Case I in (35), Ei(x) can be re-written as

ok
X
Ei(x) =0 +Inx+ —_
®) k; klk
where o = 0.57721566 is Euler-Mascheroni constant.
During high SNR regimes, in this paper which means
x — 0, then the high order components of the series can be

omitted, thus we can get the asymptotic expression of (45) as

(46)

(45)

Eix) =0 +Inx+x+ o(x),
x—0
where o(x) represents the higher order of x.
By substituting (46) into (35), the asymptotic expression
of ENOP for Case I can be obtained.
For Case II, with the similar method, when at high SNRs
which means z — 0 in this paper, by utilizing the [55], we
derive

Dp(z) = e—zz/“zf’[l b (” )] +o@). @)

z—0
The asymptotic ENOP of Case II can be obtained by
taking (47) into (39).
For Case III, we attempt to use a different way to calculate
the asymptotic analysis, when ysg = ypp = Yy — 00, (27)
and (31) can be re-written as

Fpo() = O;S—Rx + o), (48)

SR
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TABLE 3. Channel parameters.

Shadowing mx bx Qx
Frequent heavy shadowing (FHS) [14] 1 0.063 | 0.0007
Average shadowing (AS) [14] 5 0.251 | 0.279
Infrequent light shadowing (ILS) [14] 10 | 0.158 1.29
TABLE 4. System parameters.
Parameters Value
Satellite Orbit GEO [18]
Frequency band f =2 GHz [18]

Maximal Beam Gain
The Antenna Gain

Gmas = 48 dB [18]
Gre = 4 dB [18]

and

Fpp () = 71 +o0(x). (49)

RD

Then, by substituting (48) and (49) into the derivation of
Theorem 3 and utilizing the same method, after some math-
ematical steps, the asymptotic expression will be derived as

msg—1 msg—1 p(AgE) Ti(ARg)

Pou= 2220 2 D =

ksg,=0  ksgy=0 i=1 j=1

(OlSR +DG-D!
ylnn!

aSRu(N)le(ARE)
_ 1), —j+N+1AA+1

mgg—1 msg—1 p(ARg) Ti(ARg)

2 - ZZZO@R

kse, =0  ksgy=0 i=1

2 - .
<3 <2> E(N) i j(ARE) (v + A — DI — v)!
2 v+A -—(1 —v+N=j)
G—D') Ag Vi)
From the former analysis, we summarize the advantages
and disadvantages of the three modes in TABLE 2, which
shown at the top of next page.

(50)
v=0

IV. NUMERICAL RESULTS
Analytical analysis is verified by the several simulations
below in this Section. In general, we assume the GEO
satellite,” and 82 = 62 = 82 = 1, Yz = Vgp = ¥ = 20dB
for Case I and Case II, bésides, YsE = VRe = YE. The
channel and system parameters of satellite-terrestrial channel
are provided in Table 3 [14] and Table 4 [18], 1respectively.8
From the simulation figures, we can easily get that our
theoretical solutions are well consistent with MC simula-
tions, which means that the correctness of our theoretical
derivation has been proved. Besides, in high SNR regime, it
can be clearly found that the asymptotic investigations are in
line with theoretical analysis, which verifies the effectiveness
of our asymptotic results.

7. Although in this paper GEO satellite is assumed, our derivations are
still for the cases for medium earth orbit (MEO) satellite and low earth
orbit (LEO) satellite.

8. Although in this paper, these assumptions are set, the other assumptions
will be investigated in our near future. The derived results will give some
guidance for the future analysis.
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FIGURE 2. ENOP of Case I.

Fig. 2(a) illustrates the ENOP of Case I versus different
N with Y = 20dB. It can be clearly observed that the
active eavesdropping performance of the system improves
with the numbers of monitors increasing, which verifies
the superiority of our considered scheme. Furthermore,
ENOP is higher under favorable satellite-terrestrial channel
conditions, which shows that the better channel condition
bring better eavesdropping performance. In addition, when
¥ gp increases, the jamming will interference the users easier.
Moreover, we find that when N increases, the ENOP will
be larger for the reason that more monitors work together
to jam or overhear the legitimate signals.

Fig. 2(b) shows that the ENOP of Case I versus different
y g with setting N = 2. We can find that the ENOP enhances
as the Yy increases. This is because the larger yp will
enhance the jamming or eavesdropping ability.

Both from Fig. 2(a) and Fig. 2(b), when the power
of monitors becomes larger enough, the ENOP will be
always 1, which is the inherent character of the proactive
eavesdropping scenario.

Fig. 3(a) depicts the ENOP of Case II versus different N
with Yz = 20dB. It can be found that ENOP increases with
the enhancement of N as well as Y gp, which is similar to the
results of Case I. However, an improved system performance

VOLUME 4, 2023
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FIGURE 3. ENOP of Case Il

is obtained with worse channel condition of SR fading, which
is opposite of case I. The reason can be explained by the
fact that monitors improve eavesdropping performance by
interfering the relay in Case II. However, when the system is
under light channel fading, the ENOP will be lower, which
means the channel fading has great impact on the system
performance. Fig. 3(b) plots the ENOP of Case II versus
different Y. Similar to Case I, the degradation of Y5 will
lead to the deterioration of ENOP. The similar conclusion
with Fig. 2(a), when N increases, the ENOP will be larger
for the reason that more monitors join to jam or overhear
the legitimate signals.

The similar results with Fig. 2, in Fig. 3, when the power
of monitors becomes larger enough, the ENOP will be always
1, which is caused by the proactive scenario.

Fig. 4(a) examines the ENOP of Case III for the system
with yg=6dB. It should be pointed out that the simulation
settings of Fig. 4 is different from that of Fig. 2 or Fig. 3.
In this figure, y is not fixed, it is shown as the abscissa
varying from O to 40dB. This is very different from the
former simulation settings. From Fig. 4(a), we can derive
that when the number of eavesdroppers grows larger, the
ENOP would be larger, which means the eavesdropping will
be interrupted at a high probability. Finally, we can derive
that the light channel fading brings a lower ENOP.
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Fig. 4(b) illustrates the ENOP of Case III for the system
with different yr with FHS scenario. The insightful results
from this figure is that a larger yg brings a larger ENOP.
Both from Fig. 4(a) and Fig. 4(b), the interesting thing is
that, the ENOP will be lower when the transmitted power
for the legitimate link grows larger, which results from the
reason that when the legitimate link’s power grows larger, the
performance for the legitimate links is enhanced, it is hard
to overhear the legitimate link. It is not hard to understand
that when the power for the eavesdroppers becomes larger,
the performance for the eavesdropper will be better in a
reasonable manner.

Fig. 5 examines the ENOP versus different ygp or yggr
for three Cases with y=20dB, N=2 and yg=15dB in ILS
scenario. From Fig. 5, we can find that when (ygp or yeg)
is smaller than a fixed value, Case III has the largest ENOP,
however, when (ygp or ygg) is larger than this value, Case
IT will gain the largest ENOP, which will guide us how to
allocate (ygp or ygg) to have the largest ENOP, which has
the same phenomenon as [58]. In Fig. 5, we can also find
that when all the simulation settings are the same, the ENOP
for Case III will be a constant, which is not affected by yep
or ygg. This is because, jamming does not exist in Case III.

V. CONCLUSION
Through this paper, the proactive eavesdropping based
legitimate surveillance in ISTRNs with multiple monitors
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was investigated. Specifically, three proactive eavesdropping
modes were proposed in our paper, besides, the theoretical
and asymptotic analysis of ENOP for the three cases were
further, respectively, derived. The numerical results indicated
the characters of the three proactive eavesdropping cases.
In addition, the impacts of major system and channel
parameters were investigated on the considered system. The
results showed that the power for the legitimate users, the
power of the monitors, the number of the monitors, and
the channel fading had serious impacts on the proactive
eavesdropping performance.

APPENDIX A
PROOF OF THEOREM 1
From (34), the P, is given by

YRD
Pous = Pr(yse > ysr) +Pr(VSR > YSE > —) . (B
—— yED "F 1

Cn

Ci2

From (51), the important thing is to derive C1; and Cy3, the
detailed steps are shown in the following.
Firstly, by utilizing (51), C1; can be written as

cn =/0 / Frop ()fysp ()dlxdy.
y

By taking (26) with X = SR and (28) into (52), with the
utilizing of [55, eq. (3).351.2], (52) can be rewritten as

(52)

msg—1 msg—1 mgg—1 A—1

Cii= Y = Y. > Y EMNas

kSEl =0 kSEN =0 ksg=0 =0

— —Sap)k — !
X (1 = msR) g (—0sr)™ (A — D! /oo yk5R+te—(Asg+AsR))’dy.
(ksg!)27gpt AL 0

(53)
Next, by using [55, eq. (3).351.1], (53) is finally derived as

msg—1 msg—1 mgp—1 A—1

Cii= Y > > Y EWksg+1!

kSEl =0 kSEN:0 ksr=0 t=0
k
orsr(1 — msg) gge (—sR)™F (A — 1)!

(ksr )2 7eSH I ABT (Agp 4 Agg)FsetH!

(54)
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Secondly, with the help of (51), the second part Cj; is
expressed as

oo po0  pzptz OO
Cip = [ / f [ fVSR (x)f)/RD 6))
0 0 0 b4

X fyse @ yep (P)dxdydzdp. (55)

Then, by inserting (26) with X = SR into (55) and with
the help of [55, eq. (3).351.2], (55) can be re-written as

00 [e9] p+z
Cip = / / fyRD (y)fySE (Z)f)’ED »)
0 0 0

msgr—1 ksg k
asr (L — msR)gge (=8sR)™F ;Ao
X E E k'AkSR_k+1k o e dydzdp.
ksg=0 k=0 K-BsR YR

(56)
After that, with the help of (30), (56) can be rewritten as

1k
c / / mi fdsze(l MSR) kg (—85R)*SF
2=

k'AkSR k+1 SR~)7§1§R+1

ksg=0 k=0
X fyse (fyep (P)Z €™ 5Fedzdp

/‘ /‘ mi] % asg(1 — msg) g, (—8sr) Sk
ksk—k+1, y —ksgtl
et AR g o1

=0 k=0

Ptz
X fVSE (Z)fVED (p)z e_ASRZE YRD dzdp. 57

By taking (28) and (29) into (57), and with the help of [55,
eq.(111, 3.351.3)], (57) is finally obtained as

msr—1 ksg k
c Z Z asr(l — mgr) iy, (—8sr)™k
2= Fp—
sR—k+1 —ksp+1
ksg=0 k=0 kIAgp ksr Vg
msg—1 msg—1

EWN)k+ A — 1!
< ZO (st + Asel T

ksg,=0 Kk
—1k

mi f asr(1 = msgp)gg, (—8sr) Sk
B ksg—k+1 —ksg+1

ksp=0 k=0 K AGR ksr!Vsi'

mgg—1 msg—1 p(AED) Ti(AED)

le(AED)V(,

x > Z~<N>Z Z =D

ksg, =0 ksgy=0

x (k+ A — DIgght / (A + p)~ kD177 g
(58)

By utilizing [55, eq. (3).351.3] and (55), Ci2 can be
obtained as

msr—1 ksg

k
c Z Z asr(l — MSR) jgr (—EsR)™F
12 =
ksp—k+1 1 sksr+1
ksp=0 k=0 K'Agg ksr'Vsg

msE—l

| Y

ksg,=0  ksgy=0
P(AED) Ti(AED)

=1 j=I

mEL 2 Ny (k4 A — 1)
(Asg + Agg) A

Xij(AED)7
G—1!
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j—1
—1\ 4
x Y EM)k+A - 1>'y,é‘3A< )en»
=0 f

X (=AY Hy(—k — A +1, A, 1 /yRD)]. (59)

At last, by taking (54) and (59) into (51), (35) will be
derived.

For the scenario with y1 = y» =,...,= ygp, by
replacing (29) with (32), then with the similar method of
the former presentations, (37) will be obtained, the final
expression for ENOP in Case II can be derived.

The proof of Theorem 1 is over.

APPENDIX B
PROOF OF THEOREM 2
Similar to Appendix A, P, is re-written as

Puut = Pr(VRE > VRD)
N—
(2
VSR
+ Pr(J/RD > YRE > ) (60)
YRE + 1
Cxn
where
o0 oo
Cn = / / Fre Oy (). (61)
0 Jy

By taking (29) and (30) into (61) and with the utilization
of [55, eq.351.2, 3.351.3], (61) is re-written as

P(ARE) Ti(ARg) j—1

=y Yy

i—1 =1 =0 vro(1/7rp + 1/7RE)TY

Xij(ARE)V i) (TreY ™!

(62)
Besides, the second item Cp; is given by

oo B4z poo
o =/0 /0 / Fyn (s OV (drdydz. (63)

Then, by substituting (30) into (63), we can obtain

oo pBz 4z z
o =/0 /0 Frse Oy e B dydz. (64)

By utilizing (26) and [55, Eqgs. 111, 3.351.1, 3.351.3], (64)
can be rewritten as

msr—1 p(ARE) Ti(ARE)

OtSR(l mSR)kSR( Ssr)sk
= 33T Y
ksg=0 =1 j=1 SR

X Xij(ARE)Y ;s (1/7rp + 1/7RE)
msg—1 ksg g pP(ARE) Ti(ARE)

apIDBID Z

ksp=0 g=0v=0 i=1 =
(—3sr) SRXij(ARE)V(i> (V)Bv
ksg!7gpt T G — D!

SR _ 2
X/ Fratv=1," (VRD+VRE+ASR)Z BAsz dz. (65)
0

asr(l — msr) kg,
ksr—1+q
q'Agr

X
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After that, by taking (29) into (65) and with the help
of [55, eq. (3).462.1], Cp; is finally obtained as

msp—1 p(AREg) Ti(ARg)

=3 3 Y

ksg=0 i=1 j=1

OtSR(l MSR) kg (—85R)*SF

kaR—H AkSR+1

X Xij(ARE)V ;s (1 /7rp + 1/7RE)
msg—1 ksg g p(ARg) Ti(Agg)

apIDBIDIED

ksp=0 g=0v=0 i=1 j=1
(30 i (Are) T /(1)B’

ksr! 76t G — 1)1
X Hy(g+v+j—1,AsgB, 1/yrp + 1/yRE + Asr).
(66)

At last, by substituting (62) and (66) into (60), (39) will
be obtained, the final expression for ENOP in Case II can
be derived.

For the scenario with y; = 3 =,...,= 9¥gg, by
replacing (29) with (32), then with the similar method of
the former presentations, (39) will be obtained.

The proof of Theorem 2 is gotten.

asp(l — msRr) kg,
ksr—1+q
9'Agg

APPENDIX C
PROOF OF THEOREM 3
Recalling (42), (42) is written as

Pou = Pr[yse + yre > min(yg,. yp;)]
= Pr[min(yg;. ¥ps) < ¥sE + VrE]

e’} o0 x+y
= /0 [) 0 fJ/F3D (Z)fVSE (x)f}/RE O’)dded)’~ (67)

From (67), we can get the first thing is to obtain the CDF
for F vryp(2)- By utilizing (20), the CDF for yr,p is given by

FVF3D (x) = FVR3 () + Fyn3 (x) — FyR3 (X)pr3 (x). (68)
By inserting (16) and (18) into (68), (68) is written as
Fyp,p () = Fyge () + Fypy (¥) = Fyg (0 Fyp (). (69)

Next, by substituting (27) and (31) into (69), (69) is
given by

msr—1 ksg

asr(1 — msg) g, (—8sr) SR x!
F)/F3D(x) =1- Z Z (kg Sksrt1 g ksg—t+1
kim0 =0 ['(KseDVsg™ Agg
x exp[—(1/7rp + Asr)x]. (70)

Then, by inserting (70) into (67), (67) can be written as

Pout =1
1k
"E K asr(l — mgR) g (— 3SR)kSR .
o Z Z N kop! ksr+1 kSR t+1 (x+y)
ksg=0 1=0 ! (ksrDVsr
x exp[—(1/7rp + Asr) (x + y)]fys,; () fygg (7)dxcly
_, mi_:]%am(l — M)y (B <t)
- Sksgt1 o ksg—t+1
ksg=0 =0 NksrD7spt " Ag T g\
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< /O ¥ exp[—(1/7rp + Asr)xfys (D

Ca)

X /o exp[—(1/7rp + Asr)Y Y ™" fyre ()dxdy . (71)

Cn

Then, by substituting (28) with X = SE into C31, C31 can
be obtained as

msg—1 msg—1
Ci= ) - ) EWN
ksg, =0 ksgp=0

o
X /0 XA exp[—(1/7rp + Ask + Asg)x]dx
(72)

Next, with the help of [55, eq. (3.351.3)], C3; can be
re-given as

EN)v+ A — 1)!
ksgy0 (1/VRD + Asp + Asi

e

With the similar method, by inserting (29) with V = RE
into C32, C3y can be re-represented as

c p%RE) i Are) Xz](ARE)V (t
32 = -
=1 =1 G—=DY1/vrp + Asr + 1/7)

v+j—D!
t—v+j”

(74)

At last, by taking (73) and (74) into (71),
expression for ENOP in Case III can be derived.

For the scenario with y; = 3 =,...,= 9¥gg, by
replacing (29) with (32), then with the similar method of
the former presentations, (44) will be obtained.

The proof of Theorem 3 is over.

the final
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