
Received 30 July 2023; revised 28 August 2023; accepted 8 September 2023. Date of publication 18 September 2023; date of current version 13 October 2023.

Digital Object Identifier 10.1109/OJCOMS.2023.3316118

Data Quality in Human-Centric Sensing-Based
Next-Generation IoT Systems: A Comprehensive

Survey of Models, Issues, and Challenges
KONSTANTINA BANTI 1, MALAMATI LOUTA1 (Senior Member, IEEE), AND PERISTERA BAZIANA 2

1Department of Electrical and Computer Engineering, University of Western Macedonia, 50100 Kozani, Greece
2Department of Informatics and Telecommunications, University of Thessaly, 351 00 Lamia, Greece

CORRESPONDING AUTHOR: M. LOUTA (e-mail: louta@uowm.gr)

This work was supported by the Project “AGROTOUR—New Technologies and Innovative Approaches to Agri-Food and Tourism to Boost Regional
Excellence in Western Macedonia” under Grant MIS 5047196, which is implemented under the Action “Reinforcement of the Research and
Innovation Infrastructure,” supported by the “Operational Program Competitiveness, Entrepreneurship and Innovation” (NSRF 2014–2020),

and co-financed by Greece and the European Union (European Regional Development Fund).

ABSTRACT Human-Centric Sensing (HCS), a novel approach in the evolution of the Next Generation
Internet of Things (NG-IoT), exploits the ubiquity of diverse smart devices, including smartphones or
wearable devices, in conjunction with their enhanced sensing capabilities to collect information, leveraging
human intelligence for the common benefit of the crowd. The main feature of HCS is the involvement
of mobile users in data collection, processing, analysis and sharing. Thus, the main challenge in HCS
systems is to ensure users’ participation and trustworthiness as well as data quality. The aim of this work
is, as a first step, to identify and discuss the factors that affect data quality in HCS-based NG-IoT systems,
as well as elaborate on their interrelation. Furthermore, potential solutions that could be adopted to ensure
the highest possible degree of data quality are highlighted, in conjunction with critical aspects that should
be considered, proposing a novel classification with three major categories: task assignment, reputation
mechanisms and blockchain technology. Finally, a trust-aware task assignment model is proposed to
effectively address the data quality challenge in HCS-based IoT systems, reflecting users’ trustworthiness,
willingness, experience, and ability to collect and share high-quality data contributions. The proposed
trust-aware task assignment model exploits a reputation mechanism and is designed using blockchain and
smart contract technologies to enable the decentralized provision of trustworthy services among entities
and preserve users’ privacy, harnessing the decentralization, transparency and immutability offered by
blockchain. Trust-based task assignment offers an effective solution for trustworthy users’ selection while
ensuring high-quality contributions and users’ privacy.

INDEX TERMS Blockchain, data quality, Internet of Things (IoT), human centric sensing (HCS),
reputation mechanism, task assignment.

I. INTRODUCTION

THE NEXT Generation Internet of Things (NG-IoT)
stands as an emerging technology aimed to effec-

tively incorporate, manage, and analyze an extensive volume
of data gathered by diverse devices at an unprecedented
scale and analysis. Core NG-IoT enabling technologies
including edge computing, advanced mobile communi-
cation systems like 5G and beyond, blockchain, vir-
tual/augmented reality and tactile Internet are anticipated

to deliver effective approaches for addressing diverse chal-
lenges stemming from the proliferation of interconnected
devices and the massive volume of data produced. These
challenges include availability, latency, scalability, energy
efficiency, security and privacy, interoperability, and reli-
ability [1]. Despite the fact that humans are an integral
part of IoT, their involvement continues to be largely
overlooked by modern IoT systems. Incorporating humans
into the loop and elevating their role in a reliable and
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sustainable manner holds paramount significance for NG-
IoT systems [2]. This transformation has the potential to
impact society and economy across diverse domains such
as energy, agriculture, smart cities, mobility, healthcare, and
more.
The wide adoption of smart devices (like smartphones,

smartwatches, tablets) with various embedded powerful sen-
sors (e.g., Global Positioning System (GPS), accelerometer,
gyroscope, microphone, camera) has become an integral part
of people’s everyday life, enabling a broad spectrum of
applications. The emergence of the IoT coupled with the
widespread use of social media and the human mobility
and ubiquity has led to the emergence of a new sens-
ing paradigm known as Mobile Crowd Sensing (MCS) or
People/Human Centric Sensing (HCS) [3], [4], are two terms
often used interchangeably to stress the pivotal role of human
involvement in establishing and operating large-scale sens-
ing networks. MCS/HCS enhances the NG-IoT paradigm by
incorporating human presence, involving a large number of
individuals equipped with sensing and computing devices
into the loop of data collection-analysis-sharing for the ben-
efit of society. MCS/HCS is a promising technology for NG-
IoT, interconnecting things with things, things with people,
and people with people [5]. In our work, we adopt HCS term
to emphasize the active role of humans in the data collection-
analysis-sharing loop, as we place a significant emphasis on
the role of users’ trustworthiness, willingness, experience
and social aspects in gathering and sharing high-quality data
contributions.
HCS leverages the ubiquity of mobile devices in con-

junction with the inherent mobility and intelligence of
their owners, empowering sensing, analysis and sharing of
information about their surroundings to accomplish specific
tasks. In this respect, HCS enables the cost-effective and
timely monitoring of extensive-scale phenomena that can-
not be otherwise easily measured. This way, in HCS-based
NG-IoT systems, humans are not only passive recipients of
IoT applications; they actively participate as data or service
providers, strengthening the effectiveness of IoT. A wide
range of applications have been developed leveraging HCS,
including environmental monitoring (e.g., air quality [6],
water management [7], [8]), smart parking [9], healthcare,
and smart agriculture [10], [11], [12].
The success of HCS-based NG-IoT systems heavily relies

on the capabilities offered by emerging technologies in the
5G/6G context. These advanced communication technologies
provide ultra-reliable and low-latency communication, ultra-
high bandwidth and ultra-large throughput, and enhanced
connectivity, which are crucial for the efficient operation of
HCS [13]. As we move towards the 6G era, these tech-
nologies will play an even more crucial role, with 6G
networks designed to meet higher global coverage require-
ments, enhanced spectral efficiency, and a minimized carbon
footprint, promoting sustainability, equity, trust, and secu-
rity [13]. Additionally, edge computing is expected to play a
pivotal role in HCS-based NG-IoT systems by enabling data

processing closer to the data source, thus reducing latency,
improving energy efficiency in IoT devices, and facilitating
large-scale, continuous data collection in the cloud. By min-
imizing the need for data transmission, edge computing also
enhances data security and privacy. Virtual and augmented
reality technologies, in combination with the Tactile IoT,
offer powerful capabilities for enhancing user interaction
in HCS-based NG-IoT systems. By providing immersive
and intuitive experiences, virtual and augmented reality
enable users to contribute data in engaging ways, result-
ing in increased user involvement. Moreover, the Tactile IoT
introduces a human-centric perspective and sensing/actuating
capabilities, eliminating the need for physical proximity
between people and the systems they interact with. This
allows for remote control and operation, creating new possi-
bilities for seamless user engagement and interaction within
HCS-based systems. Machine learning and artificial intelli-
gence techniques are essential in efficiently managing the
increased complexity of HCS-based NG-IoT systems. By
analyzing the vast amounts of collected data, these tech-
nologies provide valuable insights and predictions, enhancing
the overall value of the data. The robustness, explainability,
and interpretability of the adopted mechanisms are cru-
cial for building end-users’ trust and overcoming potential
barriers to the acceptance of new applications. The decen-
tralized and secure nature of blockchain technology, gaining
traction in the 5G/6G era, serves as a robust framework
for ensuring data integrity and user privacy in HCS-based
NG-IoT systems but also offers interoperability across the
IoT. By providing a unified authentication and authorization
system, as well as supporting traceability and reliability of
IoT data, distributed ledger technology, such as blockchain,
enhances the overall trustworthiness and transparency of
HCS-based systems. Thus, these advancements contribute
to more accurate, timely, and valuable data, enhancing the
overall effectiveness and reliability of HCS-based systems.
HCS presents several unique characteristics, with the most

significant being the active involvement of humans in data
collection, processing, analysis and sharing, bringing forth
both opportunities and challenges that must be effectively
addressed for HCS to reach its full potentials. The growing
popularity of HCS has led to the publication of numer-
ous comprehensive surveys in recent years, focusing on
challenging issues such as user recruitment, task allocation
and scheduling, privacy, incentives, and data quality prob-
lems. However, most studies are limited to solving a certain
challenge (or a subgroup of identified challenges), without
taking into account the effect and the interrelation with other
challenges as well.
Focusing on the data quality challenge, ensuring accu-

racy and trustworthiness of the user’s contributed data is
a paramount concern in HCS-based NG-IoT systems. In
these systems, the crowd participates in solving complex
problems through open calls, where the aggregation of
information often leads to better decisions compared to
those made by any single member of the crowd [25].
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However, due to the inherently open nature of HCS systems,
there is a risk of noisy, obsolete, incomplete and inaccu-
rate data. Additionally, security and privacy concerns arise,
as personal information such as daily routines and activ-
ity patterns could be easily disclosed [26]. Simultaneously,
incentive mechanisms ought to be established to foster
cooperation, bolster users’ trust in data sharing, thereby
ensuring substantial human participation [23]. The suc-
cess of HCS systems heavily relies on acquiring sufficient
and reliable data from participants [27], who should be
appropriately compensated for their time, effort and cost
incurred [28].

In the light of the aforementioned in [24], the authors pro-
pose a framework that outlines the concept of data quality in
terms of information quantity and accuracy and highlight the
importance of truth discovery and trust frameworks to assess
and guarantee data quality in HCS. However, it’s important
to mention that the survey on the data quality challenge
lacks an exploration of the interrelation and the role of each
challenge in influencing the data quality issue. In [16], the
authors examine data quality from two facets: coverage and
fault tolerance, highlighting that task allocation is a criti-
cal issue that impacts data quality. The [21] highlights that
data quality can be influenced by the number of partici-
pants, the sensor quality, and redundant sensing. Moreover,
the [23] discusses on the potential impact of environmental
factors and malicious users on data quality. The paper pro-
poses incentive and task allocation mechanisms to address
data quality concerns. In [5], the authors state that resource
limitations can impact data quality and highlight as future
work that trust preservation and abnormal detection technolo-
gies are necessary to ensure data quality. Similarly, in many
approaches (e.g., [29], [30], [31], [32], [33]), data quality
challenge is addressed without considering the interrelation
among all the distinct issues, failing to address them collec-
tively, to optimize HCS-based NG-IoT system’s operation.
The major contributions of recent related research literature
surveys concerning data quality, task assignment, incentives,
privacy and security (selected considering their relevance to
the topic, timeliness and number of citations) are summa-
rized in Table 1 and Table 2. However, the existing literature
lacks a comprehensive survey that explores the main aspects
of data quality, considering all interrelated aspects and chal-
lenges from a holistic perspective in the context of human
centric sensing NG-IoT systems. To bridge this gap, dif-
ferent from the previous works, we provide an in-depth
analysis of the factors affecting data quality in HCS-based
NG-IoT systems. We explore unintentional and intentional
low-quality data provisioning, data completeness, and area
coverage, and examine the interdependencies between data
quality and other challenges such as task assignment, energy
efficiency, privacy-security, incentives, and interoperability.
Following, a novel taxonomy of factors and critical issues
to be considered when designing potential solutions for
the data quality challenge is proposed. These factors are
classified into three categories: task assignment problem,

reputation mechanisms for incentive provisioning to promote
users’ cooperation and blockchain technology for alleviating
security concerns. Finally, to the best of our knowledge,
such a comprehensive and detailed analysis of data qual-
ity challenge in HCS-based NG-IoT systems, along with
the proposed solutions, has not been presented in previous
survey papers. Moreover, the focus on the human aspect
present in this work is not as prominent in the previous
papers.
Specifically, emphasis is laid on the task assignment

problem complemented with reputation mechanisms, which
have been successfully utilized in various domains and con-
texts (e.g., [34], [35], [36], [37], [38], [39], [40]), providing
a softer security layer compared to Trusted Third Parties
to ensure a minimum level of trust self-interested entities.
Reputation mechanisms encourage collaboration and act as
a motivator for positive conduct by rewarding those who
exhibit good behavior and imposing penalties on those who
engage in undesirable actions, leading to improved data
quality in the context of HCS-based NG-IoT systems. Our
main objective is to provide a comprehensive overview of
the aspects and issues that need to be taken into account
when designing a trust-aware reputation mechanism to com-
plement a task assignment strategy, ultimately aiming to
achieve optimal data quality. Blockchain technology has
emerged as a highly reliable and secure platform for various
applications beyond cryptocurrencies, including healthcare,
e-commerce, supply chain among others. The possibilities
for utilizing blockchain technology are extensive and con-
tinue to broaden as the technology advances and matures.
Integrating blockchain into HCS systems offers a promis-
ing solution to address several issues. The combination of
blockchain and HCS introduces a new paradigm that har-
nesses the advantages of blockchain characteristics including
decentralization, traceability and immutability, enhances the
security of HCS systems, eliminates the weaknesses of
a centralized platform [31], guarantees the integrity of
sensory data and improves the system’s reliability [41].
However, there are still open challenges that need to be
effectively addressed to fully unlock its potential. In this
study, after elaborating on the characteristics of blockchain
technology that align with the challenges and benefits
of HCS-based NG-IoT systems, critical issues and open
challenges are identified and discussed. Additionally, we
propose the use of incentive mechanisms that can effec-
tively and efficiently motivate users to report high quality
information.
In the light of the aforementioned, in this work a

trust-aware reputation model is proposed that exploits the
synergies of technologies and solutions proposed in three cat-
egories, namely task assignment strategies, reputation mech-
anisms, and blockchain technology to effectively address
the data quality challenge in HCS-based IoT systems, while
alleviating security and privacy concerns.
The main contributions of this paper can be

summarized as:

2288 VOLUME 4, 2023



TABLE 1. Summary of state-of-the-art surveys on MCS.

• We provide an overview of the challenges faced by
HCS-based NG-IoT systems and elaborate further on
the factors that affect the data quality challenge on a
holistic perspective.

• We conduct a comprehensive analysis of the state-of-
the-art solutions and key techniques utilized to effi-
ciently address the data quality challenge in HCS-based
NG-IoT systems.

• We present the key elements and critical aspects to be
considered when designing solutions for the data quality
challenge.

• We propose a novel taxonomy of the aforementioned
aspects upon three major categories: task assignment,
reputation mechanism, and blockchain technology.

• We explore the integration of blockchain into HCS-
based NG-IoT systems, highlighting the benefits it
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TABLE 2. Comprehensive overview: vision, technology, and solution in the state-of-the-art surveys on MCS.

brings and identifying critical challenges that remain
to be addressed.

• We propose a blockchain-based trust-aware HCS-based
NG-IoT platform, paving the way towards efficiently
addressing the data quality challenge.

The structure of the paper is presented in Fig. 1. Section II
presents the HCS based NG-IoT architecture and models.
Section III overviews the challenges that arise in HCS
systems and discusses in detail upon the challenge of data
quality. Section IV focuses on the task assignment challenge
and particularly explores the interdependencies between task
assignment and data quality. Section V elaborates on the
design of a reputation mechanism to address the data quality
challenge, highlighting various aspects and issues that should
be considered. Section VI presents in detail the benefits
introduced by blockchain technology in HCS-based NG-IoT
systems, while highlighting critical aspects that need to be
addressed to mitigate security concerns. Section VII proposes
a blockchain-based trust-aware HCS-based NG-IoT platform,

discussing its main constituent elements and their role in
efficiently addressing the data quality challenge. Finally, in
Section VIII, we conclude the paper and provide directions
for future research.

II. HCS-BASED NG-IOT ARCHITECTURE & SYSTEM
MODELS
In an HCS-based IoT ecosystem, data originating from
diverse sources, such as sensors and smart devices is
collected, analyzed and processed to deliver intelligent
services. Additionally, by harnessing the power of the crowd,
human’s intelligence, knowledge, and mobility heteroge-
neous information about phenomena of common interest is
collected for supporting a variety of IoT applications. In
this sense, IoT is being extended beyond the sole reliance
on smart devices [42].
A general Human centric IoT system is illustrated in

Fig. 2. It consists of the following main entities:

2290 VOLUME 4, 2023



FIGURE 1. Data Quality in Human-Centric Sensing based NG-IoT systems: the structure of this work.

a) the Requestors: These are the entities that initiate the
targeted data collection process. They submit sensing tasks
relevant to their interests to the Crowdsensing platform and
have access to the knowledge acquired when Workers send
the collected data to the platform.
b) the Workers or Participants: They play a critical role

as the primary source of information in the data collection
process. They utilize their smart devices to collect the rel-
evant information. Also, sensors / IoT devices deployed in
the environment provide additional information that com-
plements the data collected by Workers using their smart
devices.

c) the Crowdsensing Platform: It serves as the main
communication link between Requestors and Workers. It
stores, processes, and analyzes data contributed by Workers
and Requestors. Additionally, it integrates this data with
information collected from established sensor networks and
other IoT devices. The platform collectively analyzes the
data to extract knowledge and insights, which is then made
available to users through IoT applications and services.
Specifically, the centralized HCS platform handles and

manages all relevant processes, including user recruit-
ment, data aggregation, task creation and execution as
well as incentive schemes. Also, energy-efficiency and
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FIGURE 2. HCS-based NG-IoT System Architecture.

privacy-preserving mechanisms as well as interoperability
issues, should also be considered in the HCS platform, as
we discuss in the following section.
It consists of four layers: sensing layer, data collection

layer, data processing layer and application layer. In the
Sensing Layer, raw data is collected through the crowd
and sensors or sensing devices, including user devices like
mobile/smartphones, wearable devices, smart vehicles, and
more. The Data Collection Layer consists of sensors gate-
ways that facilitate data gathering from various sources such
as IoT objects, sensing devices, and the crowd [43]. This
layer modifies and represents data in a unified manner using
big data storage, collects open data, and supports privacy
protection through methods like data anonymization. The
processed data is then sent to the Data Processing Layer.
In the Data Processing Layer, data from sensors/mobiles,
and the crowd are processed, aggregated and analyzed. This
layer identifies and removes outliers in sensing data, elimi-
nates potential low-quality contributions, and extracts useful
knowledge and intelligence to deliver smart services. Finally,
in the Application Layer, IoT applications and services are
provided to users.
Especially, the life cycle of a HCS task consists of five

stages: Task Creation, Task Assignment, Task Execution,
Data Aggregation and optionally Reward Payment.

1. Task Creation

Firstly, the Requestor creates a task based on his/her
interests/requirements and submits it to the platform.

2. Task Assignment

The HCS platform assigns the task to specific Workers
in order to perform it. The task assignment process can
be categorized based on how the task is allocated to the
Workers. Two task assignment models could be adopted,
namely the pull model and the push model.

• In the pull model, Workers access active tasks through
the platform and choose the ones they want to partici-
pate in.

• In the push model, Workers provide their interests, pref-
erences, and availability to the platform. The platform
then pushes tasks to their mobile devices solely when
the declared specific requirements and criteria are ful-
filled [21]. In this model, the procedure mostly occurs
outside the user’s control.

3. Task Execution

Workers utilize their smart devices to complete assigned
tasks within a predefined period of time. They collect and
forward the required data to the platform. Also, based on the
desired degree of user involvement in the sensing process,
which can be explicit or implicit, there are two different sens-
ing execution models: participatory sensing (active sensing
mode) and opportunistic sensing (passive sensing mode).

• Participatory Sensing requires explicit user actions to
contribute sensor data.

• Opportunistic Sensing, the task is executed in the back-
ground without the active involvement of users [19].

However, a hybrid model has also been introduced,
which combines the benefits of both methods [44]. In this
model, participants apply both active and passive sens-
ing modes in the platform. In this way, the accuracy of
the collected data is improved as certain information that
users might be unable to share can be effectively collected
opportunistically [45].
Regarding data transmission, users might embrace

the opportunistic transmission model, following a store-
carry-forward behavior, transmitting information to other
users when better forwarding opportunities arise or the
infrastructure-based transmission, utilizing deployed com-
munication systems [46], [47].
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FIGURE 3. Factors influencing Data Quality of HCS-based NG-IoT Systems.

4. Data Aggregation
The platform aggregates data from all participants, along

with data collected from sensor networks and IoT devices.
It evaluates their quality and processes them to provide the
required information to the Requestors in the desired for-
mat. In case of a delay-sensitive task, where Requestors
require prompt data delivery, the platform immediately
processes the responses from Workers and sends the out-
comes to the Requestor. On the other hand, in the event
of a delay-tolerant task, the platform waits until all partic-
ipants have contributed their data before sending it to the
Requestor.

5. Reward Payment
Finally, the platform or the Requestor provides rewards

to the participants for their contributions. The reward can
be determined by the platform (platform-centric), where
the Workers have no control over the payment, or it
can be user-centric, where the Workers have control by
announcing a price that corresponds to the minimum esti-
mated reward for their participation. However, the reward is
optional; as there are HCS systems where Workers contribute
voluntarily [19].

III. CHALLENGES IN HCS-BASED IOT SYSTEMS
As highlighted above, in the context of HCS-based IoT,
the active participation of humans in the loop for data col-
lection, processing, analysis and sharing, introduces both
opportunities and challenges. To fully realize the potential
of HCS-based IoT applications, it is crucial to address several
critical issues. Aspects that merit meticulous consideration
mainly pertain to ensuring data integrity and quality cou-
pled with security, privacy and incentives that should be
in place. Given the human involvement, the selection of
participants to execute the required tasks should be care-
fully considered. Additionally, the conditions experienced by
mobile devices along with the constraints imposed by factors
such as energy, bandwidth, computing resources, considering

also the current context of operation should be taken into
account. Next, we will provide a comprehensive overview of
the data quality challenge. Also, we present the challenges
of task assignment, energy efficiency, privacy and security,
incentives, and interoperability.

A. DATA QUALITY
The data quality issue arises as a result of the open nature
inherent in HCS systems that rely on users’ contributions to
provide intelligent services and applications. On one hand,
HCS-based IoT systems enable the monitoring of large-scale
phenomena in a cost and time efficient manner, which would
not be possible otherwise. On the other hand, given the
fact participant is a potential threat source [48] and user
participation may introduce data of poor quality into the
system. Data quality is associated with accuracy, trustwor-
thiness, completeness, consistency, timeliness, uniqueness,
and validity [49]. Area coverage quantifies how uniformly
and completely the Workers cover the area of interest. Also,
low quality data can result from various factors such as
device faults, low resource levels of the mobile device
(energy, computational), poor communication channel condi-
tions, the current context of operation, less qualified and/or
experienced Workers, multiple tasks that a user performs
simultaneously, and outdated data due to the time elapsed
before uploading data to the platform (referred to hereafter
as unintentional low quality data provisioning). On the other
side, participants seeking to maximize their welfare may act
selfishly and even maliciously by providing low quality and
even falsified data, leading thus to a significant deteriora-
tion of HCS systems’ performance (referred to hereafter as
intentional low quality data provisioning). Both cases lead to
low quality data provisioning, which should be identified and
eliminated to prevent adverse impacts on the whole system’s
performance. Fig. 3 depicts the aforementioned factors that
influence data quality, which will be further analyzed in the
following subsections.
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1) UNINTENTIONAL LOW QUALITY DATA PROVISIONING

As aforementioned, participants may inadvertently contribute
poor-quality data. Referring to cases users do not deliberately
provide inaccurate data, the data quality could potentially be
influenced by users who are unfamiliar with the target area or
topic of interest and/or have to make a special effort because
of an absence of prior experience and knowledge how to per-
form their assigned task [50]. Additionally, Workers might
inadvertently place their mobile devices in an undesirable
position while collecting sensor readings, thereby reducing
the quality of the data being submitted [25], [51]. Specifying
levels of difficulty for sensing tasks announced and provid-
ing instructions consistently and clearly can influence the
quality of sensed data [52]. Moreover, low-quality data can
be produced when a user performs multiple tasks simultane-
ously, increasing thus the latency and potentially degrading
the quality of sensor readings by lowering the duty cycle or
defining a different set of sensors according to the available
energy levels. Furthermore, if the Requestor require data
pertaining to specific time and specific location or area and
participants provide inconsistent data and/or send outdated
data, poor quality contributions have been provided that may
lead to an inadvertently incorrect result. Finally, sensed data
quality (in terms of accuracy and latency) can vary signifi-
cantly due to faults, low quality of the wireless link, device
mobility, current resources’ availability, sensor capabilities,
the operational context of mobile device, and environmental
uncertainties [53].

2) INTENTIONAL LOW QUALITY DATA PROVISIONING

Intentional inaccurate information provisioning corresponds
to cases of selfish and/or malicious entities that purposely
offer low quality and/or erroneous data.

• Selfish users

Selfish users aim to minimize their effort and resource
consumption while maximizing their own utility and/or
preserving their privacy when performing the assigned
sensing tasks. Their actions can lead to low-quality data
provisioning, such as non-fresh or random sensor readings.
Despite this, they still expect to receive the specified reward
for task execution. For instance, in real-time traffic mon-
itoring, selfish users may submit false traffic congestion
warnings with the intention of diverting traffic away from
their own routes [54].

• Malicious users

On the other hand, malicious users contribute
false/erroneous data in order to harm the HCS systems
and the usefulness of the extracted knowledge/information.
For instance, a malicious participant can spoof a GPS
location [55] and provide falsified location data. At this
point, it should be pointed out that participants may collude
and provide similar contributions, making it challenging
to identify falsified data [48]. Another issue arises when
malicious users accept sensing requests but deliberately

abstain from providing responses, thereby preventing other
honest users from being chosen.

3) DATA QUALITY EVALUATION

Data quality evaluation is a crucial task as in the most
systems there is no knowledge of the ground truth or gold
answers. For this reason, mechanisms for validating col-
lected data should be in place so as to ensure the usefulness
and the integrity of collected information. Certain methods
have been proposed, including data selection and compar-
ison techniques, to filter out low-quality or irrelevant data
and generate a high-quality dataset [56]. In comparison tech-
niques, reliable IoT data can be used to evaluate the data
submitted by users. It is also important to assess the reliabil-
ity of IoT sensors by comparing data from similar sensors
and/or open data sources in order to identify faulty and incon-
sistent data [57]. Estimating and predicting sensing data,
coupled with statistical analysis to identify and remove out-
liers in sensed values [43], can also be utilized. Considering
location-based tasks, location validation can be enforced to
eliminate potential contributions received from users who
are not at the specified location of interest (within a cer-
tain acceptable distance) or the requested period time [55].
Finally, selecting trustworthy users to complete sensing tasks
is expected to improve data quality [34]. Several performance
metrics can be used to evaluate the performance of the
proposed solutions, such as the distance between the sub-
mitted sensing data and the ground truth [58], [59], the
similarity between submitted answers [27], the accuracy of
correctly detecting false/normal data [48], the accuracy of
location [50], the ratio of the area coverage [60], while
also exploring the impact of residual battery level, the dis-
tance to the point of interest, and sensors’ quality on quality
score [29], the impact of users’ experience and device con-
text on the achieved quality score [60], the impact of the
number of recruited Workers and allocated budget [33], per-
centage of task completion over time [50], reputation values
of trustworthy users [27], [61], reputation values of self-
ish/malicious users [27], and the total payment [27], since
the total payment for each user is proportional to the quality
of user’s contribution.

B. TASK ASSIGNMENT
The participant selection problem stands as a significant chal-
lenge within the HCS paradigm, which has an impact on
task efficiency and quality. Finding appropriate participants
is a core issue to attain diverse optimization objectives, like
ensuring area coverage and data quality, minimizing task
completion time, while maintaining a low number of partic-
ipants involved in task execution. Prediction models [62] can
be exploited to select the minimum number of participants
required capable of delivering high-quality data to achieve
the required sensing coverage. Providing proper incentives
and selecting trustworthy participants are related subprob-
lems that should be efficiently addressed in this context [34],
[63], [64], [65].
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C. ENERGY EFFICIENCY
Energy efficiency is another significant parameter for HCS-
based NG-IoT systems, as Workers want to save smart device
resources for other purposes as well. Energy efficiency can
be achieved in various ways. For example, processing of the
sensed data locally on mobile devices and exploitation of
edge computing could yield intermediate results that require
less energy, resources and bandwidth for transmission [66].
Additionally, optimized task assignment approaches that
determine the right type of data and the required number
of participants will minimize the volume of data that needs
to be sensed and transmitted, thereby reducing total energy
consumption.

D. PRIVACY-SECURITY
HCS goals are accomplished based on users’ contributions,
which can lead to many privacy breaches. Sensed data,
combined with spatio-temporal information, can potentially
reveal users’ location, daily habits, routines and personal
activities [26]. Users desire access to HCS-based IoT services
but are generally reluctant to disclose sensitive information.
Therefore, the challenge arises is preserving users’ privacy
and the security of the sensed data. Ensuring privacy preser-
vation in HCS systems encourage users’ participation in
sensing and data collection tasks, promoting the usage of
relevant IoT applications. Given the paramount importance
of preserving individual privacy, it becomes crucial to estab-
lish a comprehensive privacy and security framework that
applies to all HCS applications and data types, regardless
of their nature. Finally, identity privacy and location privacy
are two performance metrics that can be used to evaluate
the privacy preservation of the system [66].

E. INCENTIVES
Data collection in HCS relies on the willingness of partic-
ipants to collect data using their smart devices. Users may
incur energy and computational resource consumption, mon-
etary cost, traffic cost or need to invest their time and effort to
effectively accomplish their tasks. In crowdsensing systems,
incentive mechanisms are necessitated so as to encourage
user’s cooperation and sustain their involvement in accurate
data collection/generation and sharing. User incentives may
be financial, interest and entertainment or social and ethical
(like users’ recognition, socialization) or service-based [68].

F. INTEROPERABILITY
Data interoperability remains a key challenge, as there
is a need for data reuse across different applications in
HCS NG-IoT systems, leading to minimization of time,
effort, cost, and resource consumption, is an aspect of out-
most importance. Currently, HCS architectures lack sufficient
inter-architecture interoperability. Each HCS application is
associated with a specific platform, limiting or lacking sup-
port for data/results sharing across different applications.
Data interoperability enables sharing of user-generated data

FIGURE 4. HCS challenges interdependencies with Data Quality.

between HCS tasks, services and applications, using it in a
meaningful way, it is critical to identify the common data
requirements among these tasks, services and applications
and ensure that the data collected is relevant and accurate.
Multiple advantages related to data interoperability support
in HCS based systems have been noted in [68]. Firstly, data
can be reused without additional cost. Secondly, reusing
sensory data reduces or eliminates duplicated sensing and
processing, thus, the overall system efficiency is improved.
Thirdly, tasks can collectively utilize many mobile users
through the platform. Achieving interoperability between
different HCS platforms can be accomplished by provid-
ing a unified ecosystem that serves as a framework for
crowdsensing services [70].

IV. TASK ASSIGNMENT STRATEGY: AN UMBRELLA
PROBLEM FOR DATA QUALITY PRESERVATION
Ensuring data quality and integrity is a vital and com-
plex open concern that needs to be effectively tackled to
facilitate the unimpeded advancement of HCS-based IoT
systems. Data quality is a key factor for various HCS chal-
lenges including task assignment, energy-efficiency, user
privacy, interoperability and incentive mechanisms, as shown
in Fig. 4. Efficiently addressing these challenges is a pre-
requisite for HCS adoption, but trade-offs between different
aspects should not be overlooked. In this section, we par-
ticularly focus on the interdependencies between HCS task
assignment and data quality challenges, discussing on their
interrelations and effects on the other challenges as well.
First, the data quality challenge in HCS-based systems is

closely related to the task assignment process, which aims to
identify the most suitable users, devices, and sensors capa-
ble of providing high-quality data. However, this process is
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complex as it requires selecting the appropriate participants
to achieve diverse optimization objectives, encompassing
maximum area coverage and high sensing quality, minimiz-
ing costs and/or ensuring a limited number of participants
engaged in task execution.
The absence of sensing reports in specific sub-areas can

diminish the overall data quality, and even potential report
redundancy in other areas might not offset this deficiency,
jeopardizing the knowledge extracted by HCS systems.
While data collected from a small number of users may not
be highly accurate, multiple sensing results for the same task
provide more valid data. However, increasing the number of
participants, does not inherently guarantee an improvement
in the overall data quality [71]. In addition, data redundancy
and diversity should be considered in optimizing task alloca-
tion taking into account users’ behavior. For instance, users
in close proximity might provide similar data, leading to
data redundancy, or devices at the same location may pos-
sess varying sensing capacities, resulting in data diversity.
Therefore, the behavior and the experience of mobile users
have a significant impact on the quality of the data [24]. As
the data quality of participants is initially unknown, some
systems employ a learning approach, where Workers execute
tasks for a few rounds and their gathered data is evaluated to
determine their quality. The platform then recruits Workers
based on the acquired knowledge of their qualities to enhance
the overall quality [72].
Furthermore, task assignment and scheduling across

multiple devices with varying sensing capabilities, resource
availability and limitations imposed as well as the oper-
ational context may lead to higher or lower data quality.
Enhancing data quality while concurrently minimizing the
utilization of essential resources poses a challenging concern
to address. Different types of sensed data can be generated
for the same purpose, each with varying data quality and
necessitating different resource consumption levels. Current
energy efficiency solutions adopt low duty cycling for

sensors that produce high quality data (requiring significant
energy) and activate different set of sensors according to the
devices’ available energy levels to produce data with lower
quality, so as to preserve energy consumption levels [73].
Specifically, many tasks necessitate specific device sensors
to collect the required data. In such situations, users with
devices lacking the required capabilities may be excluded
from participating in the data collection process [74]. Many
systems [74], [75] pre-define a required energy threshold
and respectively check the energy levels of the participants’
smart devices. If the energy levels exceed the pre-specified
threshold, the user can participate in the data collection;
otherwise, the participation is declined. Therefore, techniques
that achieve an optimal balance between data accuracy and
energy consumption are necessitated.
Also, to ensure data quality, HCS systems should consider

users’ experience and qualifications, preferences, trustworthi-
ness in contributing valid and high-quality data, their current
location and mobility, travel distance, current context of

operation, dynamic conditions experienced by the mobile
devices and the number of tasks each participant is currently
handling. Specifically, different users may participate in var-
ious types of tasks that necessitate different domain-specific
knowledge or expertise.
However, most of the HCS systems often overlook the

manner in which a user executes a task and the sequence
of steps taken to sense data, which can significantly impact
data quality [60]. As a result, in an attempt to eliminate the
impact of non-familiar participants and select the most suit-
able participants, some systems create user profiles based
on personal information such as preferences, interests, and
activities or data retrieved from social networking applica-
tions such as interests, expertise and education [76]. Also,
the task assignment mechanism may constrain the assign-
ment of tasks to users that have already reached a maximum
workload set so as to minimize the delay resulting from the
execution of multiple tasks at the same time [77]. Moreover,
users located outside the specified area may excluded from
the task assignment process [78].
As users’ contributions may be intentionally inaccu-

rate/falsified so as to either save their own resources
and/or degrade the usefulness of the extracted knowledge,
task assignment can help reduce vulnerabilities, risks and
potential attacks in HCS systems by considering users’ trust-
worthiness based on their past task completion history [33].
Once the reward is involved, participants become suscepti-

ble to manipulate the system by submitting false information.
Therefore, truthful incentive mechanisms should be designed
and complement task assignment not only to promote users’
participation and ensure the quality of the collected sens-
ing data, but, also, to avoid mobile users manipulating the
HCS system [53]. It should be noted that, considering the
design of the incentive mechanism, HCS systems should
maximize data quality under budget constraints or minimize
the total budget, while ensuring data quality. Thus, incen-
tive mechanisms should balance both the requirements of the
participants and the platform budget constraints [83], [84].

Lately, reputation mechanisms have been proposed in the
context of HCS systems so as to a) identify the most reliable
users to be involved in specific sensing tasks (e.g., [34]) and
b) weigh the significance of collected data according to the
reputation of each participating entity, waiving thus the effect
of incorrect data and improving the overall trustworthiness
of data contributed by the crowd [59], [85]. This way the
overall data quality / integrity is enhanced. Also, systems
have been proposed (e.g., [86]) estimating the reputation
score for each device used, which in essence quantifies the
accuracy and functionality that is expected from the smart
device (sensor’s accuracy).
As shown in Table 3, most systems relate data quality to

task assignment to select participants who will produce high
quality data. Therefore, they consider factors such as the user
experience, willingness, reputation, as well as his/her loca-
tion and travel mode, which are also important to consider
when allocating tasks, as many location-based HCS tasks
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TABLE 3. Summary of data quality related literature.

require sensing data with different attributes, e.g., travel
mode. In addition, they consider the device context, such
as resource availability and sensor capabilities, in order to
achieve data accuracy. Lastly, most systems measure data
quality by comparing the answers to the same task from
different Workers to filter out irrelevant data and reward
users for contributing according to data quality.

Preserving data quality and ensuring user privacy are
crucial objectives in HCS systems. As already mentioned,
through data submitted by users, information about the rou-
tines and daily habits of users can be extracted. This fact
negatively affects the participation of users, leading, thus,
to the degradation of the quality of the collected data. A
commonly adopted solution for privacy preservation is to
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provide anonymity to participants, linking users to their
actions; in such a case though trustworthiness evaluation
is constituted a very difficult process [87]. Thereby, anony-
mous users may send submit quality or even fake data to the
platform. Recently, blockchain has been proposed to be inte-
grated into HCS systems, enabling users who do not fully
trust each other to make transactions [88], [89], allowing for
data sharing and storing between a large number of nodes
in a cryptographic manner.
An optimal participant selection promotes data quality

prior to data collection, aggregation, and analysis. However,
HCS systems must consider the challenge of data quality
at every stage of their lifecycle to provide a high level
of information and services. During data aggregation and
processing, systems should efficiently handle noisy, obso-
lete and/or inconsistent data [59]. At the data processing
stage, machine learning and data mining techniques can
be used to filter data and improve accuracy. Local pro-
cessing could undertake partly this task so that the data
transmitted and uploaded to the HCS-based system is only of
improved quality. Additionally, provided data quality could
be enhanced after its comparison/integration with reliable
related data collected from already deployed sensor networks
in the area [57], while the effect of inaccurate data or data
originating from untrustworthy participants should be mit-
igated. Finally, data should be reused, while its quality is
guaranteed. One of the most common definitions of data
quality is its fitness for the purpose of use [24]. As sensory
data has both multiple uses and users, data for one use or
user may be or not be of sufficient quality. Thus, sustaining
the desired level of data quality for the considered scope is
of utmost importance.

V. REPUTATION MECHANISMS IN HCS-BASED NG-IOT
SYSTEMS
In this section, we define trust and reputation, elaborating
thereafter on the factors that should be considered when
designing a reputation mechanism for the HCS-based NG-
IoT systems.

A. TRUST, REPUTATION AND RELATED MECHANISMS
Trust refers to the belief that one entity has in the com-
petence and benevolence of another entity to act honestly,
reliably, correctly, and dependably [90]. Trust is generally
considered to enhance data quality/integrity in the presence
of misbehaving entities [91]. Trust mechanisms help estab-
lish trust relationships among the parties, allowing them
to automatically adapt their behavior based on different
levels of cooperation. In the literature, the most common
soft approach introduced for building trust is reputation
mechanisms. Reputation constitutes a metric to evaluate
the trustworthiness of participants and predict their future
behaviors.
In the context of HCS-based NG-IoT systems, reputation

mechanisms are crucial for establishing trust among partic-
ipants. The reputation of a Worker is dynamically updated

based on the quality of their contribution. When Workers
provide high quality data, their contribution is deemed more
valuable, resulting in a positive impact on their reputation
within the system. Conversely, low data quality negatively
affects Worker’s reputation, reinforcing the importance of
maintaining high quality data provisioning to foster trust
among participants. Trust of the participating Worker in HCS
systems may be a combination of personal, sensing, and
social factors as shown in Fig. 5. Personal factors include
the user’s expertise [92], frequency of contribution [59],
willingness to participate [74], and experience [34] in task
execution. Users with higher expertise, more frequent contri-
butions, greater willingness, and substantial experience are
more likely to make valuable contributions. Sensing fac-
tors encompass attributes such as sensing cost [86], [93],
sensor type and capabilities, and travel mode/profile [94].
These factors significantly impact the quality of user con-
tribution. For instance, a picture or a video clip may
provide better information compared to a text-only descrip-
tion. Additionally, the capabilities of sensors, along with the
mode and the speed of travel, influence the quality of the
submitted data, thereby affecting user contribution. Finally,
social relations can be leveraged to enhance trust evalua-
tion, mirroring human behavior in establishing trustworthy
social communications [85]. The trust system can consider
social relations between participants, such as friendship ties
and their duration (long lasting friendship relations normally
translate to a greater trust degree between two friends), the
number / frequency of interactions and the interaction time
interval (number of interactions and the time that has elapsed
between two consecutive interactions among participants is
a good indicator of the strength of friendship ties).
Trust and reputation have been well-studied terms in a

multi-disciplinary context, while various models and systems
have been developed in many information and commu-
nication technologies related research areas. Indicatively,
reputation mechanisms have been implemented in var-
ious domains, including e-commerce systems (such as
eBay, Amazon, etc.) [95], [96], supply chains [97], ad-hoc
networks, mobile ad-hoc networks (MANETs) & vehic-
ular ad-hoc networks (VANETs) [98], [99], [100], peer-
to-peer networks [101], [102], wireless sensor networks
(WSN) [103] and IoT [104], [105], [106], among others.
These mechanisms highly depend on the underlying model
and related mechanisms for collecting and analyzing trust-
related information, forming reputation ratings and taking
actions when misbehaving entity is identified. Concerning
the information collection, there are schemes that utilize only
information collected based on the participants’ personal
observations and experiences with participants in the system
in order to evaluate their behavior, while some schemes
exploit also feedback acquired from other participants in
the system concerning their own experiences with the target
participants under evaluation in the past (e.g., [40], [107]).
The latter subcategory should cater for trustworthy feed-
back propagation/acquisition aspects (e.g., only entities with
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FIGURE 5. Factors Influencing Trust and Reputation.

good reputation scores can rate others in [108]). The for-
mation of reputation rating component should cater for
defining a simple, yet effective model to quantify the reli-
ability of each system’s participant [109]. Different aspects
could be considered in this regard (e.g., the initial repu-
tation value attributed to each system participant that may
be increased / decreased following his/her behavior in the
system, his/her willingness to cooperate / provide services
to others system’s participants, the interaction timeliness so
that recent events have a greater significance on the rep-
utation value estimation [110]). Furthermore, some related
research works integrate techniques to isolate misbehaving
participants, i.e., those that show a low reputation value.
Depending on the system, misbehaving participants may be
permanently excluded or given the opportunity to re-access
the system if they exhibit good behavior in the future. In
any case, reputation mechanisms are effective in detecting
selfish / malicious users in a fast ad effective manner, espe-
cially when reputations are formed based on collaborative
manner; thus, they enhance system security and the quality
of services. However, a common weakness of the proposed
systems is that reputation computation focuses on service
quality assessment and may not consider malicious / selfish
behavior of otherwise competent / qualified participant [59].
In some systems, reputation ratings are utilized to define

proper economic incentives, where participants with high
reputation values receive higher rewards. This helps increase
participants’ enthusiasm for offering high-quality services to
the system [40]. In general, reputation systems play a sub-
stantial role in systems where limited knowledge about users
could potentially lead to undesirable situations regarding the
reliability of the information they provide [111].

B. REPUTATION FORMATION
Reputation estimation is primarily based on observations,
past experiences and other entities’ views/opinions [113].
Thus, reputation information may be based on the direct
experiences of the Requestor, who acts as the evaluator entity,
regarding the behavior of the Worker (the target entity under
evaluation). This factor is referred to hereafter as first-hand
information. Reputation information concerning the behavior
of the target Worker can be provided to interested Requestors
from other parties (Witnesses) who have past experience
with the target Worker, to be taken into account during
reputation rating formation. This factor is referred to here-
after as second-hand information. The reputation estimation
may be based on a combination of both types of reputation
information collected.
In this way, the Requestor would consider his/her per-

sonal trust perception of the participant and the reputation
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score(s) of the participant calculated and shared by the
Witnesses (and/or by the platform) according to the quality
of his/her contributions. However, when direct experience
is sufficient, the effect of second-hand information may be
less [53]. Reputation estimation exclusively based on direct
experiences and observations increases the time required
for identifying a misbehaving participant. On the contrary,
considering truthful second-hand information, the rating
estimation process will be faster; thus, allowing for ear-
lier identification of malicious and selfish participants.
Nevertheless, honest behavior cannot always be ascertained.
Thus, the reputation of the witnesses regarding their con-
tributions / reports given on their experiences with other
entities must be considered, so that reports originating from
honest witnesses have a greater impact on the formation of
the target Worker’s reputation rating, while reports dissem-
inated from untrustworthy witnesses have a smaller impact.
Also, reputation estimation exclusively based on second-hand
information may prove useless if the propagated information
is inaccurate. In the light of the aforementioned, the selec-
tion of truthful witnesses is considered of utmost importance.
At this point it should be noted that a truthful Requestor
or Worker does not necessarily lead to a truthful Witness,
considering that trust is context specific.
Furthermore, when dealing with second-hand information

regarding the propagation of reputation ratings, the follow-
ing considerations merit attention; a) to which Requestors
should participants’ reputation be propagated, b) when and
how often participants’ reputation should be propagated
(e.g., upon detecting a misbehaving entity, at predefined
time intervals, or after a certain number of tasks have
been completed) and c) what kind of reputation related
information should be shared (e.g., positive and/or nega-
tive reputation information, reputation scores derived from
Requestors’ experiences, aggregated reputation scores corre-
sponding to specific time-periods or tasks, an alert message
identifying a misbehaving entity).
A reputation system can be centralized, decentralized, or

hybrid. In a centralized system [48], the platform will under-
take the responsibility of estimating and updating reputations
for all its members. The platform receives and evaluates
the participants’ contributions to estimate a reputation score
for each participant. As a first step, the platform checks if
the Worker has completed the task or if the task remains
unsolved [75], and if data is sent within the required response
time; subsequently, it checks and evaluates the quality of the
data submitted. One of the most commonly adopted solutions
in this respect is by comparing the user’s response with the
majority of responses received [75]. Other techniques could
also be exploited as shown in Section III-A.3 (Data Quality
Evaluation).
Most reputation mechanisms aggregate the responses of all

users assigned with the same sensing task, using a majority
rule, comparing the data with the most frequent and popular
answers from the participants with a similarity score to detect
and filter out inaccurate data as well as to detect “anomalous”

users, whose sensory readings deviate significantly from the
group consensus [27], [48], [59]. Also, users’ locations can
be taken into account as users in close proximity may have
similar sensing data [112]. The quality of a submitted answer
is considered proportional to its similarity to other answers
submitted for the same task, assuming that honest Workers
will have similar submissions. Also, the Requestor will be
more inclined to believe the truthfulness of an answer if
multiple participants submit the same response [114].

In a decentralized system, each Requestor runs a local
instance of the reputation system [53]. The Requestor
receives participants’ contributions, evaluates them, and
calculates reputation scores for each participant. When
requested, each Requestor shares the calculated partici-
pants’ reputation scores while also considering the other
Requestors’ reputation scores for the target participant, act-
ing as Witnesses. Hybrid systems have also been suggested,
combining elements and characteristics of both centralized
and distributed reputation systems, allowing the platform
and each Requestor to individually calculate/vote on the
participant’s reputation value and share reputation-related
information [86], [93].
One important issue in reputation rating formation is the

initial reputation value assigned to new users who wish to
participate and are unknown to the system, which is known
as the cold start problem [91]. Specifically, initial reputation
value should be carefully chosen to give new participants
a chance to be selected as Workers and not be rejected by
the system. However, it will not constitute an incentive for
bad behavior, adopting new identities and whitewashing thus
previous misbehavior [91].
A commonly used approach is to assign neutral / default

reputation values to new users when enter the system. Mostly
the reputation value range is between 0 and 1, and the default
value is usually within the range of 0 to 0.5. For example,
in [92], every user is associated with a reputation score that
is initialized to a default value for new users. Similarly,
in [74], the initial reputation value of each participant is
set to neutral to provide them with an opportunity to be
selected for their first task. In [48], the authors suggest an
initialization phase for reputation training aimed at acquiring
basic insights into participants’ reputation. Within this phase,
the distance between each sensory data piece and real-world
measurement is computed.

C. REPUTATION UPDATE
Once participants are selected for the sensing campaign,
they contribute sensing data and their reputation is updated
after the completion of each task based on the behavior they
have exhibited as shown in Fig. 6. The Workers’ reputation
needs to be updated many times so as to make the estimated
reputation more precise. In a centralized architecture, the
platform checks the quality of the contributed data to update
the reputation of each Worker. In a decentralized architecture,
the requestor assesses the quality of the provided answer,
while a hybrid architecture combines both approaches.
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According to perceived data quality, the user’s reputation
increases in case of a high quality data contribution and
decreases if the user contributed low quality data [48], [55].
The calculation formula for reputation can be relatively sim-
ple, involving the aggregation of the new outcome expressed
as a standard (upwards or downwards) reputation value mod-
ification with the most recent reputation value available.
More complex formulations can also be exploited to discour-
age intentional misbehavior. For example, reputation may be
slightly increased after receiving a high quality contribution,
while, at the same time, largely decreased after receiving
a low data quality contribution [74] (e.g., by using logis-
tic function [27]) promotes a consistent truthful data sharing
behavior. Additionally, it is important that reputation updates
are primarily based on recent events to ensure that a user’s
behavior is accurately reflected in their reputation score; in
order to consider the time effects, assigning greater weight
to the most recent users’ interactions is imperative. This
has been implemented in some of the proposed systems
(e.g., [27]).
The newly attained reputation value will replace the old

one in the next update process. A high reputation score
signifies that the user has consistently contributed high-
quality data in the past, which consequently implies that
their data is likely to remain accurate and trustworthy in
the future. Workers’ trustworthiness should be taken into
account, besides the task assignment process for the selection
of the most suitable set of participants for each sensing task,
in the data collection and evaluation process, so as to out-
weigh the effect of a report originating from an untrustworthy
Worker [115].

D. PUNISHMENT AND FORGIVING MECHANISM
Most systems do not discriminate between inaccurate data,
intentionally or unintentionally provided. However, a user
who unintentionally contributes low quality data due to
factors like faulty sensor or poor communication channel
conditions should not be severely punished (i.e., the rep-
utation value should not be largely decreased). Similarly,
high reputation participants may not always contribute high
quality data [59]. In [48], an algorithm is used to a) iden-
tify and filter out false data and b) identify dishonest
users who deliberately contribute low quality or incorrect
data, decreasing thus their reputation value. In [59], the
authors choose the density-based outlier detection algo-
rithm to identify corrupted data from abnormal participants
(inexperienced or malicious) with respect to normal one’s
accounting for the majority of total participants.
Identifying users who intentionally provide inaccurate

information may constitute a very difficult process. Malicious
users may strategically alter their behavior over time to
maximize their benefit while covering their true behavior.
For example, a participant may first submit correct data to
build a high reputation and then randomly submit false sens-
ing data or exhibits an oscillating pattern (contributing high
data quality for a period of time and low data quality for the

FIGURE 6. Reputation Formation & Update.

next period and so on, or even adopting a random pattern) to
bypass reputation-based detection techniques [116]. Attacks
such as “On-off” attacks, Sybil, and collusion attacks are
possible [117]. The number of the transactions (tasks) the
participants are involved in and their respective value could
be taken into account for potential misbehavior identification,
considering that the user is inclined to strategically misbe-
have a few times when the respective transactional value (and
therefore his/her own benefit) is big [93], [118]. Users identi-
fied as deliberately providing false / inaccurate information
should be severely punished based on the frequency and
severity of erroneous data [53], excluded and isolated from
the system if they have reached a certain threshold of mis-
behavior [114]. However, a forgiving mechanism should be
in place to allow misbehaving entities to re-enter in the
system if they exhibit good behavior [55]. According to the
information discussed above, two summarized tables provide
a comparison of the related papers in Table 4 and Table 5.

VI. BLOCKCHAIN-ENABLED HCS-BASED NG-IOT
SYSTEMS
Recently, blockchain has gained popularity as a distributed,
transparent and robust technology that secures, verifies,
and records transactions in a safe, transparent, and timely
manner [119]. Blockchain offers highly secured, authen-
ticated and trusted services in various applications such
as healthcare [120], e-commerce [121], finance [122],
supply chain [123], military [124], transportation [125],
VANETs [114], unmanned aerial vehicles (UAVs) [126] and
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TABLE 4. Comparison of reputation systems.

TABLE 5. Comparison of reputation systems.

IoT [137]. The decentralized nature of blockchain technology
makes it a reliable platform for replacing centralized servers
in different applications. Blockchain technology ensures that
user data is encrypted and secure, and only authorized users
can access it. Moreover, the use of blockchain technology
offers improved security by preventing the leakage of users’
identities and data, which is a major concern in traditional
centralized systems [22], [58]. Furthermore, the use of
blockchain technology prevents unfair incentives, as all trans-
actions are transparent, and any suspicious activity can be
easily detected and prevented. On the whole, blockchain
technology offers highly secure, authenticated and trusted
services in various applications, making it a popular choice
for businesses and organizations looking to improve their
security and transparency. As presented above, a key feature
of HCS-based systems is the centralized platform, which is
used as a bridge for the communication between Requestors
and Workers as well as for collecting, storing and ana-
lyzing the data sent, while also being responsible for the

determination and payment of rewards. However, centralized
architecture design suffers from failures and attacks and may
lead to privacy leakage, as various malicious users may seek
access to the platform for the purpose of stealing, processing,
replacing data and harming the benefit and privacy of HCS
users.
By integrating blockchain into HCS-based systems’

architecture, security is improved; the centralized platform
is replaced with a distributed and reliable blockchain
platform [31], thereby reducing the risk of single point
failure, privacy breaches and data tampering, easily ver-
ifying data integrity through digital signatures and hash
values [88] and guaranteeing the trustworthiness of the
data [114].
The main parties involved in a blockchain-enabled HCS-

based NG-IoT system are Requestors, Workers, Blockchain
Network and Miners. Miners a new role introduced in
support of the blockchain and are responsible for the val-
idation of transactions and potentially for the verification

2302 VOLUME 4, 2023



of the quality of the large amount data collected by
Workers, followed subsequently by the block generation
process [30]. Blocks are a continuously growing sequence
of transaction records that are interconnected through the
cryptographic hash of the preceding block. Once a block is
written to a blockchain, the information cannot be changed.
Blockchain-based applications use consensus mechanisms to
verify new transactions and add them to the blockchain.
The consensus mechanism establishes the conditions for
reaching agreement on the validity of new blocks between
participating nodes. The most used consensus mechanisms
are namely Proof of Work (PoW) and Proof of Stake
(PoS) [138]. PoW wastes a large amount of computa-
tional power as it requires all miners to attempt to validate
transactions.
On the other hand, Proof-of-stake (PoS) is a scalable and

lightweight alternative to PoW. PoS uses randomly selected
miners to validate transactions. Proposed blockchain-based
HCS applications perform a miner recruitment process to
select random miners [139] or exploit all active Miners or the
Miners who are closest to the Workers and Requestors [127].
All the selected miners verify every transaction. Also, there
are many other consensus mechanisms that can be used,
such as Practical Byzantine Fault Tolerance (PBFT), Proof of
Capacity (PoC), Proof of Authority (PoA), Proof of Elapsed
Time (PoET), Proof of Activity (PoAc), RAFT and Proof of
Burn (PoB) [140].
The main workflow of a blockchain enabled HCS system

is as follows. Initially, the Requestor publishes a task that
contains explicit evaluation criteria for sensing data quality
(such as the type, range and accuracy of data neces-
sitated) and broadcasts the task information through the
blockchain. Subsequently, the Requestor and the Worker(s)
selected by the related Task Assignment Strategy reach an
agreement by signing a smart contract on the blockchain,
which includes a set of agreed-upon rules. Also, the task
requirements and verification rules are embedded in smart
contracts.
Thereafter, the Workers and Miners receive their rewards

automatically and mandatorily through smart contracts. In
general, Miners receive rewards for executing smart con-
tracts. Also, the Miners can verify the payment transactions
to the Workers to avoid potentially unfair treatment [30],
relieving Workers from the fear of receiving unfair rewards if
the sensing data meet the requirements set. In these systems,
usually only the Requestor makes a deposit to determine
the rewards; however, recent proposals involve Workers also
making a deposit to participate in tasks, aiming to prevent the
system from many attacks such as denial-of-service (DoS),
Sybil, “free-riding” and “false-reporting” attacks [138] as
well as from malicious users who quit their tasks [136].
The deposit is returned to Workers who are not selected for
specific tasks. If the selected Worker fails to contribute data
on time or provide unsatisfactory data that does not adhere
to the terms and conditions set in the smart contract, the
Worker loses his deposit [114].

Based on the aforementioned, blockchain can tackle
various HCS related problems and challenges, as shown in
Fig. 7. Blockchain includes several attractive characteristics,
such as decentralization, traceability, immutability, trans-
parency, trust and auditability [140]. First, decentralized
blockchain and tamper-proof smart contracts improve the
reliability and security of HCS systems. Since no central
authority exists, blockchain eliminates central servers, single
point of failure and potential performance bottlenecks,
thereby improving security, reliability and scalability [140].
As aforementioned, a blockchain network is based on nodes,
where each node has its own copy of the ledger and can
validate transactions before adding them to a new block. A
majority of nodes must agree to approve a transaction before
it can be added to the blockchain. In this way, control and
decision-making are distributed evenly throughout a network
so that bias and misjudgment are eliminated.
Furthermore, a smart contract promotes transaction secu-

rity, enhancing the decentralized nature of blockchain appli-
cations. Specifically, smart contracts, as immutable codes,
can permit and establish trusted transactions to be car-
ried out among Requestors and Workers without the need
for explicit trust connections with each other. A smart
contract authenticates users and enables secure data shar-
ing between them [141]. Moreover, there is no way to
modify or alter the data in any block of information;
data provided by a device can be identified, constituting
data more accurate, reliable and transparent to store in
a blockchain. The blockchain technology offers a reliable
approach to trace transactions, therefore, nodes can eas-
ily verify and trace the origin of historical blocks. Also,
this will allow all illegal and unauthorized actions to be
traced [142]. Thus, blockchains’ immutability ensures the
high quality of data [143], auditability and the reliability
of HCS.
Lately, blockchain technology has been integrated with

reputation mechanisms [144], [145], [146], [147], [148],
[149], [150] for the decentralized management and stor-
age of reputation values [151]. In this way the security
of the systems is enhanced, as reputation values can-
not be modified [152], and any updates to the reputation
values can be tracked and viewed by all entities [153].
Additionally, the integration of reputation mechanisms with
blockchain technology ensures that reputation values cannot
be manipulated by a single entity, making them fairer and
trustworthy.
In addition, blockchain supports anonymity; this way,

participants’ private information can be protected when
participating in the sensing task, ensuring that the user’s
identity and privacy are not compromised. Therefore,
the blockchain will provide a secure platform for HCS
systems. A blockchain-enabled crowdsensing system can
evaluate sensing data quality based on the Requestors’
requirements, utilizing smart contracts for the verification
process. Furthermore, a deposit-based mechanism ensures
fair transactions between Workers and Requestors and
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FIGURE 7. Blockchain benefits in HCS.

addresses adequately the problem associated with selfish
and/or malicious Workers who do not submit qualified data
or even leave the task uncompleted. Finally, the blockchain-
based incentive mechanism encourages users to submit
high quality data, raises their enthusiasm and satisfies the
requirements for truthfulness and fairness.
Several existing studies have proposed blockchain-based

human centric systems to improve data reliability and
enhance privacy and security. Specifically, in [128], the
authors propose a Blockchain architecture that validates par-
ticipants’ contributions by considering their historical data
quality scores and a behavioral analysis based on the relia-
bility scores of participants for the detection and prevention
of fake sensing activities in HCS. This architecture leverages
miners to ensure the validation of the collected information.
In [134], a blockchain-based crowd-sensing trust manage-
ment mechanism is proposed to evaluate the credibility of
reports and the trust of participants, while preventing the
tampering of trust values by malicious users. In [136], the
authors propose a decentralized blockchain-based crowd-
sensing framework to achieve trustworthy data trading and
fair rewards according to the data quality of the Workers.
In [129], the authors present a reputation management
scheme enhanced by blockchain to identify malicious users,
preserve users’ privacy and eliminate single point of fail-
ure in crowdsensing technology. Reference [130] proposes
a blockchain privacy-preservation crowdsensing system, to
protect the privacy of Worker locations and the identity of
Workers. Also, in [89], robust crowdsensing model leverag-
ing blockchain for preserving location privacy is proposed to
avoid repudiation and tampering of information and protect
the privacy of Workers’ locations. In [131], the authors pro-
pose a blockchain-based location privacy protection incentive
mechanism to ensure that data is not tampered with by others
and protect the user’s privacy information, offering specific
incentives to encourage user engagement in sensing tasks.
In [135], the authors propose a blockchain-based secure,
interactive and fair HCS to alleviate centralized issues,
prevent location privacy leakage, select qualified participants
and achieve fair reward.
In [127], the authors propose a blockchain-based HCS

framework that preserves participants’ privacy and enhances

the security of both the sensing process and the reward
allocation through the utilization of miners and smart
contracts. In [30], the authors propose a privacy-preserving
blockchain incentive mechanism wherein verifiable data
quality evaluation by miner can eliminate the security and
privacy issues caused by a central authority and to encourage
users to submit high quality sensing data. Also, they use a
signcryption technique to prevent miners and other adver-
saries from violating users’ privacy. In [132], a decentralized
blockchain-based HCS framework with smart contracts is
proposed to solve the single point of failure problem and
the trust issue. In [61], the authors propose a trustwor-
thy and privacy-preserving scheme for selecting Workers in
blockchain-based crowdsensing while guaranteeing reputa-
tion privacy. In [133], the authors propose a decentralized
crowdsensing architecture built upon blockchain technology
which will help improve the attack resistance and pro-
tect individuals’ privacy. In [31], the authors integrate the
blockchain and edge computing in the HCS scenario to con-
struct a privacy-preserving reputation management scheme
in order to resist malicious users. Additionally, they use a
novel consensus algorithm, Proof of Elapsed Time (PoET),
that is Central Processing Unit (CPU)-efficient and efficient
in dealing with large networks.
Based on the analysis provided, Table 6 and Table 7

summarize the key features of the related papers in
Blockchain-based HCS systems. Most works address secu-
rity issues associated with centralized servers in traditional
HCS applications [132], [133], protecting privacy [30],
[31], [61], [89], [127], [129], [130], [131], [133], [135]
(including sensor data, personal information, location, and
reputation scores), as well as ensuring fair incentive
systems [30], [127] and trustworthy Worker selection [61].
Specifically, numerous techniques are proposed to protect
user privacy such as anonymity [30], [89], [127], [130],
encryption [61], [129], [133] and digital signature [133] as
well as verifiable [129] and additive secret sharing [31].
Many works utilize the reputation score of a participant as
a screening indicator of reliability for trustworthy Worker
selection, where only participants with high reputation
score are assigned tasks [31], [61], [127], [129], [133],
[134]. Furthermore, some proposed schemes, in order to
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TABLE 6. Comparison of blockchain-based HCS systems.

encourage Workers to contribute their own sensing data,
offer appropriate incentive mechanisms that comprehensively
consider factors including data quality [30], [61], [89],
[127], [128], [130], [132], [133], [135], participant’s reputa-
tion [127], [133], location [130], participation level [135] and
bidding [133]. However, most studies rewards or penalties
based on the quality of the data provided by participants. Few
works include users’ reputation to reward estimation process.
Lastly, many systems endeavor to resist to malicious users,
such as Requestors and Workers. Only one system, however,
takes into account that not all miners are trustworthy [30],

but there are also malicious miners who attempt to steal
data, imitate participants or maximize profits, as miners may
verify and validate participants’ identities, the sensing task,
the sensing procedure, and the reward allocation. Also, a
group of malicious miners may conspire to insert fake blocks
of data into the blockchain [114]. This aspect should be
properly addressed in blockchain-based HCS frameworks.
The main parties involved in a blockchain-based HCS

system are Requestors, Workers, Blockchain Network and
Miners. However, other entities are also considered in
many works including Task Distribution Center [31],
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TABLE 7. Comparison of blockchain-based HCS systems.

responsible for selecting participants for sensing tasks,
Reward server [128], responsible for assigning rewards to
participants, Server [30], [131], responsible for issuing sens-
ing tasks and distributing rewards, Computing servers [61]
and Evacuation Perception Unit (EPU) [134], responsible
for calculating participant trust/reputation values, Computing
oracles [132], trusted third-party entities that can perform
computing tasks for smart contracts to avoid the high com-
putational cost in blockchain, Agents [130] who work as
miners in the private blockchain, Key distribution authority
/ center [31], [129], primarily responsible for distributing
keys to preserve the privacy of users, Edge computing
nodes [31] responsible for data aggregation and reputation
update, Service provider [135], responsible for distribut-
ing keys and assigning rewards. In the related research
literature, different entities have been proposed to under-
take the task of data quality evaluation. Specifically, the
Requestor, when receiving the Workers’ response / sensing
data, proceeds to data quality evaluation [31], [89], [133],
[135]. The data quality evaluation process is handled by
the Requestors in order to reduce pressure and compu-
tational cost in the blockchain nodes [135]. Alternatively,
miners validate data quality based on the criteria uploaded

by the Requestor [30], [127], [128], [130] or the Server / the
blockchain evaluate data quality [61], [129], [132] accord-
ing to specific criteria such as timeliness [132] or calculating
the distance between observed data and estimated ground
truth [61].
However, blockchain has not yet been fully exploited

in HCS systems, and there are still challenges to
overcome [154]. As a first note, related research litera-
ture aims at providing solutions to different sub-problems,
not addressing systematically all interdependent to the data
quality challenges. We believe that a blockchain enabled
architecture should consider Worker selection, incentive
mechanism provisioning, and data quality estimation. The
most trustworthy and appropriate participants (as determined
by means of their associated reputation score) should con-
tribute to task execution, while data quality estimation should
provide positive or negative feedback taken into account
for reputation update, discriminating between intentional and
unintentional misbehavior by Workers.
Additionally, as the requirements of sensing data are

defined by Requestors, they can maliciously create abnormal
smart contracts of requirements. Furthermore, since miners’
opinion are used to verify the quality of sensing data, a
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FIGURE 8. Taxonomy diagram of critical aspects of proposed solutions.

Miner may maliciously misrepresent the quality of the con-
tributions. Usually, systems focus on participants’ reliability,
while neglecting miners’ reliability. This challenge can be
efficiently addressed by using a reputation mechanism to
classify miners as reliable or unreliable. Both miners and
Workers may provide incorrect data or not perform their
task in order to disrupt the system intentionally or gain
undeserved rewards. Therefore, the problem of unfair pay-
ment must be solved. Thus, an efficient solution should
consider both current sensing data quality and the reputa-
tion of Workers/miners to promote consistent good behavior.
Finally, due to the limited storage space and computing
resources of mobile devices, applying blockchain directly
to HCS-based NG-IoT systems is challenging. Blockchain
consensus mechanisms have limited throughput and high
resource consumption, and all the nodes must have a copy of
all transactions [140]. In the light of the aforementioned, the
authors in [155] propose the integration of edge computing
and blockchain as a potential solution.

VII. BLOCKCHAIN ENABLED TRUST-AWARE
REPUTATION MECHANISM COMPLEMENTING TASK
ASSIGNMENT IN HCS-BASED SYSTEMS: THE WAY
FORWARD
We believe that in order to efficiently tackle the challenge of
data quality and ensure the quality of the collected data the
solutions presented above should be exploited in combination
as shown in the Fig. 8 in which all critical aspects of each
solution are presented. The task assignment decision-making
process in HCS plays a crucial in ensuring the quality of
collected data. Several factors need to be considered when

assigning tasks, to ensure that the collected data is accu-
rate and reliable, including sensing factors (i.e., device /
sensor capabilities, such as its computing and communica-
tion capabilities as well as maximum range and resolution),
data completeness, data redundancy and data diversity, area
coverage, context of operation, and number of tasks per
Worker. Personal factors like user experience and willing-
ness to participate are also important, as they can impact
Worker efficiency and motivation. However, the trustworthi-
ness of Workers is a critical factor that significantly affects
the accuracy and reliability of collected data. Reputation is
commonly used as a metric to assess Worker trustworthiness.
In this context, reputation mechanisms play an important
role in establishing and quantifying trust relations between
Requestors and Workers, using reputation scores to assess the
trustworthiness of Workers. Workers with higher reputation
scores are generally considered to be more trustworthy. Using
reputation scores, when assigning tasks in HCS, it is possible
to improve the quality of the collected data, as the Workers
selected for the task are considered more trustworthy and
reliable. However, accurate reputation rating formation and
updating are crucial to ensure that reputation values reflect
a Worker’s actual performance. The formation of reputa-
tion ratings can be impacted by several issues related to
the collection of accurate and relevant information about a
Worker’s performance and the initial reputation value con-
sidered. Proper feedback mechanisms should be exploited,
such as ratings and reviews, to gather information from the
task Requestor and other trustworthy Requestors who have
worked with the Worker in the past. Another issue with rep-
utation rating formation is the initial reputation of a Worker.

VOLUME 4, 2023 2307



BANTI et al.: DATA QUALITY IN HCS-BASED NG-IoT SYSTEMS

When a Worker is new to a platform and lacks reputa-
tion or feedback, a neutral reputation score can be assumed
initially and updated based on the Worker’s performance
over time. Also, reputation update can be influenced by fac-
tors such as time effects, reputation calculation models or
formulas, and the impact of a Worker’s contribution quality
on the reputation value, properly discriminating between
intentional or unintentional inaccurate information provi-
sioning. In addition, it is important to have mechanisms in
place that allow for punishment and forgiveness in HCS to
ensure that Workers are held accountable for their actions.
Punishment mechanisms can include lowering a Worker’s
reputation score when consistently providing inaccurate or
unreliable data, excluded from the task assignment and/or
excluded from accessing services provided. Forgiving mech-
anisms, on the other hand, can allow Workers to re-enter the
system, being reconsidered in the task assignment process
and allow them to improve their performance over time.
Reputation and social factors are closely linked in HCS, as
Requestors may tend to trust Workers with whom they have
social connections, either in the physical or online world.
Reputation mechanisms can be employed in synergy with
social aspects and can help to mitigate the impact of social
biases by providing an objective measure of trustworthiness.
For example, Requestors may assign tasks to Workers with
whom they have a social connection, even if there are other
Workers who are more qualified or experienced. By using
reputation scores as an impartial measure, requestors can
make more informed and unbiased decisions when assigning
tasks.
The integration of blockchain technology in HCS offers

several solutions related to trustworthiness and security,
as the decentralized and distributed network architecture
of blockchain combined with cryptographic techniques for
securing transactions and data has the potential to min-
imize the risk of a single point of failure and ensure
the integrity and validity of information; however, several
aspects should be considered in order to provide effi-
cient solutions. Ensuring the trustworthiness of miners,
detecting abnormal behavior of Workers and Requestors,
preventing the generation of fake blocks, and designing
effective consensus mechanisms. By utilizing a decentral-
ized blockchain network, miners can be selected based on
their reputation and performance, ensuring that only trust-
worthy miners are selected to participate in the network.
Reputation scores can be recorded on the blockchain in a
decentralized manner [156], creating an immutable record
of a miner’s performance and trustworthiness. This helps
to prevent the participation of untrustworthy miners and
reduces the risk of fake block generation. At this point, it
should be noted that consensus mechanisms require a signifi-
cant amount of computational resources. Effective consensus
mechanisms are also vital in blockchain-based HCS. These
mechanisms should be designed to be lightweight and effi-
cient, considering the limitations of computational resources.
Scalability and performance can be improved by leveraging

edge computing, which offloads computational tasks to edge
devices, reducing the burden on the blockchain network and
enhancing its overall efficiency. Finally, Workers’ and trust-
worthiness as quantified by reputation ratings, can play a role
in preventing abnormal smart contracts in blockchain-based
HCS.
This study proposes the integration of a reputation mech-

anism into the task assignment process to select the most
reliable Workers for executing sensing tasks. Reputation
information allows the classification and sorting of poten-
tial Workers based on their past performance in providing
high-quality data. Additionally, an incentive mechanism is
essential to motivate users to cooperate and contribute high
quality data. The platform should appropriate reward each
user with a proper payment, considering their contribution
and reputation, in order to promote consistent good behavior.
Furthermore, the integration of blockchain technology is
recommended, as its advanced features (e.g., anonymity,
immutability) provide a solution to the HCS privacy chal-
lenges and security concerns. By leveraging blockchain
technology, security is improved in terms of ensuring data
and reputation values’ reliability [53], [143], preventing the
disclosure of users’ identities and data, and guaranteeing fair
incentives to Workers.
In this section, we present the proposed architecture

and provide details about the data quality calculation and
Workers’ reputation determination approaches utilized in
our architecture. Fig. 9 illustrates our architecture, which
includes the following main parties:

• Requestors: Each node can become a Requestor that
publishes sensing tasks for the purpose of collect-
ing related information; it broadcasts them through
blockchain network.

• Workers: Workers utilize their smart devices (such as
smartphones, tablets, wearables) to collect data related
to specific sensing tasks. They submit sensing data to
the blockchain. Since Workers may exhibit malicious
behavior, their reputation is taken into consideration
when selecting the appropriate set of Workers for exe-
cuting each task. They receive rewards according to the
quality of their sensing data.

• Witness: Witness was a Requestor in the past and
provides her/his opinion based on her/his experience
about a specific Worker, so as to be taken into
account from Reputation Manager during the reputation
calculation.

• Miners: Miners are responsible for verifying and val-
idating each transaction (such as the sensing task,
the sensing procedure and the reward allocation) and
recording them on the blockchain.

• Blockchain Network: The blockchain network serves as
a trusted crowdsensing platform where users’ identi-
ties, sensing data, reputation and rewards are stored.
Finally, smart contract automatically executes the
reward process.
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FIGURE 9. Blockchain-HCS architecture.

• Task Assignment Manager: Task assignment man-
ager recruits an appropriate number of trustworthy
Workers based on multiple factors including number
of simultaneous tasks, Workers’ reputation, social ties,
Workers’ experience, Workers’ willingness, Workers’
contribution frequency, sensor capabilities. This ensures
the collection of high-quality data.

• Quality Estimation Manager: Quality estimation man-
ager is responsible for evaluating the data submitted
by Workers. It provides positive or negative feedback
to the Workers based on the estimated data quality
and discriminates between intentionally or unintention-
ally inaccurate data. This enables the allocation of
high rewards to trustworthy Workers and impose severe
penalties on malicious Workers.

• Reputation Manager: Reputation manager calculates the
reputation of Workers based on the feedback from the
Quality Estimation Manager. The calculated reputation
scores are then submitted to the blockchain.

• Incentive Estimation Manager: Incentive estimation
manager calculates rewards for participants based on
the quality of the data they provide and their reputation
scores. The resulting rewards are sent to the blockchain
for distribution.

• Miner Selection Manager: Miners may be malicious;
thereby miner selection manager selects miners based
on their reputation which is evaluated by the set of
miners.

The Unified Modeling Language (UML) sequence dia-
gram in Fig. 10 shows the flow of operations and interactions
between entities in the system [157]. Firstly, Requestors
and Workers Requestors need to register to the blockchain.
Requestors upload their sensing tasks to the blockchain, cre-
ating a smart contract that includes task criteria such as
time deadline / task duration, location and budget. Then, the
Task Assignment Manager receives the task data, estimates
the optimal number of Workers required to execute the
sensing tasks and selects the most suitable Workers to ensure
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FIGURE 10. UML sequence diagram for proposed HCS-based system.

maximum coverage and high-quality data collection. The
task assignment mechanism considers multiple factors for
selecting Workers such as sensing performance related fac-
tor (dependent on the Workers’ capabilities and their current
context in conjunction with the smart device used, and
task requirements) complemented with a trust related factor,
dependent on the reputation of each Worker in accomplish-
ing successfully assigned tasks and providing high quality
data. Furthermore, since Requestors tend to trust more the
Workers they know and Workers tend to provide better
quality data on their friends’ task, a social related factor
will favor Workers with explicit and/or implicit positive
connections / relationships with the Requestor in the phys-
ical and/or online world. Specifically, the sensing related
factor considers user expertise, qualifications, willingness,
sensor capabilities, resource availability, and current con-
text to eliminate non-relevant Workers and select the most
capable device. Additionally, the location of each potential
Worker is taken into account, as increased distance results
in additional time, effort, and cost to reach the workplace,
leading to extra delays in data collection. It is worth notic-
ing that the proposed mechanism will also set a maximum
number of concurrent tasks per Worker. The reputation of
each Worker is considered during the assignment process
in order to select the most trustworthy Workers based on
their past performance in task execution. The Reputation
Manager forms the reputation value of each Worker based on
Requestors’ past experiences with the Workers. Additionally,
second-hand information from a trustworthy set of Workers
(witnesses) who recently interacted with the Worker is gath-
ered. This approach aims to form an accurate reputation
value in a time-efficient manner, leveraging not only per-
sonal experiences but also input from witnesses. Also, social
factors play a pivotal role in selecting the witnesses from

the trust circle of the Requestor (friends, friends of friends
etc.) for their opinion on the performance of the Worker.
The witnesses’ opinion is weighted based on their trustwor-
thiness in the eyes of the Requestor. Even though trust is
context specific (thus, reputation may be different for differ-
ent undertaken tasks), we address reputation as a behavioral
related aspect, while sensing related performance parameters
are considered in the first factor.
In the proposed system, the selection result of Workers is

recorded in the blockchain, and a smart contract is created
to ensure fair trading between the Requestor and the Worker.
Regarding reputation formation and update, an initial neu-

tral reputation value is considered for all Workers to give
them an equal chance of being selected. During a training
phase, the reputation value is not considered for the task
assignment process. This phase is necessary for the system
to acquire an accurate value of the Workers’ reputation
scores. The Workers’ reputation is updated each time that a
task is completed, according to the following process. After
the selected Workers collect the sensing data and upload
it to the blockchain, the data is forwarded to the Quality
Estimation Manager. The user’s response is compared with
the majority of responses received from other Workers and
related IoT data from the sensors/devices (if available). The
scheme discriminates between inaccurate data intentionally
or unintentionally provided by Workers. Thus, in order not
to severely punish an inexperienced Worker or those with
devices equipped with lower-capability sensors, the quality
estimation takes into account other aspects such as personal
factors (user’s willingness and experience), location and time
of the sensing data, as well as sensing and social factors as
Workers tend to provide better quality data on their friends’
tasks. The quality estimation also considers if the Worker has
completed the assigned task within the specified deadlines or
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if the task remains unsolved. An outlier detection technique
is applied to classify the Workers into two categories: normal
Workers and misbehaving Workers, depending on whether
one’s sensing data is far away from the group consensus,
with the latter category consisting of intentionally and unin-
tentionally misbehaving Workers’ subcategories. The outlier
detection process runs parallel to the quality estimation pro-
cess, and the results can be used to update users’ reputation
scores. Thus, according to the positive or negative feedback,
the Reputation Manager increases or decreases the reputa-
tion of every Worker, with the unintentionally misbehaving
Workers not being severely punished for the lower quality of
data provided. Thus, the user’s reputation may decrease lin-
early if a user unintentionally contributes low-quality data but
decrease exponentially if the user intentionally contributes
low-quality data.
The Worker’s reputation value is accumulated based on

his/her historical behaviors. When updating the reputation
value. the old reputation value is taken into account along
with the reputation feedback gained in the current task. At
this point it should be noted that the reputation calculation
should be based mostly on recent events. Thus, misbehav-
ing entities have the opportunity to re-enter the system if
they exhibit good behavior. Nevertheless, consistent high-
quality data contribution should be required to improve the
reputation of a misbehaving entity. The updated reputation
value is stored to the blockchain, ensuring the system’s reli-
ability. Unlike previous reputation management systems, our
proposed framework operates on a distributed system with-
out a centralized server, which mitigates the single point of
failure problem. Additionally, by utilizing blockchain’s trace-
ability, openness, and transparency, the reputation values of
users, as well as data collected and uploaded by Workers are
ensured to be trustworthy and accessible to all participants
in the network.
Finally, in the proposed architecture, the incentive mech-

anism takes into account the reputation and quality of data
returned by each participating entity to determine the reward
for their contributions. Data quality is important to deter-
mine the payment and reputation value of Workers. However,
users’ consistent good behavior should be rewarded as
malicious nodes may strategically alter their behavior for
maximizing their benefit; thus, the system should punish
users that strategically change their behavior with time.
As a result, this solution encourages users to contribute
high quality of data to receive higher payments. Finally,
the reward calculated by the Incentive Estimation Manager
is stored to the blockchain and then distributed to the
Workers. The smart contract automatically executes the
reward allocation process, ensuring transparency and fair-
ness. The proposed architecture uses miners to verify and
validate every transaction such as the sensing task, the sens-
ing procedure and the reward allocation. Miners are selected
according to their reputation by the Miner Selection Manager
as the miners are not always trustworthy. Each miner is
supervised by an implicit and randomly selected group of

miners, responsible for assigning a reputation score based
on each miner’s performance following each transaction in
order to calculate a public reputation value. In fact, reputa-
tion is a measure of the mining performance and behavior
(i.e., honest or malicious activities). Therefore, the design
of the proposed mechanism requires careful consideration
of various aspects in order to promote cooperation
and enhance the quality of data provisioning in HCS
systems.
Lastly, in order to describe the proposed architec-

ture, the 1+5 architectural views model, as proposed
in [157], is utilized. The UML deployment diagram is
used to illustrate the physical nodes in the system. As
a new type of modeling element, stereotypes extend
the semantics of existing elements in the UML meta-
model. Nodes have been labeled with proper stereo-
types (such as �RequestorNode�, �WorkerNode�,
�ReputationManagerNode�, �MinerNode�), as shown
in Fig. 11.

VIII. CONCLUSION AND FUTURE RESEARCH
DIRECTIONS
Ensuring the quality of contributed data is an issue of utmost
importance in Human-Centric Systems and the broader IoT
domain. In this article, after presenting the main challenges
that need to be addressed in HCS systems, the data quality
challenge in HCS has been extensively discussed, identifying
and elaborating on the factors that affect data quality, either
unintentionally or intentionally. The solutions proposed in
related research literature are categorized and analyzed
under three main categories: task assignment mechanisms,
reputation mechanisms, and blockchain. Subsequently, a
comprehensive list of critical aspects that should be con-
sidered when designing such mechanisms is formed. We
propose a blockchain-enabled data quality control model
that incorporates a trust-aware task assignment mechanism,
a hybrid reputation mechanism and the utilization of social
connections for selecting trustworthy Workers, witnesses and
miners. The proposed architecture involves various entities
and roles, considering multiple factors that influence the rep-
utation of the participants. It discriminates on intentional and
unintentional misbehaving entities and leverages blockchain
technology to protect participants’ privacy while avoiding
the limitations associated with a centralized platform.
Our future plans include conducting extensive

performance evaluation experiments (lab-based and in pilot
scale) of the proposed HCS-based system. Additionally, as
shown in Table 8, high data storage and computing require-
ments can drain the device’s limited resources, lightweight
processing algorithms and consensus mechanisms should
be designed. Furthermore, the integration of the edge
technology in blockchain-based HCS systems presents
opportunities for improved performance. We will explore
the inclusion of trusted edge nodes in the proposed archi-
tecture to satisfy strict latency constraints. The edge layer,
built between the users and the HCS platform will perform
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FIGURE 11. UML deployment diagram for proposed HCS-based system.

necessary processes for blockchain services, minimizing
data transmission and processing, and enhancing fault
tolerance, energy consumption and security of the system,
and improving the overall system performance [158].
Moreover, we will work towards identifying the common
data requirements across different tasks and applications
to enable data sharing and correlation, resulting in energy
resource savings.
Additionally, emerging technologies such as Metaverse

and Digital Twins can offer significant advancements to
HCS systems [159]. Digital Twins is a virtual replica of
a physical system capable of simulating, monitoring, inte-
grating, and testing physical objects in different what if
scenarios through their virtual representation. By connect-
ing the physical and digital aspects, digital twins enable a
deeper understanding, control, and optimization of real-world
systems, leading to improved performance, efficiency, and
sustainability, exploiting data collected from humans and IoT
devices. The Metaverse is a virtual realm where users can
immerse themselves through digital avatars. By leveraging
augmented reality, artificial intelligence, and blockchain, the
Metaverse is becoming a tangible reality. Its immersive
and hyper-spatiotemporal nature, coupled with features like
scalability and interoperability, make it an ideal solution for

promoting user involvement, increasing their trustability, and
handling vast amounts of data from sensors and Workers in
HCS-based systems. Integrating the Metaverse and Digital
Twins with HCS enhances decision-making, offers a deeper
understanding and acceptance of collected data, and enables
more sophisticated data analysis, contributing to the advance-
ment of HCS capabilities. Integrating these technologies can
enhance the overall quality and effectiveness of HCS-based
systems.
Lastly, as continuous delivery and continuous deployment

practices speed up the development and delivery software
process without compromising on the quality, they are con-
sidered crucial to the quick and easy creation and management
of distributed ledger systems, such as blockchain, and have
been investigated by excellent works (such as [160]) in order
to automate the entire process of delivery and development of
a blockchain-based software. Specifically, a continuous deliv-
ery strategy automates each stage of the process of delivering
changes made by a developer to the code repository or con-
tainer registry, and the changes are automatically tested before
being pushed [161]. Testing is very useful for detecting fail-
ures and guaranteeing that the software being tested has been
developed correctly [162]. Continuous delivery ensures that
the new code process is expedited and requires minimal effort
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to deploy new changes. Continuous deployment refers to the
automated procedure of deploying changes to the production
as soon as they are ready, devoid of the need for human inter-
vention. Thus, any changes made to the proposed architecture
and pushed to the code repository are automatically deployed
from the repository to production. Continuous delivery and
continuous development practices can be used for fast and
secure delivery and development of software releases. Our
future plans concerning continuous delivery and deployment
include the utilization of the Ethereum blockchain to run
smart contracts to manage interactions between Requestors
and Workers easily.
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