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ABSTRACT This paper examines the separation of wireless communication and radar signals, thereby
guaranteeing cohabitation and acting as a panacea to spectrum sensing. First, considering that the channel
impulse responses were known by legitimate receivers (communication and radar), we showed that the
optimizing beamforming weights mitigate the interference caused by signals and improve the physical
layer security (PLS) of the system. Furthermore, when the channel responses were unknown, we designed
an interference filter as a low-complex noise and interference cancellation autoencoder. By mitigating
the interference on the legitimate users, the PLS was guaranteed. Results showed that even for a low
signal-to-noise ratio, the autoencoder produces low root-mean-square error (RMSE) values.

INDEX TERMS Radar, wireless communication, autoencoder, contextual information, joint communication
and radar, physical layer security.

I. INTRODUCTION

DUE TO advances in vehicular infrastructure and the
need for driverless vehicles, studies into the feasi-

bility of the cohabitation of various sensors operating at
diverse spectrum bands began to emerge [1], [2], [3]. This
was further exacerbated by the congestion of the below 6GHz
spectrum band mainly used for low-earth spectrum applica-
tions. A prominent sandwich of application in most discourse
is radar and wireless communication (herein referred to as
communication) applications with critical reviews presented
in [1], [4]. Both spectrums, in principle, can collaborate
via cohabitation, co-design and cooperation [4]. However,
the collaboration is marred by several design challenges
such as interference management, varying power require-
ments, integration and security. A typical paradigm presents
that radar signals require higher transmit power than con-
ventional wireless communication signals. However, the
reflected radar signal used in target assessment is consid-
ered low-power making it highly susceptible to interference

from communication signals. Such an exemplar describes
the need for cohabitation for both signals to optimize the
usage of the available spectrum.
The cohabitation of radar and communication signals

is broadly discussed under the dual-function radar com-
munication (DFRC) and joint communication and radar
(JCR) models using multiple input multiple outputs (MIMO)
systems. While the latter presents complementary roles for
both signals, the former describes a waveform that insepara-
bly represents both signals. Overviews of the coexistence
of communication and radar systems were presented in
[5, part 1], [6], [7].
A trade-off analysis for the conflicting requirements of

power and signal space for a JCR half-duplex system
was addressed in [8]. In [5, part 2], a scheme that esti-
mates the communication channel while conducting radar
target detection was proposed. The scheme uses a hybrid-
analogue-digital (HAD) beamformer to transmit pilot signals
for channel estimation and target searching. Similarly, an
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interweave full-duplex co-existence scheme was presented
in [9], where the radar signal was projected onto the null
space of the channel matrix between the radar and communi-
cation signals. Soft physical layer security (PLS) guarantees
cannot be obtained for the JCR systems due to the expo-
sure of the communication signals to the radar target(s) and
receivers. PLS of the cohabitation of radar and communica-
tion systems considers that the radar targets and/or receivers
may likely be unintended receivers of communication signals
to eavesdrop on the transmission.
In the DFRC, embedded communication signals were

performed on the beamforming weights and the orthogo-
nal waveform or vice versa [10]. Emphasizing maintaining
power levels and maximizing signal-to-interference noise
ratio (SINR), the beam pattern obtained from the covari-
ance matrix of the radar signal was used to obtain the
transmit beamforming through zero-forcing precoding [11].
Therefore, beamforming designs for full and/or half-
duplex transmit and receive communication mitigates the
interference between radar and communications signals at the
expense of the PLS of the communication signals. However,
to ameliorate the PLS concerns, the communication sig-
nal and some artificial noise (AN) were embedded into
the beamforming weights of the radar transmission [12].
Furthermore, the DFRC system was implemented by using
the main lobe for radar and the sidelobes for communi-
cation transmissions [13]. The communication signals were
embedded in the waveforms determined by 2 different beam-
forming weights (representing 0 and 1). Although attempts
were made by [12] and [13] to incorporate PLS in the DFRC
system, they were transmission-centred, based on statistical
knowledge of the channel impulse and required hand-
shake between the communication transmitter and genuine
receivers.
Nevertheless, if real-time channel information and/or noise

impact are unavailable, PLS and interference management
challenges become exacerbated. These are further worsened
when the establishment of a communication handshake is
impossible. Considering the autonomous multi-application
domain, it is apparent that the receiver systems become
equipped with interference cancellation abilities to max-
imise the quality of the received signal and improve the
PLS of the communication. Therefore, the novel contribu-
tions of this paper were to present a technique to perform
wireless communication sensing at the legitimate receivers
(communication and radar) and to evaluate its impact on
PLS for passive eavesdropping. Hence, we outline the main
contributions of the paper as:

1) providing receiver-centric wireless sensing capability
at the legitimate receivers to enable them to filter the
required signal from the sandwiched received signals,
and

2) evaluating the possibility of using the interfering radar
signals to improve the physical layer security of
wireless communication.

The technique discussed herein presented a receiver-based
wireless communication approach. We also note that the
proposed technique degrades the impact of interference
on the received signals. Hence, the objectives of the
receiver-based wireless communication sensing technique are
enumerated as follows:
1) To separate the wireless communication from its

cohabiting radar signals using an interference filter
designed as a low-complex noise and interference
cancellation autoencoder. This method guaranteed the
cohabitation of wireless communication and radar sig-
nals and also acts as a panacea for transmit-based
spectrum sensing.

2) When the channel impulse response was unknown by
the legitimate receivers, to evaluate the performance
of the noise and interference cancellation autoencoder
on improving PLS.

3) Considering that the channel impulse response was
known by the legitimate receivers, to show that opti-
mising beamforming weights mitigate the interference
caused by signals and improve the PLS of the system.

To achieve these objectives, we first evaluate the
performance of the communication and radar cohabit-
ing system when its design allows for the cancellation
of the interfering signals to both receivers. This was
achieved by assuming the channel information is available
and nulling the interfering transmissions with beamform-
ing weights. Furthermore, relaxing the assumption on the
channel information (i.e., by considering that the channel
information is unknown), this paper proposes an interference
mitigation scheme implemented with autoencoders. We focus
on separating transmitted communication and radar signals at
the receiver of the communication and the radar system using
novel noise and interference cancellation filters. Our novel
approach entails the use of autoencoders at the receivers
to filter out the interfering and noise signals. We note that
the proposed method curtails the requirement for spectrum
sensing since the impact of the interfering signal is mini-
mized in terms of SINR. By limiting the spurious interfering
communication signal impinging on the legitimate receivers
while confusing the eavesdroppers, PLS performance was
improved. Similarly, by reducing the radar interference, the
communication transmission rate was also improved.
In practice, an application of the proposed noise and

interference cancellation filter aids autonomous vehicular
radar’s impact on wireless communication infrastructure.
Although it minimizes the impact of the DFRC and/or
JCR constraints, we focus on the cohabiting of the JCR
system without loss of generalization. We emphasize that
the overall objective entails the cancellation of interference
at legitimate receivers based on previously acquired con-
textual information of the system’s reaction to cohabitation.
Such contextual information as applicable to radar track-
ing systems using neural networks [14] were implemented.
Specifically, the contextual information is obtained from an
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a priori knowledge of observations of the JCR system with
pilot/test sample signals.
Notations: The structure of the notations employed in

this paper elucidates that {·}∗, {·}T and {·}H represent
the conjugate, transpose and Hermitian of vectors/matrices,
respectively. Low case letters are scalars, bold-faced low
case letters are vectors while bold-faced upper case let-
ters are matrices. Furthermore, rank(X) and Tr(X) are the
rank and trace of matrix X respectively. Furthermore, the
operator, |.| is a norm operator which can be expressed as
the square root of the inner product of the vector |x| =√
xHx while ∇2f is the Hessian or second derivative of a

function, f .

II. SYSTEM MODEL OF A COMMUNICATION/RADAR
COHABITING SCENARIO
Consider a MIMO communication system with NA transmit
and NB receive antennas operating at the radar spectrum.
Let the communication system cohabit with MIMO radar
systems with ND transmit and NC receive antennas. For com-
putational simplicity, we assume that the transmit and receive
radar systems are located at the same place such that they
share the same far-field observations. However, the assump-
tion does not necessarily apply to the communication system,
thereby supporting their joint action. The ND×1 and NA×1
passband signals of the radar and communication transmit
antennas are presented in (1a) and (1b) respectively.

sm(t) = w∗mψm(t), ∀ m = {1, . . . ,M} (1a)

sAB(t) = w∗ABϕ(t), ∀ t = {1, . . . ,T}. (1b)

where wk represent the ND×1 transmit beamforming vector
of the mth orthogonal waveform (ψm(t)). wAB the NA × 1
is the transmit weight vector of the communication systems.
M is the total number of orthogonal waveforms radiated
by the radar system (for simplicity, M = ND implying
that the radar transmission is orthogonal for each antenna)
and T is the total number of transmit snapshots. While
ϕ(t) is the baseband communication signal waveform. If
we assume frequency hopping communication transmission
with quadrature phase shift keying (PSK) modulation, then
ϕ(t) is presented in [10, eq. (9)]. In the rest of this paper, the
subscripts A, B, C, D, E denote an index of the communi-
cation transmitter, communication legitimate receiver (Bob),
radar transmitter, radar receiver and communication illegiti-
mate receiver (Eve) respectively. We note that in the context
of JCR, the communication and radar transmit systems are
usually co-located, sharing the same physical resources.
However, spatial separation has been introduced in Fig. 1
for clarity.
To understand the operational requirements of the entire

system model, we discuss 2 distinct roles of the radar system
in relation to the communication system. The distinct roles
are considered when the radar target is absent and when it
is present.

FIGURE 1. MIMO communication and radar cohabitation system.

A. CASE 1
In this section, we model the received signals of the
communications and radar receiver systems under JCR when
they are no radar targets. The received signal at the commu-
nication and the radar receivers are given as (2a) and (2b)
respectively.

yi(t) = HAisAB(t)
︸ ︷︷ ︸

Comms. transmitted

+ HCism(t)
︸ ︷︷ ︸

radar interfered

+ni, (2a)

yD(t) = HADsAB(t)
︸ ︷︷ ︸

Comms. transmitted

+nD, (2b)

∀ i ∈ {B,E}, and where HAi = b(θiA)αAiaT(θAB),
HAD = d(θDA)αADaT(θAB), HCi = b(θiC)αCicT(θ). αjk =
ρ0ζ‖�j − �k‖−2, ∀ {j & k ∈ {A,B,C,D,E}} are random
channel coefficients characterizing the propagation from path
j to k. ρ0 represents the channel power gain at reference dis-
tance d0 = 1 m and ζ is an exponential random variable
with unit mean similar to [15], [16], [17]. Parameters a(θAB)
and c(θ) are the transmit communication and radar steer-
ing vectors respectively. While b(θiA), b(θiC) and d(θDA)
are the receive steering vectors for the communication and
radar systems. Note that the communication receivers include
the legitimate receiver (Bob) and the eavesdropper (Eve)
as required. Assume that the antenna geometry on the
communication and radar systems follow a uniform linear
array (ULA) configuration, then the steering vectors were
generated with

x(θjk) = [1, ej
2π
λ
dx sin(θjk), . . . , ej

2π
λ
(Ni−1)dx sin(θjk)]T,

where dx is the distance between antenna elements.
Furthermore, nB ∼ CN (0, σ 2

B1NB) and nD ∼ CN (0, σ 2
D1NC)

are additive white Gaussian noise with variance σ 2
B and σ 2

D.
The spatial direction of the radar system is focused towards
a predefined sector such that θ = [�min,�max] where �min
and �max represents the lower and upper contours of the
sector. We note that θjk is the azimuth spatial direction of
transmission from the j to the k or reception at j from k.

B. CASE 2
Consider Fig. 1 where hypothetical L radar targets reflect
radar signals. The received signal equations at the com-
munication and radar receiver are given in (3a) and (3b)
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respectively.

yi(t) = HAisAB(t)+HCism(t)+
L

∑

l=1

Hlism(t)

︸ ︷︷ ︸

target reflected

+ni, (3a)

yD(t) = HADsAB(t)+
L

∑

l=1

HlDsm(t)

︸ ︷︷ ︸

target reflected

+nD, (3b)

∀ i ∈ {B,E}, and where Hli = b(θil)αliβlαlrcT(θ), HlD =
d(θDl)αlDβlαlrcT(θ). βl obeys the Swerling II model and
represents the reflection coefficient of the lth target. The
Swerling II model implies that the reflectivity of the target
will change for a different pulse, but it will be constant
within the duration of a single pulse duration.
Section summary: In the cases described in

Sections II-A and II-B, it is underlined that some
form of cross-interference exists for the communication and
radar systems especially when their channels are correlated.
For the communication signal containing relevant data, its
interference on the radar receiver makes it susceptible to
eavesdropping. By mitigating the interference, the loss of
data in the physical layer domain is reduced.

III. INTERFERENCE MITIGATION
In this section, we examine the methods to mitigate the
interference caused by the communication transmission on
the radar reception and vice versa. The interference miti-
gation approaches are discussed under two distinct generic
scenarios, namely cooperative and uncooperative systems.
The scenarios characterise the arguments described in the
paper. The first argument of the paper presents that when
the channel responses are known by the transmitter and legit-
imate receivers (cooperative), the signal can be targeted to
the legitimate receiver by designing the beamformer to prop-
agate on the channel of the legitimate receiver while nulling
the interference caused to the other transmitter (wireless
communication or radar). The design of the beamformer
depends on the knowledge of the channel impulse response.
The second argument is that when the channel responses
are unknown (uncooperative), then we proposed a receiver
autoencoder-based filter that was designed in the context of
historic transmission.

A. COOPERATIVE SYSTEMS
The radar and communication systems are cooperative when
the channel impulse responses between the transmitters and
receivers are known by both systems. This entails that chan-
nel estimation had been carried out and updated in both
systems. Using this contextual information of the a priori
channel information, the interfering signals are reduced in
the transmitter design. It is easy to see that interference
cancellation is obtained by independently optimizing the
transmit beamforming weights of both the communication

and radar transmissions, in the case discussed in Section II-A.
However, the design of the beamforming weights does not
cancel the interference caused by radar target reflection as
in the case discussed in Section II-B. To buttress the theo-
retical formulation, we formulate the optimization problems
in (4) and (7) to design the beamformer for communication
and radar systems respectively. We note that both equations
were independently solved at the communication and radar
transmitters.

1) COMMUNICATION BEAMFORMER

The problem formulated in this section defines the beam-
forming weights that will be applied to the communication
transmitter to ensure minimum interference on the radar and
maximum communication reception.

max
wAB

log2
(

1+ γB
)

, (4a)

s.t. |HADsAB(t)|2 = 0, (4b)

wH
ABwAB = 1, (4c)

where γB represents the SINR at the legitimate receiver (Bob)
are its expression given in (5). The objective of (4) was to
design the communication beamforming weights such that
the communication signal is transmitted with the optimal rate
to the intended receiver (refer to (4a)). At the same time, the
design of the beamforming weights of the communication
signals also ensures that the communication signal does not
interfere with the radar receiver. Hence, the constraint in (4b)
ensures the channel between the communication transmit-
ter and the radar receiver is nulled by the design of the
beamforming weights. By nulling the channel, we design
communication beamforming weights that sum to zero at
the radar receiver thereby, reducing interference.

γB = |HABsAB(t)|2
∑L

l=1 |HlBsm(t)|2 + |HCBsm(t)|2 + σ 2
B

. (5)

Equation (5) provides the SINR at the legitimate receiver
(Bob). The numerator of (5) depicts the received signal
power while the denominator contains the interfering signals
from the reflected and the source radar signals.
We note that the norm operator |.|, can be transformed

using the relation, |Hx|2 = Tr(HxxHHH). The proof of the
transformation can be obtained following from the defini-
tion of the norm operator given as |x| = √xHx. Therefore
|Hx|2 = (Hx)HHx. By applying [18, eq. (9) and (17)], we
have (Hx)HHx = xHHHHx and xHHHHx = Tr(HxxHHH)

respectively.
By applying the transformation to the norm operators and

substituting for sAB(t) and sm(t), the problem in (4) can be
re-written as (6).

max
WAB

log2
(

1+ γB
)

, (6a)

s.t. Tr(HADWABHH
AD) = 0, (6b)

Tr(WAB) = 1, (6c)
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where WAB = wABwH
AB. The solution of wAB

can be obtained from WAB using randomisation.
Also, γB presented in (5) was expanded to γB =

Tr(HABWABHH
AB)

∑L
l=1 Tr(HlBWkHH

lB)+Tr(HCBWkHH
CB)+σ 2

B
.

2) RADAR BEAMFORMER

The emphasis of the problem formulated in this sec-
tion is on the transmit beamforming weights of the radar
transmitter. The objective is to design the beamforming
weights of the radar transmitter to focus on the tar-
get. However, we constrained the beamformer in (7b)
to cause minimum interference at the communication
receiver.

max
wk

log2

(

1+
∑L

l=1 |HlDsm(t)|2
|HADsAB(t)|2 + σ 2

D

)

, (7a)

s.t.
L

∑

l=1

|HlBsm(t)|2 + |HCBsm(t)|2 = 0, (7b)

wH
k wk = 1. (7c)

Using a similar transformation of the norm operator, |.|
described in Section III-A1, (7) can be re-written as (8) for
Wk = wkwH

k .

max
Wk

log2

(

1+
∑L

l=1 Tr(HlDWkHH
lD)

Tr(HADWABHH
AD)+ σ 2

D

)

, (8a)

s.t.
L

∑

l=1

Tr(HlBWkHH
lB)+ Tr(HCBWkHH

CB) = 0, (8b)

Tr(Wk) = 1. (8c)

3) OVERALL SOLUTION

Following the second derivative convex check method, it can
be observed that the objective functions in (6a) and (8a) are
concave functions with respect to the optimisation variables
WAB and Wk.

Given that

f (X) = log2

(

1+ Tr(XA)
b

)

,

∇2f (X) = − (AH)2

(Tr(XA)+ b)2 .

The concavity of f (X) arises from vT∇2f (X)v ≤ 0 for all
vectors, v by applying Cauchy-Schwarz inequality. At the
same time, all the constraints are affine functions. Therefore,
the solutions to (6) and (8) are easily obtained using any
convex solvers like CVX [19]. We note that (6c) and (8c)
describe the total power transmitted by the communica-
tion and radar transmitter respectively. These powers can
be scaled to desired level in practice. For L = 0, no target
reflects the radar signal and the solution is produced for
Section II-A.

FIGURE 2. MIMO communication and radar cohabitation system with interaction
from a passive eavesdropper.

B. PLS ANALYSIS OF THE COMMUNICATION/RADAR
COHABITING SCENARIO
Consider that an eavesdropper lurks within the radio vicinity
of the wireless communication signal, thereby receiving the
legitimate communication transmission and interference gen-
erated by the cohabiting transmission (radar). In this section,
the characterization of the PLS with communication sensing
was performed. The generic cohabitation figure presented
in Fig. 1 was expanded in Fig. 2 with the depiction of the
passive eavesdropper location to allow for PLS analysis.
Since the eavesdropper is passive, its exact location or

signal signature is unknown. However, for simplicity, we
assume that it is located within a circular region that spans
the coverage area of the transmitters. Therefore, follow-
ing the derivations in [20], the exact location of Eve (�E)

was defined as a point on a circular uncertain region with
uncertainty given in (9).

�E = �̂E ±��E, (9a)

‖ ±��E‖ = ‖�E − �̂E‖ ≤ ε, for ε ≥ 0, (9b)

‖��E‖ ≤ ε, (9c)

holds true, where �̂E, ��E and ε define the estimated
location of Eve, the error of the estimation and the radius
of error, respectively. The estimated location of Eve influ-
ences its channel coefficient previously defined as αjE =
ρ0ζ‖�j − �E‖−2, where j ∈ {A,C,l}. Using triangular
inequality and substituting (9), we have that

‖�j −�E‖ = ‖�j − (�̂E ±��E)‖ ≤ ‖�j − �̂E‖ + ε. (10)

The right-hand side is an upper bound to Euclidean dis-
tance between the transmitters (communication, radar) and
the centre of the circular uncertain region. By substituting
the approximation of the upper bound of the location of
Eve, we obtain that α̂jE = ρ0ζ(‖�j − �̂E‖ + ε)−2. Hence
the SINR of Eve was presented in (11) respectively.

γ̂E = |HAEsAB(t)|2
∑L

l=1 |HlEsm(t)|2 + |HCEsm(t)|2 + σ 2
E

, (11)
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where HAE = b(θEA)α̂AEaT(θAB), HlE = b(θEl)αlE
βlα̂lrcT(θ). Therefore, similar to assertions in [15], [21], the
average secrecy rate given in (13a) is the difference in the
information rate of Bob and Eve.

Rs =
[

log2(1+ γB)− log2(1+ γ̂E)
]+
, (12)

where [x]+ = max{0, x} ensures that the information
rate received by Eve is not greater than that received
by Bob, therefore guaranteeing positive average secrecy
rates [21], [22]. However, for ease of computation, this con-
straint on the average secrecy rate is ignored. This was
justified by the analysis that the system provides for degrad-
ing the eavesdropper’s channel leading to positive secrecy
rates.

max
wAB,wk

Rs, (13a)

s.t. log2

(

1+
∑L

l=1 |HlDsm(t)|2
σ 2
D

)

≥ rth, (13b)

|HADsAB(t)|2 = 0, (13c)
L

∑

l=1

|HlBsm(t)|2 + |HCBsm(t)|2 = 0, (13d)

wH
ABwAB = 1, (13e)

wH
k wk = 1. (13f)

The parameter rth is the maximum radar rate required
to reformulate the reflected signal from the radar targets.
Equation (13b) provides the lower bound to the rate received
by the radar receiver to reconstruct the reflected signal.
Equation (13d) used the known channel information to can-
cel the interference at the legitimate receiver while (13c)
removes the interference of the communication signal at the
radar receiver. By substituting for sAB and sAB with (1b)
and (1a) respectively and expanding the objective func-
tion, (13) is rewritten as (14).

max
WAB,Wk

log2
(

1+ γB
)− log2

(

1+ γ̂E
)

, (14a)

s.t. log2

(

1+
∑L

l=1 Tr(HlDWkHH
lD)

σ 2
D

)

≥ rth, (14b)

Tr(HADWABHH
AD) = 0, (14c)

L
∑

l=1

Tr(HlBWkHH
lB)+ Tr(HCBWkHH

CB) = 0,

(14d)

Tr(WAB) = 1, (14e)

Tr(Wk) = 1, (14f)

rank(WAB) = 1, (14g)

rank(Wk) = 1. (14h)

Equations (14g) and (14h) were consequences of WAB =
wABwH

AB, and Wk = wkwH
k . We recall that the norm

operator |.|, were transformed using the relation, |Hx|2 =
Tr(HxxHHH). Furthermore, the SINR equation given in (5),

Algorithm 1 SCA Iterative Algorithm for Solving WAB
and Wk

1: Initialize W0
AB, W

0
k and R0

s such that the constraints
in (14) were satisfied.

2: m← 1.
3: repeat
4: Compute and update Wm

AB with (16).
5: Using updated Wm

AB, compute and update Wm
k

with (18).
6: Compute Rms as defined in (12).

7: ε =
∣

∣

∣

∣

Rms −Rm−1
s

Rms

∣

∣

∣

∣
.

8: m← m+ 1.
9: until ε ≤ 10−5 OR m ≥ mmax.

10: Output: WAB = Wm
AB and Wk = Wm

k .

with the interference nulling performed in (14d), and the
SINR of (11) were expanded to

γB = Tr
(

HABWABHH
AB

)

σ 2
B

.

γ̂E = Tr
(

HAEWABHH
AE

)

∑L
l=1 Tr

(

HlEWkHH
lE

)+ Tr
(

HCEWkHH
CE

)+ σ 2
E

.

We note that (14) is non-convex due to the non-convexity
of the objective function. However, it was solved by applying
successive convex approximation (SCA). The SCA allows
the problem to be broken into sub-optimal problems and
iterative algorithms developed to minimize the error of the
objective function given in (14a) at each iteration step. The
sub-problems and solutions arising from (14) were presented
as (15) and (17) and the iterative algorithm was summarized
in Algorithm 1.

First, we present the sub-problem from (14) that solves for
the beamforming weights parameter arising from the wireless
communication transmission in (15).

max
WAB

log2
(

1+ k̄1Tr
(

HABWABHH
AB

))

− log2
(

1+ k̄2Tr
(

HAEWABHH
AE

))

, (15a)

s.t. Tr
(

HADWABHH
AD

) = 0, (15b)

Tr(WAB) = 1, (15c)

rank(WAB) = 1, (15d)

where k̄1 = 1
σ 2
B
and

k̄2 = (∑L
l=1 Tr(HlEWkHH

lE)+ Tr(HCEWkHH
CE)+ σ 2

E)
−1.

Equation (15) is a semi-definite programming (SDP)
problem which was solved following the conventional
approach of neglecting the rank constraint in (15d).
Hence, by applying logarithm law, and rewriting the trace
matrix with [18, eq. (16)], the objective of (15) was
written as fractional objective. Thereby enabling the use of
Charnes-Cooper’s transformation of the problem to (16). Let
u = (1 + Tr(HH

AEHAEWAB))
−1, and U = uWAB, then (15)
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is equivalent to (16).

max
U,u

(

u+ Tr
(

k̄1HH
ABHABU

))

, (16a)

s.t.
(

u+ k̄1Tr
(

k̄2HH
AEHAEU

)) = 1, (16b)

Tr
(

k̄2HH
ADHADuU

) = 0, (16c)

Tr(U) = 1. (16d)

Equation (16) is convex and is easily solved with CVX [23].
We note that the rank constraint is dropped in (16) to allow
for an SDP solution. However, when the solution is obtained,
the rank constraint was enforced using a rank reduction tech-
nique like randomization or singular value decomposition
(SVD) if rank(WAB) �= 1.
Furthermore, the sub-problem in terms of Wk was

presented in (17). This problem solves the optimal weights of
the radar transmitter to increase the average secrecy capacity
of the setup demonstrated in Fig. 2.

max
Wk

log2
(

1+ γB
)− log2

(

1+ γ̂E
)

, (17a)

s.t. log2

(

1+
∑L

l=1 Tr
(

HlDWkHH
lD

)

σ 2
D

)

≥ rth, (17b)

L
∑

l=1

Tr
(

HlBWkHH
lB

)+ Tr
(

HCBWkHH
CB

) = 0, (17c)

Tr(Wk) = 1, (17d)

rank(Wk) = 1. (17e)

Equation (17) is an SDP problem. The transformation and
proof of the concavity of the objective function in (17) has
been relegated to the Appendix. The rank constraint was
resolved using the technique described under (16). Hence, a
convex equivalent of (17) was obtained and shown in (18).

max
Wk

log2

(

a− b

y1+ y2+ b+ σ 2
E

)

, (18a)

s.t. log2

(

1+
∑L

l=1 Tr
(

HlDWkHH
lD

)

σ 2
D

)

≥ rth, (18b)

L
∑

l=1

Tr
(

HlBWkHH
lB

)+ Tr
(

HCBWkHH
CB

) = 0, (18c)

Tr(Wk) = 1, (18d)

where a = 1+ γB, y1 =∑L
l=1 Tr(HlEWkHH

lE), y2 = Tr(HCE
WkHH

CE), b = Tr(HAEWABHH
AE). We note that (18) can be

solved with CVX [23].
In summary, the procedure to solve (14) follows

Algorithm 1. We note that mmax is the maximum number
of iterations. If the iterations terminate at the maximum
number, then convergence was not obtained and the solu-
tion to the problem fails. However, it was shown in Fig. 3
that Algorithm 1 always converges within a few numbers of
simulations.

FIGURE 3. Convergence of the sensing Algorithm 1.

FIGURE 4. Layer interaction of the autoencoder.

C. UNCOOPERATIVE SYSTEMS
When the radar and communications systems are uncoop-
erative, the channel impulse responses are unknown. Hence
relying on beamforming weights as an interference mitiga-
tion approach is insufficient. This is because nulling the
channels as carried out in (4b) and (7b) cannot be per-
formed without knowledge of the channel impulse response.
Therefore, to mitigate the cross interference of such radar
communication systems, we implement a filter technology
using autoencoder as shown in Fig. 4. Autoencoders use fea-
ture extraction to learn the variability of multi-dimensional
noisy data. The extraction is used to determine the noiseless
version of the input data [24]. The noisy data referred to
in this work include the desired signals, cross-interference
signals and AGWN.
The schematic of the autoencoder network deployed herein

was presented in Fig. 4. From Fig. 4, the input and output
data were represented as χ and χ ′ respectively, while ζ
gives the data exchanged between the encoder and decoder.
φ and � are the encoder and decoder activation functions
respectively. The activation function refers to the drivers
of a group of neurons classified as hidden layers of the
autoencoder. The encoder comprises 1000×800×300×100
hidden layers where the numbers refer to the number of
neurons. Similarly, the decoder comprises 300× 800× 1000
hidden layers. In artificial neural networks, there are no
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FIGURE 5. Data flow to the autoencoder.

standard methods to accurately predict the optimal number
of neurons and hidden layers required for a set of non-linear
problems [25]. However, in this paper, the number of neurons
and hidden layers used to construct the autoencoder were
obtained by a brute pruning method. The pruning method
allows for the evaluation of the weights after training a small
data set and eliminating neurons with little or no contribution
to the learning process.
Each hidden layer of the encoder and decoder were acti-

vated with a rectified linear unit (ReLU) function. The
neurons of the layers were also assigned a pair of weight and
bias to characterise the feature impact ascribed to the neuron.
The relation between the output of the autoencoder through
the hidden layers of the encoder and decoder sections is
given in (19) [24], [25].

χ ′ = �(

W′φ(Wχ + b)+ b′
)

. (19)

We note that {W,b} and {W′,b′} are the pair weights and
biases for the encoder and decoder parts of the autoencoder
respectively. The weights and biases were constantly updated
during the training phase to construct the network for feature
extraction of the test data.
The deployment of the autoencoder follows two distinct

phases - training and testing as depicted in Fig. 5. The train-
ing phase allows the network to configure and validate its
parameters (weights and biases) using known data. While the
testing phases accept unknown data and make predictions
based on the configurations obtained during training.
During the training, the network is configured to minimize

the reconstruction loss given as

L(

χ, χ ′
) = ||χ − χ ′||2,

where χ ′ = ψ(W′φ(Wχ +b)+b′), {W, b}, {W ′, b′} are the
pair weights and biases for the encoder and decoder parts
of the autoencoder. φ and ψ are the encoder and decoder
activation functions respectively.
The neural network is first trained and validated with

contextualized pilot data to extract features of the channel
response and noise impact. Each snapshot of data comprises
20,000 variations of a communication pilot signal and the
radar target reflections. The layers of the autoencoders are
activated using rectifier units. During the training phase,
10% of the training data was used for validation. When the
training phase is complete, the JCR signals are processed
with the trained autoencoder networks at the communication
and radar receivers. Since this neural network is domicile at
the receivers, an increased number of communication users
or radar targets does not affect its functionality.

TABLE 1. Parameter description of the JCR model.

FIGURE 6. PLS comparison with the optimal solution to (4).

IV. RESULTS AND DISCUSSIONS
The performance evaluation of the techniques discussed
herein was obtained via MATLAB simulations. The leg-
ends in Fig. 6 describe the number of radar antennas and
the rate under consideration. In Figs. 9 and 10, the leg-
ends describe the number of snapshots used in training the
network, whereas ‘CRB Null Space Projection’ and ‘CRB
(Original)’ presents the null space projection [9] and the
Cramer Rao lower bound [26] respectively given known
impulse response. The values of other simulation parameters
are given in Table 1.
In Fig. 6, the cooperative system analysis of the commu-

nication and radar systems developed in Section III-A was
presented. Recall that for a cooperative system, the chan-
nel information of the radar and communication systems
are shared, and thereby effectively considered in the beam-
forming designs. From (4b) and (7b), the cross interference
from both communication and radar systems was suppressed
with the choice of the beamforming weights. The effective-
ness of the beamforming designs alludes to the observation
in Fig. 6 that although the radar receivers are illegitimate
listeners of the communication signal, the average secrecy
rate was shown to be approximately the same as the rate of
the legitimate communication receiver. The rate of the legit-
imate communication receiver defines the upper bound to
the average secrecy rate. In addition, we note that when the
eavesdropper is not the radar receiver, thereby existing in an
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FIGURE 7. PLS comparison with the optimal solution to (13).

uncertain region, the average secrecy rate becomes smaller.
This is because the beamforming designs do not null the
external eavesdropper channel since it is unknown. However,
even in the external eavesdropper scenario, the secrecy rate
is positive and with an increasing number of transmission
antennas. The result was expected since the cohabiting sig-
nal continues to offer interference at receivers not classified
as legitimate. Additionally, from Fig. 6, it was observed that
while an increase in the number of communication trans-
mits antennas improves the performance of the systems in
terms of transmission rate and average secrecy rate, the num-
ber of radar antennas has little/no impact. This is because
the interference caused by the radar transmission was
effectively removed by the proper design of beamforming
weights.
Furthermore, we consider the PLS analysis of the commu-

nication/radar cohabiting system when PLS was considered
in the design of the transmitter and receiver parameters
as shown in Fig. 7. It is clear from Fig. 7 that when the
eavesdropper is not the radar receiving antenna, high PLS
was obtained. Such high PLS was closer to the maximum
rate when compared to the observations in Fig. 6. This
further supports the claim that exploring techniques to can-
cel the interfering signal arising from cohabitation leads to
higher PLS.
In addition, we consider the effect of designs of the trans-

mit wireless communication and radar beamforming designs
and showed the performance in Fig. 8. It is clear from the
figure that only the radar antenna parameters affect the recep-
tion rates. By increasing the number of antennas at the
radar receiver, the rates of the reflected signals increase.
However, changing the number of wireless communication
transmitter, do not cause a significant change in the reflected
radar rates as observed from both Fig. 8. Although the wire-
less communication transmission continues to interfere with
the radar-reflected signals, the designs of the beamforming
weights of the wireless communication ensure that the impact
of the interference is negligible.

FIGURE 8. Impact of the beamforming design on the radar receiver for NA = 30.

FIGURE 9. RMSE performance graph of test communication signals.

FIGURE 10. RMSE performance graph of test radar reflected signals.

Figures 9 and 10 illustrate the root mean square error
(RMSE) of the interference cancelled received signal of
the communication and radar signals respectively. For both
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figures, a higher signal-to-noise ratio (SNR) presents lower
decoding error (in terms of RMSE). By increasing the
number of snapshots taken to train the neural network, bet-
ter performance was observed in both cases respectively.
Specifically in Fig. 9, the RMSE values were compared to
the performance from the null projection from [9] and the
Cramer Rao bound (CRB). We note that the channel response
from [9] and CRB was known hence the lower RMSE. It
is significant to observe that although better performance
was observed with increasing snapshots, it is required that
to approach the lower bounds, large snapshots were needed.
While this is desired, it places a constraint on the physical
device used for training purposes.

V. CONCLUSION
In conclusion, we assert that when full of part chan-
nel information was readily available, beamforming design
mitigates the interference of radar and communication sig-
nals. However, under practical scenarios, where the channel
information is usually indeterminate, we investigated a neural
network-based approach to filtering interfering and noise sig-
nals from the JCR system. We showed that a sizeable chunk
of training data guaranteed better interference and noise can-
cellation when test data were deployed. This invariably leads
to efficient cohabitation of the communication and radar
systems. Therefore, the interference and noise cancellation
approach is applicable when it is infeasible to estimate the
channel properties of the JCR system as in real-time appli-
cations but where large historic contextualised training data
is available. In future, we recommend experimental trials of
the proposed interference and noise cancellation system.

APPENDIX
In this Appendix, we show that the objective function in (17)
is convex. For clarity, let

f (Wk) = log2
(

1+ γB
)− log2

(

1+ γ̂E
)

.

Recall that γB = Tr(HABWABHH
AB)

σ 2
B

and

γ̂E = Tr
(

HAEWABHH
AE

)

∑L
l=1 Tr

(

HlEWkHH
lE

)+ Tr
(

HCEWkHH
CE

)+ σ 2
E

.

Let (1 + γB) = a,
Tr(HAEWABHH

AE)

σ 2
E

= b. For simplification

without loss of generality, we assume that L = 1. This
assumption provides that a single object is reflecting the
radar signal to the receivers, i.e., only one radar target.
Therefore, by applying [18, eqs. (15)] and the distributive
property of matrices, we can write

Tr
(

HlEWkHH
lE

)+ Tr
(

HCEWkHH
CE

)

σ 2
E

= Tr
(

Wk
(

HH
lEHlE +HH

CEHCE
))

σ 2
E

Let A = HH
lEHlE +HH

CEHCE then we can write

f (Wk) = log2(a)− log2

(

1+ b

Tr(WkA)+ 1

)

= log2

( a(Tr(WkA)+ 1)

Tr(WkA)+ b+ 1

)

= log2

(aTr(WkA)+ a+ a(b+ 1)− a(b+ 1))

Tr(WkA)+ b+ 1

)

= log2

(

a− b

Tr(WkA)+ b+ 1

)

.

We note that f (Wk) = h(g(Wk)), where h(.) = log2(.) and
g(Wk) = (a− b

Tr(WkA)+b+1 ). From the definition, we observe
that h : R→ R and g : Rn→ R, we can apply the deduction
of scalar composition given in [27, eq. (3.10)] that states that
if h is concave and nondecreasing and g is concave, then f is
concave (Proof is available in [27]). Since h(.) = log2(.) is
concave and nondecreasing, we show that g(Wk) is concave.

In general, if the Hessian or second derivative of the func-
tion ∇2g(Wk) exists, then its concavity defined by [27] is
∇2g(Wk) � 0.

By expanding the second derivation of g(Wk), we have
that

∇2g(Wk) = −2b(AH)2

(1+ b+ Tr(WkA))3
.

We then show that ∇2g(Wk) � 0 by

vT∇2g(Wk)v = −vT2b(AH)2v
(1+ b+ Tr(WkA))3

,

= −2b

(1+ b+ Tr(WkA))3
vTAHAv,

= −2b

(1+ b+ Tr(WkA))3
|Av|2,

By applying Cauchy-Schwarz inequality,

vT∇2g(Wk)v = −2b

(1+ b+ Tr(WkA))3
‖A‖2|v|2 ≤ 0,

for all vectors, v. Since g(Wk) is concave and h(.) is concave
nondecreasing, it, therefore, follows that f (Wk) is concave.
This assertion also follows from [27, Example 3.13] that if
g(x) is concave and positive, then log g(x) is also concave.
While we have presented the concavity of g(Wk), we note
that it is required from (12) that the legitimately received
signals should be better than the eavesdropped, hence, g(Wk)

is always positive. As a consequence, the SNR of a ≥ 0,
b ≥ 0 and 1+ b+ Tr(WkA) ≥ 0.
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