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ABSTRACT The potential of Reconfigurable Intelligent Surfaces (RISs) for energy-efficient and
performance-boosted wireless communications is recently gaining remarkable research attention, moti-
vating their consideration for various 5-th Generation (5G) Advanced and beyond applications. In this
paper, we consider a Multiple-Input Multiple-Output (MIMO) Physical Layer Security (PLS) system with
multiple data streams including one legitimate passive RIS and one malicious passive RIS, with the former
being transparent to the multi-antenna eavesdropper and the latter’s presence being unknown at the legiti-
mate multi-antenna transceivers. We first present a novel threat model for the RIS-boosted eavesdropping
system and design a joint optimization framework for the eavesdropper’s receive combining matrix and the
reflection coefficients of the malicious RIS. Focusing next on the secrecy rate maximization problem, we
present an RIS-empowered PLS scheme that jointly designs the legitimate precoding matrix and number
of data streams, the Artificial Noise (AN) covariance matrix, the receive combining matrix, and the reflec-
tion coefficients of the legitimate RIS. The proposed optimization algorithms, whose convergence to at
least local optimum points is proved, are based on alternating maximization, minorization-maximization,
and manifold optimization, including semi-closed form expressions for the optimization variables. Our
extensive simulation results for two representative system setups reveal that, in the absence of a legiti-
mate RIS, transceiver spatial filtering and AN are incapable of offering non-zero secrecy rates, even for
malicious RISs with small numbers of elements. However, when an L-element legitimate RIS is deployed,
confidential communication can be safeguarded against eavesdropping systems possessing even more than
a SL-element malicious RIS.

INDEX TERMS Artificial noise, area of influence, MIMO, manifold optimization, physical layer security,
reconfigurable intelligent surface, secrecy rate, threat modeling.

I. INTRODUCTION
ECONFIGURABLE Intelligent Surfaces (RISs) have
been recently envisioned as a revolutionary means to
transform any passive wireless communication environment to
an active reconfigurable one [1], [2], [3], [4], [5], [6], offering
increased environmental intelligence for diverse communica-
tion objectives. An RIS is an artificial planar structure with

integrated electronic circuits [7] that can be programmed
to manipulate an incoming electromagnetic field in a wide
variety of functionalities [8], [9], [10]. Among the various
RIS-enabled objectives belongs the Physical Layer Security
(PLS) [11], which is considered as a companion technol-
ogy to conventional cryptography, targeting at significantly
enhancing the quality of secure communication in beyond 5-th
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Generation (5G) wireless networks. Recent theoretical com-
parisons between RISs and conventional relaying schemes
(such as decode-and-forward and amplify-and-forward), in
terms of the achievable average secrecy capacity, have wit-
nessed the increased potential of RIS-empowered legitimate
systems under eavesdropping attacks [12].

One of the very first recent studies on RIS-enabled PLS
systems is [13], which considered a legitimate Multiple-Input
Single-Output (MISO) broadcast system, multiple eavesdrop-
pers, and one RIS for various configurations of the reflection
coefficients of its discrete unit elements. In that work, aim-
ing at safeguarding legitimate communication, an Alternating
Optimization (AO) approach for designing the RIS phase con-
figuration matrix and the legitimate precoder was presented
together with a suboptimal scheme based on Zero Forcing (ZF)
precoding that nulls information leakage to the eavesdroppers.

Recently in [14], an RIS-assisted Multiple-Input Multiple-
Output (MIMO) PLS system was considered, where the
precoding matrix for fixed number of data streams, the
Artificial Noise (AN), and the RIS reflection configuration
of the legitimate side were jointly designed targeting the
secrecy rate maximization. The RIS-aided Gaussian MIMO
wiretap channel was also investigated in [15], assuming both
full and no knowledge of the eavesdropper’s Channel State
Information (CSI). Therein, the transmit covariance and the
RIS phase configuration matrices were jointly optimized in
order to further enhance the achievable secrecy rate. In [16],
the energy consumption problem under secrecy rate guar-
antees was investigated for the MISO RIS-aided wiretap
channel, assuming both perfect and statistical eavesdrop-
per’s CSI knowledge, revealing the RIS deployment benefits.
Aiming at minimizing the same performance metric, when
the eavesdropper’s CSI is unavailable, an RIS-based design
was proposed in [17], which was combined with a jamming
strategy to further enhance secrecy. Based on a statistical CSI
error model for the RIS-parameterized cascaded channel, the
power minimization problem for a system with multiple single-
antenna eavesdroppers was considered in [18], where AN was
utilized to boost the secrecy performance. Exploiting statisti-
cal CSI for a single-antenna eavesdropper, the ergodic secrecy
rate maximization problem was studied in [19]. The energy
efficiency maximization of a MISO system with multiple
legitimate Receivers (RX) and eavesdroppers, was examined
in [20] assuming CSI uncertainty at the transmitter with
respect to the unintended users. By imposing outage proba-
bilistic constraints via the considered imperfect CSI model,
it was shown that the proposed scheme achieves improved
energy efficiency when the RIS ignores CSI uncertainty. The
transmission of Confidential Bit Streams (CBSs) to the legit-
imate RX in the presence of a multi-antenna eavesdropper
with the help of an RIS was studied in [21], where it was
numerically shown that the secrecy rates can be even doubled
when using two CBSs compared to a single one.

On the other hand, any promising physical-layer technology,
like MIMO and RISs, can be maliciously deployed from the
eavesdropping side. A new type of attack, termed as RIS
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jamming attack, was investigated in [22], according to which
a passive RIS reflects jamming signals harming legitimate
communications. The presented simulation results exhibited
that the legitimate received signal can be downgraded up
to 99%, witnessing that an RIS can be effectively used by
the eavesdropping side for zero-power jamming. A malicious
RIS was also considered in [23] on the uplink, which was
designed to reflect pilot or data signals from legitimate users
intended for the legitimate Base Station (BS). Leveraging the
benefits of an RIS, a novel pilot contamination attack for
the eavesdropper who controls an RIS was proposed in [24].
As countermeasure, a sequential detection scheme from the
BS side, combined with a cooperative channel estimation
protocol, was presented to reduce information leakage and
enable secure transmissions.

All above recent studies corroborate that RISs are capa-
ble to offer increased safeguarding flexibility for legitimate
systems, but they can be also maliciously adopted by non-
legitimate systems for eavesdropping in a transparent and
energy efficient manner. In this paper, we consider a multi-
stream MIMO legitimate system operating in the vicinity
of a multi-antenna eavesdropping system, where each side
deploys a passive RIS which is transparent to the other
system. Differently from our recent work [25], where perfect
CSI was considered at both the legitimate and eavesdrop-
ping parts, we assume statistical CSI knowledge with respect
to the eavesdropping links at the legitimate system, while
partial CSI knowledge is available at the eavesdropping
system. Focusing first on the latter, we present a joint design
framework for the eavesdropper’s combining matrix and
the reflection coefficients of the malicious RIS. Then, by
formulating and solving a novel joint design problem for
the legitimate system, whose objective is the secrecy rate
maximization, we present an RIS-empowered PLS scheme
incorporating legitimate precoding and AN, receive com-
bining, and reflective beamforming from the legitimate RIS.
The proposed framework for the legitimate system explicitly
optimizes the number of data streams. Our extensive sim-
ulation results demonstrate that our RIS-empowered PLS
scheme can secure confidential communication even in the
presence of a malicious RIS with large numbers of elements.
The main contributions of this paper are summarized as
follows.

« We consider a new threat model according to which

the legitimate system is unaware of the existence of
a malicious RIS and the RIS-boosted eavesdropping
system ignores the presence of a legitimate RIS. Based
on this model, we design the receive combining matrix
of the multi-antenna eavesdropper and the reflection
coefficients of the malicious RIS.

o Focusing on the RIS-empowered MIMO legitimate
system, we present a novel joint design of the legit-
imate precoding matrix and number of data streams,
the AN covariance matrix, the receive combining
matrix, and the reflective beamforming from the
legitimate RIS.
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o The proposed design algorithms are mainly based
on alternating maximization, minorization-maximization
(MM), and Manifold Optimization (MO), including semi-
closed form expressions for the main optimization design
variables. We additionally prove the convergence of the
presented algorithms to at least locally optimal points.

« Considering two representative setups for the legitimate
RIS placement, we investigate the average number of
data streams per transmit power level and introduce the
Area of Influence (Aol) of the proposed PLS scheme,
which characterizes the achievable secrecy rate in a
given geographical area.

The remainder of the paper is organized as follows.
Section II describes the proposed threat model and the
received signal models, as well as the design of all considered
eavesdropping parameters. Section III includes the proposed
scheme for the optimization of the legitimate system. In
Section IV, extensive results for the secrecy performance of
the considered RIS-based system are provided and discussed.
Finally, Section V concludes the paper.

Notations: Vectors and matrices are denoted by bold-
face lowercase and boldface capital letters, respectively.
The transpose, conjugate, Hermitian transpose, inverse and
pseudo-inverse of A are denoted by AT, A* AP Al and
Af respectively, and |A| is the determinant of A, while I,
(n = 2) and 0,,x, are the n x n identity matrix and the
m X n zeros’ matrix, respectively. Tr(A) and ||A||r represent
A’s trace and Frobenius norm, respectively, while notation
A > 0 (A > 0) means that the square matrix A is Hermitian
positive definite (semi-definite). [A];; is the (i, j)-th element
of A, [a]; is a’s i-th element, and diag{a} denotes a square
diagonal matrix with a’s elements in its main diagonal, while
diag(A) denotes the vector obtained by the diagonal elements
of the square matrix A. © and ® stand for the Hadamard
and Kronecker products, respectively, while vec(A) indicates
the vector which is comprised by stacking the columns of A.
unit(a) means a has its elements normalized, while V,f and
ng denote, respectively, the Euclidean and the Riemannian
gradient vectors of a scalar function f along the direction indi-
cated by a. C represents the complex number set, j 2 /—1 is
the imaginary unit, |a| denotes the amplitude of the complex
scalar a and R (a) its real part. E[-] is the expectation operator.
x ~ CN(a, A) indicates a complex Gaussian random vector
with mean a and covariance matrix A. O(f(x)) represents the
Big-O notation for the function f(x).

Il. SYSTEM AND SIGNAL MODELS

The system model in Fig. 1 consists of an N-antenna legiti-
mate BS aiming to communicate with a legitimate RX having
M antennas. This downlink MIMO transmission is assumed
to be further empowered by a legitimate RIS with L reflect-
ing elements, which is placed either close to the BS or RX. In
the vicinity of the legitimate BS-RX link exists a K-antenna
(K > M) eavesdropper (Eve) whose overhearing is assisted
by an RIS having A reflecting elements.
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FIGURE 1. The considered RIS-empowered PLS communication system comprising
three multi-antenna nodes and two RISs, one serving the eavesdropper Eve and the
other the legitimate BS-RX communication. The BS is assumed unaware of the
existence of the malicious RIS, the same is assumed for Eve regarding the legitimate
RIS’s existence.

A. PROPOSED THREAT MODEL AND PLS OPERATION
We assume that the legitimate RIS is connected to the legit-
imate node via dedicated hardware and control signaling for
online reconfigurability [10]; the same holds between Eve
and the malicious RIS. The BS is assumed to know about the
existence of Eve and focuses on securing its confidential link
with RX; however, it is unaware of the presence of the mali-
cious RIS. The deployment of the legitimate RIS, to boost
the performance of the legitimate BS-RX communication
pair, is also assumed to be unknown to Eve. To investi-
gate the worst-case RIS-enabled eavesdropping scenario for
the legitimate system, we assume that the malicious RIS is
located close to Eve and in the line-of-sight (LOS) from the
legitimate BS. The former assumption facilitates the con-
trol of the malicious RIS by Eve, while being consistent
with the latest RIS placement guidelines for its maximum
expected performance [26], [27]. The latter assumption eases
Eve’s eavesdropping capability, since the channel between
the malicious RIS and the legitimate BS can be easier esti-
mated by Eve (e.g., by knowing the positions of the involved
nodes). It is, however, noted that the presented, in this paper,
RIS-empowered MIMO secrecy design is valid for any other
deployment scenario for the malicious RIS.

By deploying pilot-assisted CSI estimation [10], we
assume that the BS possesses perfectly the channel matri-
ces He CM*N H; e CI*N, and Hy € CM*L referring
to the wireless links from the BS to RX, BS to legitimate
RIS, and legitimate RIS to RX, respectively. For the chan-
nel matrix Hg € CK*V between the BS and Eve and the
matrix Gg € CX*L for the channel between the legitimate
RIS and Eve, we adopt the statistical CSI model of [28],
according to which the up to the second-order statistics of
the channels are available at the BS. Recall that the BS is
unaware of the existence of the malicious RIS, hence, it has
no knowledge of the channel G; € CA*VN between itself
and that RIS, neither of the malicious RIS to Eve channel
G, € CKXA_ On the other hand, Eve is assumed to per-
fectly possess G2 (e.g., via using any of the receiving RIS
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hardware architectures [29], [30] and pilot-assisted channel
estimation), while, capitalizing on the assumption that the
malicious RIS is located in the LOS from the BS, it can
partially estimate the channel matrix G;. We finally assume
that there is no actual channel between the malicious RIS
and RX; the extension of the optimization framework in this
paper to this more general case is straightforward and is left
for future investigation.

B. RECEIVED SIGNALS AND SECRECY RATE

To secure the confidentiality of the legitimate BS-RX link,
the BS applies AN [31] that is jointly designed with the
BS precoding scheme and the legitimate RIS phase config-
uration vector ¢ = [¢/% /%2 | %] ¢ CLX1) where
0¢ with £ = 1,2, ..., L denotes the phase shifting value at
the ¢-th RIS unit element. We represent by x € CV*! the
transmitted signal from the BS antennas, which is written
as X 2 Vs 4z, where V. € C¥*M is a linear precoding
matrix and s ~ CAN(0, In,) is the legitimate information
symbol vector comprised by Ny < min{M, N} independent
data streams, which is assumed independent from the AN
vector z € CN*1 having the covariance matrix Z £ E{zz).
In this paper, N; is considered an optimization variable,
which will be jointly designed with the rest of the free
parameters for the RIS-empowered legitimate link. The base-
band received signal vectors ygyx € CM*! and yg € CK*!
at the RX and Eve antenna elements, respectively, can be
mathematically expressed as

Yrx = (H+H®H;)(Vs + z) + ngx, (D
yg = (Hg + GE®H; + G2¥G)(Vs+2z) +ng, (2)

where ® £ diag{¢} € CL*L and ¥ £ diag{y} € CA*A
with ¥ 2 [e/81 e/82 | el ]T ¢ CA*X! denoting the
phase configuration of the malicious RIS in which &, with
k = 1,2,..., A, represents the phase shifting value at
the k-th RIS unit element. In the latter two expressions,
NRx ~ CN(OMXl, GZIM) and ng ~ CN(OKXl, 0’21[() stand
for the Additive White Gaussian Noise (AWGN) vectors,
which model the thermal noises at the receivers.

We assume the linear digital combining matrices U €
CMxNa and W e CK*Na at the RX and Eve, respectively,
which will be designed later on. This assumption consid-
ers that Eve knows the value N; of the independent data
streams used in the legitimate link, which actually serves as
an upper bound for Eve’s achievable rate. Using the latter
signal models, the achievable rates in bps/Hz at the legitimate
and eavesdropping links are given by

Rrx 2 log, ‘INd +utavviaTu

x (UH (UZIM n fIZﬁH)U)_l : 3)
RE 2 log, ‘INd + WHHEVVARD W
x (W” (ale + HpZH, )W)_1 ‘ )
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where H 2 H + H,®H;, and Hg 2 Hg +
Gg®H;| + GoV¥G. The secrecy rate is then obtained as
Rs £ max{0, Rrx — Re} [32].

C. DESIGN OF THE EAVESDROPPING

PARAMETERS W AND

We assume that Eve is unaware of the fact that BS transmits
the AN vector z, and jointly designs its combining matrix W
and the malicious RIS’s reflection vector ¥, profiting from
the perfect availability of G, and the partial knowledge of
G;. In particular, Eve leverages on the LOS placement of
the malicious RIS relative to the BS to compose the LOS
component of G| as G| £ glgg, where g, € C**! and g, €
CN*! represent the array response vectors at the BS and RIS,
respectively. Note that these steering vectors are composed
from the geometrical parameters of the involved channels,
namely the distances of the links and the azimuth/elevation
angles. To this end, it possesses the cascaded channel Hg £
G, WG and derives its baseband received signal yp € CKx!
via the following expression:!

Y& £ HgVs + ng. &)

Note that Eve is unaware of the BS precoding vector V
appearing in (5), hence, we assume it considers an omni-
directional precoder such that Tr(V¥V) = P, with P being
the BS transmit power. In addition, Eve is unaware of the
existence of the legitimate RIS, and thus it neglects the
reception of an explicit reflected signal via the channel
Gg. Following the latter considerations, the eavesdropping
system formulates the following joint design optimization
problem:

OPg : max Rg

W.¥
st [WI2 <1, [al=1Vk=1,2,... A,

where the rate Rg is given, using the definition C £
WHW, by:

Ri 2 log, |Iy, + o *WHHeVVZHL WC™!|,  (6)

and the constraint for W restricts any undesired amplifica-
tion of the thermal noise. To solve the latter problem, we
adopt AO, similar to the approach that will be described
in the following section for the optimization of the design
parameters for the legitimate RIS-empowered link. In par-
ticular, the linear combiner matrix W is solved similarly to
the linear combiner U of the legitimate design problem, as
will be presented in Section III-C. Then, for W considered
fixed and by replacing Hg, it can be shown that the rate
expression in (6) reduces to:

Ri 2 logy(1+6 g W/ GIWC™ WG, vy, ),

1. Note that (5) differs from the actual received signal expression (2) that
includes the AN and the impact of the legitimate RIS-empowered link. This
happens because Eve is assumed to be unaware of the existence of the AN
and legitimate RIS. Note that, to mitigate AN, high computational power
would be needed from the eavesdropper side [33], hence, Eve neglects it.
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where 672 £ a_ZgHVVHgZ Next, by defining D 2

d1ag{g1 }HGHWC 'w G2 diag{g,}, RE can be rewritten as
Rg = log, (140 zwﬁH Dvy), whose solution can be attained
by Riemanian MO, as will be presented in Section III-E,
after taking into account that the Euclidean gradient of

21
h(¥) £ —Rg(¥) is given as Vyh = mz%

lll. PROPOSED RIS-EMPOWERED MIMO

SECRECY DESIGN

According to our system model, the BS lacks knowl-
edge about the existence of any malicious RIS. Hence, its
believed baseband received signal §5 € CK*! at Eve is
expressed as:?

¥ 2 (Hg + Ge®H,)(Vs + z) + ng. )

Using the latter expression and assuming capacity-achieving
combining at Eve (which serves as Eve’s upper bound
performance), the BS formulates Eve’s instantaneous achiev-
able rate, using the definition ﬁE £ Hg + Gg®H,, as the
following function of V and Z:

N A ~H A ~ H -1
RE inst £ log, [Ix + HEVVHHE <021K + HEZHE)

In this paper, we consider the following secrecy rate
maximization problem for the joint design of the legitimate
BS linear precoding matrix V and the number of data streams
Ny, the AN covariance matrix Z, the linear combiner U at
the legitimate RX, and the phase configuration vector ¢ of
the legitimate RIS:

max
Ng,U,V,Z>0.¢

.. Tr(VHV) +Tr(Z) <P

OPL : Rs 2 Rrx — EHg,Gx |:7A2E,insti|

IUI% <1, 1 <Ny < min{M, N},
lpel =1VL=1,2,...,L

where P denotes the total transmit power budget and the
constraint for U excludes any undesired amplification of
the reception thermal noise. In this problem formulation,
En;.G:[ - ] represents the joint expectation over the channels
HE and Gg, indicating the assumed statistical CSI knowledge
that the BS possesses for the eavesdropping system (see
Section II-A). Since the objective function in OPy is difficult
to handle, we next derive an upper bound for Eve’s rate
expression.

Proposition 1: The ergodic achievable rate expression for
Eve is upper bounded by:

Eng,Gp I:,]AQE,inst] < 7%}1;" £ 10g2‘11v + U_ZQX‘

— logz‘IN + G_ZQZ’, )

2. Note that (7) differs from the actual received signal expression (2),
which includes the signal received at Eve via the malicious RIS; recall that
the legitimate system is unaware of its existence.
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where X 2 VV/ +Z and Q 2 E HEﬁE] = Qq, +
HY Qg ®H,, with Qy, 2 E[HIHg] € CV*V and
Qq; = E[GHGg] € CL*L,

Proof: See Appendix A. |

The resulting design problem for the legitimate system,
after substituting the bound in (9) into OPL’s objective,
is non-convex and can be solved via AO. To this end, we
perform exhaustive search over all min{M, N} possible values
for Ny to find the one maximizing the objective function. In
particular, for each feasible N; value, we transform it into
the more tractable form of [34, Lemma 4.1], and perform
AO over the involved variables, as described in the sequel.

Lemma 1: Suppose that M € C™" with M > 0 is
defined as:

H
M 2 (AHBC — In> (AHBC - I,,) +AMRA,  (10)
where A € C"™", B € C"™", C € C"", and R € C"™"™
with R > 0. Let also the scalar function® £(S, A) £ log|S| —
Tr(SM) + Tr(Iy) with S € C"™". The following maximum
values for f(S, A) hold:

logM™!| = maxf(S, A), (11)
S>0
log|l, + BC)R™'BC| = max f(S,A),  (12)
A, S>-0

where the optimal values of (11) and (12) are obtained with
the solution Sqp = Y

By introducing the auxiliary matrix variables Ay, S1 €
CNaxNa and defining the following Mean Squared Error
(MSE) matrix:

M, 2 (AFUMHY - Ty, ) (AfUMRV - INd>H

+AH (UH (0'21M + ﬁZﬁH>U>A1, (13)
the achievable rate Rrx in (3), when expressed in
nats/sec/Hz, can be equivalently rewritten as:

Rrx = Ng+ max (log|Si| — Tr(SiMy)). 14
A1,S1>0

To apply Lemma 1 for ﬁﬁb, again in nats/sec/Hz, we first

capitalize on the fact that Q > 0 (by deflmtlon) and, usmg

the notation Q*/2 2 (QV/%)H, we re-express RiP i’ and R

as follows:

RiP, = log|Iy + 0 2Q22Q', (15)

Ry, = log|Iy + 0 2Q2XQ'2|. (16)

Then, by expressing Z as Z = ZZH (e.g., via the eigenvalue

decomposition) and introducing the auxiliary matrix vari-
ables Ay € CKXN 'S, € CV*N and S3 € CK*X | the formula

3. The statement of Lemma 1 includes the natural logarithm log(-), hence,
the rates are expressed in nats/sec/Hz. The rate formulas in (3) and (4),
which are expressed in bits/sec/Hz, can be converted to nats/sec/Hz via
a multiplication by the factor log(2). Note, however, that the solution of
OPy, does not depend on this scaling factor.
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in (15) can be rewritten as:

R, =N+ max (loglSs| — Tr($aMa)),  (17)
’ Ar,So>0

with M being the following MSE matrix:

~ . H
M; 2 (AFQ7Z —1y) (AYQPZ ~ 1y)  + oA Aq.
(18)
Similarly, (16) can be re-expressed as the optimization:

—R¥, =N+ max(log|Ss| — Tr(S3M3)).  (19)
: N

where M3 £ Iy+o ~2Qf/2XQ'/?. Putting all above together,

the OPL, excluding the optimization over the number of

streams Ny, is recast to the following design problem:

: 5lb & Sub _ ub
OPLx : max Ry = Rrx +Rg| — R,

St Tr(vv”) 4 Tr(ZZH) <P, UR <1,
el =1V0=1,2,... L

where X £ {A;,S; >~ 0,U,V, Z.¢} with i € {1,2} and
Jj€{1,2,3}. OPLx is still non-convex, due to the coupled
variables, as well as the unit-modulus constraints. However,
it is easy to perceive that it is convex when treating each set
of variables separately (except ¢). Hence, it can be solved
by a block coordinate descent approach, as will be next
presented.

A. OP’S OPTIMIZATION WITH RESPECT TO Aq AND Ao
After some algebraic manipulations with (14) and (17), and
then setting their first order derivatives with respect to the
auxiliary variables Aj and A,, respectively, equal to zero,
the optimal values for A; and A, become:

Aop = (207U + UPR(VV + 77"
oy U>_1UHﬁV, (20)

~~H -1 ~
Asopt = (021N+QH/2ZZ Q‘/2) Q27. (1)

B. OP’S OPTIMIZATION WITH RESPECT TO S4, S»,
AND S5

By substituting A o5 and Aj op¢ into (14) and (17), respec-
tively, and invoking the matrix inversion lemma, the optimal
expressions for the auxiliary variables S and Sy in OPL x
are obtained as follows:

S1op = I, + VI U (o?UHU
-~ H ~ —1 -
+utazz"a" U) UPRV, (22)
~H ~
So.opt = Iy +02Z QZ. (23)

Finally, by using Lemma 1, the optimal S3 is obtained as
S3.0pt = M5 I
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C. OP_’S OPTIMIZATION WITH RESPECT TO U

The optimization variable U referring to the RX combining
matrix appears only in the Rrx expression in (14). It, hence,
suffices to obtain its Lagrangian function and then equate its
first-order derivative with zero. To this end, let « > O be the
Lagrange multiplier and the Lagrangian of U is given by:

Lop, U, 6) = = TrSM) - (Tr(UFU) —1). 24)

After replacing M in (24), using the definitions E £ oI+
avvia” + azz" A", F 2 A;8,AY, and J 2 AVS,AY,
and treating the terms irrelevant to U as constants, the fol-
lowing linear system is deduced: EUF+xU = J. The optimal
RX combining matrix U solving the latter problem is then
derived as:

Uopu(k) = (vee(Iy,)" @ ) (I, ® vee(U})),  (25)

where vec(Uy) = FT @ E + lclmvd)Jf vec(J). As clearly
observed from the latter expression and (25), U depends
on k. To ensure the complementary slackness condition [35]:

€ (Tr(Ulhy () Uop (7)) = 1) =0,
the optimal «, denoted by «*, can be computed using the
following Corollary.

Corollary 1: Let QEQH be the eigendecomposition of
FT ® E, ie., B is an MN; x MN,; diagonal matrix, whose
elements are the eigenvalues of FZ @ E, and Q € CMNaxMNa
contains their corresponding eigenvectors. The Lagrange
multiplier «* can be obtained from the solution of the equation:

(26)

v [o
Z % = Nd‘l, 27)
p=1 ([E]P,p + ")

where Q £ QH vec(J) vec(DFQ.

Proof: See Appendix B. |

It can be easily observed that the left-hand side of (27)
is monotonically decreasing for « > 0. Hence, «* can be
obtained using an one-dimensional search, e.g., the bisection
method. Once «* is computed, it can be replaced in the
expression for vec(Uy) to get the optimal Uopt(k*), as shown
in (25).

D. OP_’S OPTIMIZATION WITH RESPECT TO {V, Z}

For the optimization over the BS precoding matrix V and the
AN covariance matrix Z, it suffices to use the Lagrangian
function of the reformulated objective 7@?’ in OPLx and
set its first-order derivatives with respect to V and Z,
respectively, equal to zero, resulting in the expressions:

—1
Vi = (\y + Ry,) " Ry,
~ A —1
zh, = ()\IN n Rzl) R; .

where A > 0 is the Lagrange multiplier associated with the
transmit power constraint and

(28)
(29)

Ry, N K+(7—2Q1/253QH/2,RV2 £ ﬁHUAlsl, (30)
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R; 2 K+Q'24,$,A7Q"2 +072Q!28;Q", 31)

RZg = Ql/2A252, (32)
with K £ I:IHUAlslAHUHI:I Clearly, the optimum pair
(Vopt, Nopt) depends on A. Similar to the optimization with

respect to U using Corollary 1, by defining the eigende-
compositions Ry, £ PyAyP{ and R; = PZAinZI , the
optimum A can be obtained by solving the following equation
via a bisection algorithm:

v (o [w] [P2]
Z q.49 = 4.9 > — P, (33)
=\ (AVIag T2 ([Ag],, +2)

where Py £ P¥Ry,R¥ Py and P; £ Pg RizRg P;

E. OP.’S OPTIMIZATION WITH RESPECT TO ¢
The recasted version OPp x of the design problem OPp
when focusing only on the maximization with respect
to the legitimate RIS phase configuration, ie., OPL 4,
requires finding the vector ¢ optimizing the terms RRx,
fe1(9) £ R, and fia(p) = —RyP, given by (14), (15),
and (16), respectively. It is noted that the latter two terms
are more difficult to deal with, because they depend on ¢
through the matrix Ql/ 2. To overcome this, we devise an
MM-based approach which constructs a surrogate function
for each of these two terms. In the following, we first pro-
vide a more convenient equivalent representation for Rgrx,
and then, present the proposed MM framework for designing
the surrogate functions for fg; and fg2.
1) EQUIVALENT REPRESENTATION FOR RRrx(¢)
Starting with Rrx(¢) = —Tr(S1M;) with M; being an
MSE matrix, the following expression is deduced after some
algebraic manipulations:
Rex(#) = - Tr(@"(Df + DY - D))

— Tr(®(D; + D¢ — Ds))

. Tr(<1>HD2<1>(D3 + D4)) e, (G4
where the constant ¢ is defined as:

c1 2 = Tr(SIATUPHVVHUA, )
+ Tr(SlVHHHUAl) — o2 Tr<s1A’;’UHUA1)
- Tr(slA{fUHHZHHUAl)

v Tr(slA{* U”HV). (35)

In (34), we have used the cyclic property of the trace operator
and the following matrix definitions:

D; 2 H;VVP/HYUA,S,AYU"H,,

D, £ HYUA,S,AYU"H,,

D; 2 H;VVPHY, D42 H,ZHY,

Ds £ H, VS, AYU"H,,

Ds 2 H,ZH"UA S, AYU"H,.
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2) SURROGATE FUNCTION FOR fg 1(¢)
To obtain a surrogate function for fg1(¢), we ﬁrst note
that (15) can be re-expressed, after defining QHE = Iy +

A Qg Z, as follows:

-1

fE1(¢) = —log

~ ~H ~
(QHE +o 272" nt ot QGE<I>H1Z>

~—1 ~—1
= - log ’QHE - QHEFGE

~—1 -1 ~—1
X <O‘21L +F[éEQHEFGE) FgEQHE N

where Fgg = ZHH? ol Qgs and the second equality holds

by invoking the matrix inversion lemma. We proceed by
introducing the following Lemma [36], which results from
the first-order Taylor expansion of the scalar function log|-|.

Lemma 2: The function log|Y| for any matrix Y can be
upper-bounded as:

~ ~—1 ~
log|Y| < log|Y| +Tr<Y (Y—Y)), (36)
where Y is a given point and the equality is achieved when
Y=Y. ~ -
By introducing the matrix My(¢) = Qu, —
~ 1 ~—1 ~—1
QuFe; (0?1 +F¢ Q. Fey) 'FE Qg considering a fea-
sible point ¢ satisfying the unit-modulus constraints of OPp,
and applying Lemma 2, we obtain after some straightfor-
ward algebraic manipulations the lower bound fg(¢) >

gE,1(¢|<;5) + hy ((}), which includes the expressions:
~ ~ 1/~ [~—1
g1 (916) = Tr (M, () (QpyFor (oL
H &1 —lon a1
FGE QHEFGE) FGE QHE)) )
~ ~ ~ ~ 1/~ ~—1~
h(#) = —tog|Ma($) | - Tr (M (8) (Qugg Fese
H ~—1~ \N“l-H ~—1
x (021 + Fg, QuyFoe) Fe,Qm)) 37
with FGE 2 7"'ule Q”2
gE,1(¢|¢) is difficult to handle since ¢, which is encapsu-
lated in Fg;, appears in the inverse matrix factor. We, next,
approximate this function using the following Lemma.
Lemma 3: Let us define the scalar function f(X,Y) =

Tr(AXY 'X) with A € C"™*" being positive semi-definite,
Y € C"™ is positive definite, and X € C**™. Then, the

following inequality holds:
1 ~\H
(AXY (x-%) )

Y+
- Tr(AXY ( ) )

+Tr(A(X-X)¥ X",

However, the expression for

FX,Y) > Tr(Af(Y

(38)

where X and Y share the same properties with X and Y,
respectively. The equality is achieved at the point
X, Y)=X,Y).
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Proof: The function f(X,Y) = Tr(AXY " 'XH) for A = 0
and Y > 0 is jointly convex with respect to X and Y. Hence,
it can be lower bounded by its linear expansion around the
point (X,Y). |

By applying Leimma 3 using the substitutions A =
T ~— ~—1
M, (9). X = Qq,Fg;, and Y = oI, + F¢_Qu,.Fo; to
gE,1(@|9) in (37), we derive after some algebraic operations
the lower bound gg,1 ($|$) > Zk,1(#1¢)+11(¢), where using

oy A ~H ~—1
the definition Jg; 2 (021, + F, Qpy Fe) ™ F, Qny -
_ ~ ~ 1/~ ~ 1
g1 (916) = — (M, (6)J6:F, Qu, ForJE, )
~ 1 ~—1
+TT(M2 <¢>JGEFgEQHE>
~ 1\ 21
+ (M, (#)Quy FoedE, ).
- (= ~ 1/~ ~H o~
hl((b) = TT<M2 (¢)JGEFGEQHEFGEJIéE>
~—1/~\ ~—1~
~Te(V ' (9) Qe Fe I, )-

Putting all above together, we can conclude at the lower
bound fg,1 (@) > gE,1(P|@)+h1(¢)+h1(¢). Expanding matrix
Fgg which depends on ¢, and making use of trace’s cyclic
property, the following compact expression for gg 1(@|¢) is
deduced:

8E1 <¢|d~5) = — Tr(<I>HD7<I>D8) + Tr(¢HDgl>
+ Tr(®Do) + c2 (¢)

(39)

(40)
where we have used the following matrix definitions:

D7 £ QUIIEM, ' (9)J6.QfL

Dg £ HIZQI_{ Z H{’,
as well as c2(¢) 2 hi(¢) + hi(¢).

3) SURROGATE FUNCTION FOR fg 2(¢)

To design an approximate function for fg 2 (¢)
we first manipulate expression (16) as:

= —Ri> (@),

H/2

— 1/2
fe2@) = —log|ly + 02X QX "?|

- —log‘IN—f-o_zX 2

o1/2
x (Qug + H #7Qq, oH; )X

)

where the first equality follows from the fact that X > 0 (by
definition) and the second one by expandilr_llg Q. Then, by
L H/2 ~ ~ <12
setting M3 (@) = Iy+o2X"*(Qy, +H! &" Q¢ #H/)X"/
and applying Lemma 2, we obtain the lower bound fg > (¢p) >

gE2(19) + ha(¢) with
g2(419) = —0 7 Tr (@ Qq, @M X'
x My <¢>XH/2H{’>, (41)
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Algorithm 1 MO-Based Solution for Optimizing With
Respect to ¢
1: Input: A; with i € {1,2}, S; with j € {1,2,3}, U, V, Z,
€>0,0>0, u,ve(01), and ¢,.

2: Compute qp = — ,l;g(¢|¢0).

3 forn=1,2,.
The Armijo-Goldstein backtracking line search:

Find the smallest integer w > 0 such that
g(unit(¢n_1 +,0qun_1)|¢n_1) = (Ppilpp_1) =
poveI(Vg g (@b, 1)), ).
5: Compute step size 7,—1 = pv®.
6: Compute ¢, = ¢, + Tn-1q,-; and
¢,, = unit(¢,,).
7: Compute q,, and the Polak-Ribiere constant ¢,
according to (46) and (48), respectively.

& if [|Vy 28l <€
9: ¢* = ¢, and break;
10: end if

11: end for

12: Output: ¢*.

ha (qS) —

o 2T (M (¢)XH/ i

x <i>HQGE<i>H]5(”2) — log‘M3 (¢)‘ (42)

We ﬁnally use the definitions Dy =
1251 H/2py ~ ~
oHX My @XTPHY and @) 2 @) 1o
derive the followmg expressmn:
ge2(919) = —Tr(@ Qe @D10) +3(8).  43)

4) LOWER BOUND FOR 7%%3 AND SOLUTION FOR ¢

Putting together (34), (40), and (43), and invoking the matrix
identities from [37, Th. 1.11], OPL 4’s objective function
Rib(¢) can be lower bounded as follows:

RE@) = ¢(419) 2 Rex(®) + 261 (416) + 262 (41)

¢
3
- —(¢HT¢ + 2m{¢Hv*} + Zci(¢)>,
i=1
where we have used the matrix definitions:

T2D,0(D;+Dy)” +D; 0D} + Qg ©DY, (44)
v £ diag(D; + D¢ — Ds — Do). (45)

(1>

Optimizing with respect to ¢ is still hard to tackle, even when
using the bound g((bl(})), due to the non-convexity of the
unit-modulus constraint for all elements of ¢. We thus adopt
Riemannian MO [38] to solve it efficiently, by expressing the
set of its constraints as the Cartesian product of L complex
circles, also known as a Riemannian submanifold in CLX1,
In particular, we denote each complex circle as CC £ {¢y €
C:l¢p¢| = 1}, with £ = 1,2,...,L, and their product, that
represents our problem’s feasible set, as CCy = CC x CC X
- x CC.
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The algorithmic steps of the proposed MO approach
for solving with respect to ¢ are summarized in
Algorithm 1. At each n-th iterative step of this algorithm,
the step size t,—1 is first computed via the backtrack-
ing line-search procedure according to the Armijo-Goldstein
condition [38, Definition 4.2.2], and then, ¢, is obtained
by the retraction operator unit(-) [38, Sec. 4.1]. Next, the
conjugate gradient descent direction q,, is derived as:

4, = —Vig(d16,) + &1 Taoion(@1):

where ¢, represents the legitimate RIS phase configuration
vector at the n-th step, and T,,—1_., is defined for any vector
r as follows:

Tyoin(r) 21— m{r@ (¢Z)H} © b,

(46)

(47)

Specifically, T,—1-,(q,_;) represents the operation which
is used in order to map the vector q,_; from the tangent
space” Ty, to the tangent space Ty, of the CCy. In addition,
Zn—1 1is the Polak-Ribiere parameter, which is used to achieve
faster convergence and is given by

1 R H
- ||v§g(¢|¢n_1)u2m{(V"’g("""’”))

x (VRg(816,) — Tu1-n(VRe(916,21) ) ) | @48)

The Riemannian gradient in (46) and (48), which is the
orthogonal projection of the Euclidean gradient to the tangent
space Ty of the CCy, is given by

Cn—1

V5e(916) = Vpe(18) 2 ve(916) o (¢7) | 0 8.
)

The latter expression indicates that, to compute the
Riemannian gradient, it suffices to calculate the Euclidean
gradient of OPr 4’s lower bound g(¢|$) on ﬁlsb(gb), which
is given by Vgg(pl@) = 2(T¢ + v¥).

Based on the first-order condition for optimality, the
proposed algorithm terminates when the squared norm of
the gradient vector becomes very small.

F. PROPOSED SECRECY DESIGN ALGORITHM

The algorithmic steps of the proposed block coordinate
descent approach for solving OPr are summarized in
Algorithm 2. The convergence properties of the inner
iterative loop of this algorithm (i.e., for each number m <
min{M, N} of independent data streams) are characterized
by the following theorem.

Theorem 1: The Algorithm 2 for solving OPr, has a non-
decreasing trend and its output point (V) ZD UD gDy,
with  being the number of iterations for the inner loop
convergence, satisfies the Karush—-Kuhn-Tucker (KKT) con-
ditions of the problem Vm € {1, 2, ..., min{M, N}}.

Proof: The proof is delegated in Appendix C. |

4. The tangent space is defined as Ty 2 (u e CLx1 : diag(ug®) = 0}.
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Algorithm 2 Proposed Secrecy Design Solving OPL

I: InputA: (l)] =0, € > 0, as well as feasible V(O), Z(O), ¢(0),
and Rg ) as defined in OPy.

2: for m=1,2,..., min{M, N}

3: forp=1,2,...

4: Compute H=H, diag {¢,,(f_l)}H1.

S, Compute A with i € {1, 2} using (20)
and (21).

. Compute Sgp) using (22), ng) using (23),

6: ® _ (@) "
and S5 = (M; .

7. Compute U$ ) using the expression for vec(U}),
(25), and a bisection method.

8: Compute Vn(f) and Z(p) according to (28), (29),
and a bisection method.

o sz =27 (2")".

10: Obtain ¢(,,[,7) using Algorithm 1.

1 if ((7%2”) - 7%8"”)/7%5”)‘ < ¢, break:

12: end if

13: end for

Compute 7@5’7 ) for Ny = m streams using Un(f), V,,(‘f),

7P and ¢
15: end for

16: Choose Ny = m* with m* yielding the maximum rate.
17: Output: Uff;), Vn(f*), Z,(f;), and ¢(,f,.

The computational complexity of Algorithm 2 is analyzed
via inspection of its algorithmic steps, as follows. In step 4,
the product of three matrices with the middle one being
diagonal requires O(ML(N + 1)) computations. The cal-
culation of the auxiliary matrix variables in steps 5 and
6 is dominated by the inversion of the involved matrices,
resulting in O(max{N3, K>, N3}) computational complexity,
which deduces to O(N3) since N > K > Ny (the num-
ber of BS antennas is usually larger than those at Eve and
the RX terminals). In step 7, the worst case complexity is
(’)(M3N3), due to the matrix inversion operation and the
eigenvalues’ computation. For calculating V and Z in steps
8 and 9, the required computational cost is O(2N?). Note
that the computation of the optimal Lagrange multipliers via
the bisection method is negligible. In step 10, the proposed
MO in Algorithm 1 is used that requires O(IyioL!?) com-
plexity [39] with Iyvio denoting this algorithm’s convergence
iteration number. This cost mainly comes from the computa-
tion of the Euclidean gradient. Hence, the total complexity of
Algorithm 2 for solving the proposed secrecy design OPL is

Cop, = (’)(Imin{M, N) max{ML(N 0,

IN3, M3N3, IyoL' }) (50)

where the factor min{M, N} refers to the exhaustive search
for finding the optimum number of the transmitted data
streams (i.e., the outer loop of the algorithm).

1293



ALEXANDROPOULOS et al.: COUNTERACTING EAVESDROPPER ATTACKS THROUGH RISs

Y
= ‘=
Eve | RX R
Malicious RIS :
ood--d
gog o :
[ | |
I
I
¢
Legitimate RIS |
oog--Og|!
I:IEIEI I;II
L
I:IEIEI =0,
—Y !
BS F :
€« - — - - - - - - - - - - - - - = > z
w

FIGURE 2. The xy-plane of the simulated RIS-empowered MIMO PLS system in 3D.
Each node’s coordinates (x, y, h) include the distances x and y along the horizontal
and vertical axes, respectively, and the value h in the z-axis (i.e., node’s height). Each
node is placed on the perimeter of a rectangle with width w and length ¢.

IV. NUMERICAL RESULTS AND DISCUSSION

In this section, we investigate the secrecy rate performance
of the proposed PLS scheme, by numerically evaluating the
actual achievable rates of the legitimate and eavesdropping
links using expressions (3) for Rrx and (4) for Rg, respec-
tively, as well as Ry providing the secrecy rate. We have
adopted the proposed scheme in Section II-C for the RX
combining and the RIS reflective beamforming of the eaves-
dropping system. For the legitimate system, we have used
the proposed PLS scheme in Section III, which encom-
passes BS precoding and AN, RX combining, and legitimate
RIS reflective beamforming, as well as a special version
of it for the case where a legitimate RIS is not available.
For this special version, we have solved a similar problem
to OPL via Lemma 1 and block coordinate descent, by
removing the links involving the legitimate RIS and the
optimization over its relevant variable ¢. As a benchmark
scheme, we have considered the PLS design of [25] (termed
as “Perfect ECSI”), according to which the BS is assumed
to have perfect knowledge of the matrices Hg and Gg, and
Eve perfectly knows G via respective cooperation with the
legitimate BS.

In our simulations, all nodes were considered positioned
on a 3-Dimensional (3D) coordinate system, whose xy-plane
is illustrated in Fig. 2. As depicted, a rectangle of width w
and length ¢, with £ > w, is used for each node’s placement.
The coordinates of each node are given by the triad (x, y, h),
where x denotes the coordinate of the node on the x-axis, y
is the coordinate on the y-axis, and % represents the node’s
height (i.e., each point’s value on the z-axis, which is not
shown in Fig. 2). We have assumed that the BS, RX, Eve, the
malicious RIS RISy, and the legitimate RIS RIS, are located
at (0,0,10)m, (§,¢,1.5)m, (=%, ¢, 1.5)m, (—Vz", 5 X Sym,
and (%»YRISL, 5) m, respectively, with ygris; > 0 denoting
the position of the legitimate RIS on the y-axis. We have
also considered distance dependent pathloss between any two
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nodes i and j with distance d;; (where i and j take values from
the string set {BS, RX, E, RISj;, RIS; }), which was modeled
as PL; = PLo(d;j/do) %%, where PLy = —30 dB denotes the
pathloss at the reference distance 1 m and ¢;; is the pathloss
exponent. All wireless channels were modeled as flat Rician
faded (with Rician factor denoted by «) according to the
following expression:

Hz] — PLU ( / HLOS / HNLOS) , (5 1)

where HLOS and HNLOS represent the LOS and Non-LOS
(NLOS) channel components respectively. The former was
modeled via the response of a Uniform Planar Array (UPA).
In particular, the UPA response, when having A £ A, x Ay,
antenna elements (where A, and A; denote the number of
vertical and horizontal antennas, respectively), is given by
a0, ¢, Ay, Ap) 2 as,(0) ® ag, (0, ¢), with 6 and ¢ denot-
ing the inclination and azimuth angles of arrival (departure),
respectively, and a4, (-) and aua, (-, -) being the A,- and Ap-
element array steering vectors [40, egs. (2) and (3)], respec-
tively. Thus, H;% = a (8, ;. Ay, Ap)e? (6:, 0, Ay, Any).
following the convention that i refers to the transmitter and j
to the receiver. The NLOS component was modeled via the
Rayleigh distribution, specifically [HY-91,,, ~ CN(0, 1)
Vm, n. It is noted that the model in (51) was used to compute
the actual achievable rates using (3) and (4).

To model the statistical CSI availability for the channels
Hg and Gg involving Eve, we assume that both are defined
according to the model [28]: ¥ ~ CN'(M, £ ® E), or equiv-
alently Y = M + X!'2Y7 , E1/2T with Y,, € C"™" being
a complex Gaussian matrix with independent and identi-
cally distributed zero-mean and unit-variance entries, and
¥ € O™ and E € C™" being Hermitian matrices; clearly,
Y will be a m x n complex Gaussian matrix. For the matrices
¥ and =, we use the Kronecker separable correlation model
according to [28, eqs. (10) and (11)], which is suitable for

UPAs. To this end, by letting My, = /PLpsEg

the distribution of the channel Hg was modeled as (similarly
for Gg):

K41 He (52)

PL

E ~ CN<MHE7 YH @ BSEaT )
It can be easily shown using [41] that the Qg (simi-

larly Qgg), required in (44), is given by:
PLpsE =
Qu, = Mjj My, + — Tr(Zng) Efy, -
In the performance results that follow, two different setups
were investigated: i) Setup (a) that considers the placement
of the legitimate RIS close to the BS with yris;, = £/8,
N =8, and K = 4; and ii) Setup (b) where the legitimate
RIS is close to the RX and Eve with yris;, = 7¢/8, N = 16,
and K = 8. In both setups, we have set the width of the
rectangle as w = 15m and £ = 90m, the number of RX
antennas as M = 4, the pathloss exponents as g; = 5 for

(33)
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i =BS and j € {RX, E}, and ¢;; = 2 for all other links (the
RIS-involved links were considered to have shorter lengths
than those between the BS and each receiver; such cases rep-
resent effective deployments of RISs [26]), the Rician factor
as k = 13.2 dB (recent capacity analysis results indicated
that the benefits from RIS optimization are more pronounced
for low angular spread channels [26]; such conditions usu-
ally happen in channels with strong LOS components), the
noise variance at the RX and Eve as 02 = —105 dBm, and
the convergence threshold for both Algorithms 1 and 2 as
€ = 107 We have used 500 independent Monte Carlo
realizations for all performance curves in the following
figures.

A. ABSENCE OF A LEGITIMATE RIS AND EXISTENCE OF
ONE MALICIOUS RIS

We first consider the case where the legitimate system
does not include an RIS and targets at securing confiden-
tial transmissions with only BS precoding, AN, and RX
combining, via the solution of the aforementioned special
case of OPr. In Fig. 3, we depict the achievable rates
in bps/Hz at both RX and Eve as functions of the BS
transmit power P in dBm for both considered setups and
various values A for the elements of the malicious RIS.
It can be seen for both scenarios that all rates increase
with increasing P, while for P > 35 dBm, the achievable
rates at Eve saturate for any A value. The latter happens
because the AN is transmitted with larger power. This satu-
ration, combined with the larger RX rate values than those
at Eve for all considered A’s, indicates the desirable role
of AN in safeguarding legitimate communications. It is also
shown for both setups that Eve’s rate increases with increas-
ing A. More specifically, for P = [10, 35] dBm, the rates
at Eve for A = {100, 150,200} in Setup (a) are greater
than, or equal to, the achievable rate at RX, whereas in
Setup (b) this trend happens only for P = [10,30] dBm
and A = {150, 200}. The latter behavior implies that the
secrecy rate is zero, verifying the prominent role of the
malicious RIS, via the presented eavesdropping scheme in
Section II-C, in boosting Eve’s capability to correctly decode
legitimate information. As also depicted in the figure, when
the malicious RIS is absent, the achievable rates at Eve
are very low even for large P values, hence, eavesdrop-
ping becomes impossible. Clearly, when A is large and P
moderate to high, the proposed PLS scheme falls short in
safeguarding the legitimate link. The latter behavior hap-
pens due to the fact that BS is unaware of the presence
of the malicious RIS (which can have A > N unit ele-
ments [9]), and only possesses statistical knowledge of the
matrix Hg for the design of the parameters of the legitimate
link.

B. CO-EXISTENCE OF ONE LEGITIMATE AND ONE
MALICIOUS RISS

Considering the existence of an L-element legitimate RIS, we
compare in Fig. 4 the achievable rates between the proposed
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FIGURE 3. Achievable rates in bits/sec/Hz at the legitimate RX and the eavesdropper
Eve versus the transmit power P in dBm for both simulated PLS system setups,
without a legitimate RIS and different numbers A for the unit elements at the malicious
RIS. The legitimate system intends to d confidential communication with only
BS precoding and AN, as well as RX combining.

PLS scheme, using the presented threat model in Section II-A
relying on statistical ECSI knowledge at the BS, and the
Perfect ECSI scheme of [25]. As depicted in Fig. 4a for
the Perfect ECSI case and the considered values of the ele-
ments of the RISs (where A = 5L), the achievable rate for
Eve dominates over the one for RX for all P values, imply-
ing zero secrecy rates. For the statistical ECSI case, similar
to the trend in Fig. 3 for P > 35 dBm, it is shown that
the saturation effect in Eve’s curve remains; this behaviour
happens due to partial knowledge of G| from Eve and the
high power allocated to AN. However, when Eve knows
partially Gy, its achievable rate via the proposed eavesdrop-
ping design in Section II-C gets severely degraded, while the
RX rate with statistical ECSI and the proposed scheme in
Section IIT performs close to that with perfect ECSI knowl-
edge. This behavior results in increasing positive secrecy
rates with increasing P, verifying the safeguarding capability
of the proposed PLS scheme for the case of statistical ECSI
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FIGURE 4. Performance comparison between the proposed PLS scheme, relying on
statistical ECSI knowledge at the BS, and the Perfect ECSI scheme of [25]. In the
former scheme, the proposed threat model is used, according to which Eve knows
partially the channel between the BS and the malicious RIS, whereas for the latter
scheme, Eve knows perfectly all channels required for its rate computation, except the
one resulting from the legitimate RIS.

availability and non-cooperating eavesdropping. We further
investigate this trend in Fig. 4b, where we compare the
empirical Cumulative Distribution Functions (CDF) of the
achievable rate with both schemes, considering the transmit
power level P = 30 dBm and the Setup (a) with L = 20
and A = 100. As illustrated, the distribution of the rate
concerning the legitimate link is very similar for both ECSI
knowledge cases, indicating the effectiveness of our proposed
PLS functionality relying solely on reduced CSI. It is also
shown that there exists a large gap between the distribu-
tions of Eve’s rate for the two ECSI cases, which witnesses
the safequarding capability of our PLS scheme for the more
practical case where Eve does not cooperate with the BS to
be able to estimate the G channel. It is finally demonstrated
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FIGURE 5. Achievable secrecy rates in bits/sec/Hz versus the transmit power P in
dBm for both simulated PLS system setups, considering different numbers for L

and A. In contrast to Fig. 3, the legitimate system safeguards communication with BS
precoding and AN, RX combining, and RIS reflective beamforming.

in both Figs. 4a and 4b that, when there is no malicious
RIS deployed, the achievable rates at Eve are substantially
degraded.

In Fig. 5, the achievable secrecy rates for both ECSI
knowledge schemes are illustrated as functions of P, consid-
ering different values for L and A. As depicted in Fig. Sa for
L = A, all rates follow a non-decreasing trend for increasing
values of P. Similar to the trend observed in Fig. 4a, the
statistical knowledge of the eavesdropping channels Hg and
Gg at the BS, combined with the partial knowledge of G
available at Eve, leads to larger secrecy rates compared to
the case of Perfect ECSI, where both the BS and Eve pos-
sess all channels perfectly (except of those resulting from the
RIS being transparent to them). This witnesses the effective-
ness of the proposed scheme, which outperforms that of [25]
relying on ideal CSI knowledge. The ineffectiveness of the
Perfect ECSI scheme is more evident in Fig. 5b, where the
case of a malicious RIS with 500% more reflecting elements
than the legitimate one is considered. In this case, the secrecy
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FIGURE 6. The percentage of the average number of independent data streams
versus the transmit power P in dBm for the proposed RIS-empowered MIMO PLS
design, considering both simulated setups for different numbers L and A for the
reflecting elements of the legitimate and malicious RISs, respectively.

rates are almost zero for all P values. In the contrary, it is also
shown in this figure that, for the considered threat model and
the proposed PLS scheme with statistical ECSI, the achiev-
able secrecy rates are large enough to guarantee wireless
communication confidentiality for the multiple data streams,
even for a small ratio of L/A. Finally, in Fig. 5a, we have
included the achievable secrecy rates with the baseline PLS
scheme presented in [14], which jointly designs the linear
precoding matrix, the AN covariance matrix and the pas-
sive beamforming vector of the legitimate RIS. As shown,
this technique, that assumes perfect knowledge of the chan-
nel between the legitimate BS and Eve, is outperformed by
the Perfect ECSI scheme for both considered setups when
P is large. Similar to [25], this comparison trend between
the latter two schemes was observed in all investigated
cases.

The value of Ny referring to the number of the transmit-
ted data streams, as designed by the proposed PLS scheme,
for both considered setups is plotted versus P in Fig. 6 for
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FIGURE 7. Achievable secrecy rates in bits/sec/Hz versus the number L of reflecting
elements at the legitimate RIS for both simulated PLS system setups and ECSI
models, considering the transmit power P = 25 dBm and different numbers A for the
reflecting elements at the malicious RIS.

different numbers L and A for the elements of the legiti-
mate and malicious RISs, respectively. It can be observed
that, for low P values, the designed N, gets more frequently
its lowest possible values (i.e., Ny = 1 and 2). For instance,
when considering Setup (a) and P = 10 dBm, N; = 1 data
stream is selected 88.4% times more often than its other
three possible values. However, when P increases, larger
values for N, are obtained more frequently. It can be actu-
ally seen that the dominating selection frequencies for Ny
for all P values in both Figs. 6a and 6b exhibit a diagonal
pattern. This trend is in agreement with the secrecy water-
filling algorithm [42], which was designed for multi-stream
power allocation. Finally, it is demonstrated in the figures
that the distribution of the data streams differs between the
two considered setups, which apart from the different A
values differ in the number N of BS antenna elements.
The impact of the varying number L of the legitimate RIS’s
unit elements in the secrecy rate’s behavior at P = 25 dBm
is illustrated in Fig. 7. Evidently, for both considered setups
and A values, the secrecy rate exhibits a non-decreasing trend
with L. This behavior witnesses the secrecy benefits from
empowering a legitimate link with an RIS, when this operates
in the vicinity of an RIS-empowered eavesdropping system
for which the consideration of a malicious RIS is unknown
to the legitimate BS. It is noted that almost all investigated
L values in the figure are smaller than the considered A =
{100, 200}. In fact, even with a legitimate RIS equipped with
L < A/S elements, non-zero secrecy rates are achievable
with the proposed PLS scheme relying on the considered
statistical ECSI, while for the Perfect ECSI scheme, it should
hold L > A/2 for Setup (a) and L > 3A/10 for Setup (b).

C. AREA OF INFLUENCE OF THE PROPOSED
PLS SCHEME

For the specific placements of the nodes in the two simulated
setups, the previous figures demonstrated that the proposed
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FIGURE 8. Area of influence of the proposed RIS-empowered multi-stream MIMO
PLS scheme, when operating in the vicinity of an RIS-boosted eavesdropping system,
considering a square placement grid of size 11.25 x 33.75 m? for the legitimate RX
positions.

RIS-empowered multi-stream MIMO PLS scheme is capable
to safeguard legitimate communications even in the presence
of an eavesdropper assisted by a large malicious RIS. While
this behavior will be similar for various other setups, it is
interesting to investigate the secrecy performance distribu-
tion of the proposed scheme over a given geographical area.
This investigation will unveil the Aol of our scheme, which
refers to the identification of the area under which a given
secrecy rate threshold can be guaranteed. In Fig. 8, we con-
sider a simulation setup similar to Setup (a), where RISy, is
located at (% m, %m, 5Sm). As shown in Fig. 8a, we have
considered various possible positions for the legitimate RX
within the specified rectangular area, lying in the plane par-
allel to the xy one and intersecting the z-axis at the point
1.5 m. The width and length of this grid area were set equal
to 11.25 and 33.75 m, respectively. The distance between
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any two consecutive RX positions was selected to be 0.75 m
for the x-axis and 2.25 m for the y-axis, which leads to a
total number of 16 x 16 = 256 different points on the RX
placement grid. Moreover, the transmit power was fixed to
P = 25 dBm. For evaluating the Aol of our PLS scheme, we
have used the solutions of OPy, and OPg for each different
RX position, considering both the absence and presence of
the legitimate RIS.

We have observed that, when the legitimate RIS is absent,
the achievable secrecy rates are equal to zero in the sub-
grid close to the 100-element malicious RIS, covering the
whole area starting from the point 70.88 m on the y-axis
up to the top side of the grid. In addition, in the remaining
area, the secrecy rates increase gradually when the RX is
located closer to the BS, reaching the maximum value of
4.72 bits/sec/Hz at the bottom of the RX positions’ grid.
On the other hand, when a 20-element legitimate RIS is
deployed close to the bottom right corner of the grid and
optimized via the proposed scheme, the whole grid area
gets boosted in terms of secrecy rate, as demonstrated in
Fig. 8b. In the area where the RX is located close to
the malicious RIS (i.e., at the top left corner) and around
Eve’s position, the secrecy rate values remain still low,
but not as low as without the legitimate RIS. For those
RX positions, Eve has an eavesdropping advantage due to
the smaller distance between itself and the malicious RIS.
However, when the RX is placed closer to the legitimate RIS,
then a considerable secrecy rate improvement is observed.
Specifically, in the sub-grid around the bottom right corner,
which covers an area of about 7.5 x 13.5 = 101.25 m?2, the
achievable secrecy rate values are significantly improved,
creating an area of secrecy rate boosting. In particular, the
rates in this sub-grid reach at least the 62% of the max-
imum value 17.67 bps/Hz and at least the 200% of their
achievable values for the case where the legitimate RIS is
absent. Evidently, an RIS creates an Aol close to it, which
actually holds for both the legitimate and eavesdropping
sides.

V. CONCLUSION

In this paper, we proposed and studied an RIS-empowered
multi-stream MIMO PLS communication system, where
RISs were deployed from both the legitimate and the eaves-
dropping sides, while their presence was transparent between
the competitive systems. We focused on the case where the
malicious RIS is placed close to the eavesdropper, whereas
the legitimate RIS is located either close to the legitimate BS
or RX. A novel threat model for RIS-boosted eavesdropping
systems was proposed, for which we designed the eavesdrop-
per’s receive combining matrix and the reflection coefficients
of the malicious RIS. We presented an ergodic secrecy
rate maximization algorithm for the joint design of the BS
precoding matrix and number of data streams, the AN covari-
ance matrix, the RX combining matrix, and the RIS reflection
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coefficients for the legitimate system, proving also its conver-
gence to a stationary point and analyzing its computational
requirements. Our extensive performance evaluation results
showcased that the proposed RIS-empowered PLS scheme is
capable of safeguarding multi-stream MIMO communication
over RIS-boosted eavesdropping systems with much larger
RISs. We also quantified the geographical area of secrecy
rate boosting offered by the proposed scheme for an example
system setup, which was shown to be close to the legitimate
RIS, while depending on its relative size with respect to the
malicious RIS.

APPENDIX A
PROOF OF PROPOSITION 1
To derive an upper bound for EHE,GE[QEJHM] (we next
omit the indices in the expectations, implying averaging
over all involved random matrices), we use the following
lemma [43].

Lemma 4: Let Y > 0 be an n x n random matrix with
E[Y] = M,. Let also A, B > 0 be n x n constant matrices
with A — B > 0. Then, the following inequality holds:

E[log, /Iy + YA|] — E[log,|Iy + YB|]
<log,[Iy + MyA| — log, |Ly + M,B|.

Using the Sylvester’s determinant identity, 7A2E’inst can
be decomposed as REjnst = —RE,.inst + RE,,inst» Where
N ~AH A N
REl,in;} £ log,|Iy + 0 2HgHgZ| and R, st logy|Iy +
o “?HHgX|. It clearly holds that X — Z > 0, hence, the
assumptions of the latter lemma are s;l]tisﬁed. This deduces
to ]E[R%mst] < log,|Iy + o *E[Hg HE]X| — 1og2|15N +
<7’2]E[HE Hg]Z|. Then, unfolding the term E[HgHE]
according to the definition of Hg, yields the following
expression:

]E[ﬁgﬁE] = E[H{Hg | + E[HYGeoH, |

+E[H{ 0" Gl/H; | + E[H} 07 G/ GreH, |.

The second and third terms in the right-hand side of this
expression are equal to zero, since the direct channel Hg
and Gg, included in the RIS-parameterized cascaded chan-
nel, are independent. By using the matrix definitions in the
Proposition’s statement, the proof is complete.

APPENDIX B

PROOF OF COROLLARY 1

We first replace (25) and the expression for vec(U}) into

the following trace operator that appears in the constraint

for the RX combining matrix:
Tr(Ugn(K)Uopt(K)) (54)

=Tr( (T, @ vee(U;)") (Qu, ® ) (Iy, @ vee(U}))) (55

= Tr((QNd ® Iyr) (Iy, ® vee(Uy)) (INd ® vec(U;)H)) (56)
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= Tr((Qu, ® Tur) (T, ® vee(U}) vee(U;)") ) (57)
= TI‘(QN(I ® vec(U?) vec(U2)"” ) (58)
= Tr(Qw,) Tr(vec(u;) vec (U;)”) (59)
— Ny Tr((FT ®F + KIMN(,)_2 vee(J) vec(J)H>, (60)

where Qu, = vec(Iy,) vec(Iy,)”. In this derivation, we first
applied the mixed-product property (A ® B)(C ® D) =
(AC) ® (BD) in (55), followed by trace’s cyclic property
in (56). The mixed-product property was re-applied in (57),
the identity A®@ B = (A®I;)(I» ® B) was invoked in (58),
and the identity Tr(A ® B) = Tr(A) Tr(B) was used in (59).
Finally, (60) is deduced from the fact that Tr(Qu,) = Ny
and the replacement of vec(U}). By applying the eigenvalue
decomposition F' QE = QEQH (as in the Corollary’s
statement) in the Kronecker product inside the expression
for vec(Uy), it can be readily verified after some algebraic
manipulations that «* is derived as described in (27); the
proof is, thus, complete.

APPENDIX C

PROOF OF THEOREM 1

For each p-th iteration in the inner loop of Algorithm 2 and
for each feasible value of m for the number of independent
data streams, it holds that:

RO(UD. V. 7). 01

2 3
51b ®) ®)
— R ({Ai }i:f[sf }jzl,U;g),V(r,g’),zr(g),(,,n(f))
2 3
>1b +1) +1)
R! ({Af” },_ ,{s}” }'_ ,
i=1 j=1

oD ve+D Z o+, ¢n(‘f))
5(92) = (07"
_ 2 3
crp({ar ) s
; i=1 U j=1
geth yoth ze+h ¢@+1))
m ’ m > m >rm
51b 1 1 1 1
—R! (U},’;* ) VoD Z 0+ g+ )),

where the first and the last equality result from Lemma 1,
the first inequality follows from the algorithmic steps 4-8,
and the equality (as well as the inequalities) related to the
function g(-) hold by the MM approximation principle. Note
that the auxiliary matrix variables refer to the specific m-th
value of the outer loop. This proves the non-decreasing trend
of the algorithm.

To prove the satisfaction of the KKT conditions at [
iterations of the inner loop in Algorithm 2, we begin
by observing that Uﬁ,’l) satisfies the KKT conditions of
the maximization problem with the objective function
Cs(U,, VO, 2D 9Dy 2 _Te(8P"M(U,)) [34], where
Sgl) and Mg’) (Uy,) refer to the specific m-th value of the

IA
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outer loop, with the latter depending on U, and A(II). The
Lagrangian of this function is given similar to (24) by the
following expression (we henceforth omit the subscript m
for clarity):

L. (U’ v, 7D, ¢<1>) —C (U, v, 7D, ¢<I>>

- K(Tr<UHU> -1),

which evaluated at the point UY) and for the optimal
Lagrange multiplier yields

- ) g 4
VU/.ZCS(U,V Z0 ¢ )‘U:U”)

=Vl (U V0,20, D) = UD = 0y,

U=u®

Then, it can be easily shown for 7élsb(-)’s gradient that:

vuRP([A0) fs]_ uv. 240 )]
-

— VG, (U’ v, z0. ¢<I>)’

2

=1’ u=u®

u=u®’
which can be used for the following derivations:

2 3
51b ) ) O g 4O
VURs ({Ai }1:1’ {Sj }jzl’U’V L. ¢ )‘U:U(D

(@) 04} 09}

@ —Tr(s1 VoM, (U))‘U=U(”

@ MO W) vuM? U
2-n((MP©) vwPo)|
© 0]

© _vy 1og(M1 (U)’U=U(’)

@ )

= Vulog’Sl (U)‘UZUU)

21b O g 4
VORP(U VO, 20, ¢0)|

where (a) follows from the linearity of the gradient and trace
operators and by replacing the optimal expressions of SEI)
and A(II), (b) and (d) are due to Lemma 1, (¢) results from
the matrix differentiation identity d log det(X) = Tr(X~'dX),
and (e) yields from (22). In a similar manner, it can be veri-
fied that V¥ and Z? constitute a KKT point. Also, it holds
from [38, Th. 4.3.1] that Algorithm 1 converges to a point
where the gradient of g(¢|(;5) is zero. Finally, it holds by
the MM principle that V4R ()| bepD = Veg(919)] g
Following analogous steps to those for UD, it results
that ¢V satisfies the KKT conditions. This concludes the
proof.
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