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ABSTRACT This study analyzes the physical layer security (PLS) performance of a differential chaos
shift keying (DCSK) modulation-based Power Line Communication (PLC) system by exploiting the novel
Farlie-Gumbel-Morgenstern (FGM) Copula approach. A power line Wyner’s wiretap channel model is
investigated, where the main channel and the wiretap channel are assumed to be correlated and Log-
normally distributed. The Gamma approximation to the Log-normal distribution is employed to simplify
the computation. Concurrently, the PLC channel noise is modeled as a Bernoulli-Gaussian random process.
Utilizing a Copula based approach to model the dependence among the correlated PLC channels, the
PLS performance of the PLC system is evaluated in terms of the secure outage probability (SOP) and
the strictly positive secrecy capacity (SPSC). It is revealed through the asymptotic SOP analysis that the
secrecy diversity order depends on the shaping parameter (m,,,) of the main channel. We also propose
an algorithm to maximize the secrecy throughput under SOP constraints. Based on the insights from
this analysis, it has been seen that the SOP performance degrades when the value of the dependence
parameter (6) increases. Also, the secrecy throughput performance improves with a lower optimal threshold
value of the signal-to-noise ratio (SNR), y. Furthermore, some other insightful observations are presented
by studying the impact of different parameters such as spreading factor (8), impulsive noise occurrence
probability (p), transmitted power (Pr), and impulsive noise index (K).

INDEX TERMS Power line communication, physical layer security, secure outage probability, strictly
positive secrecy capacity, log-normal distribution, Bernoulli-Gaussian random process, secrecy throughput.

. INTRODUCTION

VER the past years, the fourth industrial revolution,

also named Industry 4.0, has amalgamated modern
information and communication technologies (ICTs) to
design a complete, efficient, reliable, robust, optimized,
and smart industrial system. Industry 4.0 mainly con-
sists of cyber-physical systems and the Internet of Things
(IoT) [1], where multiple devices, machines, vehicles, and
buildings connect to each other via the integration of var-
ious ICTs. In Industry 4.0, ICTs are required to offer
a very good quality-of-service (QoS) for the last mile
access (“to the home”) and the last inch access (“in the
home”) [2]. QoS covers various key performance indi-
cators (KPIs) such as better network connectivity, high
data rates, low latency, high network coverage, low main-
tenance and installation cost, cybersecurity, etc. In this

context, Power Line Communication (PLC) is a suit-
able contender for fulfilling the above mentioned KPIs in
Industry 4.0. PLC is a wireline technology that allows an
exchange of digital data over the existing electric wires
or power distribution networks. The notable advantage
of PLC lies in its use of the existing ubiquitous wired
infrastructure of the power grid, making it a low-cost tech-
nology and offering high network coverage. High data rates
can be supported by PLC as demonstrated in HomePlug
Powerline Alliance (HomePlug) and IEEE P1901 stan-
dards for home networking [3]. Moreover, PLC can play a
considerable role in IoT applications including smart build-
ings, smart vehicles, smart grids, and smart industries [3].
Consequently, due to its appealing characteristics PLC tech-
nologies play a significant role in Industry 4.0 and IoT
networks.
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The security of data has always been a salient aspect of
telecommunication systems. Serving an impenetrable secu-
rity is considered an essential part of the QoS index.
Specifically, in Industry 4.0 and IoT networks, various
devices and machines interconnect through a broadcast com-
munication network. Therefore, accessing a broadcast com-
munication network becomes easy for an intruder. Primarily,
data security have been provided by cryptographic techniques
and key management mechanisms. In IoT devices, vari-
ous authentication schemes are being introduced. Recently,
software-defined networking authentication schemes have
been proposed to protect data in IoT devices [4]. However,
due to advancements in computer technology, these crypto-
graphic techniques and key management mechanisms cannot
provide unbreakable network security [5].

Recently, the physical layer security (PLS) (also known as
information-theoretic security), where the randomness of the
communication channels is exploited in the physical layer
to prevent data leakage, is a complimentary method that
can strengthen digital data security [6]. Initially, the con-
cept of the information-theoretic approach was proposed by
Shannon in terms of perfect secrecy [7], then it was carried
on by Wyner [8], and after that by Csiszar and Korner [9],
who confirmed the information security by using channel
codes in a wiretap scenario. A comprehensive study of
PLS in random wireless cellular networks has been illus-
trated in [10], where the key security issues of full-duplex
transceivers and multi-tier heterogeneous networks are stud-
ied. In [11], the authors modeled multi-antenna transmission
techniques for achieving better secure connectivity in random
wireless networks over Rayleigh fading channels. Secure
communication in stochastic wireless networks was investi-
gated in [12], where the intrinsically secure communication
graph method is studied for a large-scale network to estab-
lish secure communication in the presence of eavesdroppers.
In [13], the PLS performance of stochastic wireless networks
was investigated, where maximum secrecy capacity in an
intrinsically secure communication graph is characterized
by collusion of eavesdroppers. The authors of [14] analyzed
the PLS performance of multi-antenna small-cell networks,
where the artificial noise method was adopted to enhance
the secrecy performance of the cellular network. Recently,
in [15], the PLS performance of free space optical com-
munications was investigated over Malaga channels, where
different eavesdropping scenarios are presented.

Similar to wireless communication channels, PLC chan-
nels are natively broadcast and multipath in nature due to
the presence of several branches and impedance mismatches,
which cause numerous reflections of the transmitted sig-
nal [16], [17], [18], [19], [20]. As a result, the channels are
shared by all network users and information tapping becomes
more prone to eavesdroppers. Therefore, in this case, secrecy
becomes an essential issue in maintaining information confi-
dentiality between the legitimate transmitters and receivers.
Hence, providing an adequate security is always an impor-
tant concern in PLC systems. In [18] and [19], the authors
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have analyzed and compared the PLS performance of a
single-input single-output (SISO) PLC system and a wire-
less system. It was found that the secrecy rate is lower
in PLC systems than in wireless communication systems.
In [20], the PLS of a multi-input multi-output (MIMO)
PLC system has been evaluated. Here, it was established
that MIMO PLC is more secure than SISO PLC systems.
The secrecy performance of a cooperative PLC system
was investigated over correlated Log-normal communication
channels in the presence of a passive eavesdropper in [21].
Similarly, the authors of [22] analyzed the PLS performance
of PLC systems in terms of average secrecy capacity (ASC),
secure outage probability (SOP), and strictly positive secrecy
capacity (SPSC) for independent and correlated channels.

In order to improve the security of communication
systems, researchers have also explored different secure mod-
ulation schemes. Chaos-based modulation techniques have
been widely studied for their impactful advantages over other
traditional modulation schemes [23], [24], [25]. Chaotic sig-
nals are easier to generate, non-periodic, wide-band, and
possess good auto/cross-correlation properties. Furthermore,
chaotic modulation schemes provide robustness to multipath
fading environments [26], jamming resistance along with
a low probability of interception (LPI) [27], and secure
communications [28]. Among chaos-based schemes, coher-
ent chaos shift keying (CSK) and non-coherent differential
CSK (DCSK) are popular schemes that have been broadly
researched in recent years due to the advantages mentioned
above. In the literature, the first study of chaos-based modu-
lation schemes was reported in [29], where permutation-
based DCSK and multiple-access DCSK systems were
analyzed to enhance data security. In [30], [31], [32], the
authors have used the concept of eigen beamforming, space-
time coding, and multi-carrier to enhance security of CSK
and DCSK schemes. In [28], the anti-synchronization CSK
(ACSK) scheme was realized and analyzed using the gen-
eralized Lorenz system’s anti-synchronization properties.
Moreover, it was shown that the resulting ACSK communi-
cation scheme has the potential of providing a high degree
of security with a low receiver complexity. Furthermore, the
PLS performance of CSK and DCSK were evaluated over
additive white Gaussian noise and Rayleigh fading channels
in [33]. Moreover, generalized correlation delay shift keying
(GCDSK) is proposed in [34], where the authors compared
the BER performance of the GCDSK with the CDSK scheme
and DCSK scheme.

In the past few years, PLC systems have been
designed considering many traditional modulation schemes.
Meanwhile, the DCSK modulation scheme has been intro-
duced in PLC systems for its robustness. In [25], the
performance of DCSK systems over the multipath power
line channel model was investigated in the presence of
background, impulsive, and phase noise, where the authors
concluded that the DCSK schemes perform better than
direct sequence differential phase shift keying (DS-DPSK)
and the direct sequence code division multiple access
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(DS-CDMA) schemes. Similarly, the authors of [35] ana-
lyzed the performance of M-ary DCSK (M-DCSK) with
background, impulsive, and phase noises, over narrow-
band PLC, where it was shown that M-DCSK outperforms
direct sequence M-ary differential phase-shift keying (DS-
MDPSK). Further, the authors of [35] extended their work
in [36] where the replica piecewise (RP)-MDCSK system
was designed and studied for PLC with asynchronous
impulsive noise. Moreover, the authors demonstrated that
RP-MDCSK has a significantly lower bit error rate (BER)
than DCSK and DS-MDPSK.

Copulas are novel mathematical functions that provide an
easy, flexible, and alternate approach to model correlated
multivariate distribution functions in terms of their marginal
distributions and mutual dependencies. Copulas have been
utilized in statistics, economics, survival analysis, image
processing, machine learning, and a wide range of engi-
neering applications [37], [38]. Recently, Copula theory has
been explored by researchers in the field of communication
channel modeling [39]. Copula-based approaches offer excel-
lent flexibility in mathematical modeling and simplification
in computational load compared to the non-Copula-based
approaches [40]. In [41], the authors utilized the Copula
method to obtain the capacity of a correlated ergodic MIMO
channel over Nakagami-m fading, where three types of
Copulas were used, i.e., normal, Clayton, and ¢ Copula
for channel parameter estimation. In [39], the authors com-
puted a closed-form expression for the outage probability
under cross-correlated Weibull fading using selection com-
bining reception technique by exploiting the survival-Gumbel
Copula approach. Similarly, the authors in [42] computed
the average symbol error rate and average BER for PLC
systems using a quadrature phase shift keying (QPSK)
modulation scheme over Nakagami-m distributed additive
background noise, wherein the Copula approach was used to
analyze dependence among decision variables. Furthermore,
the authors in [43] utilized the Farlie-Gumbel-Morgenstern
(FGM) Copula method to establish the closed-form expres-
sions for the outage probability and coverage region over
correlated Rayleigh fading multiple access channels. In [44],
the authors analyzed the PLS performance of a correlated
Rayleigh distributed wiretap fading channel, where closed-
form expressions for the ASC, SOP, and secrecy coverage
region (SCR) were derived using the FGM Copula approach.

Motivation: It is important to develop robust, reliable, and
trustworthy PLC communication networks for Industry 4.0
and IoT applications. Since PLC technology is broadcast
in nature, it becomes crucial to analyze the security of
PLC systems for reliable deployment in Industry 4.0 and
IoT networks. Contrary to the aforementioned research
works [18], [19], [20], [21], [22], where the investiga-
tion of the PLS performance of PLC systems is limited
to the use of traditional modulation schemes and conven-
tional statistical methods; in this work, we propose a DCSK
modulation scheme to investigate the secrecy performance
of PLC systems. Furthermore, the correlation between the
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main PLC channel and the eavesdropper PLC channel is
mathematical modeled by exploiting a novel FGM Copula
approach. Different from [27], [28], and [32], where it is
demonstrated that chaos-based modulation schemes have the
ability to provide secure communications against the eaves-
dropper in wireless communication scenarios; in this work,
we employ DCSK modulation in PLC scenarios to analyze
the secrecy performance of PLC systems. In contrast to [25],
[35], [36], where DCSK modulation was utilized to improve
the BER performance of PLC system; in this research, DCSK
modulation is utilized to enhance the secrecy performance of
PLC systems. Further, contrary to [39], [41], [42], [43], [44],
we analyze the PLS performance of a DCSK-based PLC
system for correlated Log-normally distributed channels cor-
rupted by additive Bernoulli-Gaussian noise, where the FGM
Copula-based approach facilitates the mathematical modeling
of PLS performance metrics. We utilize Copula-based meth-
ods as they have been empirically proven to provide an easy
mathematical modeling and help reduce the computation of
jointly distributed multivariate functions [39], [40]. Thus,
motivated by the aforementioned works in the literature, we
perform the secrecy analysis of a DCSK-based PLC system
by exploiting FGM Copula approach.

Contributions: In this work, we investigate the PLS
performance of a DCSK-based PLC system by utilizing a
novel FGM Copula approach, where a power line Wyners
wiretap channel model is analyzed to compute the secrecy
between the main channel and the wiretap channel. Both
PLC channels are considered to be Log-normally distributed
and correlated, and the Bernoulli-Gaussian model character-
izes the PLC channel noise. Further, the PLS performance is
numerically expressed in terms of SOP and SPSC. To obtain
useful insight into the PLC system, the asymptotic SOP anal-
ysis is conducted. Furthermore, an algorithm is presented to
maximize the secrecy throughput under SOP constraints.

To the best of our knowledge, no previous works have
considered Copula theory to investigate the PLS performance
of DCSK-based PLC systems. The main contributions of this
work are summarized as follows:

o We propose combining the DCSK modulation scheme
and FGM Copula approach to investigate the PLS
performance of the considered PLC system. The DCSK
modulation scheme is utilized to enhance the secu-
rity of the considered system. Moreover, the FGM
Copula approach eases the numerical analysis and
shows statistical dependence between the correlated
PLC channels.

o To get deep insights into the SOP analysis, the asymp-
totic behavior of the SOP is investigated, where useful
insights, such as diversity order and coding gain of
the considered PLC system are revealed. It is shown
that the secrecy diversity order depends on the shaping
parameter (i,,,) of the main channel.

o In order to comprehensively investigate the secrecy
performance, we formulate an optimization problem
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FIGURE 1. Wiretap power line channel system model.

to maximize the secrecy throughput under SOP
constraints. We also propose an algorithm to obtain
the optimal threshold value of the signal-to-noise ratio
(SNR) for SOP.

« We present a comprehensive investigation of the effect
of different parameters, such as the spreading factor
(B), transmitted power (Pr), impulsive noise occur-
rence probability (p), and dependence parameter (6)
on the PLS performance metrics of the considered PLC
system. We also compare the SOP performance of the
proposed system with GCDSK, DS-DPSK, and CDMA.
It is found that the proposed system performs better than
GCDSK and CDMA for certain values of S.

Organization of the Paper: The rest of the paper is
arranged as follows: Section II presents the considered PLC
system model, where the DCSK system, received power,
PLC channel and noise models, and the characterization of
the instantaneous SNR are described. After reviewing Copula
theory, the detailed secrecy analysis of the proposed PLC
system in terms of SOP and SPSC is presented in Section III.
Further, the asymptotic analysis of the SOP is conducted. We
also carry out the secrecy throughput optimization analysis
in Section III. In Section IV, we demonstrate and discuss the
numerical results, while conclusions are drawn in Section V.

Notations: E[-] denotes the expectation operator, N (0, 02)
indicates Gaussian distribution with zero mean and vari-
ance o2, I'(-) is the Gamma function, Ty(-,-) and
I'y(-,-) represent the lower and upper incomplete Gamma
functions, respectively, and ,F,(-;-;-) is the generalized
Hypergeometric function.

Il. SYSTEM MODEL

Let us consider a discrete memoryless PLC wiretap chan-
nel model illustrated in Fig. 1, where Alice (A) transmits a
message to an authorized receiver Bob (M) over the main
channel. At the same time, a passive eavesdropper (E) wants
to listen and attempts to decode the message of A via a
wiretap power line channel.

A. DCSK MODULATION

DCSK modulation was recently proposed for PLC systems
in [25]. In this modulation, a chaos signal is generated by
the chaos generator using a chaotic map. Each signal period
is divided into two parts: the first part is assigned to the
reference samples and the second part is assigned to the data
samples. If the data samples are the same as the reference
samples, bit 1 is transmitted, whereas if the data samples
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are inverted versions of the reference samples, a bit 0 is
transmitted. Here, the modulated bits are denoted by b; €
{+1, —1}. Let B denote the spreading factor. For the i
bit interval, the modulated output of the DCSK transmitter
represented by Z, is given as

1<I<B,

_ s
"{bm_ﬂ, B<1<2B,

where s; indicates the chaotic signal used as reference sam-
ples and s;_g is the delayed version of it. Based on the
Gaussian approximation, for large values of 8, following
assumption can be made [45]

ey

]E[s,%, iyt Siz,ﬁ]
~E[2 2 2 ~ 2
~ E[Si+l,l+/3 it t Si+ﬁ,2ﬂ] ~ Z,BEI:SI:I' @)

B. RECEIVED POWER
The received signals at M and E are given by

Tk = Ok/Pr Ly + g, k € (M, E}, 3)

where 8, = e @ta/)4 characterizes the attenuation of
a power line link and ag, a;, and ¢ are the attenuation
parameters at a frequency f and path length d. hys and hg are
the correlated complex channel gains of the main channel and
wiretap channel, respectively, which are assumed to undergo
flat fading. This is a valid assumption as the considered PLC
network has a small number of branches with short lengths
(0-300 m), and therefore the signal bandwidth is less than
the channel’s coherence bandwidth. Consequently, the PLC
channels experience flat fading [46], [47]. In Eq. (3), ny
and ng represent the channel noise on the main channel and
eavesdropper channel, respectively, and Z; denotes the single
carrier DCSK modulated symbol transmitted by A.

C. PLC CHANNEL MODEL

For the considered PLC system, we assume that both the
main and wiretap channels are Log-normally distributed. The
probability density function (PDF) of the PLC channel gain
is expressed

Fhil; g, ox) =

(_(1n|hk| - Mk)2>
),

hly/ 27 o 20y

h, >0,k e {M,E} @

where puy and ak2 are the mean and variance of the random
variable (RV) In|hg|, respectively. Moreover, the channel
state information (CSI) of the main and wiretap channels
are assumed to be known. In our scenario, it is observed
that carrying out the whole analysis with the Log-normal
distribution in (4) is quite intractable to obtain the closed-
form solution for the double integral expressions. Therefore,
we utilize the Gamma approximation of the Log-normal
distribution [48, eq. (3)]

1 (%)mhkhmhk_l exp<_mLhk). 5)
F(mhk) Qp, Qp,
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In (5), the parameters my, and €2, hold the following
relations with oy and pg:
mp, + 1

and €, = et e
hie

My, = —

%k — 1
where k € {M, E}, my, denotes the shaping parameter, and
2, is the mean power.

D. NOISE MODELING

PLC channels generally yield a mixture of background noise
and impulsive noise [49], [50]. Background noise occurs
due to the addition of all low power noise sources, which
can cause disturbance in frequency. Impulsive noise is due
to switching transients, which occur all over a power sup-
ply network at irregular intervals [51]. The additive noise
in a PLC system is usually modeled by the Bernoulli-
Gaussian random process [50]. Hence, the total noise can
be described by

ne =G, +1I, kei{M, E}
I, = PgGl,, ke{M, E}

ng’

(6a)
(6b)

where G, and G, are Gaussian RVs corresponding to the
background noise and impulsive noise component of the
Bernoulli-Gaussian PLC noise having zero mean and vari-
ances ot% and 012, respectively. I, denotes the impulsive
noise, where the Bernoulli RV (Pg) denotes the arrival of
impulsive noise component of the PLC noise with the ran-
dom amplitude of G;,’k. Here, G;,k, GZk, and Pp are assumed
to be mutually independent.

Thus, the PDF of the PLC channel noise on the main
channel (A to M) and the eavesdropper channel (A to E) is
given by [52]

2
o) =" piN(0.02). k€ (M, E} (7
j=1

where p; = 1 —p, p» = p, p is the probability of arrival
of the impulsive noise, ‘71(21 = O’l%k is the background noise
power, and okzz = agk(l + K) is the noise power of both
background and impulsive noises. K = ali /Gl%k denotes the

impulsive noise to the background noise power ratio.

E. CHARACTERIZATION OF THE INSTANTANEOUS SNR
The instantaneous SNR of the received DCSK signals at M
and E can be written as [52]

82 1hy|?P, _ .
"y = k‘z /;‘Lg Be = v, only background noise,
k

Ve = 82| |2P . o . ‘ ®)
ey = % = Hiy;,  with impulsive noise,
where k € {M, E}, Hi = 8¢|m|*/2B), 7« = Pr,/oj, . and
Vi = V&/(K + 1). Further, the PDF of yy; and yg, can be
written as

m
1 My, i m,, —1 My Vij
fykf (‘)/kj) [ (Q J > y Vkj €xXp (- S2/ ,
| r (mykj ) Vk; Vij

ke{M,E}, je{l,2} ©)]
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my, +1
where my, = —'— and @, = i Z’y . Here,
e %1 kj
Py, = 2 + I/ 2B) + Iy, puy, 2up +
In(8¢/(28)) + Iny/, and o), = o = 4o, . From (9),

the cumulative distribution function (JCDF) of yy; and yg
can be expressed as

1

My, Vij
F)’kf ()’k_,-) =——1 (kaj’ #)
‘ r (mykj) Vij

lll. PHYSICAL LAYER SECURITY ANALYSIS
A. INTRODUCTION TO COPULA THEORY
Copula functions were first exploited in Mathematics and
statistical problems by Sklar [53]. Sklar stated a funda-
mental theorem for the Copula function, which facilitates
the modeling of a correlated multivariate distribution with
respect to their marginal distribution functions and a certain
mutual dependency. The Sklar’s theorem is stated as follows:
Theorem 1 (Sklar’s Theroem): Let F(ay, as, ..., aq) be a
joint CDF of the RVs defined on [0, 11¢ with their uniform
univariate margins F(eyg,) for dy =1,2,...,d over [0, 1] .
Then, there exists a function in the real domain called Copula
function C defined as

(10)

F(aj,an,...,aq) = C(F(ay), F(ap), ..., F(ag)). (11)

Using the chain rule in (11), the corresponding joint PDF
can be written as

fla,az, ..., aq)
_C(F(@1), F(@2), . .., Flag))
o da1day ... dag
_ 3C(F(a1), F(@). ... F(aq)) . li[ OF (ag,)
T OF@)dF(e) ... OF(eg) L dag,
_ #C(F(a), F(@). ... Faa) 1~
T T oF(a)oF (@) ... aF(ag) dl;llf ()

d
= Ci(F(an). F(@2). ... Flaa)) x [ [ flea). (12)

di=1

where C;(F(a1), F(az), ..., F(ag)) represents the Copula
density function and f(ag,) denotes the marginal PDFs.

Various kinds of Copula-based approaches exist, where
FGM Copula is particularly popular in many practical appli-
cations due to its ability to provide easy and fast computation
and to describe the actual dependence between the RVs [40].
In our considered system, the FGM Copula is utilized to
analyze the PLS performance metrics. According to the
FGM Copula method the joint PDF of yy; and yg; can be
written as

fyM/-,VE_/- (Vij VEj) :fVMj (VMj)nyj (VEj)(Cf(FVMj (VMj)’ FVI;/- (ij))
(13)
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Further, the FGM Copula function for yy; and yg; is
defined as follows:

C(Fra; (va;), Fy, (&)

= Fyy, (VM/)FVE,» (VE./)<1 +0(1 -

Fyy, () (1 = Fyg, (VE./')))’
(14)

where 6 € [—1, 1] quantifies the dependency between the
RVs yy; and yg;. A negative dependence between the two
RVs is corresponds to 6 € [—1,0), 6 € (0, 1] represents
positive dependence between the two RVs, while 6 = 0
denotes independence. Taking the partial derivative of (14),
the FGM Copula density function can be calculated as

02C(Fy, (). F, (v5))
ym; IVE;
= 14+6((1 = 2Py, (mg)) (1 = 2Py (75)))-
15)

Cf(FVMj (), Fyg, (v5)) =

Finally, by substituting (15) into (13) and after some math-
ematical simplifications, the joint PDF of yy; and yg; can
be expressed as

f)/Mj'ij (VM]" VEj) = +9)f3”" (yM') VE; (yE’)
= 20fyng, (v, My, (vE;) Fy, (vi;)

7

)
29f,,M ()/Mj)fy,1 (J/E,)Fn (VE/)
)

+49fmj (VM_;')ny VE ) Fyu, (VM/) (VE_f)' (16)

7 J
B. SOP ANALYSIS
The SOP is the probability that the instantaneous secrecy
capacity falls below a predefined secrecy rate (Ry,) [54]. By
following the same assumption that was mentioned in the
work of [55], [56], [57], [58], [59], [60], we have assumed
the upper bound on the channel capacity with full knowledge
of the noise state available at the transmitter and receivers.
Thus, the SOP of the considered system can be expressed
as [21], [22], [56], [59], [60]

2
SOP =" pj x Py,

a7
j=1
where
1+ yu,
Pop; = [Pr{cs()’Mj’ VE/) < th}] = |:Pr< 1+ y}Zj < eXP(Rth)):|
Jj
= [Pr(yMj <Ay1;j+A—1)], (18)

where C; represents the instantaneous secrecy capacity and
A = exp(Ry). Further, the exact SOP analysis is intractable;
due to this, obtaining the closed-form solution of the double
integral expressions following (18) becomes quite difficult.
Therefore, we proceed with computing the lower bound on
SOP. In this context, assuming A(ij +1)—-1= Ay,gj, we get

~ [Privy; < 2ys}]

00 rAYE
%/0 A fm,.,ij(VA@,VE,)dVA/I,dV@- (19)

P

sop;

VOLUME 4, 2023

Substituting (16) into (19), we have

Psopj %PI,j_PZ,j—P3,j+P4,j, 20)
where
0 )Lij
Pr= 400 [ [ f ) v Yt 21
0 rAYVE;
Pyj =126 /0 /0 oty (v ey (Ve Eng; (vag; )y v (22)
0 rAYVE;
P3j = 29/ / oty (voa; )iy (ve; )P (v, ) dym v (23)

s f [

In Theorems 2-5, we derive the series-based expressions
for (21)-(24).

Theorem 2: The series-based expressions of Pjp; is
given as

s (v ) (ve ) Fa, (var ) Fi (ve; ) dymdye,. (24)

1406 my. [ T(§) m
Pij= x (m 3 [
r (myMj ) r (mij) ym; 1l
xZFl(l,s;myMjH;%), (25)
h _ mij) _ mVM]-)‘ _ d
where X - (QVEJ ’ C - (QVMJ )9 s - (m)/M] +mij)’ an
)/M-)L
n= (Q QyM ).
Proof Refer to Appendix A for the proof. |

Theorem 3: The series-based expressions of P;; is
expressed as

e¢]

26)x" " [ “n*
(o) o) 50, )
F~(? 2F1<1,l~9;&+1;£>},
an n

where b = (ZmVM + My, 4+ ¢) and a = (2myM + ¢).
Proof: Refer to Appendix B for the proof. |
Theorem 4: The series-based expressions of P3; is

2j =

X (26)

derived as
o (29){’”1”"11' o0 |: (=D? (2’"V5.+¢>
X F(mVMj) F(myff)]z 452:(:) ¢!<my51 + ¢> ’ |
(ot
X 2F1(1 d; myy, +1; 7>] 27)
My, nd n
where d =

(myMj + ZmyE]_ + ¢).
Proof: Refer to Appendix C for the proof. |
Theorem 5: The series-based expressions of Pg; is
given as

i o [(D? (DY
[ f S5l o v

) 2F1(1,K;Zz+l;£>],
n

Pyj =

(28)
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where 7 = (myM +¢), 5 = (myb +Y), = (2myb + ¥),
and x = (2myM + 2myE + ¢+ 1//)
Proof: Refer to Appendlx D for the proof. |

C. CONVERGENCE ANALYSIS

On substituting (25)-(28) into (17), the series-based expres-
sions of the SOP lower bound is obtained. It is observed
from (26)-(28) that the series-based expressions for Pjj,
P3j, and P4 consist of infinite summations. Let us present
the convergence analysis of the infinite series here. In order
to verify the convergence of (17), we calculate the absolute
error, defined as

(29)

where the exact value is obtained from (17) and the approx-
imated value is computed from (20) using (25)-(28). Fig. 2
shows the plot of the absolute error against the number
of summation terms (S;) for various values of p, when
B =32,06 =0.1,K = 100, and the transmitted power on
the A to M and A to E links is fixed at 20 dB and 10 dB,
respectively. It can be noticed from the figure that as the
value of S; increases, the absolute error tends to zero. This
demonstrates the convergence of the summation terms in
the infinite series of (17). Therefore, in what follows, we
consider §; = 33 for our analysis.

Absolute error = |Exact value Approximated value|,

D. ASYMPTOTIC SOP ANALYSIS

To gain more insights into the secrecy performance anal-
ysis, we analyze the asymptotic behavior of the SOP in
the high SNR regime. To this end, we start by examin-
ing (20) after substituting the series-based expressions of P; j,
i=1{1,2,3,4} from (25)-(28) for high average SNR on the
main channel. As y); — o0, the generalized Hypergeometric
function in (25)-(28) tends to unity, i.e., 2F1(-,-; ;) — 1.
The infinite summation vanishes in (26)-(28) because, at high
average SNR, only the terms corresponding to ¢ = ¢ =0
dominate. Hence, the terms Py j, P2 j, P3j, and P4, can be
approximated as shown in (30)-(33):

D"l.j
—~

1\
Prj~ Gy % (@) , (30)

110

Doz’j
———
1 2m7Mj
P2] CgZ,] X WMJ ) (31)
D03’j
——
1\
P3j~ Coy X | =— , (32)
J Q}’Mj
D04'j
——
1 2myMj
Pyj~Cqp. X | — ) (33)
J Q}’Mj
where
YYm;
1+60)x ™ myy, M) I T(E)
Coiy = a0 ( i ) (34a)

[r<mm/>ﬂr<my@>f () ()

(34d)

In (34b), (34c), and (34d) v = (2myM +myE) d =
(my,, + ZmVE) and «’ (ZmyM + ZmyE) respectlvely
Flnafly, substltutmg (30)- (33) 1nt0 (17), the series-based
expressions of the asymptotic SOP can be computed.

It is known that the asymptotic analysis of any system
is characterized by two parameters: coding gain (Cg) and
diversity order (Do). The coding gain shows the relative
horizontal shift of the SOP versus SNR plot on a log-log
scale. The diversity order specifies the asymptotic slope of
the curve at high SNR values. The relation between coding
gain and diversity order for the considered PLC system is

computed from (30)-(33) as
c 1 Doy j
I\ @, a0)

2 1 Doy j
lim SOP =~ C Pa— -
VMll)nOO ;p][ gl’( yMj();M))
c 1 Dos e | D04_j:|
S\, (m) S\, (7m0) '
35)

Furthermore, from (35), the overall diversity order
is obtained as Do = min{Doy j, Doy, Dosj, Dosj} =
min{Doy j, Do3 ;}. Thus, (35) can be re-written as

Doy j
2 lp,[( cg;.,)(m) ] (36)
_\f—/ J

Cej

lim SOP =~

VM —> 00
where Doy j = Do3j = My,
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E. SPSC ANALYSIS

In order to guarantee perfect secrecy over the communi-
cation channel, the secrecy capacity must be a non-zero
quantity, which is also interpreted as SPSC. The SPSC for
the considered PLC system is given by

2
SPSC =" pj X Pypec;. 37
Jj=1
where
Pspscj = PI‘()/Mj > VEj)

= 1= Pr(ym; < 75
o YE
—1- fo [ b, O v . (39)
Here, the integral in (38) can be solved using (16) as
Popsey = 1= (1= Phy = P+ Pl), (39)

where the series-based expressions for P i P, i P I3 and
PZ;,~ can be calculated similar to (25)-(28) by substituting
A =0 in (25)-(28) as follows:

1+6 me5j< r')
&
r <mVM/ ) r (mVE/ ) o 1)
7
X 2F1<1,%‘;mmj +1; %)

, 0y =
2j =

/ p—
Py =

) (¢/)"™

(40)

=n? i

o)) T
r(b i ,
x (15(77’)”) 2F1(1,b;21+ L; %)]

Qo)™ X[ (=1

F(mVM/)[F(mygi)]z;)[‘z’!(ml’sj +¢)X
X (n:Mj(z?/)a) 2F1<1,a; My, +1; ;—:>j|

46 S T(=D? (=¥ .
F<’"VMJ-)2F('”VEJ->2¢§M§[ o7 u5 ~

o) (¢')” o
———— | 2F1| 1, k; I; =
x( amy* )’ 1( e ’n’) ’
My, Myg, Myp;
where ¢’ = (QVMj> and n’' = (WE; + QW’/)
F. SECRECY THROUGHPUT OPTIMIZATION ANALYSIS
In this section, we consider the secrecy throughput
optimization for the considered PLC system. Our objec-
tive is to maximize the secrecy throughput under the SOP
constraints; an algorithm is proposed for the same in this
subsection.

Let us assume the Wyner’s wiretap encoding scheme for
the considered system model, where A transmits information

(41)

<2mij_ +¢>

/
Py =

(42)

/
Pyj=

(43)
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at rate Ry to M by maintaining a predefined secrecy rate
Rin against E. The net rate difference Rp = Ryy — Ry, esti-
mates the cost of securing data transmission. For perfect
secrecy, the main channel (A to M link) must follow the
condition Cy; > Ry,. Otherwise, perfect secrecy fails, i.e.,
Cg > Rp, where Cy; and Cg are the instantaneous channel
capacities of M and E, respectively. Thus, the conditional
SOP is formulated as [61]

PCS,,,,j £ Pr(CEj > RM]. — Ryn| data transmission). 44)
Using (44), the overall conditional SOP of the considered

system can be written as

2
CSOP =) " pj % Pesop,-
j=1

(45)

We aim to maximize the secrecy throughput for the
considered PLC system. The secrecy throughput is defined as

T = PR, (46)
where P denotes the transmission probability. Hence, the
optimization problem can be formulated as

max 7, s.t. CSOP <p, Pk >v, A7)
where p € [0, 1] and v € [0, 1] represent the constraints for
secure and reliable transmission, respectively. In addition,
we assume that the data transmission is possible whenever
the value of y)s is greater than a certain threshold SNR,
Yth, With pn > exp(Ry,) — 1. Therefore, the transmission

probability can be expressed as

1 My, Vth
b=, )
r

(1) (myM, Vm)mwﬁ”]
i—0 l!(myMj + i) QVM_,»

(48)

Il
—_
~—
—
—
—
5
=
~—
|
e

Let us evaluate the conditional SOP as follows:

Pcsopj = PI"(CE]. > CMjlyM] > Vth)
= Pr(ya; < expRa) (14 vg) — Lya; > vin)
Pr(yn < ym; < 2(1+y5) = 1)

= . 49
Pr(J/Mj > Vth) @)

Considering the lower bound in (49), i.e., A(yg; +1) — 1 =
Ay,gj, we obtain

p N Pr(yth <vym; < )»ij)
csop; ™ Pr()/Mj > J/[h)

)L]/E.
N f(go fym jfmi,ij (VM-v VEj)dVdeJ/E]-

Pr(ym; > vin)

. (50)
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where ® = — 1. Here, the double integral in (50)
can be divided into two parts as follows:

1+
( AVlh )

AYE;
L= [ [ e v g
® 0 :

I
OO rVih
- /o /0 Fowy v, (vm;- vE ) dymdyE, .

b

(51

By substituting (17) into (38), we get I1; ~ I11; — I12j —
Iizj+Tajand L j =~ Iy j — I j — I3 j + D4 j. The series-
based expressions for Iy;j, i = {1, 2, 3,4} can be obtained
following a similar approach to (21)-(24) as

A+0)(x2)"" i (—1)?¢7

Ly~ -
) T)
R S B G L s+¢+w]
x [r<s+¢> Symrern O @
26 o (—D? (=Y
Ipj~ ——mMm——— A
™ (o) o) 555 #7850
x (£)3tV [r<,;+1/,> _ - M} (53)
o=0 @' (b+11f+<p)
¢ .
sy~ ie 2 Z Z ( ;)lr t
[F(mm,»)] [F(mVEj)} ¢=0 =0
=Y o~ (=D?(x©)F Ot
s [F(E+¢)_§W}’ (54)
haj ™ 29 2 i i i (:;;)d) (://1’);#
[F(myM/)] I:F(mij)} ¢=0y=0¢=0 "’ .
are (DX o (—D@(x@)Fete
x© quz(aw)[””‘””)*gm]
(55)
Likewise, the series-based expressions for Ip;j, i =

{1, 2, 3,4} is obtained as

I ~ 146 d
Y )

1)¢ C )’th)
oI

o) 3 52 o] 50
Y=0
b (29)x( ) ii =D? (1Y
) o) 335 7 VD
Y B — =D my, +(p}
X(K %h) [F(mYEj) Wz:(:)<p!(m7/5j+(p)( o
(57)
N 20 o o (=D? (=D
[<>H<>JZZ
(¢'7m) [ WX(:)‘/"( f; f+"’], (58)
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Algorithm 1: Algorithm for Finding the Optimal yy, to
Maximize the Secrecy Throughput

1 Initialization: Ry, p, and v;

2 Optimization problem given in (47) and obtain CSOP and P
given in (45) and (48), respectively;

3 To maximize t, we aim to find the optimal value of yy, for
the considered design problem given in (60a) to (60c);

4 do

s | Calculate yy, by (48)

¢ while P (1) > v, v > exp(Rg) — 1, and Ry, > 0;

7 Find optimal value of y;

s do

9 ‘ Calculate yy, using expression CSOP(y, Ri) = p

while CSOP(yy,. Ryp) < p;

11 Finally, a feasible range of optimal yy, is given by (61);

S

26 oo oo oo

3 3 Z Z Z (_:;d’ (—1’):
[ ()] ()] T

=0 =0 p=0
—D? (¢ )" (=1
T la+e) {F(Z’”Wf- +¥) _0; '

by j~

(x @)"’],
(59)

where ¢ = (Zm),M + 2’"1/5 + ¥ + w). Finally, substitut-
ing (52)-(59) into (45) the series-based expressions of CSOP
can be obtained. Now, to maximize the secrecy through-
put, we find the optimal value of yy, for the considered
optimization problem as follows:

arg max Pos(Yin)Ran (602)
tl

s.t. CSOP(ym,Rm) = p, Pw(ym) =v, (60b)

vth = exp(Rp) — 1, Ry > 0, (60c)

where P and CSOP are the function of y and Rg,.
Therefore, using (48) the possible range of yy, is obtained
by following Pix(ym) > v. Thus, ym € [exp(Rm) — 1, ¥hul,
where ywm,y is the upper limit of yy, computed from (48).
Herein, to maximize the secrecy throughput the smallest
value of yu, is considered whilst satisfying security con-
straints. Since, (45) is a decreasing function of yy,, the
optimal yy, can be obtained using CSOP(y, Ryy) = p, by
following CSOP(ym, Rim) < p, as

_ [ expRa 1,
Yih' s

_Yup
if R < In 726475,

61
otherwise, 61)

where yy, v represents the upper limit of y. It should be
noted that the optimal value of yy, given by (45) and (48)
is calculated using MATLAB software for mathematical
tractability. The algorithm to compute the optimal value of
yih that maximizes the secrecy throughput is summarized as
the algorithm 1.

IV. NUMERICAL RESULTS AND DISCUSSION

In this section, numerical results and discussion are presented
to analyze the performance of the proposed system. The
analytical plots are obtained using the derived theoretical

VOLUME 4, 2023



s IEEE Open Journal of the
m 0C"  Communications Society

- p=001,0=01,8=232
% p=04,0=01,8=32

10" - p=07,0=01,8=32
D@:
g
2107
o0
R
T
S 100k
4
-8 L
10
1 2 3 4 5 6
m%uy

FIGURE 3. Plot of coding gain versus My -
J

10%
1078 %
a, ¥
)
A — -Eq. (17
..... Eq. (17
4 ®
107 --Eq. (17), ‘
o Eq. <20) o ¢
% Asymptotic ©
——Exact

0 10 20 30 40 50 60 70 80
7y (dB)

FIGURE 4. Comparison of SOP versus yy for various values of p, when 6 = 0.1,
B =32,and K =100.

results. We assume that the frequency is 1 MHz and the
distance from A to M and from A to E is set to 300 m.
Moreover, ay = 8.40 x 103 m™Y, gy =3 x 1072 s/m, and
c=1.

In Fig. 3, we plot the coding gain as a function of
the diversity order for various values of p, when 6 = 0.1,
B =32, K =100, and the transmitted power on the A to M
and the A to E links are 20 dB and 10 dB, respectively. It
can be observed from the figure that as the secrecy diversity
order My, increases, the overall C,; decreases. Moreover,
the C, ; unproves as the value of p is reduced from 0.7 to
0.01.

Fig. 4 illustrates the SOP versus y)s curves for various
values of p, when 6 = 0.1, 8 = 32, K = 100, and transmitted
power on the A to E link is fixed at 20 dB. It is explicitly
shown in the figure that the SOP performance is better for
lower values of p and increasing p degrades the SOP. This is
because the frequent occurrence of impulsive noise causes,
the PLC system’s overall noise power to increase, which
negatively affects the SOP performance of the considered
system. Moreover, it is observed that the lower bound SOP
curves are very close to the exact SOP curves, which is the
accuracy of the derived SOP lower bound. Additionally, the
asymptotic SOP as a function of the average SNR is shown in
Fig. 4. Here, the SOP is 5.97x 107> and 5.97x 107 at 70 dB
and 80 dB, respectively, for p = 0.01, 8 = 0.1, 8 = 32, and
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FIGURE 5. SOP versus ¢ for different yp; and yg, when p = 0.01 and 8 = 64.
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FIGURE 6. SPSC versus P for various values of p, when 6 = 0.1, 8 = 48, and
K =100.

the transmitted power on the A to E link is fixed at 20 dB.
Therefore, the asymptotic slope is computed as log;(5.97 x
107%) —log;n(5.97 x 107%) = 1 = min{my,, , 2my, }, which
is in line with the asymptotic slope theoret1cally calculated
in (35).

In Fig. 5, the SOP is plotted as a function of the depen-
dence parameter 6 for p = 0.01 and g = 64 under different
SNR conditions (yy > Ve, YmM = Ve, and yy < ye). When
ym < YE, the SOP performance deteriorates with increas-
ing 6 compared to the other two conditions. Receiving a
high SNR at E increases its channel capacity, which implies
higher chances of secrecy outage. Therefore, the PLC chan-
nel becomes less secure. Similarly, when yp; > yg the SOP
performance is improved. This is because receiving a high
SNR at M increases the capacity of the main PLC channel.
As a result, there are less chance of an outage. Finally, for
ym = YE the SOP performance is moderate. In all the three
conditions, it is revealed that as 6 increases to 1, the SOP also
tends to 1. This observation is quite intuitive because high
positive values of 8 indicate higher dependency between the
main channel and the eavesdropper channel, thereby making
the PLC transmission less secure.

Fig. 6 shows the SPSC versus the transmitted power on
the A to M link for various values of p, when 6 = 0.1,
B =48, and K = 100, under a fixed transmitted power of
20 dB on the A to E link. It is clearly shown in the figure
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that the SPSC performance improves as the value of p is
reduced from 0.4 to 0.05.

Fig. 7 depicts the secrecy throughput versus y, for dif-
ferent values of yy, when p = 0.01, B = 32, K = 100,
Ry =1, and yg = 0 dB. Herein, i, = 2.35 dB is obtained
by yn = exp(Ry) — 1. Likewise, y, = 9.5 dB is com-
puted assuming CSOP(yn, Rm) = p for p = 0.01, g = 32,
o = 0.2, and 6 = 0.1, when the transmitted power on the
A to M and the A to E links fixed at 20 dB and 8 dB,
respectively. It is observed that secrecy throughput improves
with a lower value of y, because there are less chances
of outage for lower values of 4. Similarly, there is a high
outage probability for high values of 4, and therefore the
secrecy throughput decreases with the increase of y. It is
noted that, the computed values of yy, that maximize the
secrecy throughput satisfy all the optimization conditions
given in (60b) and (60c). For instance, it is observed from
the figure that when yy = 9.5 dB, CSOP = 0.134 and
P = 0987 for p = 0.2 and v = 0.4, which satisfy the
optimization conditions in (60b) and (60c).

The SOP of the considered PLC system as a function of
transmitted power on the A to M link for different values
of K is shown in Fig. 8. The curves are plotted for p =
0.1,0 = 0.1, B = 48, and the transmitted power of the
A to E link is fixed at 20 dB. It is observed that the SOP
performance degrades as the value of K increases. Moreover,
it is inferred from the plot that the value of the impulsive
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noise index parameter severely affect the behavior of the
proposed PLC communication system.

Fig. 9 shows the comparison of SOP as a function of
ym for the different modulation schemes such as DCSK,
DS-DPSK, GCDSK, and CDMA. It is found that the SOP
performance of DCSK is superior to GCDSK for selected
values of 8 and delay block (M). Additionally, the GCDSK
system structure is complex and complicated. It requires an
additional delay, correlator, and multiplier [35]. However,
CDMA performs worse with a higher value of B and vice-
versa. Further, it is noticed that the SOP performance of
DS-DPSK is better than DCSK. However, the DCSK system
inherits chaos signal properties that make the interception
and decoding of data more difficult for an eavesdropper.

V. CONCLUSION

In this paper, we investigated the secrecy performance
of DCSK-based PLC systems under correlated Log-
normally distributed PLC wiretap channel. The FGM Copula
approach facilitated the mathematical modeling of the PLS
performance metrics in terms of SOP and SPSC. Specifically,
the FGM Copula explicitly shows the correlation between
the main and the wiretap channels in terms of the depen-
dence parameter. In addition, to further understand the PLC
system performance the asymptotic analysis was carried out,
where a relation was established between the secrecy coding
gain and the secrecy diversity order. We also presented an
algorithm to maximize the secrecy throughout under SOP
constraints. The algorithm is used to find the optimal SNR
for which secrecy throughput is maximum. Useful insights
into the considered PLC system were ascertained by study-
ing the impact of different parameters such as the spreading
factor, impulsive noise occurrence probability, transmitted
power, dependence parameter, and impulsive noise index.

APPENDIX A
PROOF OF THEOREM 2
By substituting (9) and (10) into (21), we obtain

L aex ()"

Pij=
F<m7’Mj)F<m”Ej)

oo
-1
fo Bjx v exp(xye)dys.
(62)
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From [62, eq. (3.381.3)], the inner integral I3; can be
solved as
J/E/)” my, —1
L = /O v, 9 exp(¢"ym;)dym;
1
= ——— Ty £75). (63)
T ()

Thus, substituting (63) into (62) and

using [62, Eq. (6.455.2)] in the ensuing integral, the
series-based expressions for Pj; is obtained as (25) in
Theorem 2.

APPENDIX B
PROOF OF THEOREM 3
By substituting (9) and (10) into (22), we get

oy ()" e
Pz,j_[r(mm/«)]zr(mﬁ)ﬁ Iy xy " exp(xrp)
x F1<myMj, ;’yMj)dyE., (64)

where the incomplete lower Gamma function can be approx-
imated [62, eq. (3.381.2)] as

oo

(—1)?
2.

— - (cy)"™ " (69)
¢=0 ¢! (mVMj + ¢)

Fz(mmj, ;“/VMf) =

Thus, substituting (63) into (64) and utilizing [62, eq.
(6.455.2)] in the ensuing integral, the series-based expres-
sions for P, is obtained as (26) in Theorem 3.

APPENDIX C
PROOF OF THEOREM 4
By substituting (9) and (10) into (23), we get

m m
Q0)x i(g) ™ 0 my,, —1
Py = ) 2/(; Lyxy " exp(xvg)

r () [ ()]

X Fz(ﬂiij, XVE,-)dVE-,

(66)

where the incomplete lower Gamma function can be approx-
imated [62, eq. (3.381.2)] as

Fz(mij, X)/Ej> i (( Jld

Myp +yr
(xve)""5 ™" (67)

mVE + W)

Thus, substituting (63) into (66) and utilizing [62, eq.

(6.455.2)] in the ensuing integral, the series-based expres-

sions for Pj3; is derived as (27) in Theorem 4.
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APPENDIX D
PROOF OF THEOREM 5
By substituting (9) and (10) into (24), we get

(29)XmVEj ;./ "Mym; ) —

2( ) 2/ Ljxy " eXP(XVEj)
[F(m”M.f)] [F<m”%>] ’

X rl(m}/Mj» (’VMj)Fl<mij, Xij)dij
Thus, substituting (63), (65), and (67) into (68) and uti-
lizing [62, eq. (6.455.2)] in the ensuing integral, the

series-based expressions for P, ; is derived as (28) in
Theorem 5.

3j =

(68)
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