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Abstract—Compliance of lone equipment with the
electromagnetic compatibility (EMC) standards does not
directly result in proper operation when used on the system
level, especially in large and complex structures. A more
robust way to incorporate possible unwanted behaviors and
unpredicted scenarios is to expand the EMC testing by adopting
the risk-based EMC approach. This letter addresses an elec-
tromagnetic interference (EMI) case caused by a differential
mode voltage excitation on a cable harness of an electric scooter
focusing on the first step of an EMC assessment procedure,
which is the EMI vulnerability investigation. The objective of
this research is to detect and expose the vulnerability of a real
case study caused by an uncommon cause. This is done by a
vector network analyzer measurement and the direct power
injection method. The goal of this research is to demonstrate
the importance of adopting a risk-based EMC approach while
performing EMC testing.

Index Terms—Differential mode voltage (DM), direct power
injection (DPI), electric scooter, vector network analyzer (VNA).

I. INTRODUCTION

ELECTROMAGNETIC compatibility (EMC) compliance
testing is usually performed in laboratories in accordance

with governing standards. These regulations aim to establish
proper EMC operation of any electronic component, device,
or system in its intended operational environment [1]. Even
though such methodologies are used in all types of apparatus,
they fall short when it comes to large and complex installa-
tions, such as ships [2] and vehicles [3]. Over the last few
years, more discussion has taken place regarding incorporat-
ing risk management procedures into EMC testing [4] and
references on a risk-based EMC approach are already made
in the Blue guide [5], Red Guide [6], and Guide for the EMC
directive (EMCD) [7]. More specifically, EMCD proposes the
application of an EMC assessment, which “is considered to
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be an adequate analysis and assessment of the risk(s)” [7]. It
also proposes that the manufacturer “is fully responsible for
applying the appropriate method of assessment,” which “shall
include an adequate analysis and assessment of the risk(s)” [7].
A risk-based EMC approach has already been applied in the
navy as shown in [8], in contrast to the conventional way of
rule/standard-based EMC testing. Therefore, so far, risk-based
EMC has been proven to be a key tool when it comes to
assessing systems in their real intended environment [9] and
it proposes methods for exploratory and iterative testing [10].

To understand, evaluate, and foresee the behavior of a
complex structure in a real dynamic complex electromag-
netic environment (EME), EMC assessment should be applied
beforehand as proposed by the EMCD. It can be beneficial
in exposing potential susceptible behaviors [11]—that might
have not been detected with traditional EMC testing—as it will
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also be shown in this letter. In terms of risk management [12],
the first step of an EMC assessment within the risk-based
EMC approach is the risk identification. Before identifying
the risk(s), though the vulnerability of the equipment under
test (EUT) needs to be investigated. As discussed in [13],
differential mode voltages (DM) seem to cause a malfunc-
tion in the real case of an electric scooter. In this letter, the
same case study as in [13] is further investigated by follow-
ing a series of steps for exposing its vulnerability. Scooters as
well as wheelchairs have already been proven to be vulnerable
to electromagnetic interference (EMI) as shown in [14]. The
applied case here has fulfilled the EMC standards. However,
as it will be shown, that does not conclude to complete robust-
ness of the system. In this case, the controller of the scooter
is operating based on the received dc voltage from the poten-
tiometer. However, a high-frequency field that might couple on
to the wires from an external illuminating field, can be recti-
fied and seen as an input dc voltage at the site of the controller,
causing unforeseen operation [13]. Usually, the expected cou-
pling of an external field onto the vulnerable components of
a scooter concerns common mode (CM). However, here, the
uncommon differential coupling is tested, based on the con-
troller’s susceptibility. Since full analytical EMC tests are time
consuming and costly, there is a need for a risk-based EMC
approach that can narrow down the potential occurring issues.
In the context of EMC assessment proposed by the EMCD
and risk management as stated in [12], this can be achieved
by first investigating the vulnerability of the EUT.

In this letter, a vulnerability investigation on an electric
scooter is performed. This investigation can serve as the “first
step” in an EMC assessment procedure, which can later be
used for identifying, analyzing, evaluating, monitoring, and
controlling the risk(s). After a theoretical study based on the
transmission line (TL) theory, a quick measurement using
a vector network analyzer (VNA) extends the investigation
and hypothesis with a practical measurement and hints the
potential susceptible-to-EMI frequencies for the applied case
study. Afterward, following the setup of the MIL-STD 461C
CS02 [15] method for testing the DM coupling directly and
controllably, DM voltages are directly injected to the input
of the controller of the scooter at the suspicious frequency
band(s) obtained from the VNA measurement for improved
susceptibility tests. This is called direct power injection (DPI).
Based on the vulnerability profile of the scooter, a correlation
between the DPI method and the VNA prescan measurement
is indicated, validating the vulnerability investigation. It is
also proven that the robustness of the system is not ensured,
even though the scooter has satisfied the respective EMC stan-
dards. Finally, the necessity of incorporating a risk-based EMC
approach in EMC testing is shown.

II. CASE STUDY

The EUT investigated in this letter is an electric scooter.
Scooters can be easily characterized as complex structures tak-
ing into consideration their complicated chassis geometry as
well as the interactions between their electronic components.
Even though their design, materials, and overall architecture

might vary, they usually seem to follow a similar hardware
configuration. In the case examined in this letter, there are
three main sensitive electronic parts of the EUT that are
directly related to the scooter’s fundamental functionality—
movement of the wheels. These are: a 5-k� potentiometer, a
long cable harness, and a controller. The potentiometer is an
adjustable resistive voltage divider that is directly connected to
the steering wheel of the scooter. Due to its variable resistance
between its outputs (wiper output to low/high output), it can
change the dc voltage levels seen across an unshielded cable
harness reaching the controller. The cable harness, in this case,
consists of a bundle of wires supplying various functions of
the scooter, such as braking, reverse gear, horn, etc. The wires
follow a loose configuration, which makes it possible for loops
to be created as it is shown also later in this letter.

III. VULNERABILITY INVESTIGATION

Before investigating the vulnerability of the scooter in
practice—as it would have been performed by a typical EMC
test plan procedure and by following the existing standards—
an EMC assessment of the scooter needs to be performed
based on simple observations of its structure and general con-
figuration. The case study applied in this letter follows a loose
cable configuration over its structure, the controller is placed
inside a nonshielded box, and there are no filters protecting
the controller from a potentially crucial dc signal component.
According to the documentation of the controller, the prod-
uct has been tested according to ISO 7176-21 [16] concerning
EMC compliance, ensuring therefore proper operation of the
product. However, as it will be shown later in this letter, EMC
compliance is not necessarily confirmed, and the vulnerability
investigation can play a significant role in that.

Taking into account the lack of a protective filter at the
input of the controller as well as its potential vulnerability
to unwanted significant dc voltages caused by an illuminat-
ing field, it is of interest to perform a brief vulnerability
investigation with some basic rule-of-thumb considerations.
Therefore, an investigation of a potential incident plane wave
on the scooter—which can cause significant voltage levels—at
the site of the controller is performed following TL the-
ory. Modeling procedures of cable harnesses in avionics have
also proposed solutions by applying numerical models fol-
lowing the field-to-TL models [17]. Therefore, to address the
occurrence of significant levels of voltages across the wires
between the potentiometer and the controller of the scooter,
the three types of incident field illumination (endfire, sidefire,
and broadside) onto the wires are investigated [18]. Both the
potentiometer as well as the controller are modeled as resis-
tive loads. The potentiometer is known to be ZL = 5 k� and
the impedance of the controller is ZS = 10 k�, as indicated
by the manufacturer. The remaining parameters are set based
on the physical dimensions of the scooter. Thus, l = 1.3 m,
r = 0.001 m, and d = 0.1 m, where l is the length of the
cable harness, r is the radius of the wires, and d is the wire
separation distance.

In Fig. 1, the induced voltages at the input of the con-
troller are calculated in MATLAB for the three cases of a
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30-V/m incident field. As it can be observed, especially in the
case of sidefire illumination above 100 MHz, there are strong
voltage peaks, hinting potential vulnerable points. The model
here follows an ideal case of perfect geometry. It is important
to mention that the real case is different, and deviations are
expected from the results. However, the occurrence of voltage
peaks in this simplified case already hints about the existence
of multiple critical frequency points that require further inves-
tigation for possible detection of the scooter vulnerability, as it
will be shown in the following sections. Note that this analysis
is a pure DM case, which is nearly not covered in standards
nor is it considered in basic rule-of-thumb analyses, as these
assume CM only.

IV. MEASUREMENT PROCEDURE FOR DETECTING

POTENTIAL VULNERABILITY

A. Verification Measurement Using a VNA

After performing the vulnerability investigation using the
TL theory as explained in Section III, a VNA measurement
is performed to create a link to the theoretical study. The
aim of this VNA measurement is to describe the behavior
of the EUT with respect to the system input impedance and,
thus, identify the suspicious frequency points that can cause
an unwanted behavior of the scooter, as hinted in the vulner-
ability investigation. The hypothesis of this measurement is
that the significant voltage magnitudes received at the site of
the controller can be detected based on the high impedance
values measured with the VNA. This information can be later
used as described in [19] to correlate the injected power to
the external field. The connection between the potentiometer
and the controller of the scooter according to the latter doc-
umentation is to be seen along with the equipment used for
the VNA measurement in Fig. 2. To perform the prescan mea-
surement and address the resonant frequencies and, thus, the
significant voltages, a VNA is connected between two cables
coming from the potentiometer (wiper out, high out) close to
the controller. Then, an S11 sweep is performed in the broad
frequency range of 1 MHz–1 GHz. The measurement is per-
formed for a set, constant speed of the scooter, related to the
potentiometer resistance used in Section III, measured with a
speed sensor.

B. Vulnerability Profile of the EUT Using the DPI Method

After detecting the potential vulnerable frequency bands
with the VNA measurement, the DPI method is applied for the
validation of the vulnerability profile of the scooter by imple-
menting a DM signal directly to the input of the controller.
Fig. 2 also shows the measurement setup used to perform the
injection measurements emphasizing that the two setups were
placed at the same position one after the other. To detect the
vulnerability of the scooter, the injection method is applied fol-
lowing the setup of MIL-STD 461C CS02. As can also be seen
from Fig. 2, a signal generator along with a high-pass filter are
directly connected to the two ends of the potentiometer cable
harness (wiper output, high output) of the EUT. The high-pass
filter is the same as that used for the CS02 testing proce-
dure. A continuous wave (CW) signal is generated around the

Fig. 1. Induced voltages on the cable harness at the side of the controller for
the three incident field orientations based on the TL theory (endside, sidefire,
and broadside).

Fig. 2. Schematic of the configuration of the scooter in the two measurement
procedures. The prescan measurement using a VNA: Connecting a VNA to
two wires between the potentiometer and the controller of the scooter, and
the DPI method: Connecting a generator with a high-pass filter at the same
position as the VNA measurement. It should be noted that the two measure-
ment procedures are not taken at the same time, but at the same point, a few
centimeters from the controller, i.e., as short as possible. First, the prescan
measurement using a VNA takes place, and then the DPI method is performed.

frequency bands indicated by the VNA measurement to val-
idate the hypothesis that an EMI issue lies there. The wheel
speed was tracked down by a speed sensor placed on one of
the wheels counting the revolutions per minute (RPMs).

V. RESULT AND DISCUSSION

Following the measuring procedures as described in
Section IV for both the VNA and DPI measurements, both
of the results can be seen in Fig. 3. The impedance mea-
sured with two different VNAs is depicted along with two
cases of EMI caused by applying the DPI method. The two
VNAs are from different manufacturers to observe if there
is any difference in their response regarding the measured
impedance. From the figure, it can be easily noticed that for
both VNAs, the highest input impedance values are detected
around the frequency range of 50–300 MHz while the scooter
is running at that certain speed. Therefore, applying the DPI
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method in the frequency range of 50–300 MHz, alterations to
the speed of the scooter take place as can be seen in Fig. 4. The
power level of the DPI, where a malfunction was detected, was
between 22 and 25 dBm from the signal generator. The fig-
ure shows the changes of RPMs of the scooter measured with
a speed sensor. As it can be observed, a small acceleration
and deceleration is detected at around 140 MHz and a more
significant change of speed is detected at around 180 MHz,
where the scooter is almost stopped. During the measurement
campaign, various abnormal behaviors of the scooter speed
were detected as, e.g., kicking of the wheel, going in reverse,
complete stop, etc.

Combining the results from the two procedures in Fig. 3, it
is easily shown that the vulnerability of the scooter occurs
indeed in the suspicious frequency band detected with the
VNA. By following a step-by-step vulnerability investigation
based on the basic TL theory and simple measurements, the
vulnerability of the scooter can easily be exposed as demon-
strated here. It is proven that even though the components
of the EUT have separately satisfied the EMC standards and
have been applied to the final product that reached the market,
the complete robustness of the system is not ensured, espe-
cially when placed in real dynamic complex environments.
In the case applied, the product is vulnerable to the usually
less-tested DM sources. This behavior is also indicating that
exposure to outside fields can be crucial, and the DM com-
ponents of a plane-wave coupling to the wiring of the scooter
can cause a significant voltage at the side of the controller
and consecutively change the speed resulting in unforeseen
dangerous scenarios. The correlation between the DPI and the
field that is coupled to the scooter is to be investigated in a
future publication. In this letter, as it is shown from the TL
theory, an illuminating field of 30 V/m can cause a significant
voltage on the line (Fig. 1), already indicating the need for
investigating the field coupling mechanism and the potential
vulnerability of the scooter.

Vulnerability investigation applied beforehand, as shown,
can hint at such abnormal behaviors. Therefore, assessing the
EUT for its lack of proper EMC measures—which might
be associated with high risk—before following attentively
the EMC standardized procedures, is strongly recommended.
Following a risk-based EMC investigation before following
strict fixed laboratory requirements can help to avoid poten-
tially unforeseen EMI issues and further make it easier to
understand these complex systems and the interactions with
their operational environment. Finally, EMC testing can be
more robust and reliable covering more eventual scenarios.

VI. CONCLUSION

The aim of this letter is to demonstrate the importance
of adopting a risk-based EMC approach into EMC testing.
This is achieved with a vulnerability investigation acting as
a “first step” toward EMC assessment, as proposed by the
EMCD. The brief investigation performed here assesses a
real case and easily exposes its vulnerability with no time-
consuming measuring procedures while also setting the field
for further research in the implementation of risk management

Fig. 3. Input impedance measured a few centimeters, i.e., as short as possible
away from the controller of an electrical scooter in the frequency range of
1 MHz–1 GHz.

Fig. 4. Speed alteration of the scooter while applying the DPI method.
Significant changes are detected at around 140 and 180 MHz.

procedures in the so-far applied EMC standardized techniques.
Future work aims at assessing the behavior of the scooter in
field illumination inside a semianechoic chamber (SAC) as
well as inside a reverberation chamber (RC) and creating a
link between the induced values from the DPI method to the
field illumination.
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