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ABSTRACT

We are experiencing an unprecedented healthcare crisis caused by newly discovered coronavirus disease (COVID-19). The outbreaks of
COVID-19 reveal the frailties of existing healthcare systems. Therefore, the digital transformation of healthcare systems becomes an inevita-
ble trend. During this process, the Internet of Medical Things (loMT) plays a crucial role, while intrinsic vulnerabilities of security and privacy
deter the wide adoption of IoMT. In this article, we present a blockchain-enabled IoMT to address the security and privacy concerns of
IoMT systems. We also discuss the solutions brought by blockchain-enabled 1oMT to COVID-19 from five different perspectives. Moreover,

we outline the open challenges and future directions of blockchain-enabled loMT.

INTRODUCTION

We have experienced an unprecedented health crisis due to
the pandemic of the newly discovered coronavirus disease
(COVID-19). The COVID-19 crisis has caused severe impacts
on both the socio-economic and healthcare systems. Our nor-
mal life is affected by city lockdowns and flight cancellations.
Moreover, the eruption of the disease is not only causing
intense pressure to healthcare professionals (e.g., doctors and
nurses) but also revealing the vulnerabilities of healthcare sys-
tems. Healthcare workers have to work overtime for months to
deal with overwhelming infectious patients in hospitals. Senior
citizens and chronic patients are required to stay at home to
avoid possible infections in healthcare institutions.

Fortunately, the recent advances in information and commu-
nications technology (ICT) such as the Internet of Things (1oT)
and artificial intelligence (Al) bring us opportunities to win the
battle against the COVID-19 crisis. In particular, the availability
of diverse bio-sensors, medical devices, and wearable devic-
es as well as the advances of wireless communications tech-
nologies lead to the advent of the Internet of Medical Things
(IoMT) [1]. IoMT can be widely adopted in healthcare scenarios
such as telemedicine, pandemic quarantine, social distancing,
and smart hospitals. [oMT has generated massive medical and
healthcare data from diverse loMT devices and medical facil-
ities in healthcare institutions. After analyzing the loMT data,
we can diagnose and identify diseases, consequently giving
appropriate treatments. However, loMT is also faced with secu-
rity and privacy vulnerabilities, which deter healthcare agencies
from widely adopting loMT.

The emerging blockchain technologies can potentially
address the security and privacy issues in loMT. Integrated
with security mechanisms such as asymmetric cryptographic
schemes and digital signature, blockchain can provide loMT
with certain security protection. Moreover, the decentraliza-
tion of blockchain systems also mitigates the risks of failures
due to single-point failures and malicious attacks. After intro-
ducing privacy preservation mechanisms, such as homomor-
phic obfuscations and differential privacy, blockchain can also
preserve the privacy of loMT data. Moreover, blockchain has
intrinsic merits, such as traceability and immutability, which
can further improve the data provenance of loMT. Therefore,
blockchain is an ideal carrier for loMT. As a result, the in-depth
integration of blockchain and [oMT can further enhance loMT
systems.

In this article, we investigate the integration of blockchain
and loMT, which is named blockchain-enabled loMT. We
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explore the opportunities brought by blockchain-enabled [oMT,
especially in combating COVID-19. In particular, we first briefly
review blockchain technologies and loMT. We then present an
architecture of blockchain-enabled loMT and discuss the oppor-
tunities brought by blockchain-enabled loMT. We next analyze
the solutions of blockchain-enabled loMT to COVID-19 from
five perspectives including 1) tracing pandemic origin, 2) quar-
antine and social distancing, 3) smart hospital, 4) medical data
provenance, and 5) remote healthcare and telemedicine. More-
over, we also discuss open challenges and future directions in
blockchain-enabled loMT.

OVERVIEW OF BLOCKCHAIN AND [OMT

This section presents an overview of blockchain and loMT.

BLOCKCHAIN

Blockchain consists of a number of blocks, as shown in Fig. 1.
In this structure, except for the first block (i.e., genesis block),
every block is essentially connected to its previous block
through a backward reference, which is the hash value of its
previous block. For instance, block i + 1 contains the hash
value of its previous block i. Each block also contains other
data fields, such as a timestamp, a cryptographic nonce (a.k.a. a
random number used once), a root hash of all the transactions,
and a root hash of all the contracts [2]. The fixed-size root hash
values of both transactions and contracts are nearly immutable
since even one-bit modification can result in a totally different
hash value.

Besides blockchain, smart contracts are another disrupting
technology driven by the advent of blockchain. Smart con-
tracts running on top of blockchain can automate the execu-
tion of contractual terms and clauses when certain conditions
(e.g., delivery delay or breach of contract) are triggered. After
being compiled into bytecode (or machine code) and stored in
blockchains, smart contracts are immutable due to the immu-
tability of blockchain and the root hash of all the smart con-
tracts. Smart contracts can simplify the administration process,
enhance the efficiency of business activities, and mitigate the
potential risks [3].

Blockchain technologies have the following key features:

+ Immutability means that falsifications on data stored in block-
chain are extremely difficult because any slight modifications
can lead to invalid data (invalid hash values).

+ Non-repudiation of transactions can be ensured by digital
signatures, asymmetric cryptographic algorithms, and distrib-
uted consensus mechanisms.

« Traceability implies that the origins of data can be traced
through analyzing the publicly available blockchain data with
the associated timestamps.

2 full text and data mining, re-use and analysis

© IEEE 2020. This article is free to access and download, along with rights for

IEEE Internet of Things Magazine * September 2020



* Decentralization of blockchain allows the transactions to be
validated by the majority of peers distributed in the entire sys-
tem without the central agency. In this way, bureaucratic cost
can be lessened, and the system reliability can be enhanced.
Blockchain systems can be typically categorized into three

types [4]:
1. Public (permissionless) blockchains
2. Private (permissioned) blockchains
3. Consortium blockchains
Public blockchains including Bitcoin, Ethereum, and EOSIO can
be publicly accessible by every user in the blockchain network,
while private blockchains have strict access control to limit
the accessibility of users. Consortium blockchains lie between
permissionless and permissioned blockchains. Typically, public
blockchains have poorer scalability than private blockchains
due to the lower throughput of consensus algorithms where
the throughput denotes the number of transactions being con-
firmed every second. Consortium blockchains achieve perfor-
mance lower than private blockchains while higher than public
blockchains.

INTERNET OF MEDICAL THINGS

The recent advances in bio-sensors, medical devices, and com-
munications technologies have led to the advent of loMT,
which can be deployed in diverse healthcare scenarios such as
telemedicine, remote rehabilitation, and pandemic quarantine.
lIo0MT, which connects diverse medical devices and facilities
with healthcare institutions, has generated massive heteroge-
neous medical data. Through analyzing the massive loMT data,
medical professionals (e.g., doctors and nurses) can diagnose,
identify, and make appropriate treatments. Figure 2 presents
an overview of the existing loMT systems. In this architecture,
diverse loMT devices generate massive loMT data, which can
be collected, processed, and analyzed, thereby being used by
healthcare practitioners [5].

Although 1oMT has the potential to offer reliable and effec-
tive healthcare services to both patients and medical practi-
tioners, the advent of [oMT also poses the following challenges:
1. Absence of interoperability across different loMT sectors
2. Privacy and security vulnerabilities of loMT devices and sys-

tems
loMT consists of diverse biomedical sensors, medical devices,
loT gateways, and base stations, leading to the heterogeneity
of loMT systems. Meanwhile, the diversity of loMT also exhibits
the diversity of various wireless protocols, such as near-field
communication (NFC), Bluetooth Low Energy (BLE), low-power
wireless personal area networks (LoWPAN), LoRa, and nar-
rowband Internet of Things (NB-loT). The heterogeneity of
decentralized [oMT systems results in poor interop-
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FIGURE 1. Blockchain consisting of a number of blocks.

BLOCKCHAIN-ENABLED IOMT

This section presents an architecture of blockchain-enabled
IoMT and discusses the opportunities brought by it.

ARCHITECTURE OF BLOCKCHAIN-ENABLED 1OMT

The integration of blockchain with [loMT can potentially address
security and privacy concerns. We name such integration of
blockchain with loMT blockchain-enabled 1oMT. Figure 3 pres-
ents an architecture of blockchain-enabled 1oMT. In this archi-
tecture, there are four layers from bottom to top:

1. Device layer

2. Edge computing layer

3. Blockchain network layer

4. Data analytics layer

At the bottom of this multi-layer framework, there are diverse
IoMT devices, such as heat sensors, thermal cameras, wristband
sensors, thermometers, and RFID tags in the device layer. In the
middle, the edge computing layer is essentially an integration of
communication networks and edge computing facilities. Edge
computing nodes deployed at base stations, WiFi access points
(APs), and loT gateways can collect and preprocess loMT data.
Moreover, the blockchain network layer plays a crucial role
as middleware to offer trustworthy management of diverse
resources across the underlying layers. The data analytics layer
at the top consists of cloud computing facilities, data storage
servers, and Al and machine learning (ML) or deep learning
(DL) algorithms. It is worth mentioning that either edge com-
puting facilities in the edge computing layer or entities in the
data analytics layer are all mapped to nodes in the blockchain
network layer. In this manner, blockchain-enabled [oMT can
achieve effective authentication and access control on both the
edge computing layer and the blockchain network layer.

erability across different systems, consequently form-
ing a number of information silos. Thus, it is difficult
to exchange medical information across different
medical facilities and institutions. However, medical
information sharing is crucial for medical profes-
sionals, especially in prophylaxis and treatment of
pandemic outbreaks such as COVID-19.

Moreover, loMT is also faced with rising con-
cerns on security and privacy [6]. On one hand, bio-
medical sensors and medical devices that are often
resource-limited (i.e., low computational capability
and limited battery power) have intrinsic vulnerabil-
ities to malicious attacks, such as wiretapping, jam-
ming, backdoor, and worm attacks. On the other
hand, loMT data is quite privacy-sensitive compared
to other types of loT data. In particular, [oMT data
often needs to be outsourced to remote cloud serv-
ers, which are owned by third parties. During the
data collection, processing, and analytics of [oMT

Healthcare
practitioners

Data
management

loMT
communications

—— Wired link |

data, the data privacy of patients may be intention-
ally or accidentally leaked.

FIGURE 2. Overview of loMT.
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computing layer can undertake data collection and
processing tasks in approximation to users. In this
manner, privacy-sensitive loMT data can be stored
and processed locally before being outsourced to
remote clouds

Traceability of loMT Data: In blockchain-en-
abled 1oMT, loMT data can be categorized into
on-chain data and off-chain data depending on
whether the loMT data is stored at the blockchain
or not. The on-chain data stored at blockchain is
essentially traceable throughout the entire system.
The traceability and non-repudiation of on-chain
data can be achieved by the decentralized con-
sensus algorithms and asymmetric cryptograph-
ic schemes (i.e., digital signature) of blockchain.
However, it is impractical to store all loMT data
into blockchain considering the massive volumes
of loMT data, especially for medical images and
videos. Therefore, loMT data such as images and
videos should be stored in an off-chain manner,

FIGURE 3. Architecture of blockchain-enabled loMT.

This multi-layer architecture has the following merits:

+ Offering the abstraction from underlying layers. The edge
computing layer and the blockchain network layer essentially
play a role as middleware so that the complexity of loMT
devices and the heterogeneity of loMT communications can
be hidden. Meanwhile, the blockchain network layer can
provide other applications (e.g., data analytics applications)
with blockchain-based services so as to facilitate application
development.

* Improving the interoperability of loMT systems. The block-
chain network layer leverages blockchain’s built-in over-
lay peer-to-peer (P2P) network to connect different loMT
sub-networks throughout the entire loMT system. In this way,
the fragmented loMT components are integrated as a whole
so as to offer seamless services to other applications (e.g.,
data analytics). As a result, the interoperability of loMT sys-
tems can be improved.

We next discuss the opportunities brought by blockchain-en-
abled IoMT.

OPPORTUNITIES OF BLOCKCHAIN-ENABLED [OMT

As discussed earlier, loMT faces security and privacy concerns.
Blockchain-enabled IoMT has brought opportunities to address
these challenges in loMT. We next analyze the opportunities
brought by blockchain-enabled IoMT in the following aspects.

Security Improvement of loMT: The introduction of block-
chain to loMT can significantly improve the security of loMT.
First, the built-in security mechanisms of blockchain, such as
asymmetric encryption/decryption schemes as well as the dig-
ital signature, can offer certain protection to loMT data. Sec-
ond, the integration of blockchain with other security schemes,
such as authentication and access control, can further enhance
system security. Third, smart contracts embedded in loT devic-
es can automatically trigger the auto-upgrading programs to
upgrade loT devices firmware automatically, thereby enhanc-
ing the system security [3]. Moreover, the decentralization of
blockchain can also mitigate the risks of system failures due to
single-point failures or other malicious attacks (e.g., distributed
denial of service attack), thereby improving system security and
reliability.

Privacy Preservation of loMT Data: Blockchain intrinsically
can achieve some level of privacy preservation through hiding
blockchain account addresses. Through integration with other
privacy preservation schemes (e.g., homomorphic obfusca-
tions), blockchain-enabled [oMT can provide users with better
privacy preservation. Moreover, as shown in the architecture of
blockchain-enabled loMT, edge computing nodes in the edge

while blockchain may only store meta-data or hash
values of the off-chain loMT data. Moreover, the
introduction of digital signatures and access con-
trol schemes can improve the traceability of off-chain loMT
data in blockchain-enabled [oMT. For example, storing hash
values of off-chain loMT data in blockchain can also ensure
the traceability of loMT data while saving the storage cost at
blockchain.

We next discuss the solutions of blockchain-enabled loMT to
address the limitations of existing loMT systems and combat the
COVID-19 crisis.

SOLUTIONS OF
BLOCKCHAIN-ENABLED 10MT 10 COVID-19

Blockchain-enabled 1oMT can potentially solve the rising chal-
lenges amid COVID-19. Figure 4 presents an overview of
solutions of blockchain-enabled loMT to COVID-19. We next
discuss these solutions in detail.

TRACING PANDEMIC ORIGIN

It is crucial to trace the origin of pandemics like COVID-19
before effective prevention and control countermeasures can
be made. Blockchain-enabled loMT can offer an effective solu-
tion to this challenge, meanwhile offering certain privacy pro-
tection from suspicious contacts.

On one hand, the wide adoption of thermal cameras and
heat sensors in public places, such as hospitals, restaurants,
and schools, can offer early warnings. For example, it is report-
ed in [7] that thermal cameras have been adopted in airports
and other transportation hubs to identify potentially infected
persons. The diverse thermal cameras and heat sensors are
essentially connected with blockchain-enabled 1oMT, which can
guarantee data traceability and protect data privacy. Moreover,
the introduction of thermal cameras to unmanned aerial vehi-
cles (UAVs) can provide flexible surveillance on certain regions,
which, however, may not be accessible to medical professionals
[8]. On the other hand, the proliferation of nucleic acid tests
and other COVID-19 test systems can help to identify infectious
persons in a rapid manner. Thereafter, the interconnected loMT
systems can offer ubiquitous data accessing services to various
medical institutions, consequently identifying the origin of the
virus.

QUARANTINE AND SOCIAL DISTANCING

Both quarantine and keeping social distance are effective
countermeasures to prevent a pandemic of contagious diseas-
es. Blockchain-enabled 1oMT can offer effective quarantine,
isolation, and social distancing during outbreaks of contagious
diseases such as COVID-19.
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C. Smart hospital

D. Medical data provenance

E. Remote healthcare and telemedicine

FIGURE 4. Solutions of blockchain-enabled loMT to COVID-19.

In particular, many cities have also implemented compulsory
quarantine for persons returning from overseas. However, the
quarantine for massive inbound travelers may bring substantial
burdens on public healthcare institutions during outbreaks of
the pandemic. Alternatively, home or hotel quarantine can be
adopted, especially in densely populated cities. In this aspect,
blockchain-based IoMT can offer a promising solution to home
or hotel quarantine, consequently reducing the loads on public
medical resources. For example, a traveler is required to wear
a wristband since his/her arrival from overseas. The wristband
can periodically send back the quarantined person’s accurate
location to disease control centers. Meanwhile, the introduction
of blockchain and other cryptographic schemes can also pro-
tect the privacy of quarantined persons.

Moreover, the introduction of blockchain-based loMT can
also help to keep social distance. For example, persons who
wear specific wristband sensors (or tags) will be automatical-
ly alerted if their distance is too close (e.g., less than 6 feet).
Furthermore, it is also reported that both Apple and Google
released application programming interfaces (APIs) for appli-
cation developers to trace social distance and offer necessary
warnings.! The in-depth integration of these services with block-
chain can further preserve user privacy and ensure data trace-
ability.

SMART HOSPITAL

This COVID-19 crisis also reveals the potential vulnerabilities
of existing medical institutions. In particular, hospitals are less
resilient to the proliferation of infected persons. For example,
many hospitals are incapable of handling normal pathologies
since most doctors are summoned to treat COVID-19 patients.

Blockchain-enabled 1oMT can potentially address these
issues. First, the introduction of diverse RFID tags and loMT
devices to hospitals can help to track and monitor the status of
medical assets, such as the availability of beds and ambulances,
and breakdowns or malfunctions of medical devices (e.g., res-
pirators). The status data can be stored in blockchain-enabled
IoMT for further prescriptive and predictive analysis. Second,
blockchain-enabled 1oMT can also be deployed with hospital

buildings to provide real-time monitoring on air quality, tem-
perature, and environmental hygiene. Note that [oMT devic-
es include not only passive devices (e.g., sensors and tags)
but also active devices like robots, which are responsible for
cleaning hospitals, disinfecting wards or public places. Third,
blockchain-enabled IoMT can also ensure the traceability and
non-repudiation of loMT data. For example, the sterilization
of medical devices is crucial for the treatment of contagious
diseases, while the conventional sterilization records that are
recorded by humans can be falsified. The introduction of block-
chain-enabled IoMT can effectively address this issue due to the
traceability and non-repudiation of blockchain data.

MEDICAL DATA PROVENANCE

There are rising cases on fabrication or falsification of medical
or healthcare data [9]. The fabricated data may affect the treat-
ment of patients and cause a huge loss of medical insurance
systems. Therefore, data provenance is introduced to improve
the trustworthiness of medical data. The main initiative of data
provenance is to store the meta-data of the medical data includ-
ing the data source (origin), reproduction (derivation), and final
clinic report covering the entire life cycle of medical data.

Thanks to the traceability and immutability of blockchain,
blockchain-enabled [oMT can well preserve data provenance,
consequently mitigating the fabrication risk of healthcare data
[101. In particular, [11] presents a blockchain-based data prove-
nance system, which stores the encrypted data. Once there are
any modifications to the stored data, the embedded smart con-
tracts will be automatically triggered, consequently reporting
the possible fabrications. Moreover, it is shown in [12] that the
blockchain-based framework is designed to improve the data
provenance of loT networks.

REMOTE HEALTHCARE AND TELEMEDICINE

Both the aging population and limited medical resources bring
burdens to conventional healthcare services. The outbreaks
of pandemics make this situation more serious. Many senior
citizens and chronic patients have to stay at home due to over-
whelming numbers of patients in hospitals.
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Issues Blockchain-enabled IoMT solutions

Thermal cameras, heat sensors, and nucleic

A Tracing pandemic origin acid test, raceability

Quarantine and social

r— Wristband sensor, privacy preservation

Medical asset management (RFID tags, sen-

- Sl sors), traceability, immutability

D Medical data provenance Traceability, anti-falsification

Remote healthcare and . .
E i Wearable sensors, privacy preservation
telemedicine

TABLE 1. Summary of blockchain-enabled 1oMT solutions to
COVID-19.

Blockchain-based 1oMT can potentially address this chal-
lenge. On the other hand, the proliferation of various loMT
wearable healthcare devices, such as embedded biosensors,
medical sensors, and wristbands, leads to the feasibility of
remote healthcare and telemedicine services at home. Thus, the
advent of loMT can potentially relieve the pressure of health-
care resources. For example, senior citizens in their homes or
nursing centers can wear medical or healthcare devices, which
can continuously take the measurements of their physiology
information, such as heartbeat rate, blood pressure, and blood
sugar. Through loMT, doctors and their families can access their
health records at any time and anywhere. In addition to the
data generated from wearable devices, ambient information
is also important because the environment factors (e.g., tem-
perature and pressure) can also affect the analysis of doctors.
Moreover, robots can also be leveraged for logistics (e.g., pill
dispensers).

Despite the merits of loMT, many healthcare and medi-
cal agencies refuse to adopt loMT due to the risks of privacy
breaches of patient data. In contrast to conventional loMT,
blockchain-based [oMT can well preserve the data privacy of
patients and senior citizens via privacy preservation schemes.
Moreover, the appropriate authentication settings on top of
blockchain can also eliminate the misuse (or abuse) of med-
ical data [13]. In this manner, unauthorized data access can
be rejected. In summary, the introduction of blockchain-based
IoMT can help to realize remote healthcare and telemedicine,
consequently reducing the burdens at hospitals and saving the
cost of scarce medical resources.

Summary. Table 1 summarizes the blockchain-enabled loMT
solutions to COVID-19.

FUTURE DIRECTIONS

Although blockchain-enabled IoMT is promising to combat the
COVID-19 crisis, some challenges need to be addressed before
the formal adoption of blockchain-enabled loMT solutions in
healthcare systems. We discuss several future directions in this
section.

SCALABILITY OF BLOCKCHAIN

One of the main limitations of current blockchain systems
is the poor scalability, which limits the wide adoption of
blockchains in loMT. The scalability of blockchain systems
can be typically measured by transaction throughput, that
is, the number of transactions per second (tps). Compared
to mature commercial payment systems, such as Visa and
PayPal, which can reach 2000 tps and 170 tps, respectively,
Bitcoin (one of the most representative public blockchains)
only has 7 tps. The throughput of public blockchains needs to
be improved to handle the massive transactions and real-time
requests in [oMT.

The countermeasures to the scalability of blockchain mainly
include:

1. Leveraging more scalable consensus algorithms to improve
the throughput
2. Adopting private or consortium blockchains, which are more
scalable than public blockchains
With respect to 1), recent studies leverage the localization
of the consensus strategies (e.g., sharding) to reach consensus
faster. Regarding the second type of solutions, private and con-
sortium blockchains can process transactions faster than public
blockchains mainly due to the permissioned systems, which can
reach consensus more easily than public blockchains. Thus, pri-
vate and consortium blockchains may be more suitable for loMT.

DEEP LEARNING TO ENHANCE BLOCKCHAIN-ENABLED [OMT

The massive available loMT data contains huge values. Data
analytics on the data generated by blockchain-enabled loMT
can not only extract useful information but also enhance block-
chain-enabled 1oMT itself. We can identify potential system
faults, vulnerabilities, and performance bottlenecks after analyz-
ing lIoMT data and blockchain data. However, conventional ML
data analysis methods often require extensive feature engineer-
ing to extract features. The emerging DL algorithms that have
less requirement for feature engineering can directly learn from
the raw data. Therefore, DL approaches are more expected in
the future for blockchain-enabled [oMT.

Meanwhile, the heterogeneity of loMT data poses challeng-
es on data analytics. Thus, different DL approaches may be
adopted to handle different types of loMT data. For example,
deep convolutional neural networks (CNNs) with strengths in
analyzing images can be used for biomedical images (e.g., X-ray
and MRI images), while recurrent neural networks (RNNs) and
the variants of RNN can be used for time-series data, such as
electroencephalogram (EEG) data. In the future, the fusion of
multiple DL algorithms will be an inevitable trend for data ana-
lytics in blockchain-enabled loMT.

TRUSTWORTHY Al FOR [OMT

Despite the advances of DL and Al, they also bring trustwor-
thiness concerns, mainly on security and privacy vulnerabilities
of Al models. In particular, it is reported in [14] that Al mod-
els can be stolen, falsified, and poisoned (or contaminated).
Meanwhile, loMT data often needs to be outsourced to cloud
servers, which have stronger computational capability to pro-
cess and analyze loMT data. However, cloud servers are often
owned by untrusted third parties, which may accidentally or
intentionally leak privacy-sensitive data to others.

In this regard, the integration of blockchain and Al might
be a solution to this issue. In particular, blockchain systems
may effectively authenticate and authorize data accessing
when loMT data is outsourced to cloud servers. Meanwhile,
the authentication and authorization mechanisms can also
be applied to the management of cloud servers, which are
required to be validated through the decentralized blockchain
system. Moreover, the recent advances in federated learning
algorithms bring opportunities to solve this issue from a different
perspective. Instead of uploading loMT data to remote cloud
servers, federated learning algorithms [15] can train Al models
from the collected loMT data locally at edge nodes, which are
deployed at base stations or [oT gateways in approximation to
users. Thereafter, the trained Al models can be merged togeth-
er. In this manner, the risk of privacy leakage is reduced since
no loMT data is transferred to cloud servers, which are often
owned by untrusted third parties. It will be a future direction
to integrate federated learning with blockchain, thereby further
enhancing the trust of loMT systems.

CONCLUSION

We have been experiencing an unprecedented crisis caused by
COVID-19, while recent ICT advances also bring opportunities
to combat this crisis. Specifically, the wide adoption of the Inter-
net of Medical Things (IoMT) in healthcare institutions can help
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to collect massive medical and healthcare data, which can be
used by medical practitioners to diagnose and identify diseases,
consequently offering appropriate treatments. Therefore, the
introduction of loMT can undertake the burdens of healthcare
systems, while loMT also faces security and privacy vulnerabili-
ties. On the other hand, blockchain technologies can potential-
ly enhance security and protect the privacy of [oMT systems.

Therefore, this article presents a study on the integration of
blockchain and loMT amid the COVID-19 crisis. In this article,
we first give an overview of blockchain and loMT. We then
put forth a multi-layer framework for blockchain-enabled loMT.
Moreover, we discuss the solutions brought by blockchain-en-
abled loMT to COVID-19 from five perspectives: tracing the
pandemic origin, quarantining and social distancing, smart hos-
pital, medical data provenance, and remote healthcare and
telemedicine. We finally outline the future directions in block-
chain-enabled loMT. We believe that we can finally win the bat-
tle against COVID-19 with the aid of blockchain-enabled loMT
and other technologies.
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