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IntroductIon
With the tremendous growth in the world’s population, there is 
a tendency to gather in communities for common interests such 
as workplaces, restaurants, music festivals, sport events, religious 
gatherings, and more. As a consequence, populations are vulner-
able to many natural and human-made disasters, especially highly 
infectious and fast-spreading diseases similar to what we have wit-
nessed in the coronavirus pandemic (COVID-19), which spreads 
quickly and more efficiently from person to person through respi-
ratory droplets when an infected person coughs, sneezes, or 
talks. If the droplets land on objects and/or surfaces such as 
tables or door handles, they also become the cause of infection 
of other people touching these objects or surfaces, then touch-
ing their eyes, noses, or mouths before cleaning their hands.1 In 
these situations, crowd management and crowd control became 
key measures in slowing down the spread of the virus.

Crowd management strategies have become an integral part 
of smart cities, for managing, planning, and monitoring crowds. 
To this end, deep learning (DL) approaches such as convolu-
tional neural networks (CNNs) have emerged as a new exciting 
research area of machine learning for identifying and classifying 
images’ objects, and hence, these solution can be very effective 
when used for crowd management. In addition, most major 
crowd disasters can be prevented by crowd management strat-
egies such as physical distancing, which aims to avoid critical 
crowd densities [1].

The World Health Organization (WHO) has adopted the 
term physical distancing instead of social distancing or isolation 
[2], since the latter is damaging economies and causes psy-
chological effects. In contrast, the former maintains a physical 
distance more than three feet without breaking community 
contact. Physical distancing is an alternate way to fight against 
the spread of COVID-19 until a vaccine is available. 

In order to slow down the spread of this pandemic, many 
video surveillance camera systems are deployed in streets to 
detect physical distancing violations [3]. However, there are a 
number of challenges in monitoring physical distancing in public 
areas. Although street cameras might be installed in public plac-
es (which is the case in many cities), it has some issues such as:
• Camera installation incurs high expenditure.
• The absence of any pedestrian on some corners makes the

camera useless.

• There is a lack of a real-time warning mechanism that allows
safe crossing by practicing physical distancing.
The high mobility and cooperation of the Social Internet of

Vehicles (SIoV) is one of the most promising technologies to 
address the challenges mentioned above. SIoV is an improve-
ment of IoV technology advances by applying IoV conceptsand 
adding the social dimension to it, and makes vehicles, drivers, 
and passengers able to interact with each other, leveraging 
different devices such as cellular networks, sensors, and smart-
phones, and interconnects people within and around vehicles. 
In SIoV, vehicles can communicate/socialize with each other by 
sharing information among a cluster of cars, including the traffic 
situation in an area, accident warning, and so on.

In this article, we propose a framework based on DL using 
SIoV namely “DeepDist,” to help practice physical distancing. 
We assume that each vehicle is equipped with thermal and vision 
imaging camras. Using the Faster Region-based CNN (Faster 
R-CNN) algorithm, these vehicles can detect objects in real time
with a red bounding box if the physical distancing among them
is violated. Afterward, an automatic alert is sent to pedestrians
and vehicles through advertisement boards and smart dash-
boards, respectively. To the best of our knowledge, this is the
first attempt at using SIoV to detect physical distancing and alert
about violations through a wide selection of advertising boards.

In summary, the major contributions of this article are as 
follows:
• Accurately predict whether social and safety distance among

pedestrians and inter-vehicle are respected using SIoV.
• Make optimal planning decisions for crowd management

using advertising boards and vehicle dashboards.
The rest of this article is organized as follows. We review

related works. We present an overview of Faster-RCNN. The 
proposed approach is described. The related performance eval-
uation is presented. Finally, we provide some future directions 
and conclude the article.

related Work
In this section, we review existing works on object detection 
and how the distance between similar objects is measured 
using DL techniques.

MeasurIng PhysIcal dIstance
Kelso et al. [4] simulated the effect of four different social dis-
tancing intervention measures in the potential control of a 
future influenza pandemic. The results show that such measures 

abstract
Crowd management systems play a vital role in today’s smart cities and rely on several Internet of Things (IoT) solutions to build 

prevention mechanisms for widespread viral diseases such as Coronavirus 2019 (COVID-19). In this article, we propose a framework to 
aid in preventing widespread viral diseases. The proposed framework consists of a physical distancing notification system by leveraging 
some existing futuristic technologies, including deep learning and the Internet of Vehicles. Each vehicle is equipped with a switching 
camera system through thermal and vision imaging. Afterward, using the Faster R-CNN algorithm, we measure and detect physical dis-
tancing violation between objects of the same class. We evaluate the performance of our proposed architecture with vehicle-to-infra-
structure communication. The obtained results show the applicability and efficiency of our proposal in providing timely notification of  

social distancing violations. 

Digital Object Identifier: 10.1109/IOTM.0001.2000116

KERRACHE_LAYOUT.indd   30KERRACHE_LAYOUT.indd   30 10/15/20   10:11 PM10/15/20   10:11 PM



IEEE Internet of Things Magazine • September 2020 31

are capable of stopping epidemic development, but only if they 
are used relatively together for a long time and without delay, 
while the imposition of such measures would affect personal 
freedom. 

Zhang et al. [5] proposed a method to improve safety on 
roads, and to assist with blind-spot monitoring during the revers-
ing process, combining DL using the R-CNN algorithm and 
binocular vision technology for identifying and measuring the 
distance of traffic obstacles in real time from different angles. In 
this study, some problems in the detection process need to be 
solved, including the detection of various types of obstacles as 
well as the target’s details like speed, direction, and angle to get 
more accuracy in the detection process.

Zaarane et al. [6] proposed an algorithm based on a stereo 
vision method to detect and measure inter-vehicle distance. The 
designed method is divided into four steps: The first one starts 
with capturing images, followed by an object detection step 
using AdaBoost classifier; then the stereo matching process is 
applied, and the distance is estimated in the final step. This sys-
tem showed high accuracy in distance measurement. However, 
applying a detection algorithm to only one image of a vehicle 
makes this method very slow. In addition, in the multi-object 
environment, the problem of the same object selection appear-
ing in both cameras is still open. 

Huang et al. [7] proposed a real-time inter-vehicle distance 
estimation on urban/suburban roads. The authors exploited the 
vanishing point through a single-lens video camera. The results 
show the effectiveness of the proposed method. Similarly, Sasa-
ki et al. [8] developed an inter-vehicle distance measurement 
system through a smartphone camera based on the similari-
ty relationship. The main drawback of this framework is the 
considerable error rate, which can be addressed by increasing 
image resolution, but it requires more more processing time.

object detectIon and recognItIon
Recently, several papers have extensively treated object detec-
tion using DL algorithms and computer vision. For instance, 
Wagner et al. [10] introduced two architectures for pedestrian 
detection on the basis of multi-spectral image data, by com-
bining the images of a visible and thermal camera. The first 
architecture is for early and the second for late fusion, and they 
are both built upon the R-CNN algorithm. The results of the 
pre-trained late-fusion-based model show good performance in 
terms of accuracy. However, the main weakness of this algo-
rithm is related to its slow process.

Punn et al. [10] presented a real-time framework based on 
DL, the YOLO v3 algorithm, to detect pedestrians and monitor 
social distancing violations. The experimental analysis of this 

algorithm gives efficient performance in terms of accuracy and 
precision, but this algorithm needs a huge dataset for the train-
ing phase.

Aqib et al. [11] proposed an emergency evacuation frame-
work, based on DL and big data analytics to predict traffic 
behavior in emergency and evacuation situations in smart cities 
using historical traffic data. The correlation between the input 
and output data gave very high accuracy, but high uniformity in 
input data may not necessarily give the same performance with 
other datasets.

Faster r-cnn overvIeW
This section provides an overview of the Faster R-CNN algor-
thim, its architecture, training, and loss functions.

archItecture
Convolutional neural networks are among the most important 
DL solutions that are commonly used in computer vision appli-
cations and visual analysis imagery. There are many available 
object detection algorithms, but Faster R-CNN is the one offer-
ing a good accuracy and cost trade-off [12]. Faster R-CNN aims 
to find a solution to improve the slow running problem of some 
algorithms like Region CNN (R-CNN) and Fast R-CNN.

As shown in Fig. 1, Faster R-CNN is one of the most import-
ant object detection algorithms that relies on CNN such as You 
Look Only Once (YOLO) and Single Shot Detector (SSD). Its 
object detection process is mainly divided into two parts:
• Part 1: The region proposal network (RPN) as a region

proposal algorithm. It uses anchors as reference boxes for
generating proposals. At the regression layer level, the box
parameters are predicted for all proposals, while predicting
the possibility that the proposals are an object/background
using the classification layer, and then define the object with
a bounding box.

• Part 2: Fast R-CNN as a detector. The proposal regions pro-
vided by RPN are passed to the Fast R-CNN algorithm via the
region of interest (RoI) pooling layer to reduce the feature
maps. Then the output from the RoI pooling layer is passed
through fully connected layers, which in turn feed the soft-
max and regression layer for classification and bounding
boxes prediction, respectively.

traInIng and loss FunctIons

The RPN training process begins by randomly pulling an image 
from the training dataset and specifying a label to each anchor 
to form a mini-batch that contains 256 anchors; hence, the loss 
value is minimized. Afterward, the image is included in RPN as 

Figure 1. The general architecture of Faster R-CNN.
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an input to predict proposals using anchors, then measure and 
propagate the loss value to update the convolutional kernels 
rate.

There are two losses in Faster R-CNN: one is classification 
(category) loss Lcls” and other is regression (bounding boxes 
location) loss Lreg, as shown in the equation below [12].

L(piti )=
1
Ncls

Lcls (pi , pi
*

i
∑ )+λ 1

Nreg
pi

*Lreg (ti ,ti
*

i
∑ )

i the anchor index.
λ a balancing parameter.
pi the probability of predicting the object.

pi
* the ground-truth label, pi

* =
1 if object
0 if background

⎧
⎨
⎪

⎩⎪

ti the predicted bounding box coordinates vector.

ti
* the ground-truth box if (+) anchor.
NclsNreg normalized numbers.systeM FunctIonalItIes

In our proposal, we combine the visible and thermal camera, 
which is used for much DL-based pedestrian detection and 
vehicle detection. The use of thermal cameras is motivated by 
the fact that they are not aff ected by darkness and bad weath-
er conditions, whereas the reflected temperature influences 
the accuracy of its measurement, unlike the visible camera, 
which performs well in daylight, but its performance is aff ected 
at night and in low illumination conditions. To overcome the 
disadvantages of both, it is useful to switch between the two 
cameras wisely.

Our approach diff ers from the existing works in the fact that 
we also involve the highly mobile SIoV, which can cover the 
whole city rather than only small areas. As mentioned above, 
we consider vehicles equipped with two fixed cameras, one 
thermal and the other visible in order to track both pedestrians 
and vehicles. At the same time, using Faster R-CNN, the system 
also monitors the physical distance and generates alert messag-
es in the case of distance violations, as shown in Fig. 2. 

The three following cases are observed in our model.
Case 1: When vehicles detect physical distancing violations 

between pedestrians, it generates and sends real-time alerts to 
the nearby roadside units (RSUs), which in turn incite the clos-
est advertisement boards to exhibit their HD videos/images on 
the display screen and indicate the necessity of physical distanc-
ing for public health and practicing it well.

Case 2: To take advantage of the object identifi cation and 
distance measurement between similar objects, our proposal 
also identifi es the safety distance violation among vehicles mov-
ing in parallel lines. Once the safety distance violation is detect-
ed, an event-triggered Decentralized Environmental Notifi cation 
Message (DENM) is broadcast with a distance violation alert 
that includes the position of the concerned vehicles [13]. 

Figure 3 illustrates exactly where we pro-
pose to include the safety distance violation 
alert in the situation container of the DENM

Case 3: We can also leverage a cloud-based 
system to send alert messages and their local-
ization via vehicle-to-broadband cloud (V2B) 
communication to the central platform, which 
counts the total number of these messages in 
each area and displays it using graphical rep-
resentation such as a heat map. A localization 
with intensive alert messages is considered a 
crowded area. Therefore, the user can have 
prior knowledge remotely if an area, a road, or 
a bus stop is crowded or not.

In our design, the data collected in a 
geographic area are forwarded to an edge 
computing server where they are temporar-

ily stored, processed, and accessed by interested consumers, 
(police, health department inspectors, etc.).

According to the 3rd Generation Partnership Project Vehi-
cle-to-Everything (3GPP-V2X) specification in [14], a V2X 
application server can be implemented according to the 
multi-access edge computing (MEC) paradigm to support V2X 
applications. By providing storage and computing resources 
close to where the data is produced, the V2X application serv-
er ensures that data is processed in real time at the periphery 
of the network, thus also limiting the traffic load in the core 
network [15].

In addition to traditional road traffic applications, the V2X 
application server can be expanded to support a variety of IoV 
applications, including those for epidemic detection.

Of course, several V2X application servers can be 
deployed in diff erent geographic areas, and their storage and 
processing resources can be sized according to population 
density. Depending on their role, interested consumers can 
access the data from a single edge server or multiple servers. 
For example, health department inspectors working in a spe-
cifi c area will only access data from that area; on the other 
hand, if the Ministry of Health is interested in a global map 
of suspected infections, data from all V2X application servers 
will be accessible.

PerForMance evaluatIon
Our simulation is carried out using two open source frame-
works, Network Simulator (NS-3), which is a discrete-event net-
work simulator, and the Simulation of Urban Mobility (SUMO) 
to generate realistic mobility behavior to vehicles.

Figure 2. General design of our proposed approach.
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The vehicles are equipped with 802.11p communication 
interface, which is considered as an approved amendment to 
the IEEE 802.11 standard and is the standard of vehicle-to-ve-
hicle and vehicle-to-Infrastructure communications. We assume 
that each vehicle sends an alert packet to the nearby RSUs, 
which in turn forward it to the close advertising boards to dis-
play HD alert images from its stock once a physical distancing 
violation is detected.

We evaluate the quality of service (QoS) metrics against a 
varying vehicular density from 2 to 100 using TCP traffic pattern 
and two rays ground as a propagation model.

Obtained results of our simulation are presented by mea-
suring different QoS metrics such as end-to-end delay, packet 
delivery, and precision and recall, which can be defined as 
follows: 
• End-to-end delay is the total time required for a packet to

reach its destination.
• Packet delivery ratio is the rate of packets successfully trans-

mitted over the total transmitted.
• Precision and recall are used to measure the accuracy of

information retrieval, classification, and identification within a
computer program.
Figure 4 shows that the packet delivery ratio result obtained

is inversely proportional to the vehicles’ density; because of the 
congestion, packets are dropped. We can observe from Fig. 
5 that the IEEE 802.11p standard offers end-to-end delays less 
than 104 ms despite the change in vehicles’ density.

Besides the QoS-related metrics, precision and recall are the 
two most important metrics to evaluate model accuracy, classi-
fication, and identification. Precision is defined as the accuracy 
of the classifier to find all the instances of the positive class, 
while recall detects the largest possible number of positive 
cases.

A large number of existing studies have examined the object 
detection in different classes using Faster R-CNN and calculate 
precision/recall (PR) to show up the sensitivity of the detector. 
Figure 6 shows the PR curve using Stanford Vehicles’ Dataset; 
this algorithm achieves a good mean Average Precision (mAP) 
value, which approximately reaches 0.76. 

conclusIon and Future dIrectIons
In order to avoid physical distancing violations, in this arti-
cle, we design a framework based on deep learning and the 
SIoV paradigm to track objects using the Faster R-CNN algo-
rithmthrough a switching cameras system and detecting the 
people or vehicles violating physical distancing. In this archi-
tecture, we can alert about violations using vehicle-to-infra-
structure communication by leveraging advertisement boards, 
or directly via vehicle-to-vehicle communication. In future 
work, we can focus on detecting some details such as wearing 
a face mask, to recognize if pedestrians/passengers are not 

wearing a face mask or wearing it incorrectly, and check if a 
vehicle’s glass windows are rolled up completely when vehi-
cles are too close to each other to prevent the spread of the 
virus through air.

Indeed, most modern cities suffer from traffic congestion in 
all streets, especially at peak periods, which makes physical dis-
tancing between vehicles a challenging task as they are subject 
to driving regulations, in comparison to pedestrians, who have 
the choice to move freely. The deep cameras can smoothly 
track moving objects, and measure physical distancing easily in 
a low and medium density scene, and give best results; mean-
while, it rests a challenging task in the most crowded places. 
Some of the pedestrians are hidden together, which makes it 
not visible in crowded assemblies, even for a human observer; 
therefore, it seems too hard to put bounding boxes to all in this 
dense scene. However, image processing and annotation are 
expensive in both CPU and storage. The use of buses (with a 
pre-defined path) and taxi/user (with random path but popular) 
can help in increasing the benefits of edge computation by pro-
viding an extra server to enhance the computation capabilities 
of surrounding cameras.

An alternative method is to benefit from compute-less 
networks. An edge server can store not only the content but 
also the computation input/output. Similar computation tasks 
can use the stored output instead of performing computation 
from scratch, hence improving the computation deadline and 
resources. This scenario is widely witnessed in object tracking 
where various snapshots are overlapping, which increases the 
similarity of tasks and hence the resulting outputs.

Finally, IoV promises more efficient, cleaner, and safer trans-
portation for all road users. Our article suggests a novel applica-
tion of IoV data and capabilities at the service of road users and 
the local community in general. We have been able to prove 
that the data and services offered by the network of connected 
vehicles can also be important and a game changer for other 
road users.

Figure 4. Average PDR variation according to vehicles density.
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Figure 5. Mean E2E delay variation according to vehicles density.
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Figure 6. Precision/Recall (PR) curve for Faster R-CNN.
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