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Juli Yin, Linfeng Wei�, Zhiquan Liu, Xi Yang, Hongliang Sun, Yudan Cheng, and Jianbin Mai

Abstract: With the rapid development of mobile devices, aggregation security and efficiency topics are more important

than past in crowd sensing. When collecting large-scale vehicle-provided data, the data transmitted via autonomous

networks are publicly accessible to all attackers, which increases the risk of vehicle exposure. So we need to

ensure data aggregation security. In addition, low aggregation efficiency will lead to insufficient sensing data, making

the data unable to provide data mining services. Aiming at the problem of aggregation security and efficiency in

large-scale data collection, this article proposes a data collection mechanism (VDCM) for crowd sensing in vehicular

ad hoc networks (VANETs). The mechanism includes two mechanism assumptions and selects appropriate methods

to reduce consumption. It selects sub mechanism 1 when there exist very few vehicles or the coalition cannot be

formed, otherwise selects sub mechanism 2. Single aggregation is used to collect data in sub mechanism 1. In

sub mechanism 2, cooperative vehicles are selected by using coalition formation strategy and auction cooperation

agreement, and multi aggregation is used to collect data. Two sub mechanisms use Paillier homomorphic encryption

technology to ensure the security of data aggregation. In addition, mechanism supplements the data update and

scoring steps to increase the amount of available data. The performance analysis shows that the mechanism

proposed in this paper can safely aggregate data and reduce consumption. The simulation results indicate that the

proposed mechanism reduces time consumption and increases the amount of available data compared with existing

mechanisms.
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1 Introduction

Big data are produced from multiple sources in different
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formats at very high speed[1]. Therefore, big data
are difficult to obtain using traditional technologies.
With the development of sensor technologies and the
improvement of embedded computing devices, mobile
crowd sensing (MCS) was first proposed as a new
sensing mode by Ganti et al.[2] in 2011. This sensing
mode combines the idea of crowd sourcing and uses
the excellent sensing ability of mobile devices to obtain
data. Despite its benefits, MCS experiences various
security challenges against various security threats such
as disinformation attack, data tampering attack, replay
attack, eavesdropping attack, and denial of service (DoS)
attack.

MCS is considered as an integrated part of the Internet
of things (IoT) based services and applications[3]. With
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the increasing demand for social events, crowd sensing
is gradually applied to the vehicular ad hoc network
(VANET)[4]. Mobile crowd sensing in VANET refers
to that mobile vehicles use advanced sensing devices
(e.g., wireless communication receiver, onboard sensor,
tachograph, GPS, and camera) to collect and transmit
sensing data in real time. If vehicles submit their sensing
data to the processing center without any pre-processing,
the sensing data may be abused or leaked by the
processing center. Besides, some vehicles may also try to
trick the processing center by providing false data. Data
trustworthiness is of paramount importance when data
mining techniques work with data in the context
of secure and privacy preserving MCS[3]. Therefore,
research on data collection mechanisms for mobile
crowd sensing in VANET has become one of the
most urgent issues to protect both the privacy of
vehicle-provided data and reliability of data. Meanwhile,
aggregation efficiency is also important. Data sources
must be large enough to provide data mining services.

1.1 Related work

Due to the demand for huge amounts of data from
crowd sensing in vehicular ad hoc networks, many
vehicles need to participate in crowd sensing. During
vehicle large-scale data collection, the security of data
aggregation has also become the key issue for crowd
sensing in VANET. Data are usually strongly related to
vehicle information, thus if the data are leaked out, it may
pose a threat to the safety of participating vehicles[5]. In
addition, if the data are maliciously changed, it will hurt
the reputation of the vehicle and reduce the enthusiasm
of the vehicle to participate.

Many scholars at home and abroad have made
a lot of research on the security of aggregated
data in data collection. Basudan et al.[6] proposed
a lightweight certificateless aggregation signcryption
(CALASS) mechanism which is able to ensure the
security of single data for fog computing. However,
this mechanism fails to consider the security of data
aggregation. Sookhak et al.[7] provided an identity based
encryption (IBE) mechanism which is able to encrypt
the data with a key and aggregates the data by the
service provider. The IBE mechanism fails to consider
reputation management and collection efficiency, which
greatly limits its applications. Sun et al.[8] proposed a
fog bus based vehicle crowd sensing (FBVCS) reporting
privacy preservation mechanism which is able to realize
data privacy and data aggregation. And compared with

other mechanisms, FBVCS mechanism improves the
amount of available data. However, this mechanism
fails to guarantee the fog buses are credible. There
is some additional consumption in the mechanism and
the collection time is too long. Qian et al.[9] proposed
the aggregation mechanism of homomorphic encryption
method based on elliptic curves cryptography (ECC)
which optimizes the collection time and protects the
security of aggregated data. However, the theory of
ECC homomorphic encryption method used in this
mechanism has not been officially confirmed, and the
security needs to be verified.

To ensure that service providers are provided a large
amount of effective data, two questions need to be solved.
The first question is the low collection efficiency which
will lead to the fact that received data cannot provide
effective data services and will result in insufficient
sensing data samples. Another question is false data
which will pollute the data results. Data aggregation
is a common method to improve collection efficiency,
and the excellent data aggregation mechanisms can
help service providers collect available data safely and
efficiently.

In recent years, scholars at home and abroad have
done a lot of research on the aggregation efficiency of
data collection. There are several kinds of aggregation
mechanisms commonly used in wireless sensor networks
(WSN) such as tree aggregation, cluster aggregation,
chain aggregation, and unstructured method. Kuo et
al.[10] proposed a tree aggregation mechanism which
is able to use tree aggregation to construct a data
aggregation tree to reduce the total energy consumption
of data transmission. Naranjo et al.[11] proposed a
method to find energy saving mechanism to select cluster
head in WSN which is able to prolong the network
life. Javaid et al.[12] proposed an application-oriented
chain aggregation mechanism which is able to use
mathematical modeling to find the local optimal path
in the independent chain in each mechanism, so as
to find the global optimal path for data transmission
through its interconnection. Liu and Gao[13] proposed
a hybrid structure aggregation mechanism which is
able to minimize the monitoring overhead. However,
these mechanisms cannot ensure aggregation data
security. Rabieh et al.[14] proposed a homomorphic
encryption self organization (HESO) mechanism based
on homomorphic encryption which provides a data
aggregation mechanism. It is able to reduce time
consumption and ensure aggregation data security.
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However, this work fails to ensure data security and
the amount of available data.

How to efficiently collect data on the premise of
ensuring data security is one of the challenges faced
by the current crowd sensing in VANET[15]. At present,
there are many studies on the data collection of crowd
sensing in vehicular ad hoc networks, but still exist
unsolved problems such as low efficiency in data
collection and aggregation security. And few studies
consider the reduction of consumption and the increase
of the amount of available data when considering the
security of data aggregation.

1.2 Contribution

For crowd sensing in VANET, vehicles collect data
through wireless networks. When making the data
collection, vehicles are vulnerable to various attacks
which result in privacy disclosure. In addition, there
are some problems in the collection process such as
data delay, data breach, and malicious data. This paper
proposes a data collection mechanism named VDCM for
the crowd sensing in vehicular ad hoc networks which is
able to ensure the security of data aggregation, reduce
consumption, and increase the amount of available
data. The mechanism is based on Paillier homomorphic
encryption technology, coalition formation strategy, and
auction cooperation agreement. Two assumptions have
been put forward based on specific situation to reduce
the time consumption when ensuring the security of data
aggregation. The VDCM mechanism improves existing
mechanisms, supplements data update and scoring steps,
and increases the amount of available data. Compared
with the existing studies, the VDCM considers the
reduction of consumption and the increase of the amount
of available data when considering the security of data
aggregation.

1.3 Road map

The remainder of the paper is organized as follows.
In Section 2, we present some preliminaries such
as coalition formation strategy and homomorphic
encryption technology. In Section 3, we introduce the
data collection mechanism which is proposed in this
paper. Initially we elicit the system architecture and then
present the workflow of the mechanism in detail. Before
summarizing this paper in Section 5, we provide the
performance analysis and simulation result analysis in
Section 4.

2 Preliminary

The following subsections briefly introduce technologies
used in this study, including coalition formation strategy
and Paillier homomorphic encryption.

2.1 Coalition formation strategy

The user selects the coalition according to their
preference[16] and sets the coalition as CO1, CO2,
and CO3. �n is defined as the binary relationship
on all feasible coalitions that users n may form. If
CO1�nCO2, users will get more reward from CO1, and
they are more inclined to join coalition CO1. There
is CO1�nCO3 according to the transferability. The
preference order affects the final coalition structure. The
coalition considers two different preference orders.

Pareto order[17]: For a user n and two coalitions CO1
and CO2, the Pareto order defines the following actions
as

CO1�nCO2,

En.CO1/ < En.CO2/^

Ei .CO1/ 6 Ei .CO1nfng/8i 2 CO1nfng^

Ei .CO2nfng/ 6 Ei .CO2/8i 2 CO2nfng (1)
Utilitarian order[17]: For a user n and two coalitions

CO1 and CO2, the Utilitarian order defines the following
actions as

CO1�nCO2,X
i2CO1

Ei .CO1/ �
X

i2CO1nfng
Ei .CO1nfng/ 6X

i2CO2

Ei .CO2/ �
X

i2CO2nfng
Ei .CO2nfng/ (2)

where E.CO/ is utility of coalition CO. In Pareto order
or Utilitarian order, when users change the coalition,
users will never damage utilities of other users. In
Utilitarian order, users will never damage total utility
of coalition when they change coalitions, but the utility
of every user could not be ensured. For the coalition,
it is important that user will not damage utilities of
other users. This attribute ensures that the utility of the
coalition will not be reduced, and ensures the existence
of stable coalition partitions. Besides, multiple coalitions
can form a new coalition. The formed behavior is defined
as a consolidation rule. The consolidation rule is

fCO1 [ CO2g ,

Œ8i 2 CO1; .CO1 [ CO2/�iCO1�^

Œ8i 2 CO2; .CO1 [ CO2/�iCO2� (3)

2.2 Paillier homomorphic encryption

Homomorphic encryption technology can directly
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operate ciphertext without decryption. The Paillier
homomorphic encryption technology[18, 19] is as follows.

Key generation: Randomly the user selects two large
prime numbers p and q, and calculates N D pq and the
least common multiple � D lcm.p � 1; q � 1/. Then
user randomly selects g 2 Z�

N2 , Z�
N2 indicating that the

integer set has N 2 elements.

User defines function L.x/ D
x � 1

N
and generates

public key K D .N; g/ and the corresponding private
key k D .�; �/.

� D .L.g� mod N 2//�1 mod N (4)

Encryption: User selects a random number ri to
encrypt the message mi with K into ciphertext as
follows:

C D E.mi / D g
mi ri

N mod N 2 (5)

Decryption: User uses k to decrypt the ciphertext C
as follows:

mi D D.C/ D L.C
� mod N 2/ � � mod N (6)

Due to the additive homomorphism property of Paillier
homomorphism encryption, for any messagem1 andm2,
user selects random number r1 and r2, and calculates
the ciphertext product to get the aggregate message, as
follows:

C1 � C2 D E.m1; r1/ �E.m2; r2/ D

gm1Cm2.r1 � r2/
N mod N 2 (7)

Known .r1 � r2/�N � 1.modN 2/ decrypts Eq. (7):
D.C1 � C2/ D D.E.m1; r1/ �E.m2; r2/ mod N 2/ �

L.g�.m1Cm2/.r1 � r2/
�N mod N 2/ � � mod N �

m1 Cm2 mod N (8)

3 System Architecture and Various Stages

In this section, we first introduce the system
architecture of our VDCM mechanism, then describe
the various stages in our mechanism in two mechanism
assumptions which include the initialization of the
system, cooperative certification, data aggregation, data
update, and information feedback.

3.1 System structure

Aiming at the safety and efficiency of data collection for
the crowd sensing in VANET, this paper proposes a data
collection mechanism for crowd sensing in vehicular ad
hoc networks. The system architecture of our VDCM
mechanism is revealed in Fig. 1, where there exist four
kinds of primary entities, i.e., trusted authority (TA),
road side units (RSUs), processing center, and vehicles.

TA: The VDCM mechanism contains a trusted
authority (TA). The TA contains a clock and divides
the time into a series of equallength time intervals[20].
Furthermore, it stores and periodically updates vehicles
reputation information based on the received reputation
feedbacks and helps vehicles change coalition.

RSUs: In the VDCM mechanism, road side units
(RSUs) help processing center collect vehicles-provided
data. When RSU is authorized by TA, it can process data.
Generally RSUs connect to vehicles and TA through the
vehicle to roadside unit (V2R) wireless communication
and wired communication, respectively[21].

Processing center: The VDCM mechanism which
contains processing center is able to use various
operations (e.g., K-means clustering, Lloyd’s clustering,
cloud computing, etc.) to process data. Generally,

(a) Sub mechanism 1 (b) Sub mechanism 2

Fig. 1 System architecture of the VDCM mechanism.
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processing center refers to the processing equipment of
the service provider layer in crowd sensing. The content
of data processing is beyond the scope of this article, so
it will not be introduced in detail.

Vehicles: In the VDCM mechanism, each vehicle
is assumed to be equipped with sensing devices to
collect and transmit sensing data. And each vehicle is
assumed to generate random number which has a certain
corresponding relationship with its sequence numbers.
Besides, each vehicle periodically requests the TA for
its new coalition and reputation certificates.

According to the specific situation, the VDCM
can be divided into two mechanism assumptions, sub
mechanism 1 and sub mechanism 2. When very few
vehicles collect data or the coalition strategy cannot be
adopted, for example, if the coalition cannot be formed
or the coalition cooperation vehicle cannot be selected,
etc., it should select sub mechanism 1. Sub mechanism
1 is revealed in Fig. 1a and includes three stages. In
the first stage, TA initializes vehicle reputation score
and coalition. In the second stage, the vehicle sends or
updates the data to the RSUs, and the RSUs aggregate
data which are sent to the processing center. In the third
stage, the TA updates the vehicle reputation according
to the score feedback of RSUs.

Except for the above special cases, sub mechanism
2 is selected. Sub mechanism 2 is revealed in Fig. 1b
and includes four stages. In the first stage, TA initializes
vehicle reputation score and coalition. In the second
stage, the TA decides the cooperative vehicles in the
coalition. In the third stage, the cooperative vehicle
assists the RSUs to aggregate and update the data which
are sent to the processing center. In the fourth stage,
the TA updates the vehicle reputation and the coalition
according to the score feedback of RSUs and cooperative
vehicles.

3.2 Threat model

In this paper, it is assumed that the TA is completely
trusted, RSUs are honest and curious, RSUs honestly
perform data aggregation, but they are curious about the
privacy information of the vehicle. The vehicles may be
malicious and possibly pose threats as follows.

Disinformation attack: Malicious vehicles upload
false data and pollute the dataset. The attack results in
insufficient perceived data samples and makes the data
unable to provide effective services.

Data tampering attack: Malicious vehicles tamper
with the data uploaded by other vehicles. The attack
affects the reputation score of the tampered vehicles

and reduces the collection enthusiasm of the tampered
vehicles.

Replay attack: Malicious vehicles upload duplicate
data for many times. The attack affects the perception
of data samples, and makes the data unable to provide
effective services.

Eavesdropping attack: Malicious vehicles judge the
information of the sending vehicles by receiving data,
posing a threat to the participating vehicles.

DoS attack: Malicious vehicles refuse to provide
services, which affects the efficiency of data collection.

3.3 Initialization

In order to avoid malicious transmission of data by
vehicles and ensure the availability of vehicle-provided
data, the TA generates time intervals T˛ 2 fT1; T2; : : : g
and sets the initial reputation score RM0

Vi
for each

vehicle Vi . TA stores the information in the database
and updates the vehicle reputation score in time interval.
The setting of the initial reputation score RM0

Vi
as[21]

RM0
Vi
D

8̂<̂
:
0:9; if Vi2Law enforcenment vehiclesI
0:5; if Vi2Public service vehiclesI
0:1; if Vi2Other vehicles

(9)

If the TA judges that the current situation should
select sub mechanism 2, it will involve the allocation
of the coalition. In order to facilitate the allocation
of subsequent cooperative vehicles and preliminarily
improve the efficiency of data collection, the TA will
allocate the initial coalition. According to the time
interval, the TA helps vehicles to update coalition, set
coalition structure P D fCO1;CO2; : : : ;COkg, and
participat vehicles � D f1; 2; : : : ; N g. The allocation of
the coalition shall comply with the coalition formation
strategy[16] to ensure the transmission consumption is as
little as possible and fits Eq. (10).8̂<̂

:
COa \ COb D ';
.COa ¤ COb 2 fCO1;CO2; : : : ;COkg/IP

COi D �
(10)

3.4 Cooperative certification

If the TA judges that sub mechanism 2 can be selected in
the current situation, it will generate the initial coalition
and start the cooperative certification. Otherwise, the
RSUs will directly aggregate the data and skip the
cooperative certification step. The execution steps of
cooperative certification are as follows.

Firstly, the TA retrieves the vehicle reputation scores
in each coalition and broadcasts the number of vehicles
that need to be aggregated Na and the corresponding
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reward Pa to each vehicle. Then the vehicle Vi judges
whether to participate in the cooperative certification
bidding. If the vehicle decides to participate in the
bidding, a price bidding PbVi

is calculated according
to the bidding cost. In order to prevent message flooding
and bidding attacks, each vehicle is allowed to quote
only once. Vi generates a request response AbVi

and
sent it to the TA.

AbVi
D .Na;PbVi

;RMVi
/ (11)

where RMVi
is the vehicle reputation. TA calculates

the pre-cooperation degree according to Eq. (12) after
receiving the bidding information.

CPVi
D

8̂<̂
:
0; if RMVi

< RLI
RMVi

PbVi

P
d
j
Vi

; otherwise (12)

where
P
d
j
Vi

is the sum of the distance from vehicle Vi
to vehicle Vj in the same coalition, and the TA selects a
certain number of vehicles as partners according to the
pre cooperation degree from CPVi

high to low.

3.5 Data aggregation

According to the two mechanisms, the subsequent
operations are divided into the single aggregation
algorithm corresponding to sub mechanism 1 and
the multi aggregation algorithm corresponding to sub
mechanism 2.

3.5.1 Single aggregation algorithm
The TA randomly sorts the participating vehicles and
generates a set of sequence numbers k1; k2; : : : ; kn.
Then the TA safely transmits the sequence numbers
to each vehicle V1; V2; : : : ; Vn, and records the
corresponding relationship between the sequence
number and the vehicle. The TA will generate public
key K D .N; g/ and private key k D .�; �/, then
the TA broadcasts the public key K to vehicles. Vi
selects random number ri , encrypts data message Mi to
generate ciphertext Ci through Paillier homomorphic
encryption technology, then sends ciphertext and
sequence number to the RSU.

Ci D g
Mi rNi mod N 2 (13)

RSU receives Ci from Vi and multiplies it according
to Eq. (14) to obtain the aggregated encrypted data C0.

C0 D

nY
iD1

Ci D

nY
iD1

E.Mi ; ri / D

g

nP
iD1

Mi
nY
iD1

ri mod N 2 (14)

After that, the processing center can retrieve the
corresponding private key from the TA and obtain
aggregate data after decryption, as

D.

nY
iD1

Ci / � L.

nY
iD1

C �i mod N 2/ � � mod N �

L.g
�

nP
iD1

Mi

mod N 2/ � � mod N �
nX
iD1

Mi mod N (15)

In addition, if the TA chooses to authorize the RSU,
then the RSU can decrypt, process, and analyze the
aggregate ciphertext through the private key.

3.5.2 Multi aggregation algorithm
After passing the cooperative certification, the vehicle
will become a cooperative vehicle to assist RSU in
collecting aggregated data. The TA generates the public
key K D .N; g/ and private key k D .�; �/. Then the
TA broadcasts the public key to vehicles.

The cooperative vehicle Vc1
collects data from

vehicles V1; V2; : : : ; Vq.q < n/. Then the TA will
randomly sort the participating vehicles and generate
a set of sequence numbers k1; k2; : : : ; kq which will be
safely transmitted to collected vehicles V1; V2; : : : ; Vq .
The TA records the corresponding relationship between
the sequence number and the vehicle.
Vi selects random numbers ri in coalition A, then

sends the ciphertext and the sequence number to Vc1
.

The encryption process is similar to that in single
aggregation, and finally ciphertext product CVc1

was
obtained by aggregation.

CVc1
D

qY
iD1

Ci D

qY
iD1

E.Mi ; ri / D

g

qP
iD1

Mi
qY
iD1

ri mod N 2 (16)

The processing center can retrieve the corresponding
private key from the TA. The final aggregate ciphertext
C is obtained from the aggregated ciphertext product
wQ
iD1

CVci
of the w cooperative vehicles and the RSUs

aggregate ciphertext product C0 according to Eq. (17).
After processing center decrypts C by the private key to
obtain final aggregate data, as shown in Eq. (18).

C D C0

wY
iD1

CVci
(17)
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D.C/ � L.

nY
iD1

C � mod N 2/ � � mod N �

nX
iD1

Mi mod N (18)

If the TA chooses authorization, the RSUs or
cooperative vehicle can decrypt, process, and analyze
the aggregated ciphertext through the private key.

3.6 Data update

Vi can choose to update the uploaded data within a
certain period of time after the cooperative vehicle or
RSU receives the data from the vehicle Vi . When Vi
needs to change the uploaded data, it performs the
following operations.

Data M 0i will be added, Vi uses the same random
number ri to obtain the updated ciphertext according to
Eq. (19). Then Vi sends the updated ciphertext and its
own sequence number to the RSU or cooperative vehicle.

C 0i D g
M 0i ri

N mod N 2 (19)
The RSU or cooperative vehicle will multiply the

ciphertext to be added by the original ciphertext of the
vehicle and obtain the updated ciphertext, as follows:

C 00i D g
MiCM

0
i r2Ni mod N 2 (20)

nY
iD1

ri
�N
� 1 mod N 2 (21)

When the updated ciphertext is multiplied by other
ciphertexts, it can be aggregated into a new aggregated
ciphertext. The data can be updated without decryption.
The possibility of RSU or cooperative vehicle receiving
vehicle data update request is affected by the willingness
of vehicle data update. Our mechanism analyzes the two
aspects of distance and benefit. The farther the vehicle
distance is, the more time it needs to consume. Since the
update is only limited to a certain period of time, with
the increasing distance, the willingness of vehicles will
decrease accordingly. In addition, the update intention
is affected by the update effects and incomes, and the
effects and incomes of our mechanism are reflected in
the score. When the vehicle data are updated, the score
will increase appropriately to affect the final reputation.
However, the service continuity score is affected by the
marginal utility[21], and the benefits will be reduced when
the vehicle has updated multiple times. The b-th update
willingness degree B i

b
is calculated as

B ib D

(
0; if d i;o

b
C d0 > t

0
b
vi jjA

i
b
� Ai

b�1
< }i I

ıAi
b
.d
i;o
b
C d0/

�1
; otherwise

(22)

where Ai
b

is b times that the vehicle is rewarded. d i;o
b

is
the distance from the vehicle to the update midpoint
(RSU or cooperative vehicle) at the b times. d0 is
additional consumption. }i is vehicle benefit threshold
and is determined by Vi . ı is the conversion scale factor.

3.7 Information feedback

After the collection service, both RSU and cooperative
vehicles score the collected vehicles which they come
into contact with. The scoring directions include service
continuity, data reliability, selfishness, and cooperation.
After receiving the score, the TA should avoid malicious
multiple updates and increase the workload of the
intermediate aggregation point. It needs to calculate
the service continuity score twice to get a new score.

SC0 D loga.SCC 1/ (23)

where .a > 1/ is the marginal effect attenuation factor
SC 2 Œ0; 100�. Then, the TA calculates the final score
formula as

TS D SC0 � ˛ C DRL � ˇ C SF � 
 C CO�� (24)

where weight of testimony is ˛CˇC 
 C � D 1, scope
of testimony is SC0;DRL;SF;CO 2 Œ0; 100�. TA will
judge and generate vehicle feedback according to the
final score. If TS > SL, the feedback will be recorded as
˛1Vi
D 1. Otherwise, the feedback will be 0. The trusted

data threshold SL is determined by the TA.
At the time interval of T˛, the TA updates the

reputation scores RMVi
of the current vehicle through

Eq. (25) according to the recorded vehicle reputation
feedback.

RM0Vi
D

8̂<̂
:

P
jDn

.˛
j
Vi
� !

j
Vi
/

n
RMVi

; if j D 0I


 � RMVi
; otherwise

(25)

where the set of reputation feedback received by the
vehicle in the current time interval is ˛

Vi
D f˛1Vi

;

˛2Vi
; : : : ; ˛nVi

g, the set of weights for each feedback time
is !Vi

D f!1Vi
; !2Vi

; : : : ; !nVi
g .!1Vi

6 !nVi
/, and 
 is the

time attenuation factor.
At the time interval of T˛ , TA assists vehicles to form

a new coalition. The coalition formation follows the
coalition formation strategy and uses the best response
coalition formation algorithm[16].

Let P D fCO1;CO2; : : : ;COkg be the coalition
structure, and k is the maximum number of coalitions.
Before the change, the utility function of all coalitions is
Nun.P / D fEn.CO1/; En.CO2/; : : : ; En.COk/g. If the
vehicle will join other coalitions, the TA analyzes the pre
exchange status information and coalition information of
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the vehicle, finds the best utility, and assists the vehicle to
join the corresponding coalition. The specific operations
are as follows.

The two coalitions involved are recorded as CO1 and
CO2, and V is the vehicle. TA calculates CO1, CO2,
CO1 [ fV g, and CO2 [ fV g utility and judges whether
Eq. (26) is satisfied.

CO1�nCO2, En.CO1/ < En.CO2/^

Ei .CO1/ 6 Ei .CO1nfV g/8i 2 CO1nfV g^

Ei .CO2nfV g/ 6 Ei .CO2/8i 2 CO2nfV g (26)
If Eq. (26) is satisfied, V can be switched from the

coalition CO2 to the coalition CO1, otherwise it remains
unchanged. The TA uses the above operations to allocate
all vehicles to form a new coalition. In particular, if
the cooperative vehicle needs to change the coalition,
it is necessary to send the data collected in the current
time period to the next cooperative vehicle or processing
center before switching the coalition.

4 Performance Analysis and Simulation
Evaluation

4.1 Performance analysis

This paper analyzes security of the VDCM mechanism.
The collection mechanism can resist common attacks,
such as disinformation attack, data tampering attack,
replay attack, eavesdropping attack, and DoS attack. It
is certified as follows:

Disinformation attack: When the vehicle collects
data, the vehicle Vi may maliciously send false data and
launch disinformation attacks to affect the collection
efficiency. In this mechanism, RSUs and cooperative
vehicles will score the vehicle behavior in many aspects.
The probability that malicious data score meets threshold
and is collected as useful data is almost negligible.
In addition, the TA will update the vehicle reputation
at time intervals, and the vehicle sending false data
will affect its reputation, so this mechanism can resist
disinformation attack.

Data tampering attack: When the vehicle collects
data, the attacker may launch a data tampering attack
to tamper with the vehicle data. In this mechanism, the
vehicle selects a random number ri and uses public key
k to generate ciphertext Ci according to homomorphic
secret technology. The attacker cannot get the private
key k and the vehicle random number ri decrypts
the ciphertext, so the attacker cannot get the vehicle
plaintext data and tamper with the plaintext data, so the
mechanism can resist data tampering attack.

Replay attack: When the vehicle updates data,
the attacker may launch replay attack, repeatedly
upload data, and attempt to improve its reputation and
increase the workload of intermediate aggregation points
by improving the service continuity score. In this
mechanism, data update is affected by marginal utility,
and the attacker cannot improve its reputation through
multiple updates. Therefore, this mechanism can resist
replay attack.

Eavesdropping attack: When the vehicle collects
data, the attacker may launch an eavesdropping attack,
trying to judge the information of the vehicle sent
through the eavesdropping data, and pose a threat to the
vehicle. In this mechanism, the attacker cannot obtain
the private key k and the vehicle random number ri
decrypts the ciphertext, so the attacker cannot eavesdrop
on the data. In addition, the TA will update the
alliance at time intervals to improve the unlinkability
between vehicles and data to ensure the security of
data and vehicles. Therefore, this mechanism can resist
eavesdropping attack.

DoS attack: When the vehicle collects data, the
vehicle Vi may refuse to provide data, affecting the
efficiency of data collection. In this mechanism, RSUs
and cooperative vehicles will score vehicle behavior in
many aspects, and the TA will update reputation at time
intervals. If the vehicle refuses to provide service, its
reputation will be affected, so this mechanism can resist
DoS attack.

In conclusion, this mechanism can safely aggregate
data.

To prove the advantages of this mechanism, this
paper analyzes performance of the mechanism. The
performance of this mechanism is compared with the
homomorphic encryption self organization mechanism
(HESO)[14], the privacy protection mechanism based
on fog buses (FBVCS)[8], and the cloud oriented
homomorphic encryption method of Qian et al.[9]

According to Table 1, this paper compares the
performance from the following: data security and
integrity, data update ability, credibility of intermediate
vehicles, and aggregation consumption.

Data security and integrity: The aggregation
method used in this paper is based on Paillier
homomorphic encryption technology which can
aggregate the ciphertext directly to ensure data security.
At the time intervals, the TA will update the coalition
to improve the unlinkability of vehicles and data and
further ensure the safety of data and vehicles. In addition,
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Table 1 Performance comparison.
Method Data security Data integrity Data update ability Credibility of intermediate vehicles Aggregation consumption (ms)
VDCM X X X " 29.82

HESO[14] X X � � >59.64
FBVCS[8] X X � # 33.51

Qian et al.[9] � � X � �

Note: X: The mechanism involves the performance comparison. �: The mechanism does not involve the performance comparison. #":
The mechanism is lower/higher than the other mechanisms.

the vehicle can update the encrypted data within a certain
period of time, and RSUs or cooperative vehicles will
score the vehicle behavior and feed back the reputation
results in time. The TA updates the reputation according
to the reputation feedback and filters malicious vehicles
to improve the data integrity. Qian et al.[9] proposed
homomorphic encryption technology based on ECC.
However, the security of the reference basic mechanism
has not been officially proved and recognized, thus the
security needs to be verified. Therefore, the mechanism
fails to guarantee the data security and integrity.

Data update ability: When devices update data,
they are usually necessary to decrypt the ciphertext
and then carry out corresponding processing operations.
This paper directly processes the ciphertext to avoid
unnecessary problems such as information disclosure.
Qian et al. realize data update, but HESO and FBVCS
fail to consider data update.

Credibility of intermediate vehicles: The
intermediate vehicles of our mechanism are selected by
the TA according to the auction cooperation agreement
and pre cooperation degree. Credibility of intermediate
vehicles is higher than FBVCS.

Aggregation consumption: In order to further
reflect the performance advantages of our mechanism,
the consumption of VDCM, FBVCS, and HESO in
the process of data aggregation is compared. The
measurement is from Ref. [8], running on the host
configured with 1.8 GHz Intel processor, 8 GB memory,
and windows 10 operating system, and obtains the
following simulation time, homomorphic encryption
time Tec D 29.82 ms and mapping generation time Th D
3:69ms. In our mechanism, VDCM data aggregation
only involves homomorphic encryption operation
total consumption Tec. In addition to homomorphic
encryption, FBVCS mechanism also needs to consume
additional mapping generation time Th, with a total
consumption of Tec C Th. HESO mechanism needs
a times homomorphic encryption operation, and the
total consumption is .aC 1/Tec.a > 1/. In conclusion,
our mechanism has a lighter data aggregation process,

reduces unnecessary consumption, and increases the
willingness of vehicle collection. Compared with
FBVCS and HESO mechanisms, our mechanism takes
less time to aggregate the same amount of data.

The following is a comparative analysis of our
mechanism. According to the specific situation, our
mechanism VDCM is divided into two mechanism
assumptions. Total consumption of the two mechanism
assumptions is different under different vehicle numbers.
Since sub mechanism 2 needs to increase cooperative
vehicles additional consumption d0 to reduce the
consumption of other aspects (e.g., transmission and
processing). It is assumed that both cases grow
linearly. When the additional consumption is lower
than the consumption of other aspects reduction in sub
mechanism 2, sub mechanism 2 will be better than sub
mechanism 1. Assuming that the additional consumption
is consistent with the growth ratio and the optimization
ratio is 50%, parameter w 2 f1; 2; 3g. According
to Fig. 2, under different growth ranges, when the
number of vehicles is 200, the additional consumption
is equal to the consumption of other aspects reduction
in sub mechanism 2. As shown in Table 2, when the
number of vehicles is 100, the consumption of sub
mechanism 1 is lower than sub mechanism 2. When
the number of vehicles is 600 and 800, the consumption
of sub mechanism 2 is lower than sub mechanism
1. With the increase of the number of vehicles, the
advantage of sub mechanism 2 is greater. The TA selects

Fig. 2 Consumption of different numbers of vehicles under
two sub mechanisms.
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Table 2 Consumption of two sub mechanisms under the number of vehicles is 100, 600, and 800.

Number
of

vehicles

Consumption (ms)
w D 1 w D 2 w D 3

Sub
mechanism

1

Sub
mechanism

2

D-value of
two sub

mechanisms

Sub
mechanism

1

Sub
mechanism

2

D-value of
two sub

mechanisms

Sub
mechanism

1

Sub
mechanism

2

D-value of
two sub

mechanisms
100 80 120 40 160 240 80 240 360 120
600 480 320 –160 960 640 –320 1440 960 –480
800 640 400 –240 1280 800 –480 1920 1200 –720

the corresponding assumptions according to the actual
situation and adjusts the mechanism steps to reduce time
consumption.

4.2 Simulation evaluation

Based on the mobile traffic model simulation software,
the simulation data collection process is carried out
under specific circumstances. When the vehicle enters
the communication range, vehicle participation is
determined. The map adopts double intersections,
involving a length of about 2.1 km. According to the
number of data taken, this paper does the simulation
update and scoring mechanism. The simulation sets the
data provided by vehicles whose reputation is higher
than the reputation threshold as available data. In order
to facilitate comparison with various mechanisms, the
specific simulation parameter values are set in Table 3.
The set in Table 3 is from Refs. [8, 22].

FBVCS and HESO introduce fog bus and route
planning strategies, respectively, and additional
consumption is increased. In order to optimize the

Table 3 Simulation parameter value setting.
Parameter Value

Total data volume 340�700
Vehicle communication range 200 m

Maximum vehicle speed 22 m/s
Bus communication range 400 m

Maximum bus speed 15 m/s
Map width 400 m
Map length 1300 m
Map size 2.1 km2

Number of low density vehicles 60
Number of medium density vehicles 130

Number of high density vehicles 210
Update data volume 200, 400, 600
Reputation threshold 0.5

Distance classification 3
Distance threshold 2

Random update probability 0.5
Update threshold 0.6

Distance classification probability 1/3
Attenuation degree 50%

comparison, in the following simulation comparison,
our mechanism introduces cooperative vehicle assisted
aggregation. The strategies of our VDCM, FBVCS,
and HESO are adjusted to the best. The following
simulation compares the time when VDCM, FBVCS,
and HESO mechanisms collect the same amount of data.
The simulation records the time required for VDCM,
FBVCS, and HESO to collect the same amount of data
at different densities when the amount of data is 200,
400, and 600. As shown in Fig. 3, when the vehicle
density is medium and high, the time required by our
mechanism is lower than the above mechanism. When
the amount of data collected is 200, the gap is most
obvious. In addition, according to Table 4, at low density,
the time gap becomes more obvious with the increase
of the amount of data collected. Through the above
analysis, we can easily find that the VDCM mechanism
takes less time to collect the same amount of data when
compared with FBVCS and HESO mechanisms. So the
VDCM mechanism reduces time consumption.

Not only is the reputation feedback obtained by the
subsequent processing of this mechanism not limited
to the data, but it involves the scores of all aspects.
According to the above parameters, this paper simulates
the reputation update after the data collection operation
in time interval, and this paper generates the reputation
scores according to Ref. [22]. The reputation scores
are generated randomly and conform to the normal
distribution. According to Fig. 4, the amount of data
available for this mechanism is higher than FBVCS and
HESO mechanisms. Table 5 indicates the proportion
of available data of each mechanism under different
data volumes. The VDCM has a higher proportion of
available data than FBVCS and HESO. The advantage
is more obvious when the total number of data is 200.
When the data volume is 200, compared with the other
two mechanisms, the proportion of available data of the
VDCM mechanism is higher than that of the FBVCS and
HESO mechanisms by 19.5% and 22.5%, respectively.
So the VDCM mechanism increases the amount of
available data compared with existing mechanisms.
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(a) Low density

(b) Medium density

(c) High density

Fig. 3 Time consumption of collecting different amounts of
data at each density.

Table 4 Time consumption of collecting different amounts
of data at low density.

Amount of
data

Time consumption (ms)
VDCM FBVCS[8] HESO[14]

200 242(0) 270(+32) 312(+70)
400 523(0) 576(+53) 647(+124)
600 759(0) 815(+56) 903(+144)

5 Conclusion

In this article, we have proposed a data collection
mechanism named VDCM for the crowd sensing in
vehicular ad hoc networks. Firstly, the VDCM adopts the

Fig. 4 Amount of data available for each mechanism under
different data volumes.

Table 5 Proportion of available data of each mechanism
under different data volumes.

Data
volume

Proportion of available data (%)

VDCM FBVCS[8] HESO[14]

200 66.50 47.00 44.00
400 67.00 52.25 50.75
600 62.67 49.83 48.33

Paillier homomorphic encryption technology to ensure
the security of data aggregation. In addition, the VDCM
leverages the coalition formation strategy and auction
cooperation protocol to aggregate vehicle-provided data.
Moreover, it supplements the data update aspect not
mentioned in most data collection mechanisms, and
the update probability is analyzed from two aspects
of distance and benefit. Finally, the VDCM updates
reputation scores according to the reputation feedback
and updates the coalition. Performance analysis shows
that part of the performance of the proposed mechanism
is better than existing data collection mechanisms
and the VDCM can safely aggregate data. We have
not only evaluated the performance of the VDCM
mechanism but also compared it with FBVCS and HESO
mechanisms. The simulation results show that compared
with the FBVCS and HESO, our VDCM can reduce time
consumption and get a higher amount of available data
for vehicles in the process of data collection.

In future work, we will further evaluate and
improve the performance of our VDCM mechanism.
Furthermore, we will introduce the famous ECC into our
mechanism so as to reduce encryption consumption.
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