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Security and Privacy in Metaverse: A Comprehensive Survey

Yan Huang, Yi (Joy) Li�, and Zhipeng Cai

Abstract: Metaverse describes a new shape of cyberspace and has become a hot-trending word since 2021. There

are many explanations about what Meterverse is and attempts to provide a formal standard or definition of Metaverse.

However, these definitions could hardly reach universal acceptance. Rather than providing a formal definition of

the Metaverse, we list four must-have characteristics of the Metaverse: socialization, immersive interaction, real

world-building, and expandability. These characteristics not only carve the Metaverse into a novel and fantastic digital

world, but also make it suffer from all security/privacy risks, such as personal information leakage, eavesdropping,

unauthorized access, phishing, data injection, broken authentication, insecure design, and more. This paper first

introduces the four characteristics, then the current progress and typical applications of the Metaverse are surveyed

and categorized into four economic sectors. Based on the four characteristics and the findings of the current progress,

the security and privacy issues in the Metaverse are investigated. We then identify and discuss more potential critical

security and privacy issues that can be caused by combining the four characteristics. Lastly, the paper also raises

some other concerns regarding society and humanity.
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1 Introduction

Metaverse, a word coined in the 1992 novel Snow Crash,
became popular in 2021 after Mark Zuckerberg bet the
future of Meta (former Facebook) on it. It describes a
virtual space accessible to everyone through the Internet
and defines a new generation of the social world on
the Internet. The Times Journal says the Metaverse
is the next digital era that will change everything
(Fig. 1[1]). For any emerging technology in cyberspace,
it is reasonable to be cautious, and one should consider
its security and privacy issues from day one. Likewise,
we must be fully prepared for security and privacy
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protection in the Metaverse before it flourishes in our
daily lives. In order to do that, a good understanding
of what exactly Metaverse is and an investigation of its
current progress will be needed.

What is Metaverse? There are many discussions
about what the Metaverse is and how it fits into
current cyberspace. Different from other virtual spaces,
Metaverse is targeting to build a digital copy mapped
from our real world with imaginary extension. The
Metaverse is still in the early development stage.
Many new technologies are on the way to carve the
shape of the immersive digital space. Therefore, it is
challenging to define this term elaborately and accurately
in academia. On the other hand, to become the new
generation of cyberspace on the Internet, it is our insights
that Metaverse has to include four characteristics:
socialization, immersive interaction, imitation of the real
world, and expandability. (1) Socialization: Metaverse
connects people who have access to the Internet. Users
in the Metaverse are able to post/share their social
profiles and interact with other users. (2) Immersive
interaction: Users are able to have better machine-
human interactions, such as eXtended Reality (XR) and
brain-computer interface, that are far more immersive
and intuitive than traditional interactions based on
sentences, images, and videos. (3) Real world-building:
Metaverse is able to provide virtual world spaces for
many kinds of real-life activities, such as meeting,
playing, shopping, traveling, etc. (4) Expandability:
Metaverse has more possibilities and extensions than
the real world, especially in science fiction and fantasy.
In Metaverse, users can enjoy more functionalities that
they cannot achieve in the real world, such as digital
modeling and virtual educational science exploration. In
addition, Metaverse not only contains the summation of
these four characteristics, but also reaches the next level
of user experiences with cross-reinforcement of the four.
For example, as the movie “Ready Player One” depicted,
people can have a cyber-life in the virtual world, where
they can make friends, play, do business, and have
other real-life and fictional activities with immersive
interactions.

Why we care about the security and privacy in
Metaverse? Metaverse has all the benefits of the above
four characteristics while also suffering from all their
security/privacy risks, such as personal information
leakage, eavesdropping, data theft, unauthorized access,
phishing, data injection, broken authentication, insecure
design, and more. What is worse, the combination of

these four characteristics makes current security and
privacy issues more critical. For example, personal
information is more likely to be stolen because
Metaverse includes more personal elements to build such
immersive social cyberspace. Furthermore, Metaverse
may cause issues that we have never experienced before.
For instance, hackers may hack into a human’s physical
body from a brain-computer interface connected to
Metaverse.

Therefore, it is high time for engineers, researchers,
and entrepreneurs to discuss and understand the impact
of the upcoming revolution. We wish to provide insights
into future Metaverse and methodically address the
challenges and practical solutions.

In this paper, we survey the current progress of
Metaverse. Then we analyze and discuss security and
privacy issues and solutions of current Metaverse
applications. Lastly, we further explore and forecast
possible security and privacy issues in the future
Metaverse.

2 Metaverse Progress and Applications

Current progress of Metaverse? Before the potable
VR headsets or AR glasses became hot-trending
gaming tools on the market, the closest implementation
for Metaverse was the Second Life platform, which
many researchers referred to as “Metaverse” when
working on the platform. Second Life is a 3D digital
gaming world that provides a digital replica of the
real world. Users can interact with each other and
the environment using textural, oral, gestural, and
graphic languages. Educators treated the platform as an
innovative teaching method for diverse classrooms[2, 3],
researchers used it for embodiment and behavioral
change[4], healthcare professionals attempted to use it
for advocating healthy behaviors in the treatment of
substance abuse[4], companies made use of it for social
networking and team building projects. However, as
immersive technologies and IoT technologies emerged,
Second Life soon lost its weight in the foundation of the
new Metaverse era.

Immersive technologies, including virtual reality,
augmented reality, mixed reality, and extended reality,
embraced a rapid development in both hardware and
software through the 2010s. Meta platform pushes
the Metaverse industry further to a new level with
10 million Oculus Quest 2 headsets deliveries. The
breakthrough in immersive technologies has enabled
the fundamental infrastructure of the Metaverse. The
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Internet has expanded into multiple dimensions, in which
the real and virtual worlds have blended together. The
human-computer interaction has ever become human-
machine fusion. Digital twins, native virtualization,
virtual and real fusion, and interaction, are the base
structure of the Metaverse. Although the Metaverse is
still merely at the beginning stage and far from taking
shape, many applications can serve as discrete pieces for
later integration and formation.

Metaverse-related technologies include but are not
limited to the combination of artificial intelligence (AI),
data mining and deep learning, VR/AR/XR, the internet
of things (IoT), blockchain, edge computing, cloud
computing, and 3D reconstruction.

Research studies have explored using technologies
for innovative education, healthcare, socialization,
and more. The industry has also explored Metaverse
economic activities, such as entertainment experience,
blockchain, Non-Fungible Tokens (NFTs), Web 3.0,
and so on. In this section, we discuss the typical
applications in different fields based on the popular
four-sector model in economy[5], how they match the
four characteristics mentioned in the prior section, and
their potential extension in the Metaverse. Figure 2
depicts how Metaverse technologies support innovative
applications in three sectors. The applications on the list
of each sector are not exhaustive but are some typical
examples.

The primary sector of the economy is making direct
use of natural resources, including agriculture, forestry
and fishing, mining, and oil and gas extraction. Artificial

intelligence and data mining construct reliable models
for farmers and companies to optimize their operations
based on computing and simulations. VR applications
could provide a virtual farming experience, while
AR applications can integrate with smart sensors to
serve as a fully digitized virtual assistant. Precision
farming[6], heavy equipment simulation and training,
market learning and planning, remote experts consulting,
hazards training for mining, and simulation of oil leakage
are a few current typical applications in the fields. In
this sector, the socialization character mainly falls on the
more convenient delivery of expert opinions and big data
analysis to facilitate the activities. Smart appliances and
tools enable real-world building, and applications can
be easily expanded to other sectors, such as retail and
virtual tours. Mixed reality technology and sensors are
integrated to provide possible immersive interactions.

The secondary sector of the economy covers the
manufacturing of goods, including the processing of
materials produced by the primary sector, construction,
and the public utility industries of electricity, gas, and
water. Aerospace, shipbuilding, and energy utilities are
also included in this sector.

Digital Human Models (DHMs) are the main
application intensively used in both the manufacturing
industry and related academic research fields[7]. Five
categories are identified that have utilized DHMs through
prior study reports: (1) the automotive industry; (2)
industrial plants; (3) the aerospace industry; (4) the
military industry; and (5) the energy industry. Among
them, assembly/maintenance, automotive interior

Fig. 2 Current technologies and applications in Metaverse economics.
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assessment, and workplace design and optimization are
the top three application types that DHMs are applied to,
which add up to 76.1% of the total. Virtual assembly and
maintenance have been largely used to replace physical
prototyping and traditional procedures. On the other
hand, AI and blockchain techniques are also playing
growing roles in the manufacturing industries.

In aviation and aerospace, VR/AR/MR have played
essential roles in training pilots. Unanticipated events,
weather changes, terrain, and airspace information can
all be simulated with multiple variations for pilots to
practice skills in safe environments. The technologies
are also used in assisting aircraft maintenance and
engineer training. Remote and virtual assistance can
improve work efficiency. Furthermore, airlines are
investing in bringing in VR headsets to enhance the
inflight experience of their passengers[8].

In the second sector, real-world building and
immersive interactions are realized by virtual planning,
design, engineering, and management. Applications can
be expanded to other sectors, such as educational training
and remote management, thus also further enhancing
socialization.

The tertiary sector involves services. Services include
but are not limited to retail businesses, transportation and
distribution, restaurants, tourism, insurance, banking,
healthcare, and legal services. The following paragraphs
list typical Metaverse applications and current progress
in this sector.

Digital twins have gone a long way to provide
more immersive interactions in displays, tours, and art
presentations. With the support of scanning cameras
and 3D reconstruction, VR can replicate existing
masterpieces, galleries, and museums with incredible
resolution, and bring the site to a remote user. One
can stay at home and enjoy the virtual visits, with the
ability to skip tour lines, 360 degrees of appreciation,
and even possible interactions without causing any
damage to the original items. On the other hand, onsite
visits often integrate AR technology with geographic
markers to enable virtual prompts of related information,
audio tours, and possible interactions with the objects,
eliminating the extra physical signs that are limited
by space restriction and aesthetics concerns. These
applications can be further extended with social
attributes such as a virtual guestbook that allows visitors
from different time dimensions to communicate, as well
as trivia quizzes with a leaderboard to enable competition
and better retention of knowledge after a virtual visit.

IoT and immersive technologies have made modern
healthcare ever smarter. They provide assistance not only
for clinical diagnosis, treatment, and research[9], but also
for prevention for onset and relapse[10], rehabilitation[11],
and medical education[12]. Furthermore, not just
benefiting people’s health, but the embodiment and
immersiveness of immersive technologies, the remote
distribution of IoT have made perspective-taking of
public healthcare awareness easier. Empathy training
can strengthen the social network and improve social
support for suffering patients and families. Pilot studies
have reported positive feedback using VR to cultivate
empathy for older people[13], nausea and vomiting
management[14], visual deficit[15], and Parkinson’s
Disease[16].

Virtual assistants based on AI[17] also started to serve
in daily lives. From innovative IoT tools to humanoids,
from completely virtual companions to virtual idols and
virtual customer service, with the help of deep learning,
big data, and AI, are replacing some actual human labor
or assistants. Media, movies, entertainment tools, games,
financial markets, tours, and more, are embracing new
technologies and attempting to provide more customized
services dedicated to their target audience.

In the tertiary sector, real-world building and
immersive interactions are delivered through assistant
services provided by robots or virtual agents that connect
related fields. Added remote or virtual services further
enhance the socialization characteristic in this sector.
Applications can be expanded to different aspects within
the sector or other sectors.

The quaternary sector includes intellectual activities
and pursuits. Most businesses in this sector are engaged
in research and development, information technology,
education, and consulting services. The following
paragraphs list typical Metaverse applications and
current progress in this sector.

The most generic applications of Metaverse,
especially services and solutions, would be education
and remote office solutions. 3D reconstructions and
simulations can be used to convey knowledge to teach
any user in the world. From lower skills such as
vocabulary and concept teaching to higher-order thinking
skills such as cognition and leadership, immersive
technologies can provide various help in the specific
knowledge hierarchies. Complicated scenarios that are
hard to elaborate in real life can be created virtually
under carefully designed system constraints, to provide a
repeatable and interactive experience for users to achieve
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their learning goals. On the other hand, the remote
office can bring people together when necessary without
limitations on physical distance and travel expenses.
The current telecommunication or video calls may
have provided essential solutions during the COVID-19
pandemic, but only being able to see facial expressions
and hear voices are hardly natural office experiences.
The new Quest Pro released by Meta just recently will
provide the features of facial tracking, eye tracking, and
possible body tracking, increasing the presence to a great
extent. Companies could customize their own virtual
office or virtual campus and bring teams together with
more native communications, thus increasing meeting
and working efficiency.

Military in Metaverse mainly focus on training,
experimentation, and mission rehearsal[18]. Many
wargames and simulations are designed to utilize VR/AR
technology with data analysis, to train the military
on strategy, decision-making, reactions, and more,
to enhance their defense strength in the absence of
real-world combat[19]. More advanced mixed reality
technologies have already been integrated into the
navigation of navy ships and military flights, as well
as their simulators. Furthermore, the social benefit of
Metaverse can help recruitment and interconnections in
teams.

Blockchain and decentralization technologies have
made digital currency and assets so popular that they
are closely involved with economic activities and
investment. NFTs are cryptographic tokens built on
the Ethereum blockchain technology, which endorses
their value in ownership and scarcity[11, 20]. People invest
in cryptocurrencies, especially Bitcoin and Ethereum,
not just to trade and exchange, but also to make profits
just like other traditional financial investments. The
mainstream use of NFTs today is for artwork. NFTs are
used to mark and verify the origin of artwork, therefore
asserting its investment value. Art galleries, game assets,
virtual real estate, and other digital collectible assets
are the top NFT marketplaces, which added up to $11.3
billion in market value in 2021[21].

In the quaternary sector, since the sector focuses
on higher intellectual activities, immersive interactions
are naturally embedded among many technology-
related fields. Researches and development with the
help of Metaverse technologies resolve real-world
building issues, and further improve socialization
through professional social computing methodologies.
Applications can be expanded to serve all the above

sectors.
The above-mentioned ongoing research and

commercial usage of Metaverse technologies are
continuously expanding. Infinite possibilities and
extensions of innovative applications are yet to be
explored. 5G/6G telecommunication network, cloud
computing/edge computing, AI empowerment, industrial
internet platform, blockchain, and the game engine
will still be hot topics in the next decade on digital
infrastructure construction. Based on the infrastructure,
the ecosystem for both businesses and consumers
will be built with innovative content and interactions.
Entertainment, research, manufacturing, healthcare, and
education will all benefit from the ecosystems.

3 Existing Security and Privacy Issues and
Solutions in Metaverse

Based on the progress and vista of Metaverse, we analyze
the existing security and privacy issues and solutions in
Metaverse based on the four characteristics as shown in
Fig. 3.

3.1 Socialization related security and privacy
issues and solutions.

In the Metaverse, users can have social interactions
with each other through the Internet, which means the
Internet serves as the backbone for communication and
connections. Therefore, Metaverse suffers from all the
network-related security and privacy issues exposed in
social networks.

3.1.1 Security issues and solutions
The interactivity of online services accepts input
from users, which gives hackers a chance to steal
data from a venerable system by using injection
attacks[22]. To prevent this, end-user devices should
validate all user input, permit only minimally privileged

Fig. 3 Four characteristics of the Metaverse.



Yan Huang et al.: Security and Privacy in Metaverse: A Comprehensive Survey 239

accounts to send user input to the server, and run SQL
Server with the least necessary privileges[23]. Man-
in-the-middle attacks eavesdrop on or alter the
communication between user and server and may
intercept/modify data packets, thus compromising
confidentiality, integrity, and availability of the
system[24]. The most effective way to prevent this attack
is by utilizing strong authentication and cryptographic
protocols[25, 26]. Authentication algorithms can be
applied to preserve the data integrity in communication
channels[27], while cryptographic protocols can be
used to achieve data availability[28]. Meanwhile, attack
detection algorithms are necessary to monitor the
system and prevent further attacks if detected[29]. Cross
Site Scripting (XSS) attacks inject external malicious
JavaScript code into websites. Attackers can inject
malicious JavaScript code directly into the client website
or into a store location where it will be requested by
the client website[30]. Metaverse with embedded web
pages is venerable to this type of attack. A web proxy
with XXS detection algorithms can be used to mitigate
possible XSS attempts[31]. Recently, deep learning
model utilization improved the XXS detection accuracy
and effectiveness[32]. From the software engineering
aspect, the Open Web Application Security Project
(OWASP) published XSS prevention cheat sheet[33] to
guide software engineers in preventing XXS attacks in
web application development.

3.1.2 Privacy issues and solutions
Privacy leakage happens almost everywhere in social
networks, even in a well-maintained, secure platform.
The private or sensitive information of users can be
leaked from public information from a secure social
network platform. Social network sites ask users to
create a profile that contains sensitive information[34].
Users are willing to share their other activities to enjoy
the services provided by the platform, such as shopping
services from the business platform and friends-making
services on Facebook, etc.[34]. A malicious party can
collect sensitive information of social network users
from their online profiles and public information. In
Ref. [35], the researcher found that privacy in publishing
social network data is being used by unexpected people
such as social network providers, analysts, adversaries,
etc. Meanwhile, the social network platform provider
may trade the collected users’ profile and activity
information in the data market[36–38], thus increasing
the unpredictable risk of privacy leakage. Analysts
can collect users’ information from public data or

purchase from the social network provider. These
data can be used to mine purposely for marketing
and advertising[39, 40]. Adversaries can utilize personal
information to send phishing or scam messages. These
messages with real personal information dramatically
increase the success rate of phishing or scam, thus
causing severe troubles to social network users[41].
Recently, Generative Adversarial Networks (GAN) have
been employed to generate fake voices, images, or videos
that hear/look real based on the public voice, image, or
video data. These almost real fake data have caused
more critical fraud and crime than ever before[42, 43].
The best way to protect users’ privacy is to cut the data
exposure on the clients’ side. K-anonymity[44] and L-
diversity[45] are algorithms to hide users’ real data in a set
of fake data, thus preventing users’ real data be detected.
Differential privacy[46] is a statistical disclosure control
algorithm that can disturb each user’s real data but still
can have a relatively accurate statistical result from a
group of people. To prevent GAN-based attacks, anti-
GAN algorithms[47, 48] are invented to add noise to users’
different types of data to prevent fake data generation.
The noise is invisible to people but will lead the GAN to
generate fake data that are different from the real data.

Users’ confidential information may also be leaked
from data breaches. There have been more than 9000
data breaches since 2005 that led to the loss of
11.5 billion individual records that made a significant
financial and technical impact[49, 50]. In Ref. [51], Chen
et al. proposed possible solutions to prevent and detect
data breaches in the platform. Based on their analysis,
we suggest the following defending strategies. Basic
security protection mechanisms are always needed
and should be enhanced, including firewall, antivirus,
authentication, and access control. Besides, data leak
prevention and detection techniques are necessary for
platforms. These techniques can be categorized into
content-based approaches and context-based approaches.
Content-based approaches[52, 53] are mostly rule-based
algorithms that detect data fingerprints that are added
to or exist in stored data. A data leak is detected if a
known fingerprint is detected in external space. Context-
based approaches[54, 55] use machine learning and data
mining-based algorithms to detect abnormal access
patterns to internal data or to detect the watermark in
the unauthorized data. Context-based and content-based
approaches are strongly encouraged to be performed
simultaneously to keep monitoring the security status of
data[56].
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Sometimes, platforms can also leak information from
inadvertent data publication or improper security or
privacy protection configuration. For example, Netflix
published an anonymized dataset for a $1 million
prize recommendation competition[57]. However, the
anonymized dataset was used to infer users’ sensitive
information by linking with other datasets. To avoid
this kind of risk, platforms should employ high-level
security and privacy protection mechanisms with proper
configurations. The platform should always include
experts to evaluate the impacts before any data release.

3.2 Immersive interaction related security and
privacy issues and solutions

The immersive interaction involves many devices,
such as wearable devices, headsets, base stations,
and controllers, with massive data exchange. Data
serialization and deserialization are essential to exchange
(send and receive) data. However, attackers may be able
to inject hostile serialized data into the communication
and make it the initial entry point to a complex system.
This kind of attack is called Insecure Deserialization
which is one of the top 10 security risks[58]. For example,
Ref. [59] shows a deserialization vulnerability in the
Android system that allows for arbitrary code execution
in the context of many apps and services and elevates the
privileges of malicious applications. There are multiple
methods to avoid insecure deserialization attacks: the
data serialization should be encrypted and monitored; the
data sources should always be authenticated; a firewall
can be utilized in a computing-capable device[59]. The
deserialization vulnerability can be analyzed with static
scan[60]. Further improvement and enhancement can be
executed based on the analysis report.

Communication among all these devices and
remote/cloud services gives users an immersive
experience. These devices are also embedded with many
sensors that can collect more sensitive information,
such as fingerprints, locations, and facial identities[61–63].
A security breach can cause more critical risks to
users of these devices because many biometrics (e.g.,
fingerprint and facial identity) are unique and will not
change throughout the life span of users. As a result,
rigorous protection should be applied to each device and
communication. An efficient end-to-end authentication
protocol was proposed[64] to secure the information
collected from wearable health monitoring sensors
based on quadratic residues. For wearable devices with
limited computational capability and battery, some

lightweight authentication protocols can be applied.
Das et al.[65] invented a scheme that allows users to
mutually authenticate their wearable devices and the
mobile terminal and establish a session key among these
devices for secure communication between the wearable
device and the mobile terminal. Two-factor[66] or three-
factor[67] authentication methods are widely used to
enhance security protection.

While biometrics-based authentication such as using
voice[68], fingerprint[69], and face[70], is popular
nowadays because of their convenience, these methods
may also cause the risk of leaking users’ biometrics.
Pagnin et al.[71] discussed the possibility and impact
of biometrics leakage in authentication systems. The
best practice is to keep all biometrics in the local
device and never send them out. As Apple did for their
touchID, the fingerprint will be stored and encrypted in
the local chip instead of their remote server[72]. Their
devices will compare the authenticating fingerprint with
stored fingerprint records. The only output from the
authentication system is TRUE or FALSE. Thus, even
if the device or remote service provider is hacked, the
fingerprints are still safe.

3.3 Real world-building related security and
privacy issues and solutions

The world-building environment simulates the real world.
Each user has character settings in the world-building
environment with complete information on every aspect,
including hobbies, interests, friendships, and expertise.
The complete information of a user can build a user
profile that reveals significant meta relations[73]. The
user profiles, together with the knowledge graph,
are typically used for recommendation systems[74, 75].
However, massive users’ privacy is at risk of being
leaked from user profiling. Some privacy protection
mechanisms should be applied to protect users’ privacy
while maintaining the world-building environment
and accurate recommendation system. Hasan et al.[76]

discussed user profiling with big data techniques, the
associated privacy challenges, and the approaches to
preserving user privacy. Li et al.[77] proposed a graph-
based framework for privacy preservation. In their work,
a graph was built for dataset representation, background
knowledge specification, anonymity operation design,
and attack inferring analysis. This framework can
accommodate various datasets of the world-building
environment. In Ref. [78], the authors added information
perturbation mechanisms with differential privacy into
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the recommendation system and created an encryption
paradigm to enforce privacy protection.

3.4 Expandability related security and privacy
issues and solutions

Metaverse extends the real-world building environment
by adding more functions. For example, users can have
“in-person” meetings in a VR room, shop in a virtual mall,
or operate surgery remotely. These functionalities are
added to the Metaverse system through many different
applications. Communication channels are usually built
among applications to compose a single multi-functional
Metaverse, as in mobile devices. However, these
communication channels allow one app to read the
system component’s status and the other app’s outgoing
information, which may create a back door for third-
party tracking/cross-app tracking[79]. As a result, users’
privacy can be leaked from third-party tracking/cross-
app tracking.

The first step of the solution would be to prevent third-
party tracking/cross-app tracking is to block unnecessary
tracking channels in the system. Both Apple and Google
have built strict cross-app tracking authentication in
their iOS and Android mobile system[80]. Users get to
decide which app can have the right to track other apps.
Even with this, users may make mistakes in decisions or
even simply click the wrong button and give away the
control. On the other hand, seamlessly interconnected
devices in the Metaverse via Bluetooth and other
communication protocols promise unlimited room for
third-party tracking/cross-app tracking[81, 82]. To further
improve the solution, third-party tracking/cross-app
tracking analysis tools and detection algorithms should
be applied[83]. Considering that the computational power
of devices is usually limited in the early metaverse
era, especially with mobile and other portable devices,
a lightweight detection mechanism can be utilized to
detect and block third-party tracking/cross-app tracking
by using a blocklist to block known threat requests
and some machine learning models to detect and block
malicious activities from a third party[84].

4 Possible Security and Privacy Issues and
Solutions in Metaverse

Metaverse simulates the real world with many extensions.
The economy is one must-have factor to support all the
activities in Metaverse. Some traditional companies,
including restaurants such as McDonald’s and retailers
such as Nike, are preparing for the Metaverse to become

a space where one can go shopping, play games, meet
friends, attend concerts, work and generally build a
virtual life[85]. In preparing for these activities, digital
assets, such as digital arts, virtual goods, and services,
have gained their investment value in Metaverse and
become important in the virtual economy. Blockchain[86]

technology, cryptocurrency, and NFT play a vital role
in supporting and securing the virtual economy in
Metaverse, by certificating the unique identity (recorded
in the blockchain) of virtual assets that can be owned
and traded[87]. Normal currency may still be functioning
in Metaverse, but the traditional centralized payment
system has many problems people want to avoid in
the new digital world, such as unreliability system,
credit fraud, and privacy leakage. Cryptocurrency is
a digital currency that is based on blockchain[88]. Thus,
it does not rely on any central platform. Users can have
an anonymized, secure payment experience based on
cryptocurrency. Cryptocurrency and NFT also have
their drawbacks, such as legal issues and collusion
between majority entities. These issues are expected to
be resolved or mitigated with technology improvement.

World-building is one of the necessary characteristics
of the Metaverse. The real world simulation has been
practiced for more than 50 years. Recently, a new
technology, Digital Twin (DT), has the ability to present
an up-to-date environment in operation that includes the
environment’s condition and relevant historical data. To
be more sepecific, a DT system is a digital representation
of a physical asset, environment, or system that was
initially developed to automatically aggregate, analyze,
and visualize complex information through continuous
interactions with the real world[89]. The world-building
utilizes DT to model not only the physical world but
also the behavior and performance of physical entities in
the digital world. That is to say, DT keeps querying
massive of data from the environment or object it
represents. These data are stored and processed in DT
to decide the overall quality and utility of the DT. In
other words, if we want to derive a DT that has no
difference from the environment or object it represents,
the environment or object should be transparent to DT
and have no privacy. Federated Learning (FL) can
serve as a solution for privacy protection because clients
only upload training parameters to the DT instead of
raw data. Pang et al.[90] proposed a framework that
fused city DT with FL to achieve a novel collaborative
paradigm that allows multiple city DTs to share the
local strategy and status quickly. In their work, an
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FL central server serves as a global DT and gains
the correlations between various response plans and
infection trends. Communication during DT training
among all the twins needs to be protected. Xiong et
al.[91] investigated the security vulnerabilities of the
existing neural communication system and developed
a new defense mechanism to facilitate secure two-way
communication.

Besides privacy issues, data poison attack[92] is
another security problem in DT. Data poisoning attacks
pollute DT learning by tampering with the training data
or labels, thus decreasing the model’s utility. If the
attacker dominates the training process, it can manipulate
the training result. In Ref. [93], the authors proposed a
Reinforcement Learning (RL)-based intelligent central
server with the capability of recognizing heterogeneity
or data poison attack in the FL training process. When
minority clients or data poison attacks are detected, the
central server will remove their updates to keep the best
performance of the trained model.

In the complicated environment of the Metaverse,
phishing also gets more sophisticated. Users create their
avatars and deal with other users’ avatars representing
actual humans. Pictures or 3D models are used to build
the avatars based on their real or preferred appearance.

These avatars can be easily copied and used in phishing,
which will not be similar to traditional phishing emails.
It could be an avatar acting like users’ friends or family
in a virtual space like Meta Worlds Horizon. A form
of deep learning technique may be maliciously used to
imitate appearances, actions, and voices to deceive, thus
getting credential information, digital assets, and NFTs
from targeted users. Moreover, cybercriminals can copy
known digital marketplaces and create fake replication
to trap users into spending money. Fake replications can
be exactly the same as the official virtual space, which
makes businesses dangerous in Metaverse, especially for
Metaverse newcomers.

For better comparison, all the discussed existing and
possible security and privacy issues and solutions in
Metaverse are listed in Table 1.

5 Other Related Issues in Metaverse
In addition to the issues discussed in the previous
sections in more technological terms, possible mental
and physical health concerns, safety issues, and societal
problems raised by Metaverse cannot be overlooked.
Similar cases have been identified in the Second Life[95]

a few years earlier as the common issue of simulation
and multi-player gaming platforms. Some of them can

Table 1 Metaverse applications, security and privacy issues and solutions comparison.
Characteristic Security and privacy issue Solution

Socialization

Injection attacks[22],
Man-in-the-middle attacks[24],

Cross site scripting[30],
Privacy leakage[34, 36, 57]

End user validation[23],
Strong authentication and cryptographic protocols[25, 26],

Attack detection and monitor[29, 31],
Deep learning-based detection[32],
Secure programming practice[33],

K-anonymity[44],
L-diversity[45],

Differential privacy[46]

Immersive
interaction

Insecure deserialization[58–60],
Sensory data leakage[61–63],
Biometrics leakage[68–70]

Firewall[59],
Static scan[60],

End-to-end authentication protocol[64],
Two-factor[66] or three-factor[67]

Authentication, local storage[72]

Real world
building

Meta user relations[73–75] Graph-based framework for privacy preservation[77],
Differential privacy[78]

Expandability
Third-party tracking[81],
Cross-app tracking[79]

Third-party tracking/cross-app tracking analysis tools and
detection algorithms[83],

Machine learning based blocking model[84]

Combination
Virtual economy security[85],

Data security and privacy in digital twin[90],
Data poison[92]

Blockchain[86],
NFT[87],

Cryptocurrency[88],
Federated learning[90, 94],

Reinforcement learning[93]
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happen or even worsen in the upcoming Metaverse, since
it consists of not only one gaming platform but an entire
ecosystem.

The constant transition between the virtual world
and reality and their mixtures can cause both physical
and mental problems. Because of the limitation of the
current immersive technologies, the hardware causes
fatigue and motion sickness in a relatively short period
of time, typically after two or three hours of usage.
This can cause longer reaction time, cognitive fatigue,
concentration decrease, avoidance of deep thinking, or
even loss of interest in real life. Similar to internet
addiction, too much exposure to Metaverse could also
cause cybersyndrome[96]. Physical disorders can be
experienced, including weight gain or loss, neck or back
pain, dry and red eyes, and other physical discomforts.
Balance disorders, failure in hand-eye coordination,
vision impairment, and spatial miscalculation can also
happen. Mentally, social disorders could happen, such
as neglecting friends and family, sociophobia, or even
depression, because of the gap in self-expectation and
real-life position.

In addition to the previous section mentioned privacy
and security issues, social engineering attacks[97] will
emerge more since more social communications are
carried out in the digitized Metaverse. Social engineering
often intentionally uses psychological manipulation to
trick users. Human feelings, such as curiosity or fear,
are made into traps to tempt victims. Baiting, scareware,
pretexting, phishing, and spear phishing are commonly
seen methods used by social engineering attackers.
Social security numbers, health records, passwords, or
even virtual identity, will be harvested if the Metaverse
residents have no precautions or awareness.

On a larger societal scale, identity crises can happen
to people, especially teenagers who do not have mature
cognition yet. The digital twin of the person or virtual
avatar may create a mismatch between their real identity
and the virtual world, both in appearance and internal
mental status. Too much virtual involvement may blur
the boundary of both worlds, and malicious ideology
may be easily instilled, such as bias, discrimination,
violence, and even viral propaganda.

Customizable avatars and more data computing
powered AI will easily cause “information cocoons”
or so-called “echo room effect” and thus shallow
cognition[98]. Intelligent recommendations, big data
analysis, adaptation engines, and IoT personalized
digital assistants will isolate individuals, especially

younger generations, who habitually rely on smart
devices and their recommendations. What the individual
receives is no longer comprehensive knowledge but
fragmented and biased information source. It is
threatening to the culture that the younger generations
are vulnerable to the influence of the Metaverse,
resulting in losing deep thinking and critical thinking
skills.

Since the Metaverse is open to everyone, legit or
malicious, the “Darkverse” is expected to flourish too, as
long as malicious users master the necessary techniques.
The darkverse is similar to the dark web, except it exists
inside the Metaverse. Illegal or criminal activities will be
more challenging to be detected and intercepted by law
enforcement agencies because of the pseudo-physical
presence of the users and non-so-easy-to-break tokens.

The Second Life was infamous once because of virtual
grope and sexual harassment. Despite how advanced and
wholesome the Metaverse may seem, the same problems
could still happen. On Meta’s Horizon Worlds, where a
maximum of 20 avatars can hang out together and build
within the virtual space, women are already complaining
about sexual harassment[99]. Better mechanisms and
safety solutions will be needed to regulate or prohibit the
digital twin version of misconduct and toxic behaviors.

Other issues include technical difficulties and possible
impact on the current economic activities. For example,
customizable avatars, either humanoids or completely
virtual, will still fall into the tricky “uncanny valley”[100]

just like the Second Life[101]. Mori states that “as a robot
is becoming more vivid, the emotional response from
a human being to the robot will become increasingly
positive and empathic, until a point is reached beyond
which the response quickly becomes that of strong
repulsion”[102]. Many researchers have investigated the
situation but only to find it hard to resolve. This brings up
even more challenges in the field since immersiveness
will provide more presence and, thus, cause stronger
repulsion if it falls into the uncanny valley. A careful
balancing of human-like features in the design of virtual
avatars or androids cannot be underestimated.

Last but not least, there are plenty of new words being
coined along with “Metaverse”, such as “Metasociety”,
“Metaeconomics”, “Metamanagement”, “Metaenterprise”,
“Metacity”, and so on[103]. The job market may face
a crisis and transition once more; some current and
traditional profitable jobs may be replaced. New products
and services, job profiles, and business models will be
needed to adapt to the challenges and impacts.
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6 Conclusion

In this paper, we have identified the four core
characteristics that help define and summarize the
current progress of using cutting-edge technologies
under the umbrella of Metaverse. Also investigated
topics are the existing security and privacy issues and
solutions of Metaverse accordingly to the four core
characteristics. The discussion is then further expanded
to other possible security and privacy issues. Finally, we
also discussed other general related issues in Metaverse.
By reviewing and summarizing the literature, we wish
to inspire the discussions on necessary provisions for
Metaverse-related research and applications regarding
security and privacy issues, and provide insight for future
studies.
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