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Abstract—In the scenario of highly mobile nodes, applying
blockchain not only needs to ensure high performance and secu-
rity but also needs to consider the low stability of consensus
nodes. We introduce a novel framework to reduce the nega-
tive impact of low-stable consensus nodes. In addition, we have
developed an intelligent algorithm for selecting the optimal num-
ber of Mobile Consensus Nodes (MCNs) considering various
parameters including Stability of Node (SoN). The results demon-
strate that the proposed scheme improves the average reputation
and stability of consensus nodes by 6.8% and 17.5%, respectively
while reducing the average message counts by 33.9%.

Index Terms—Blockchain, AI, ANNSs, consensus node selection
algorithm, machine learning, mobile consensus nodes.

I. INTRODUCTION

N THE past few decades, communication networks have

evolved to deal with the additional complexity of emerged
applications. Designing such a modern network requires spe-
cial attention to the network dynamicity in the presence of
highly mobile nodes. The next-generation verticals, for exam-
ple, Internet of Things (IoT) and Internet of Vehicles (IoV)
encompass highly mobile nodes including buses and trains.
Besides, more devices with sensitive data have joined the
network. Hence, it is required to design a more secure solu-
tion for storing application-specific contents and exchanging
configuration messages.

Traditional data storage solutions may not always satisfy
the basic requirements of modern networks including secu-
rity, availability, transparency, traceability, non-repudiation,
integrity, and automation. For instance, the centralised network
architecture makes the IoT and IoV nodes vulnerable to single-
point-of-failure and distributed-denial-of-service attacks [1].
Blockchain, as an emerging technology, is capable of satis-
fying these basic requirements by establishing trust among
untrusted parties. The next-generation networks can benefit
from blockchain capabilities, but this novel technology still
may not be a suitable alternative to traditional systems due
to its scalability and flexibility issues. Existing blockchain
scalability solutions have attempted to alleviate the impact
of bottlenecks that exist in various blockchain layers. The
scalability solutions can be categorised into three layers.
(1) layer zero solutions which enhance the data propagation
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model, (2) layer one solutions such as Directed Acyclic Graph
and Sharding which are also called on-chain solutions, and
(3) layer two solutions such as side-chain, off-chain and cross-
chain which are known as non-on-chain solutions [2], [3]. A
common concept behind some of the above solutions is to split
the network into multiple clusters (sub-networks).

Another issue in the context of blockchain is the flexibil-
ity of blockchain networks in environments which mandates
cross-cluster movements. Mobile Roadside Units (mRSUs)
have already been proposed by other researchers which
can potentially reduce the high deployment and operational
costs of Fixed Roadside Units (fRSUs) [4], [5]. Applying
blockchain in such dynamic scenarios of Mobile Consensus
Nodes (MCNs) requires intelligent mechanisms to address fre-
quent cross-cluster movements in the presence of low-stable
nodes. This is because every cross-cluster movement imposes
additional overheads in terms of retrieving the new cluster’s
ledger and reassigning it to the new cluster’s consensus nodes.
Therefore, selecting low-stable MCNs who are willing to leave
the cluster early should be avoided.

In this letter, we propose a novel framework called Mobility-
aware Reputation-based Blockchain Framework (MRBF) to
address the aforementioned issues of MCNs. In our frame-
work, we introduce an Intelligent Consensus Node Selection
Algorithm (ICNS) based on the Artificial Neural Network
(ANN) to select the highly-reputed MCNs in a given cluster
based on nodes’ live and historical reputation information. In
specific, we target low-stable MCNs with predictable mobility
patterns. The reputation values of MCNs are built based on
various parameters including Stability of Node (SoN). ICNS
utilises an intelligent dynamic reputation threshold which is
carefully designed to change dynamically according to the live
number of MCNs in a given cluster. The intelligent threshold
considers the blockchain performance and security metrics.

The contributions of our work are as follows: (1) We
propose a novel framework designed for cluster-based environ-
ments with multiple mobile nodes involved in the consensus
process. To the best of our knowledge, this is the first work
which argues that the mobility patterns of consensus nodes
can be utilised in the consensus node selection process. (2) We
propose an ANN-based scheme for selecting MCNs based on
crucial parameters including node’s stability. The offline ANN
model with high accuracy proves that the model can be used
to assign high-accurate reputation values to MCNs. (3) We
carried out performance evaluations to quantify the benefits
of our scheme including the intelligent dynamic reputation
threshold. Our initial results prove the capability of our scheme
for selecting the optimal number of MCNs which reduces the
average message counts by 33.9% while improving the average
reputation and SoN values by 6.8% and 17.5%, respectively.
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II. BACKGROUND AND RELATED WORK

At the core of every blockchain system is a consensus
mechanism (CM). The ultimate goal of all CMs is to reach
an agreement among untrusted parties in a distributed man-
ner. Typically, a consensus is reached when some pre-defined
conditions are met. After reaching a consensus, the data (in
the format of transactions and blocks) is stored in the dis-
tributed ledger. We can divide the CMs into two categories:
(1) conventional CMs; and (2) alternatives to conventional
CMs. An example of conventional CMs is practical Byzantine
Fault Tolerance (pBFT) which is more suited for small-scale
and state-machine replication scenarios. Likewise, pBFT con-
sensus is reached based on majority voting which requires
knowing the number of nodes involved in the consensus
process, so it is most suited for private or permissioned
scenarios.

Among alternatives to conventional CMs, reputation or
trust-based CMs have received considerable scholarly atten-
tion in recent years. This category is widely proposed for
emerging application scenarios such as vehicular communi-
cations. The reputation or trust-based CMs are designed to
improve blockchain’s performance without sacrificing its secu-
rity [6]. In principles, reputation or trust-based CMs are meant
to consider a more concrete set of parameters for selecting
blockchain consensus (miner) nodes. RBFT [7] and PoT [8]
are examples of related works which attempted to select the
consensus (miner) node based on pre-defined reputation/trust
models. Another work [9] examines the scenario in which the
geographical location of nodes is taken into account to prevent
Sybil attacks and to decide whether to include a node in the
“whitelist” or “blacklist.” In contrast, our current work focuses
on problems associated with assigning blockchain consensus
tasks to the mobile consensus nodes (MCNs). In specific, we
address the problems associated with low-stable MCNss.

III. MOBILITY-AWARE REPUTATION-BASED BLOCKCHAIN
FRAMEWORK (MRBF)

A. Problem Formulation

First, as per our literature review, we have found out that
existing CMs do not directly involve node stability in the
selection of consensus nodes. However, application scenarios
including vehicular communications may involve MCNs. The
idea of mobile RSUS (mRSUs) have already been proposed
by other researchers including [4] and [5]. MCN’s mobility
patterns may differ depending on the nature of MCN imple-
mentation which can be either predictable (up to some extent)
or completely random. For instance, buses have predictable
timetables with some level of inaccuracy (i.e., bus delays).
In this letter, we argue that predictable mobility patterns of
MCNs can be utilised in the blockchain design to select the
most stable nodes.

Second, some researchers have proposed a variety of solu-
tions including Sharding to split the entire blockchain network
into multiple clusters (also called shards, geographical areas,
or districts) to address the blockchain scalability issue. In the
context of the dynamic environment of MCNs, we assume that
the entire blockchain network is divided into multiple clusters,
each dedicated to a specific geographical area traversed by the
MCNs (for instance, two clusters as depicted in Figure 1). As
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Fig. 1.  Cluster-based blockchain in the dynamic environment of mobile
consensus nodes (MCNs) and light nodes (LNs).

MCNs are moving frequently, there are occasions in which
nodes are either leaving an existing geographical area (cluster)
or joining a new geographical area (cluster).

Third, in the context of blockchain CMs, we consider
reputation-based CMs as suitable alternatives to conven-
tional CMs. In reputation-based CMs, consensus nodes with
higher reputation values are regarded as more trusted nodes.
Therefore, consensus nodes with higher reputation values are
involved in the consensus procedures (i.e., block validation)
more than other nodes with lower reputation values. The
reputation-based CMs are proposed by other researchers, but
we consider the unique characteristics of MCNs in reputation
calculation.

As per the aforementioned three key findings, we formu-
late our problem in a cluster-based environment in which
multiple MCNs are moving from one cluster to another. The
frequent movements make a dynamic environment of moving
nodes along with some uncertainty in terms of the instabil-
ity of MCNs. In the following subsection, we define key
components of our framework (MRBF) to tackle the afore-
mentioned problems. As illustrated in Figure 1, we simplify
the problem scenario in which a geographical area is split
into two distinct districts (clusters). This letter is based on our
initial problem formulation on reconfigurable blockchains for
dynamic cluster-based applications [10].

B. Assumptions and Framework Components

In our proposed framework (Figure 2), we assume two types
of blockchain nodes: (1) Mobile Consensus Node (MCN)
and (2) Light Node (LN). MCN is defined as consensus
nodes which are moving due to the nature of their imple-
mentation. For example, buses within a geographical area
can become edge nodes, and blockchain can be a sub-
component of each individual edge node. Accordingly, MCNs
are actively involved in the blockchain consensus process of
collecting transactions, generating blocks, propagating blocks,
rejecting/approving proposed blocks, and storing the approved
blocks. In our definition, MCNs are nodes with certain
movement patterns. These patterns are recognised based on
the nature of the mobile nodes such as buses and trains that
take similar routes. On the other hand, LNs are blockchain
nodes which are typically less powerful in terms of com-
putation, communication and storage capabilities. Therefore,
LNs are not directly involved in the CM of chaining blocks.
Instead, LNs, for example, autonomous vehicles, submit new
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Fig. 2. Mobility-aware Reputation-based Blockchain Framework (MRBF).

transactions including application-specific contents (i.e., road-
safety information) to a set of distributed MCNss for distributed
consensus and content storage into the blockchain ledger.

In our system design, we assume an incentive mechanism
(in a similar way to other consensus mechanisms including
RBFT and PoT) to encourage MCNs to actively and trust-
fully participate in the consensus mechanism while ensuring
the integrity of the distributed ledger by linking the incentive
mechanism to the reputation index parameters. In other words,
a higher reputation index parameter of individual MCN results
in a higher reputation value for that particular node, therefore,
a higher chance of validating blocks, and ultimately a higher
chance of receiving rewards in terms of transaction fees or
tokens. As depicted in Figure 2, reputation index parameters,
in particular, the Stability of Node (SoN) are also stored in
the distributed ledger. Ultimately, the reward mechanism could
promote the MCNs with higher reputation value in the form
of transaction fees or any other application-specific tokens to
keep MCNs motivated to stick to the crucial honesty require-
ments. Furthermore, we assume that the clusters are static and
have been defined based on some pre-defined criteria. Hence,
we do not specifically focus on a particular node clustering
algorithm. Instead, we focus on the dynamic behaviour of
clusters in terms of frequent cross-cluster movements.

IV. INTELLIGENT CONSENSUS NODE SELECTION
ALGORITHM (ICNS)

A. Overview of ICNS

As indicated previously, some application scenarios require
clustering the entire blockchain network to address the scala-
bility issue of blockchain. On top of that, the dynamic nature
of certain application scenarios mandates frequent movement
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of blockchain nodes, so cross-cluster movements are happen-
ing quite often. In the context of reputation-based consensus
mechanisms, we envisage that there is a necessity to involve
mobility parameters of consensus nodes in the selection of
consensus nodes in each individual cluster. This necessitates
designing an intelligent consensus node selection algorithm
based on mobility parameters on top of other conventional
reputation parameters. We have adopted ANN for assigning
reputation values to MCNs based on a trained model.

B. Reputation Model Based on ANN

The ANN consists of three main layers: (1) input layer,
(2) hidden layers, and (3) output layer. In our ANN, the input
layer takes three reputation index parameters namely Age of
Node (AoN), Stability of Node (SoN), and Success Rate of
Block Proposals (SoB) which are defined in equations 1-3.
As per the definition, T;, denotes the time that an MCN is
expected to move into a new cluster. Conversely, T, denotes
the time that an MCN is expected to move out of the cluster.

SoN™¢ = T™7 — T;’C (1)

out

where n denotes the values for an individual node in a given
time while ¢ denotes the values for that particular node in a
given cluster at a given time. On the other side, T,;; refers to
the initial time in which the MCN joins the entire blockchain
network. This time is used for calculating the AoN.

AoN"™ =T} — T2 ., 2)
For SoB, we consider the total number of true block propos-
als (B¢pye) in comparison with the total number of proposed
blocks (Byyzq;) by a particular MCN since joining the network.

n

Btrue (3)
B
total

SoB" =

In our design, AoN and SoB are calculated in the global
domain, so the historical values are kept even when the
MCN moves to a new cluster. AoN and SoB jointly indicate
MCN’s trustworthiness. Adversely, SoN is cluster-specific, so
it changes based on MCN’s timetable information in a given
cluster. SoN indicates the stability of nodes in terms of how
long an MCN stays in a given cluster. The hidden layers
in ANN find a model based on the input and output val-
ues given their reputation index parameters. The output layer
consists of reputation values for each MCN. We define a rep-
utation dataset along with the following formula to calculate
reputation values considering reputation index parameters:
AoN™ SoN™¢ SoB™

Rep™© = + + ;4
AONavemge SONavemge SOBavemge

where Rep denotes the reputation value. The average values
for the entire dataset are used for calculating the reputation
index parameters, which indicate the relative values of AoN,
SoN, and SoB in proportion to the average of these values
in the entire dataset. After creating the dataset based on the
above method, the dataset is cleaned, and reputation index
parameters are used in ANN’s input layer. Accordingly, the
reputation values are used in ANN’s output layer. After split-
ting the dataset into train/test, we test the model to ensure its
accuracy.
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Fig. 3. Methodology for running experiments to analyse the impact of our proposed scheme.
TABLE I TABLE 11

PBFT MIN AND MAX NODE THRESHOLD CRITERIA

ICNS vs NO SELECTION ALGORITHM

Active Byzantine Blockchain Blockchain Blockchain
Consensus Fault Confirmation | Throughput Message
Nodes Tolerance Latency (transactions Counts
(# nodes) (# nodes) (seconds) per second) (messages)
1 0 L1 Tl M1
4 1 L2 T2 M2
7 2 L3 T3 M3
10 3 L4 T4 M4
13 4 LS T5 M5
16 5 L6 T6 M6
19 6 L7 T7 M7
22 7 L8 T8 M8

C. Intelligent Dynamic Reputation Threshold

ICNS requires a threshold mechanism to either include
or exclude consensus nodes in/from the consensus mecha-
nism. Unlike existing works on blockchain consensus (miner)
node selection including [11], the threshold in our design
is not static. This is because the threshold should intelli-
gently consider local cluster considerations including the local
MCNSs’ reputation index values for all nodes within the clus-
ter. Besides, the dynamic reputation threshold should consider
blockchain’s live performance and security measures.

In order to maintain acceptable security and performance
measures, we consider the minimum and maximum consen-
sus node threshold. As a result of that, our intelligent dynamic
reputation threshold changes dynamically based on the live
number of nodes involved in the CM. The minimum node
threshold ensures the security of the blockchain consensus
mechanism while the maximum node threshold ensures sat-
isfactory performance in terms of blockchain confirmation
latency, throughput and message counts (communication over-
head). Table I depicts the main criteria for defining minimum
and maximum node threshold values. The actual values for
node thresholds depend on the target security and performance
requirements which are application-specific. These values are
denoted as L1-L8 (blockchain confirmation latency), T1-T8
(blockchain throughput), and M1-M8 (blockchain message
counts). In pBFT, the number of active consensus nodes deter-
mines the security of the system in terms of the maximum
number of byzantine fault nodes tolerated in the network.
Table I indicates up to 22 active consensus nodes, however,

Evaluation parameter Result
(average values) No selection ICNS Improvement %
Reputation 4.631 4.947 6.823
SoN 98.309 115.592 17.579
Active consensus nodes 19.662 16.050 18.369
Message counts 641.838 424.155 33.916

the corresponding values can be defined based on the fact that
pBFT can tolerate one-third of byzantine/fault nodes.

V. SIMULATION RESULTS AND DISCUSSION

We have conducted an experiment to evaluate how many
nodes are being excluded/included with/without our algorithm.
We aim to compare the impact of a scenario where ICNS is
used for selecting consensus nodes versus a scenario without a
consensus node selection mechanism. More precisely, we want
to examine how much we managed to improve the average
reputation and SoN values. Besides, we want to understand
the impact of excluding low-reputation nodes on the overall
blockchain performance including message overhead.

As demonstrated in Table II, we have successfully utilised
ANN to select the optimal number of consensus nodes. This
eventually reduces the average number of active consensus
nodes and message overhead without a negative impact on the
average reputation of the blockchain consensus nodes. More
specifically, we have excluded nearly four nodes on average
which was decided based on the live reputation values of
nodes. The “improvement” column in Table II indicates the
absolute values in terms of how much each evaluation parame-
ter has improved during the simulation time. Table III presents
the main simulation setting used in our experiment.

Figure 4 illustrates the average reputation values of all
MCNs in a given cluster during the simulation time. As
shown, these values are increasing over time, this is due
to the nature of AoN value which keeps increasing as time
increases. Figure 5 illustrates how the average SoN values
are changing over time. As shown, there is no trend in the
SoN values due to the nature of stability values which are
cluster-specific. Figures 4 and 5 clearly prove our point that
our scheme outweighs the scenario where no selection algo-
rithm is in place. Figure 6 compares the number of consensus
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TABLE III
SIMULATION PARAMETERS SETTINGS

Parameter Value
Simulation time 1 week - 10080 mins
Number of clusters 2
Total number of MCNs in the network 40

Total number of events
Frequency of inter-class movement events
Frequency of block proposals
Overall success rate of block proposal events
Update period of reputation index parameters

200 per week per node

100 per week per node

100 per week per node
95% per node
Every 1-minute

Reputation integer values range 0to 10
Minimum node threshold 7
Maximum node threshold 25

74 —— No selection
— ICNS

Average reputation value
&

0 2000 4000 6000 8000
Simulation Time (m)

10000

Fig. 4. Average reputation during simulation time.

— No selection
— ICNS
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175

150

125

100

Average SoN value (m)
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Fig. 5. Average SoN during simulation time.

messages exchanged throughout the simulation in our scheme
versus the no-selection algorithm. This figure reveals the
impact of excluding low-reputation nodes from the consen-
sus mechanism in pBFT. Indeed, the number of messages in
our scheme is less due to the reduced number of active consen-
sus nodes while considering the consensus nodes’ reputation
index parameters.

VI. CONCLUSION

In this letter, an intelligent algorithm is introduced to accom-
modate the mobility of consensus nodes into the blockchain
consensus mechanism. The simulation results indicate the
capability of our proposed scheme for improving the aver-
age reputation and stability of blockchain consensus nodes
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Fig. 6. Message counts during simulation time.

while reducing message counts in pBFT. This letter is distin-
guished from others as the stability of blockchain consensus
nodes is considered in the selection process. Currently, we are
expanding our simulation platform to (1) incorporate multiple
clusters, (2) calculate the imposed overhead of ICNS, and
(3) explore the impact of inaccurate mobility information.
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