
96	 January/February 2022	 Copublished by the IEEE Computer and Reliability Societies � 1540-7993/22©2022IEEE 

CYBERCRIME AND FORENSICS 
Editors: Pavel Gladyshev, pavel.gladyshev@ucd.ie | Joshua James, joshua.i.james@pm.me

Traditionally, medical devices were built with a focus on clinical care, not security. As health care moves 
to Industry 4.0, practitioners need to evolve and determine what digital forensics and incident response 
entail when dealing with medical devices. 

I n 2020, the world was turned 
on its head. With the pandemic 

not showing any signs of regress-
ing, the medical industry has had to 
adapt quickly to ensure that patients 
receive the necessary care. More 
than ever before, physicians needed 
to be able to monitor their patients 
while at home. This brought about 
what is referred to as “Health Care 
4.0,”1 derived from “Industry 4.0.” 

This article details how health care 
has moved to form part of the digi-
tal frontier. This change meant that 
the push for interconnected medical 
devices was no longer a pipe dream but 
had to be made a reality much faster. It 
became a necessity for a physician to 
have real-time access to patients’ data. 

Generally, the medical industry 
has not had the best track record when 
it comes to incorporating fast-paced 
changes. As we introduce these instru-
ments into our hospital infrastruc-
ture and patients’ homes, the age-old 
question is asked: “Can these devices 
be hacked?” Although this is a valid 
concern, it would be far better to 
determine the likelihood that a medi-
cal device will be hacked. The easy 
answer to this is probably one that 
every digital forensics practitioner is 
familiar with: “It depends.” Many fac-
tors are involved—for example, how 
the device is connected, how the net-
work is segmented, and the manufac-
turing specifications of the device. 

It is often proposed that the 
likelihood of a medical device being 
hacked is not very high.9 When one 
examines the threat landscape around 
health care, the probability starts 
looking much greater. In 2020, there 
were an alarming number of inci
dents in which health-care informa-
tion was exposed, with 24.1 million  
records being disclosed in one 
occurence.4 These events represent 
an alarming 91.2% of all breached 
records for that year. 

Health-care data are a signifi-
cant source of concern. Generally, 
within health care, it takes anywhere 
between 96 and 236 days to detect 
and recover from an IT breach.9 
Overall, health care has seen an 

increase of 25% in the frequency of 
breaches in the sector.5 Hacking and 
IT incidents accounted for about 
67% of all data breaches and 92% of 
all data breaches for 2020.4 These 
numbers indicate that health care, as 
a whole, is under attack. When deal-
ing with interconnected instruments, 
medical devices could potentially be 
a stepping-stone toward obtaining 
access to a hospital network or elec-
tronic health-care records. 

There have been numerous 
hcal devices. It should be no sur-
prise that these devices, like any 
other system, have flaws that could 
lead to a more significant compro-
mise. According to the Center for 
Devices and Radiological Health,2 
security researchers identified 12 
vulnerabilities, which they named 
SweynTooth. These particular vul-
nerabilities were associated with the 
wireless communication technol-
ogy Bluetooth Low Energy. This 
communication technology allows 
two devices to effectively pair and 
perform their intended function 
without excessively impacting bat-
tery life. The potential attacks that 
could stem from this vulnerability 
would crash the device, stopping 
the communication from working 
and causing the device to freeze, 
much like a denial of service. This 
would leave the device unable to 
respond an d  a l l ow  re s earc h er s 
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to  by pa s s  security to access func-
tions on the device that otherwise 
would not be available. There are 
many manufacturers affected by this 
vulnerability.2 

The question is whether these 
devices have logging capabilities to 
offer early detection or even allow 
postmortem investigations to occur. 
From the research and examinations 
I have done, this would seem not to 
be the case. The focus should be on 
early detection and mitigation for 
vulnerabilities like this. There have 
been other suggestions made in the 
industry relating to managing the 
manufacturing material and code 
libraries used in terms of introduc-
ing the software bill of materials, 
which certainly helps manufacturers 
be in a position to identify whether 
a vulnerability impacts their devices. 
However, this does not solve the 
problem of determining whether a 
device has been compromised by a 
vulnerability and exploited.3

When I have these conversations 
with patients and medical personnel, 
I am often asked whether the risk out-
weighs the benefit of these devices. 
There is no satisfactory answer here, 
except it depends on many vari-
ables. One cannot argue that medical 
devices stand between life and death 
for patients. I have had an implant-
able device that ensures that my heart 
functions as it should and does not 
stop. This device has added many 
years to my life expectancy. 

The concern when dealing with 
medical devices has always been one 
of legacy. When a device is manufac-
tured, it goes through many checks 
and tests to ensure that it is safe and 
built appropriately. It is essential 
to understand that security is not a 
functional requirement of a medi-
cal device. Functional requirements 
are defined as necessary functions of 
the system or its components. These 
are described as a specification of the 
behavior between the inputs and out-
puts.  Medical devices are manufac-
tured to last for an extended period 

and apply treatment to patients. On 
a functional level, they were not built 
with security in mind. 

As a result, some devices were 
the most advanced at one point.  
However, as time has moved on, 
they have become vulnerable due 
to the progression of technology. 
Many of the more traditional med-
ical devices cannot dynamically 
evolve in the way that software 
might. The medical device software 
is built on hardware that might be 
embedded within a patient’s body 
and so cannot be updated. As soft-
ware and firmware grow over time 
and become more sophisticated, 
they surpass the capabilities of the 
physical hardware. In 10 years, we 
will still be dealing with legacy 
devices, which are the biggest pitfall 
when it comes to traditional inci-
dent response and digital forensics. 

Forensic readiness is a term that has 
many definitions, partially because 
it is relatively new. Unclear defini-
tions lead to confusion when discuss-
ing how forensic readiness can be 
achieved in medical devices. There is 
a balance to forensic readiness, spe-
cifically, the ability to collect cred-
ible digital evidence while reducing 
the costs to perform digital forensics 
on a medical device.8 To determine 
whether a medical device has foren-
sic readiness maturity means that the 
digital forensics practitioner or manu-
facturer has to determine what infor-
mation is stored on the file system. 

The first step is to understand 
what hardware architecture is used 
on a particular device. Hardware is 
very diverse across a manufacturer. 
The functionality and firmware 
support determine its selection. 
Next, we should consider the file 
system, which is the link between 
the hardware and software compo-
nents. It is the guiding principle for 
storing the data and recording the 
file creation, deletions, and modi-
fication. These could even apply to 
devices that do not have a file sys-
tem but function as “bare-metal 

devices.” These can be likened to 
memory-based devices, which pose 
many challenges to digital forensics. 

Other file systems in medical 
devices are ones that most digital 
forensics practitioners are already 
familiar with. The file system I have 
encountered the most is the File 
Allocation Table (FAT), which has 
unique features that allow easier 
data recovery. The Extensible FAT 
(exFAT) is the next most common, 
a UNIX file system with its own 
rules that govern data storage.

The next area of understanding 
in the layers of medical devices is 
the operating systems; these vary 
across devices, manufacturers, and 
many other factors. One you can 
expect to encounter is VxWorks 
(https://www.w indriver.com/
products/vxworks), an embedded 
real-time operating system. You 
might even encounter embedded 
Microsoft Windows or Windows 
CE, which has since been depre-
cated. However, as previously dis-
cussed, medical devices last for 
many years. An investigator might 
encounter medical device foren-
sics that includes the Android and 
iOS operating systems. These, 
again, have forensic artifacts a digi-
tal forensics practitioner is accus-
tomed to. We could also encounter 
some operating systems that are 
custom versions of Linux or Busy-
Box (https://busybox.net/). 

We then proceed to the applica-
tion layer, which contains the infor-
mation generated by the application 
itself. This area is unique to each 
application regarding what is created 
in terms of artifacts. However, how 
data are stored is governed by the 
operating and file systems. Know-
ing the forensics rules surrounding 
these components enables the digi-
tal forensics practitioner to digest 
the application level’s information. 
It is critical to record the application 
functionality, the settings or calibra-
tion of the device, patient data, and 
clinical information. The data from 
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these devices in terms of clinical 
and health data are often integrated 
with different cloud solutions at the 
health-care facility and connected 
with the electronic health-care sys-
tems.4 The question is whether there 
are logs that can be ingested from 
medical devices into cloud solutions 
for log aggregation (Figure 1).

When a medical device is com-
promised, several things are needed 
to respond to and remediate the inci-
dent. The first is whether the medi-
cal device manufacturer, hospital, 
or patient is in a position to detect 
the breach. Since 2015, reports indi-
cate that early detection in all indus-
tries has been challenging.2 Medical 
devices are not manufactured with 
breach detection in mind. Presently, 
however, the landscape is changing, 
with medical manufacturers explor-
ing security by design and including 
this as part of their operating models. 

W hen we talk about medical 
device forensics, there is no clear 
definition in the literature. The field 
is made up of three main disciplines, 
called the triangle approach, as seen  
in Figure 2.13 There is also a wide vari-
ety of medical devices. We explore 
some in more detail, as this is impor-
tant to understand the problem state-
ment. Infusion pumps make up more 
than half of all of the medical Internet 
of Things devices deployed within 
hospitals. They play a critical role in 
patient care and ensuring that the hos-
pital controls the infusion of medicine. 

These pumps have given medical 
professionals the ability to care for 
patients remotely and automate some 
health-care delivery. This type of 
technology invites malicious threat 
actors interested in disrupting these 
life-sustaining advances in medicine.5

In January 2020, a security vul-
nerability was published involving 
certain GE Healthcare clinical infor-
mation central stations and telem-
etry servers.4 These devices are 
specifically used in health-care facil-
ities to display information about 
patients, including physiological 
parameters, such as temperature, 
heartbeat, blood pressure, for mon-
itoring. A statement made by the 
U.S. Food and Drug Administration 
says that, to date, there have been 
no reports of incidents related to 
these vulnerabilities.4 The question 
that should be raised here, the same 
as before, is whether these devices 
can retain information forensically, 
allowing possible malicious access 
through this vulnerability. When 
explored, concerns around logging 
and forensic data indicate that the 
maturity of forensic readiness within 
medical devices is very low.

Medical Device Forensics
Medical device forensics is made up 
of three distinct processes:

■■ medical device engineering
■■ digital forensics
■■ medical forensics.

These three disciplines cover the 
skill sets needed when looking at 
medical devices, which are often 
are composed of complex hardware, 
software, and data structures. Medi-
cal device engineering is the process 
of designing, manufacturing, and 
maintaining a medical device. An 
understanding of the hardware and 
operating system is needed. This 
process is also used extensively to 
examine whether a medical device 
functions as it should and does 
fault finding. It is useful when 
considering the process of acquir-
ing a forensic image from a medi-
cal device, as this often requires 
an understanding of the hardware 
and constraints you might face 
dealing with these devices.7 

Knowledge of device function-
ality can aid the digital forensics 
investigation by determining what 
condition the medical device was 
in during acquisition. The second 
part of what needs to be understood 
is the sequence of events on the 
device and whether there are any 
data that need to be recovered.

The discipline of digital foren-
sics involves reconstructing events 
on a digital device and recovering 
data that may have been lost. Data 
recovery is the second portion of 
examining the forensic image that 
you have acquired. Recovery and 
reconstruction require a low-level 
understanding of the disk structures 
and file systems used to store the 
data on a medical device. It is impor-
tant to note that a file system should 
not be confused with an operating 
system. Some medical devices, from 
a digital forensics point of view, look 
more like what we know in tradi-
tional memory forensics. 

Once the sequence of events has 
been established, one more aspect 
needs to be looked at: the actual 
recorded medical data. Recorded 
medical data should be examined 
to reconstruct events and deter-
mine the overall medical sequence 
of them. This analysis requires 
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Figure 1. The medical device locations of the investigation.
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knowledge of the medical nature of 
the device and patient. It is essen-
tial to understand that these devices 
vary in how data can be acquired, 
the data they store, and the medi-
cal information they record. Some 
devices run on bare-metal sys-
tems and are primarily memory 
based. The analysis of these can 
be time-consuming and cumber-
some. They are also often implanted 
within a patient, making the data 
more complicated to acquire. With 
implanted devices, one cannot sim-
ply plug something in to make a 
forensic acquisition, as there is a 
person attached to the device.

Informal medical device foren-
sics is not a new discipline; it has 
been done by manufacturers for 
years when receiving back faulty 
devices. They have been fault find-
ing and determining why a device 
failed as part of the medical engi-
neering portion. It is possible to 
analyze a medical device to provide 
an overall picture of its functional-
ity, the sequence of events, and the 
recorded medical information.  

Important to note is that most 
medical devices do not contain 
robust logging capabilities designed 
for incident response. I have a say-
ing: “When nothing goes right, just 
go left;” this way, you build what 
you do not have. The landscape 
should change from simply hop-
ing that medical devices will not be 
compromised. Instead, manufactur-
ers must build in the detection and 
forensic evidence needed to prove 
that is the case or adequately deal 
with an incident. It is probably not 
when but whether you would even 
know about such an incident. That 
being said, medical devices save lives 
and extend the life expectancy of 
patients. It is time we focus on build-
ing forensics for future breaches.

Logging and Monitoring 
on Medical Devices
Logging and monitoring are criti-
cal steps in the early detection of IT 

incidents. Log monitoring speeds 
up the identification of specific 
exceptions; for example, when a 
device is not behaving expectantly, 
the logs can alert people to that 
fact. Additionally, log monitoring 
provides developers and support 
personnel with observability and 
visibility of the behavior of their 
applications. Cauchi et al.11 state 
that their research examined the 
logs from Braun Infusomat Space 
pumps and found that they are split 
between two files. The first that 
they encountered was the device 
log, which contains comprehen-
sive device event information. The 
second is the keystroke log, which 
records inputs. These logs are defi-
cient in many ways.

For example, logs are often 
incomplete and contain anoma-
lies.12 Ingest logs in real time via 
cloud-based solutions can help 
detect and clean these anoma-
lies. The key to having these logs 
ingested is that the logs remain time 
synchronized and tamper evident. 
This would allow for the real-time 
monitoring of the condition of 
patients and their medical devices. 
Nguyen et al.12 recommend using 
Software Guard Extension (SGX) 
and the Trusted Platform Mod-
ule (TPM). They propose that the 
logger relies on SGX, TPM, and 
standard encryption to facilitate 
secure communication. This pro-
cess is used assuming that the com-
munication channel is in a hostile 

environment and operating system. 
The article identifies options that 
have promise. However, the con-
cern is how older systems can be 
refactored to use a cloud solution 
for real-time logging, given that the 
hardware potentially does not sup-
port this.

Building a secure cloud logger 
is something that should be con-
sidered for future medical device 
manufacturing. Medical devices 
generally have logs that developers 
design to do fault and error find-
ing and pull statistics to understand 
the device’s functionality. Instead, 
devices should contain logs with an 
equal balance among the system, 
performance, and debugging, and 
security logging should be consid-
ered. The balance needs to have 
multiple stakeholders look at the 
same logs and understand if the pro-
vided data suits their needs. 

A developer looks at logs to 
determine whether s o m e t h i n g 
within the workflow is working as 
it should. A digital forensics prac-
titioner looks at logs to rebuild 
events that took place across a 
given period. Upcoming work must 
ensure that legacy devices can be 
monitored and forensic readiness 
applied in some form, and medical 
devices should be built with future 
breaches in mind.

T he biggest constraint in dealing 
with medical devices includes 
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Figure 2. The medical device forensics triangle. 
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legacy systems, which have been an 
ever-growing problem in the medi-
cal device world. This means that a 
digital forensics practitioner inves-
tigating medical devices should be  
versed in older systems.  These 
devices are not forensically ready; 
they do not have the hardware 
build, sufficient logging, or neces-
sary artifacts to conduct incident 
response or perform digital foren-
sics adequately. 

We have the opportunity to 
influence how companies build 
future devices by building forensic 
readiness within the manufactur-
ing phase. However, it also means 
that there are potentially legacy 
devices that cannot support a 
costly upgrade to make significant 
changes in terms of forensic readi-
ness. There needs to be a layered 
approach to device usage within a 
hospital network and its protection. 
The future of more secure and bet-
ter forensics-ready medical devices 
rests in the hands of those build-
ing them. More research is needed 
in unpacking the forensic needs to 
better reconstruct information on a 
medical device. 
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