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LAST WORD 

Zero Trust Architecture:  
Does It Help?

T oday there is a lot of emphasis on zero 
trust architecture (ZTA). ZTA has 

been introduced as a fine-grained defense 
approach paradigm that shifts defenses from 
static, network-based perimeters to users, 
assets, and resources.1 It assumes that no 
entities outside and inside the protected sys-
tem can be trusted and therefore requires 
articulated and high-coverage deployment of 
security controls, such as authentication and 
access control. In a way, ZTA is not new; the 
idea that securing a system requires pervasive, 
fine-grained, and continuous deployment 
of layered security controls is quite obvious. 
However, the current emphasis on ZTA is 
important as it pushes systematic approaches 
to cybersecurity.

However, deploying ZTA is complex from 
both the technical and organizational points of 
view as ZTA makes security management much 
more complex than already is. Because ZTA 
enforces fine-grained security controls, we 
can expect that huge numbers of policies have 
to be specified, implemented, deployed, and 
managed. These policies will likely be attribute 
based, that is, based on properties of sub-
jects, protected resources, and contexts. For 
a system controlled by attribute-based policies, 
it is critical that these attributes be trustworthy. 
When one is not sure about some attributes’ 
trustworthiness, then some risk-based criteria 
must be used for control-related decisions. 
Such criteria are often difficult to formalize 
and automate as they are application depen-
dent. Perhaps some artificial intelligence/
machine learning techniques could help here, 
which, however, would then introduce the 
problem of properly training and securing 
these models from attacks.

Also, policies must be correct, consistent, 
minimal, and complete. Correctness requires 
that the policies comply with their intended 

goals. Typically, those goals are derived 
based on high-level organizational policies, 
risks, potential attacks, and so forth. Eliciting 
such goals is far from trivial. Consistency is 
critical for policies that support explicit deni-
als, such as policies for attribute-based access 
control; it requires that a set of policies does 
not have both a permission and denial for the 
same subject, action, and protected resource. 
When it is not possible to statically enforce 
consistency on a set of policies—for example, 
when the set of all possible attributes of sub-
jects and protected resources and the set of 
possible contexts are not known in advance, 
mechanisms for conflict resolution need to 
be included in the access control mechanism. 
Minimality refers to making sure that the set of 
policies does not include redundant policies. 
Redundant policies increase the administra-
tive work for managing policies; for example, 
if a subject is not any longer allowed to access 
a given network, all of the policies covering 
such access must be properly modified and/
or removed, thus increasing the security risk if 
these revocations are not properly executed. 
Completeness requires that for any action to 
be executed by the subjects of the system there 
is a corresponding policy controlling such exe-
cution requests. If, for a given access request, 
there is no corresponding policy, the default 
decision usually taken by access control sys-
tems is to deny the access. Such an approach, 
however, may lead to situations in which sub-
jects that have a legitimate reason for access-
ing the protected resource are unable to access 
the resource. This in turn requires interactions 
with administrators, which are expensive and 
introduce delays and, as a result, applications 
can become brittle.

Additional chal lenges include the 
impact of ZTA control on application per-
formance, the difficulty of upgrading legacy 
infrastructures to ZTA and the integration 
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of ZTA with cloud infrastructures.2
Addressing these  chal lenges 
requires not only technical solu-
tions but also incremental deploy-
ments of ZTA. So, it would seem 
that one may end up with “ZTA 
islands” within systems.

In summary, I believe that ZTA 
can help with security, but its man-
agement and deployment will not 
be easy.
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