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Hardware Security in the

Era of Emerging

Device and

System Technologies

I n this editor’s column, I would like to advo-

cate for putting more research effort in the
security of electronic systems that are based
on emerging hardware technologies. The
reason for existence of these emerging tech-
nologies is that they are more efficient than
traditional semiconductor technologies with
respect to one or more nonfunctional prop-
erties, such as the energy consumption, the
peak power dissipation, the computational
delay, the cost and/or the size of the chip. The
requirements of a system determine which of
these properties are the most important for
that system and whether it is necessary to step
away from traditional technologies. For exam-
ple, a pacemaker chip should consume as little
energy as possible because the battery should
last as long as possible, while a disposable
medical sensor should be as cheap as possible
because it cannot be reused. When traditional
semiconductor technologies cannot fulfill
these requirements, emerging technologies
can offer a solution.

To prepare for new systems and applica-
tions, it is important to know which oppor-
tunities and limitations both traditional and
emerging technologies (will) bring in the
present and the future. For this purpose,
the International Roadmap for Devices and
Systems (IRDS) makes predictions with a
1S-year horizon to provide guidance to com-
panies and research institutions.! The IRDS
Executive Summary of 2022, which was
recently announced to be still relevant for
2023, mentions different International Focus
Teams (IFTs).? Traditional technologies
are mainly described by the ITF on “More
Moore,”® which elaborates on the challenges
and solutions for the continuation of Moore’s
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law.* Moore’s law was empirically established
in 1965, stating that the number of transistors
in an electronic chip would double every two
years with a minimal cost increase. There-
fore, the “More Moore” IFT mainly focuses
on the down-scaling of semiconductor fea-
tures. Emerging technologies, on the other
hand, follow alternative paths that do not
necessarily strive toward the continuation of
Moore’s law. It is mainly in the “More than
Moore” IFT* and the “Beyond CMOS” IFT®
that these alternative technologies are pro-
jected. Examples are novel memory technolo-
gies (e.g, magnetic memories and resistive
memories) and novel logic devices (based on,
e.g., carbon nanotubes or spin waves). Many
of these emerging technologies are already
being deployed in commercial products, but
research on the hardware security properties
of these products is still in its infancy.

So why can’t we just use our existing
knowledge on traditional technologies to
reason about emerging technologies? To
understand this, we need to go the funda-
mental building blocks of hardware security:
hardware roots of trust. An interesting over-
view of the most important hardware roots of
trust® is given by Synopsys, one of the largest
electronic design automation companies in
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the world and provider of hardware
intellectual property cores for secu-
rity. Among others, hardware cryp-
tographic accelerators, true random
number generators (TRNGs) and
secure storage are mentioned. We
also add physically unclonable
functions (PUFs) to this list as an
alternative for secure key storage.
When we look at these compo-
nents, we observe that their desired
hardware security properties are
highly dependent on their physi-
cal behavior, which is determined
by the underlying technology. In

storage properties like protection
against read-out, unclonability, and
the ability to build PUFs.” And
there are also examples of academic
research that present novel ways of
designing PUFs based on resistive
memories.® Nevertheless, I believe
that a thorough analysis of the secu-
rity properties of resistive memo-
ries based on open source models of
these memories would be desirable
before they become widespread.
Another promising technology
I would like to highlight is flex-
ible electronics because I expect
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this editor’s column, I would like
to shed a light on two promising
emerging technologies and their
suitability for generating hardware
roots of trust, which will be needed
if commercial products based on
these technologies become wide-
spread and need to be secured.

In the category of emerging
memory devices, resistive memo-
ries are nonvolatile memories that
consume less power and work faster
than traditional Flash memories
but are more expensive to fabricate.
Especially in high-performance
neuromorphic computing, resis-
tive memories have a large poten-
tial for improving the computing
system. Their resistive nature
is entirely different from the
semiconductor-based mechanisms
on which traditional volatile or non-
volatile memories rely. Therefore,
security properties derived for these
traditional memories do not neces-
sarily hold for resistive memories.
An example of a commercially avail-
able resistive memory by Cross-
bar Inc. already mentions secure
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it to increasingly be the subject of
hardware security research in the
coming years. Flexible electronic
chips are ultrathin and very light.
They are built on mechanically
flexible substrates such as plas-
tics, metal foil, flexible glass, and
paper. The big advantage of flex-
ible electronics is the low cost of
the chips (thanks to the low-cost
production process) and the short
development cycle. Although flex-
ible electronics are not suitable for
high-performance systems, they
are perfect for Internet of Things
devices used in, e.g., wearables,
smart packaging, logistics, and
product authentication. So what
about building hardware roots of
trust into flexible electronic chips?
For TRNGs and PUFs, flexible
electronic chips that are based on
inkjet printing can make use of the
random dispersion of the ink as a
source of randomness or intrinsic
variation.”!° This is different from
traditional silicon chips that use
entropy sources like timing jitter
and the metastability of electronic
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circuits. Nevertheless, random-
ness and entropy tests have shown
that the proposed TRNGs and
PUFs offer a promising alterna-
tive to their silicon counterparts.
Another type of root of trust
are cryptographic hardware cir-
cuits. In flexible electronics, these
have only been demonstrated on
metal-oxide thin-film transistors
on plastic substrates because that
seems to be the only type of flex-
ible technology that can handle
the complexity of a cryptographic
algorithm. The big challenge here
is indeed the reliability of the chip
when the circuit size increases. In
these chips, secure key storage is
difficult to achieve for multiple
reasons. First of all, there is no via-
ble solution for nonvolatile mem-
ory yet, which means the only way
to store a key is to use a one-time
programmable (OTP) memory
using a laser or ink. In addition,
since these chips are much larger
than their silicon counterparts,
and since they are typically not
packaged, it is very easy for an
attacker to read out the secret key.
Both secure cryptographic circuits
and key storage solutions have
been proposed in Mentens et al.!!
and Bleier et al.'> The first multi-
project wafer program for flexible
electronics has been offered by
the company Pragmatic since July
2023.!3 This allows researchers
to tape-out low-cost flexible chips
with a short fabrication time. I
expect that Pragmatic’s multipro-
ject wafer program will give aca-
demic research on the security of
flexible electronics the necessary
boost in the near future.

In conclusion, emerging device
and system technologies offer
interesting opportunities for novel
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products with unique properties in
terms of energy consumption, peak
power dissipation, computational
delay, cost and/or size of the chip.
But more research into the security
of hardware roots of trust that rely
on these technologies is needed in
order to enable their deployment
at large scale for a large range of
applications. I believe this is an
excellent opportunity for research-
ers in security, hardware design,
and emerging technologies to col-
laborate and make a difference. m
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