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The Holy Grail of Vulnerability

Predictions

S coring vulnerabilities is a hard task, and
we build standards for this purpose:
the Common Vulnerability Scoring System
(CVSS) used by NIST is the oldest of them.
It was invented by Peter Mell and Karen Scar-
fone, among others, to assess severity.1

After almost 10 years at the CVSS Special
Interest Group of FIRST, I can say that each
time a vulnerability was brought to a meet-
ing to be discussed and dissected, eventually,
everybody agreed on whether the impact was
high or whether this vulnerability required
an active interaction by the user and so on.

time soon? This information might have prac-
tical significant implications for a company,
for example, on adopting just patching (if they
are too many) or rather updates and bug hunt-
ing (if they are few).® In a retrospective study
with my former student Giorgio Di Tizio, we
found that updates do not always work. You
can update all the time instantaneously, or
you can be just a normal company following
the industry standard lag of 30 days. How-
ever, in the latter case, your risk profile, i.e.,
the odds of succumbing, will not be better off
than the company who just patches high-risk

The point where stronger disagreement

starts is when one needs to order them

along the real line: Is this worse than

that? Most importantly, should | worry?

This anecdotal evidence is also confirmed
with experiments: experts and students
quickly converge.? Assessing the facets of
severity is doable.

The point where stronger disagreement starts
is when one needs to order them along the real
line: Is this worse than that? Most importantly,
should I worry? Scoring metrics have always
been hotly debated. In the desperate quest for
popularity, a security researcher has even started
to use ChatGPT to triage scoring metrics and
reported “anomalies” in the scoring (https://
www.linkedin.com/posts/parisel cvss-activity
-7112793826427031553-VpGS/). These anom-
alies are of course simple hallucinations* and
misinterpretations of Pareto frontiers.

Yet severity is the only start of the journey.
It does not tell what everybody really wants to
know: Will this vulnerability be exploited any
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vulnerabilities, even against advanced per-
sistent threats.® So why bother toiling as the
hare if you fall prey to the same wolves as the
tortoise? You can watch the video (https://
vimeo.com/853062910) accompanying the
Communications of the ACM shorter piece’
or read the rebuttal by Steve Lipner and John
Pescatore warning against such dangerously
heretical ideas.

Mehran Bozorgi and his colleagues have
shown long ago that CVSS scores alone are
not effective for predictions,” albeit they can
be a reasonable proxy (if the hole is big enough
and comfortable enough, somebody might be
tempted to lodge there). Similarly, in a paper
with Luca Allodi, we showed that combining the
CVSS with information on whether the affected
vulnerabilities being sold in the black markets
was a better proxy.!® Ours was a retrospective
study, but what about prospective studies?

Finding prospective metrics or more allur-
ing “predictive metrics” is the new quest for the
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Holy Grail where new metrics and
standards proliferate.'! The most
popular one is the Exploit Pre-
diction Scoring Systems (EPSS),
started by Jay Jacobs and Sasha
Romanosky, which aggregated
several community metrics.'? Yet
there are many more metrics. Peo-
ple debate on LinkedIn whether
the pet metric of their company is
better than the other one. All these
studies are based on some form of
threat intelligence whose value is

recent example is the metrics of
expected exploitability,'® which
“predicts” the ability to have a func-
tional exploit by using as input the
presence of functional instructions
on the web... How come we should
not be surprised that they achieved
>80% accuracy?

Governments are not helping
either: CISA has come out with
Known Exploited Vulnerabilities
(KEVs), and the Dutch government
proposes likelihood (or chance)

The illusion of being able to predict

the future is too hard to let go of, and

reviewers even at top conferences are

equally prone to the temptation of

seeing predictions where there is only

the ability to summarize the news.

often even more debatable than
scoring mechanisms.!3

What I found surprising is that
even reputed data scientists, when
they presented their dataset-based
scoring mechanisms (or other even
more patchy mechanism), failed to
see that they were not predicting
but just retrospectively measuring
notices of exploits, a typical foun-
dational mistake in security mea-
sures.'* As a data scientist you can
use tweets mentioning a CVE and
argue that they “predict” exploits.
If you reflect on it, why should
people tweet about a vulnerability
among the hundreds discovered
daily if not to report that this has
been exploited in the wild? This is
not a prediction. It is just an after
the fact highlight.

The illusion of being able to pre-
dict the future is too hard to let go
of, and reviewers even at top confer-
ences are equally prone to the temp-
tation of seeing predictions where
there is only the ability to summa-
rize the news. The most egregious
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metrics where various indexes are
added up but have no mathemati-
cal background. In this Mare Mag-
num of metrics, companies have to
disentangle themselves, and “best
practices” increasingly look like Mac-
beth’s witches’ recipes: one plate of
CVSS, two cups of EPSS, a sprinkle
of KEVs, add your pet vulnerability
scoring system, shake well, and drink
in one sip.

The question is whether we
should really continue to look for
the metrics to predict future
exploits. I am afraid these noble
attempts are better described by
Mark Twain in A Connecticut Yankee
in King Arthur’s Court:

“The boys all took a flier at the
Holy Grailnow and then. It was a
several years’ cruise. They always
putin the long absence snooping
around, in the most conscien-
tious way, though none of them
had any idea where the Holy
Grail really was, and I don’t think
any of them actually expected to
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find it, or would have known
what to do with it if he had run
across it. [ ... ]. Every year expe-
ditions went out holy grailing,
and next year relief expeditions

went out to hunt for them.”

Are you planning an expedition
any time soon?

Rather than doing it, you might
reconsider the question I asked at
the very beginning: “Will this be
exploited soon?” You may want to
conclude that the question is unan-
swerable. And if it is unanswerable,
what are the consequences? Set-
ting prospective studies aside, is
there even value, then, in continu-
ing work on retrospective studies?

Iam abit skeptical of prospective
studies, but I see value in retrospec-
tive studies as they provide infor-
mation on what happened, and we
could use this information to build
systems that address a different
question: do not ask “What I do to
avoid being exploited?” but “What
will T do when I am exploited?”
Defense in depth is the long-term
answer, and in this respect, you may
want to read the piece by Eric Bod-
den and his colleagues in the “Build-
ing Security In” department.*! m
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