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Biometrics Security and Privacy Protection

B
iometrics is the science of rec-
ognizing individuals based on 
their behavioral and biological 
characteristics such as face, 
fingerprints, iris, voice, gait, 

and signature. A typical biometric sys-
tem may be viewed as a pattern classifi-
cation system that utilizes advanced sig-
nal processing schemes to compare and 
match biometric data.

The past decade has witnessed a rapid 
increase in biometrics research in addition 
to the deployment of large-scale biometrics 
solutions in both civilian and law enforce-
ment applications. Example applications 
that incorporate biometric recognition in-
clude: logical and physical access systems; 
surveillance operations to fight against 
fraud and organized crime; immigration 
control and border security systems; na-
tional identity programs; identity manage-
ment systems; and the determination of 
friend or foe in military installations.

Since an individual’s biometric data is 
personal and sensitive, issues related to 
biometric security and privacy have been 
raised. These include: spoofing, where an 
adversary presents a falsified biometric 
trait to the system with the intention of 
masquerading as another person; evasion, 
where a person attempts to obfuscate or 
modify a biometric trait to avoid being de-
tected by the system; database alteration, 
where the templates stored in a database 
are modified to undermine system integri-
ty; and template compromise, where the 
stored biometric data is perused or stolen 
and exploited for illegitimate means. 

The advent of cloud computing tech-
nology and personal mobile devices has 
broadened the application domain of bio-
metrics; however, at the same time, it has 

brought to the forefront the need for dedi-
cated security technologies to protect bio-
metric data from being misappropriated 
and used for purposes beyond those in-
tended. Similarly, the use of surveillance 
systems in public areas presents new chal-
lenges with respect to privacy.

The research community has respond-
ed to these concerns with new security 
and privacy enhancement and protection 
technologies. There are numerous indica-
tors of the increasing interest, e.g., a num-
ber of special sessions in conferences, 
evaluation campaigns, tutorials, large-
scale collaborative projects, and ongoing 
efforts toward standardization. A number 
of signal processing methods have been 
developed to analyze the vulnerability of 
biometric systems and design solutions to 
mitigate the impact of these vulnerabili-
ties. At the same time, privacy-preserving 
constructs have been developed by signal 
processing researchers to ensure that 
stored and/or transmitted biometric data 
is adequately protected from misuse.

This special section was conceived to 
champion recent developments in the rap-
idly evolving field and also to encourage 
research in new signal processing solu-
tions to security and privacy protection. 
After a rigorous preselection and peer-re-
view process, eight articles were selected. 

The first contribution from Hadid, Ev-
ans, Marcel, and Fierrez focuses on the se-
curity side of biometrics, providing a 
gentle introduction to spoofing and coun-
termeasures and a methodology for their 
assessment. The article also provides a 
case study in face recognition.

The next contribution discusses how 
adversarial machine-learning techniques 
can be harnessed to protect biometric sys-
tems from sophisticated attacks. Biggio, 
Fumera, Russu, Didaci, and Roli argue 
that security is best delivered with adap-
tive, security-by-design solutions.

Itkis, Chandar, Fuller, Campbell, and 
Cunningham report the challenges in de-
signing effective cryptosystems for iris-rec-
ognition systems. Their work also illustrates 
the shortcoming of the more traditional 
performance metrics used in biometrics and 
promotes the use of a new entropy metric.

The article by Patel, Ratha, and Chel-
lappa reviews different approaches to can-
celable biometric schemes for template 
protection. The aim of such techniques is 
to preserve privacy by preventing the theft 
of biometric templates through the appli-
cation of noninvertible transforms.

Barni, Droandi, and Lazzeretti describe 
a different approach to template protec-
tion based on cryptographic technology. 
They illustrate how secure, two-party 
computation and signal processing in the 
encrypted domain can be combined to en-
hance security and protect privacy.

Still on the theme of template protec-
tion, Lim, Teoh, and Kim describe their 
work on biometric feature-type transfor-
mation. Such transformations are typical-
ly used as a precursor to many forms of 
biometric cryptosystems that demand spe-
cific input formats such as point-set or bi-
nary features.

The final article on template protection 
discusses the practical implications of bio-
metric security and offers a fresh perspec-
tive to the problem. Nandakumar and Jain 
argue that improvements to security and 
privacy seldom come without degradations 
to recognition performance and that, con-
sequently, there remains a significant gap 
between theory and practice.

The special section rounds out with an 
article by Bustard on the privacy and legal 
concerns surrounding the collection, stor-
age, and use of personal biometric data. 
In particular, the article discusses recent 
European legislation on this issue and its 
potential impact on the adoption of bio-
metrics technology.
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[special Reports] (continued from page 11)

Using multiple object detection and 
recognition algorithms, a research team 
led by K. Vijayan Asari, an electrical and 
computer engineering professor at the 
University of Dayton in Ohio, has devel-
oped an automated surveillance technique 
that can be used to protect underground 
pipeline infrastructures (Figure 4).

The framework consists of three 
parts. The first part removes imagery 
that are not considered to be a threat to 
the pipeline. The method extracts a set of 
features that precisely represent the 
shape, structure and texture of various 
backgrounds, such as trees, buildings, 
roads and farmland, using a cascade of 
classifiers to eliminate the insignificant 
regions. The second part of the frame-
work is a part-based object detection 
model for searching specific targets that 
are considered to be threat objects. The 
third part of the framework assesses the 
severity of pipeline threats by calculating 
the location and the temperature infor-
mation of threat objects, such as con-
struction equipment or drilling gear. 
“With our approach we can take into ac-
count the constraints associated with 
aerial imagery, such as low resolution, 
lower frame rate, large variations in illu-
mination, and motion blurs,” says Asari, 
who is also the director of the University 
of Dayton Vision Lab.

A major challenge to accurate threat 
detection are objects of interest that are 
partially occluded by shrubs, trees, 
buildings and other terrestrial elements. 

In the part-based model, an object is 
partitioned into a specific number of 
parts; the size of each part depends on 
the size of the object. “We then use local 
phase information to extract informative 
attributes for describing the individual 
parts,” Asari says. “The next step is to 
group the object parts into several clus-
ters. “In this process, we group similar 

parts into the same cluster and a 
histogram of oriented phase is used to 
describe the specific pattern of the 
parts,” Asari continues. “This is to group 
similar parts of different vehicles, or 
similar parts in different images of the 
same vehicle, into the same cluster or 
category to find the presence of such 
categories in an occluded image to de-
tect it as a threat object.”

The output of the part-based object 
detection technique is the pixel location 
of the threat object in the input image. 
In real-world applications, however, a 
system user must also know the exact 
geographic location of a potentially 

threatening object. A registration pro-
cess that links the acquired images to a 
geographical map provides this capabili-
ty. Additionally, some detected threats 
may be far away from a pipeline, or have 
some other type of low threat probabili-
ty. “Considering these issues, we have 
designed an additional framework that 
can automatically analyze the geoloca-
tion and temperature information of a 
detected object, and can assign a risk 
level to any given threat—high, medi-
um, or low,” Asari says. “A high temper-
ature indicates that the vehicle is active 
and it may be moving to the pipeline 
right-of-way; a low temperature indi-
cates that the vehicle is stationary and is 
of low risk.” 

“We have reached over 85% accuracy 
for machinery threat detection in tests,” 
Asari says. “We are confident that our 
method can be used as a practical ap-
proach for wide-area surveillance and to 
protect pipeline infrastructures.”

Asari says that he and his team are 
currently focusing on hardware-software 
integration and performance accelera-
tion aspects. “We are looking to enable 
real-time processing in an onboard flight 
environment,” he remarks. 
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