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Abstract: Visual cryptography is a cryptographic technique which
allows visual information to be encrypted in such a way that
decryption becomes a mechanical operation that does not require
a computer. In this paper, we intend to study the different
application areas of Visual Cryptography. Visual Cryptography
is a wide area of research used in data hiding, securing images,
color imaging, multimedia and other such fields. Visual
Cryptography comes in the field of data hiding used in
cybercrime, file formats etc. This paper focuses on the application
areas of visual cryptography from four different research
papers/journals which talk about the most important application
areas of visual cryptography.
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I. INTRODUCTION

Visual Cryptography is a cryptographic technique which
allows visual information to be encrypted in such a way that
decryption becomes a mechanical operation that does not
require a computer. In today’s computer generation, data
security, hiding and all such activities have become probably
the most important aspect for most organizations. These
organizations spend millions of their currency to just secure
their data. This urgency has risen due to increase in cyber theft/
crime. The technology has grown so much that criminals have
found multiple ways to perform cybercrime to which the
concerned authorities have either less or not sufficient answer
to counter. Hence, the method of Cryptography provides the
above answers. One of the most majorparts of cryptography is
Visual cryptography. It has many usage & application areas,
mostly using its internal technique called encryption. Some of
those application areas are talked about in this research
paper.Visual cryptography is used specifically in the areas of
Biometric security, Watermarking, Remote electronic voting,
Bank customer identification etc. This research paper contains
4 sections. Section 2 talks about the related work and
applications in the field of Visual Cryptography. Section 3
gives the Conclusion of the paper followed by References.

II. RELATED WORK

2.1 Rijndael and RC6 Block Ciphers

Information in different forms such as text, image, multimedia
etc is an important tool in today’s day-to-day life. Thus,arise
the need to protect this information/data from outside
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interference which can create a threat at a large scale in many
cases. In [2], the authors proposed two very efficient
techniques to encrypt images with few images using Rijndael
and RC6 Block Ciphers in Electronic Code Block (ECB) Mode
using pre-processing. Pre-processing enables the algorithms to
prevent patterns to emerge in the images before encryption.

Rijndael: The Rijndael block cipher is an iterated block cipher
using variable block and key size[2]. It is the only encryption
mode using parallel processing. The block cipher algorithm
provides mapping of plain text block to cipher text block and
consequently, from cipher text block to plain text block using
cipher key. Rijndael supports all combinations of block and
key sizes of multiple of 32 bits with minimum of 128 bits and
maximum of 256 bits.

RC6: The RC6 block cipher depends mainly on four working
registers, each of 32 bits. It is a key having variable parameters
such as key and block size, number of rounds. RC6 encrypted
algorithm is designated as: -RC6 (w,r,b) where w is the word
size, 1 is the number of rounds, b is the number of bytes.

2.1.18tudy of Rijndael and RC6 with some resultsVisual
Encryption

In [2], the research was based on a medical image with black
area and CS logo with white area.

Figure-1 shows the medical image of a brain with black area to
be used for encryption.

Fig. 1. Medical image of a brain with black area [2]

Figure - 2 is an image consisting of two letters C & S with
white area to be used for encryption.
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Fig. 2. CS logo with white area [2]

Through the experiments, it was inevitable that Rijndael and
RC6 block cipher algorithms work efficiently in ECB Mode
using pre- processing. Figure-3 &Figure-4 show the results of
the above for both images.

Fig. 3. Encrypted medical images with Rijndael and
RCéalgorithms in ECB mode using pre- processing [2]

Fig. 4. Encrypted CS logo with Rijndael and RC6 algorithms in
ECB mode using pre- processing [2]

Irregularity of Deviation

It calculates the quality of an image through encryption by
finding the minimal deviation in comparison to ideal
encryption.[2]

Irregular deviation DI is as follows: -

D, — Lo Hold)
M= N

Where, M and N give the measurements of the image.
Quality of encryption increases with less DI. Irregularity for

both algorithms between the encrypted and plain image
increases.
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Histogram Analysis

The Histogram in this case, uses a bar graph to fix occurrence
of one grey level present. X - Axis shows all grey level values
and Y - Axis represents a grey level occurrence.[2] Figure-5 &
Figure-7 shows the original histograms of the brain and logo
image, respectively whereas Figure-6 &Figure-8 shows the
histograms of the encrypted form of both the images,
respectively.
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Fig. 6. Histogram of the encrypted brain image with RC6 and
Rijndael algorithm in ECB mode using pre- processing [2]
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Fig. 7. Histogram of the logo image [2]
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Fig. 8. Histogram of the encrypted logo image with RC6 and
Rijndael algorithm in ECB mode using pre- processing [2]
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Encryption Quality Metric
The Quality Metric DP is as follows: -

255
‘Eu |H(Cr) — H(O)]

L=
Dp ==

M= N

where,H(CI) is the histogram of the encrypted image[2]. The
lower the value of encryption quality metric, better the
encryption quality. Pre- processing enhances performances of
encryption  algorithms.  Authors could have used
Steganography to further impact their research of encrypting
data in images of black and white backgrounds. The color
block cipher algorithms of Rijndael and RC6 would have
generated exceptional results using the features of
Steganography.

2.2 Data Hiding in PDF Files

Portable Document Format (PDF) is a file format developed by
Adobe Systems which is unique in nature and independent of
any software, hardware or operating system. PDF secures data
of all types such as text, images, graphics etc which makes the
data in it very difficult to breach. In [5], the authors have
developed two techniques to enhance the characteristics of data
hiding in PDF files which was not satisfactory until then. The
first technique looks for trash spaces in the file and replaces
those spaces with encrypted version of data. The second
technique manages to keep large amount of encrypted data
without changing the usefulness of the file.Stego PDF Creator
(SPDFC) as well as Secret Data Viewer (SDV)uses these
techniques on Windows.

2.2.1 Finding Trash Spaces

The below equations are used to calculate the trash spaces in a
PDF file: -

"
|4i| =) la]
J=1
where, |aj| is the extreme limit of jth element in Ai.[5]
"
XI=)" 14
=]

The Cardinality of set X calculates complete length of PDF
main body as well as the trash spaces.

The required steps of finding trash spaces are: -
I. Assume an array B[], Ascii_key
II. Enter statement”PDF Filel”

II1. Take for loop a=0 to 255

IV. Assume Ascii_key=a

V. Take for loop b=1 to length(“PDF Filel”)

VL. If statement Ascii_key=ASCII(“Character of PDF Filel”)
VII. Count the characters, cnt=cnt+1

VIII. Keep all locations in array B[]

IX. Stop if statement

X. Stop second for statement

XI. Stop first for statement

XII. Exit

From above technique, illustrated values of trash spaces in
response to PDF Version 6 are shown in Figure - 9.
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Fig. 9

(a) File size 373 KB (b) Trash spaces|5]

Steps for embedding of data in trash spaces: -
L. Enter statement”PDF filel”

II. Enter statement”Encrypted secret datal”
III. Enter statement”S _key”

IV. Fetch Trash Space through code

V. Take for loop a=1 to length(“Secret datal”)
VI. Take for loop b=1 to length(B[])

VIIL. Change to “S_ key”

VIII. Change to “Secret datal”

IX. Stop second for loop

X. Stop first for loop

XI. Keep the statement”S file”

XII. Exit

Extraction Algorithm of Trash spaces

The steps proposed for extraction are: -

I. Assume an array T[], Ascii_key

II. Enter statement”PDF filel”

III. Enter S_key

IV. Take for loop a=1 to length(“PDF filel”)

V. If statement S_key=String(“Characters of file”)
VI. Keep the String(“Characters of file”) in array T[]
VIL. Stop if statement

VIII. Stop for statement

IX. Exit

2.2.2 Data Appending
The second technique removes some anomalies of the first in
the case, when the total size of the trash doesn’t equal the data
size. So, the steps required for appending secret data using the
second technique are: -
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I. Enter statement”PDF file1”

II. Enter statement”S_key”

III. Enter statement”Encrypted secret datal”
IV. Go toEOF(“PDF filel™)

V. Store statement”S_key

VI. Take for loop a=0 to length(“Secret datal”)
VII. Keep the “Originals”

VIII. Keepthe “Encrypting originals”

IX. Stop for statement

X. Keep the statement”S file”

XI. Exit

Extraction Algorithm of Data Appending

Steps proposed for finding secret data using the second
technique: -

1. Enter statement”PDF filel”

. Enter statement”S_key”

. Take for loop a=0 to length(“PDF file1”)

. If statement S_key=String(‘“Characters of file”)

. Keep the String(“Characters of file””) in T[]

. Stop if statement

9. Stop for statement

10. Reshuffle T[]

11. Exit

By combining both techniques technique, more data can be
stored and hid.[5]

o0 W KW N

2.2.3Comparing Performance of Both Techniques with
other known Techniques

On the Basis of Capacity to handle data:

Previous Techniques proposed by different authors - Most
of the researchers took a picture as something which can store
less data[5].

Trash Spaces and Data Appending Techniques

These techniques can handle large amount of data by taking
more number of objects as in the case of first technique. In the
second technique, more voluminous secret data can be
embedded.

On the Basis of Compression to compress and decompress
data in files

Previous Techniques proposed by different authors

Here, robustness of files was present but secret data was
unchangeable.

Trash Spaces and Data Appending Techniques
Both these techniques support compression and decompression
tests[5].

On the Basis of Visual Analysis to visually see data:
Previous Techniques proposed by different authors

There were changes which could visuallyseein those stegfiles
of these techniques.

Trash Spaces and Data Appending Techniques
No visual changes seen in any of the two techniques.Though,
the proposed techniques of the authors have many advantages
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as compared to previous traditional techniques but the different
extraction algorithms used each for finding trash spaces and
data appending have made it a slightly lengthy process. This
could have been avoided if the authors would have used just
one algorithm each for both the techniques.The extraction
process could have been nested inside the main algorithm and
would have sped up the process.

2.3  Securing Visual

Cryptography

Images through Recursive

Security is probably the most challenging and needed property
in today’s technological era. Many organizations have spent
tremendous amount of money just to acquire this property for
all their related projects. Without security, the data of any
organization or a single unit is under threat of getting
misplaced or completely taken out from existence. Such is the
case with image authentication. Its security analysis is
performed through a special method known as Visual
Cryptography Scheme (VCS).

VCS known for its security uses the method of encryption to
separate one image into many consecutive images. Advantage
of VCS is that it provides the user with decryption of code
which does not require any complex computation. In [6], the
authors have explained the most widely wused
Gnanagurupuram- Kak (2, 2)-RVCSwhich is used to
authenticate all kinds of images.

The Gnanagurupuram—Kak(2, 2)-RVCS methodmakes the
images hidden in 2 places which enhances the images in an
effective manner. Some notations required to define the
encoding procedure are as follows: -

Jj- it is the jth secret image where j is in the range [1, N].
Q (-)- it is the operation of (2,2)-VCS which encrypts I into 2
different pales P1 and P2. For an assumed P1, Q (J, P1) =P2.
Pj, 1(Pj, 2) - 2 places of the j"step in (2, 2)-RVCS which gives
Jj=Pj, 2+Pj,2.
R1 (R2)- last of 2 places of (2, 2)-RVCS.
Encoding procedure is as follows: -
Enter: Jj where j is in the range [1,N].
Result: For R1 and R2,
1. Take an assumed P1, 1.
2. a) Take for loop a=1 to (N-1)
Do loop {
Calculate Q(Jj,pj,1)=pj,2;
Pj+1, 1=Pj, 1 concatenate Pj,2 };
b) Calculate Q(PN,PN,1)=PN,2.
3. Result R1=PN, 1 and R2=PN,?2.

3 (a3) 5,45, ®1)S, =5

(e1) 8, =5, @S,
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Fig. 10 [6]

Figure - 10 shows recursive hiding in images i) 2 places P1,1,
P1,2 with result P1,1+ P1,2 ii) 2 places P2,1, P2,2 with result
P2,1+ P2,2 iii) 2 places P3,1, P3,2 with result P3,1+ P3,2

Hence, RVCS has the capability to enhance information in
images through recursive hiding.[6] But there are some
limitations occurring due to some information present in sub-
pixels. Hence, using this method for authentication purpose,
the security should be taken under consideration.

Recursive Visual Cryptography is a vast subject inside Visual
Cryptography. Though, the authors have mentioned that they
will use the Gnanagurupuram algorithm but still the other
techniques need to be mentioned in order to perform a
comparative analysis and choose the best security
authentication technique. This would have removed the few
visible holes in the paper.

2.4 Cyber Crime through Encryption Techniques

Cybercrime is rapidly gaining momentum in the technology
world. It’s attracting many such individuals who either have
been involved in thefts of any kind in their past or the ones
who have a nag for engaging in criminal activities. Criminals
use many different means to hide evidence on computers from
law enforcement mainly through encryption and other such
methods like steganography, digital compression, passwords
etc. These techniques are making the law enforcement’s tasks
more difficult day-by-day so, there is a need to understand how
these criminals work and to subsequently find a solution for
the same. In [9], the authors have explained the above
techniques in detail and how these affect the law enforcement
efforts to counter.

2.4.1 Encryption

Real-Time Data Communications

The major effect of using encryption on real-time data
communications is on wiretaps. Wiretap provides valuable
information about the criminal’s intentions, plans and any such
rogue activities. Hackers use encryption on real-time data
communications to prevent their communication channels to
be intercepted by the law enforcement authorities.[9] Internet
Relay Chat(IRC) is that channel which enable the hackers to
compromise other government machines.

Electronic Mail

The criminals use many different ways to encrypt their data in
emails. The most used technique is Pretty Good Privacy(PGP)
which provides a key to perform data encryption.[9] This
encryption technique is readily available in the Internet for free
so, downloading is very easy. Electronic mail is very hard to
trace.

Stored Data

379

This is the most commonly used technique by criminals to
encrypt their stolen/ confidential data from the Ilaw
enforcement.

Posts Online

Hackers/criminals create open forums such as Internet web
sites to carry message across from one person to another.[9]
This type of communication can be accessed by only those
individuals who possess the decrypting key to that encrypted
message.

2.4.2 Other Cryptographic Technologies

Passwords

Hackers/ criminals keeps their PC’s password protected to
keep out intruders. This is an easy and most effective way of
securing one’s identity from the rest of the world. Passwords
are used much more often by hackers rather than encryption
related techniques.

Compressing Digital Files

Digital compression compresses digital file’s size preventing
the loss of important details of the file. Criminals use
compression for two benefits: -

a) A decompressed file makes it hard for the law enforcement
authorities to seize crucial files.

b) Prior to encryption, it can make cracking of system difficult
to conduct.

Steganography

Steganography is the method of hiding secret data into another
data so that it is even more secured. Criminals use it to trick
the concerned authorities into seeing non- existence of files in
a hard-disk of computer. A cracker who does not possess the
knowledge of the files can be easily mislead and forced to act
in a way which can further make their target even more
difficult to achieve.

The authors have stressed a lot on the ways criminals/ hackers
use encryption techniques to steal & extract confidential
Government and other important organization’s data but not so
much on the ways to counter such actions. There is a need to
talk about both sides of the argument in such cases. The
encryption techniques used by criminals can be countered in a
similar manner by the law enforcement authorities using
decryption (also part of encryption). Some of those techniques
are talked about in the above research papers.

2.5 Hiding Secret Information in Digital Images

In [1], [3], [4], [7], we are able to see many different ways in
which images are secured from interference of hackers and
other such outside intruders. The concept of digital
watermarking is used to allow the authorization of owner and
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prevent outside intrusion, random grids used to hide secret
images and use of joint encryption techniques to provide the
same property.

2.6 Mathematical Models to Enhance Visual Cryptography

In [8], [10], [13], [16], various mathematical models are
proposed which enhance the cryptographic techniques by
making them more reliable during experimentation. The VC
schemes based on the equations derived in the models allow
the transparencies of the techniques to freely occur and help
perform their desired functions. The application of this is seen
in [13].

Sensitive

2.7 Preventing Unauthorized Access at

Application Areas

In [11], [12], [14], [19], the authors talk about ways in which
outside intrusion can be prevented in application areas like
bank transactions, fingerprint scanning etc. The cryptographic
techniques provide security but not necessarily define how
hackers intrude into the system. The term phishing is used
which occurs when a second user poses as a trustworthy entity
to gather important information about the main user such as
passwords, personal information etc.

2.8 Visual Cryptography Properties Used in Day-to-Day
Application Areas

In [15], [17], [18], [20], the authors have used a new
dimension to describe properties of visual cryptography in
fields of multimedia and baseball. Cryptography can encrypt
audio files more easily than text as audio files are more error
tolerant. In baseball, the third- base coach gives visual signals
to batters, pitchers etc during the course of the game. The
halftone visual cryptography is used to encrypt secret data
which is used in multimedia cryptography.

III. CONCLUSION

Applications of Visual Cryptography talked about in this
review paper focus mainly on the use of encryption which is
the most important feature of visual cryptography. The
research papers reviewed above describe one of the best
applications and aspects of visual cryptography. Future work
can be done on [2],[5] to further enhance the use of application
areas talked about in them.
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