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Challenges and Novel Solutions for 
5G Network Security, Privacy, and Trust

In this IEEE Wireless Communications Special Issue (SI), the 
Guest Editors invited researchers from academia, industry, 
and government to discuss challenging ideas, novel research 

contributions, demonstration results, and standardization eff orts 
on 5G network security, privacy and trust. After a rigorous 
review process, fi ve papers were accepted. 

Currently it is expected that the generation (5G) wireless sys-
tems will soon provide rich ubiquitous communication infrastruc-
ture with wide a range of high-quality services. It is foreseen that 
5G communications will offer significantly greater data band-
width and much improved capability for networking, resulting in 
unfaltering user experiences for services such as: massive content 
streaming, telepresence, virtual/augmented reality, crowded area 
communications, user-centric computing, smart personal net-
works, Internet of Things (IoT), smart buildings, smart cities, etc.

5G systems are currently at the center of attention of aca-
demia, industry, and governments worldwide as they drive many 
new requirements for diff erent network capabilities. As 5G aims 
at utilizing many promising network technologies, such as Soft-
ware Defi ned Networking (SDN), Network Functions Virtualiza-
tion (NFV), Information Centric Network (ICN), Network Slicing, 
Cloud Computing, MEC, etc., supporting a huge number of 
connected devices integrating the above mentioned advanced 
technologies and innovating new techniques will surely bring 
tremendous challenges for security, privacy and trust. Therefore, 
secure network architectures, mechanisms, and protocols are 
required as the basis for 5G to address this problem and follow 
security-by-design but also security by operations rules. Finally, 
as in 5G networks even more user data and network traffi  c will 
be transferred, the big data security solutions assisted by AI tech-
niques should be sought in order to address the magnitude of 
the data volume and to ensure security concerns at stake (e.g. 
data security, privacy, etc.).

Considering the above, this Special Issue aimed at collecting 
the most relevant ongoing research efforts in the 5G network 
security fi eld. It covered topics which are important for 5G net-
works in order to release their full potential. The second aim was 
to bring together the research accomplishments provided by 
researchers in academia and industry. For this Special Issue we 
received many submissions; however, in the end after a rigorous 
review process only fi ve papers were accepted.

In the fi rst article, “NOMA Assisted Secure Short-Packet Com-
munications in IoT,” Xiang et al. analyze the secure short-packet 
communications in IoT by utilizing the inherent characteristics 
of nonorthogonal multiple access (NOMA) without introducing 

extra security mechanisms. The authors design both downlink 
and uplink NOMA schemes for secure transmission. Obtained 
simulations results prove that although secrecy performance is 
deteriorated in short-packet communications, the performance 
gains of NOMA over traditional orthogonal multiple access are 
signifi cant. Finally, the authors outline the challenges and future 
trends in this emerging research area.

In the next article, “Security Risk Assessment for 5G Net-
works: National Perspective,” Batalla et al. propose a methodical 
approach to developing 5G security regulations based on an 
analysis of different risk scenarios and the EN-ISO/IEC 27005 
standard. The risk assessment was performed with special atten-
tion to trust models between users and network operators and 
between network operators and service providers. The authors 
also introduce the applicable government-level mitigation mea-
sures that are designed to counteract any 5G security threats. 
When implemented efficiently, they ensure that the new net-
works will be designed properly. 

In the third article, “A Secure Federated Learning Frame-
work for 5G Networks,” Liu et al. address the data privacy leak-
age issues related to ensuring secure federated learning in 5G 
networks. To achieve this goal, the authors propose a block-
chain-based framework to defend against poisoning attacks. 
In this approach, a market is created to trade model updates 
based on smart contracts in blockchain to validate the model 
updates against poisoning attacks automatically. Moreover, it uti-
lizes local diff erential privacy techniques to prevent membership 
inference attacks to smart contracts. Performed experimental 
evaluation on two datasets proves that the introduced solution is 
able to eff ectively counter poisoning and membership inference 
attacks.

In the article “A Physical Layer Security Framework for Cog-
nitive Cyber Physical Systems,” Topal et al. provide an adap-
tive security framework for a Cognitive Cyber Physical System 
(CCPS) which takes into account QoS, cost dimensions and 
security. The authors analyze in detail the security attacks to CPS 
and review frequently used PLS policies. Then they suggest to 
use utility as a metric for comparing various PLS policies, and 
the PLS framework selects the appropriate transmission policy 
by maximizing the associated utility while taking user require-
ments into account. The real-time applicability of the proposed 
framework is evaluated using a software defined radio-based 
measurement campaign.

Finally, in the last article, “UAV-Assisted Attack Prevention, 
Detection, and Recovery of 5G Networks,” Abdalla et al. sug-
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gest to utilize unmanned aerial vehicles (UAVs) in order to help 
in prevention, detection, and recovery against attacks direct-
ed toward 5G networks. The authors focus especially on jam-
ming, spoofing, eavesdropping threats and the corresponding 
countermeasures that are enriched by the versatility of UAVs. 
The simulation results in the article prove the benefits of the 
introduced approach using low-altitude aerial points of trans-
mission. 

We hope that IEEE Wireless Communications readers will 
find these articles interesting and informative. We would 
like to thank the authors who submitted their articles, and 
our committed reviewers for their timely reviews. They have 
made great efforts to provide useful feedback to the authors, 
as well as to help us select the best manuscripts for this Spe-
cial Issue. We are also grateful to the Editor-in-Chief and the 
Communications Society publications staff for their help and 
support.
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