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Abstract—The forthcoming era of quantum computers can be a
threat to the conventional cryptography and data security. Quan-
tum Key Distribution (QKD) provides unconditional security un-
der real-life conditions with several protocols over long distances
in fibre and free space communication. Superconducting Nanowire
Single Photon Detectors (SNSPDs) are becoming a dominant tech-
nology for QKD thanks to their unique characteristics, such as a
near-unity efficiency in the infrared, low dark counts and picosec-
onds time resolution. Where the detector is typically a weakness of
QKD, these SNSPDs characteristics make exploitation difficult. In
this work, we characterized NbN SNSPDs at 2.2 K, using a CW laser
source at 1550 nm, varying both bias currents and input photon
rates to prove their high efficiency at low dark counts with a high
counting rate, consistent with the requirements for QKD over long
distances or with a high secure key rate.

Index Terms—BB84 protocol, decoy state method, quantum key
distribution, superconducting photodetectors, superconducting
nanowire single photon detectors.

1. INTRODUCTION

UANTUM Key Distribution has emerged as an innovative
technology in the field of secure communication, offering
thedretically unbreakable encryption by exploiting the princi-
ples of the quantum mechanics.
The practical implementation of Quantum Key Distribution
(QKD) systems relies on the ability to efficiently detect single
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photons [1]. This is where Superconducting Nanostrip Single
Photon Detectors (SNSPDs) come into play.

While SNSPDs have shown significant potential in single-
photon detection with their high detection efficiency (>90%),
low dark counts (<1 Hz) and excellent timing resolution (about
3 ps) [2], [3], [4], their role in QKD systems is what this paper
primarily focuses on.

In the last years, SNSPDs have been used to achieve se-
cure QKD over extremely high distances (up to 1000 km) [5]
and communication with a high secure key rate (up to about
110 Mbps) over metropolitan distances (about 10 km) [6].

We aim to characterize NbN SNSPDs and show how their
characteristics, such as efficiency and Dark Count Rate (DCR),
can affect the performance of QKD systems.

In the following section, the structure of the detectors and
the description of the experimental setup used for the char-
acterization will be shown, while in the third section we will
discuss detector characterization, focusing our attention on the
detector with higher performance in terms of the signal-to-noise
ratio, analyzing how its efficiency depends upon the rate of input
photons.

Finally, we simulated a 4 state BB84 protocol with the 2 decoy
states method (weak + vacuum) [7], [8] to show how efficiency
and DCR can impact on characteristics as the communication
distance and the secure key rate.

II. METHOD

SNSPDs under investigation are formed by a superconducting
strip with a critical current of 7.3 K, a normal-state resistivity of
300 p£2-cm, a thickness of 6 nm and a width of 75 nmin a circular
meander shape with a filling factor of 0.54 and a diameter of
23 pm to enhance the optical coupling between the laser and
the detector itself [9]. In addition, an optical cavity is used to
optimize the absorption of incident photons [10] and half of
detectors characterized have a multi-layer Si/SiO5 optical filter
that reduces the background contribution of the dark counts.
Details about the fabrication process, optical cavities, optical
filters and the coupling efficiency at 1550 nm can be found in
[11], [12].

Detectors are placed in a Gifford-McMahon cryocooler (P-
CS-4K by Photon Technology Co., Ltd. [13]), working at a
stable temperature of about 2.2 K and a pressure of 108 mbar,
measured respectively with a diode thermometer and a pressure
gauge.
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TABLE I
PERFORMANCE OF THE DETECTORS UNDER INVESTIGATION

Detector  I(nA)  Iel(HA) DCRy (Hz) Efficiencyse
No Si/SiO, optical filter
A 12.35 11.05 98 90%
B 11.70 10.66 97 93%
C 11.35 10.41 93 87%
D 12.05 11.07 101 87%
Si/Si0O; optical filter
E 10.2 8.00 1 81%
F 11.1 8.75 1 89%
G 10.1 7.80 1 86%
H 9.7 7.95 1 88%

The efficiencies for all detectors have been calculated at I, = 100 kHz.

The light source used for the detectors is a Continuous-Wave
(CW) laser at 1550 nm (OLS by Photon Technology Co., Ltd.
[13]). Two Variable Optical Attenuators (VOAs), JW3303 by
Joinwit and LTB-1 by EXFO, are used to attenuate optical
pulses to reach single-photon regime. A 3-paddle polarization
controller is used to align photons polarization, enhancing the
absorption efficiency. Finally, a power meter PM 100D, by Thor-
Labs, is used to measure the power of light after the attenuators,
to estimate the rate of incident photons, I',;,. The illumination
of the devices is provided using a single-mode fibre (SMF28e+-).

An electronic device, (model SNSPD DRIVER P-EM-16 by
Photon Technology Co., Ltd. [13]), containing analog-to-digital
converters, electrical filters, amplifiers and bias-tees, is used to
bias all the detectors and to read voltage pulses. Signals from
the electronic device can be transmitted via an USB port to a
computer. A software provided by Photon Technologies Co.,
Ltd. is used to read data such as detectors critical currents, DCR
and photon count rate (PCR).

III. DETECTOR CHARACTERIZATION

First, both critical current and an optimal working current,
called setpoint current, has been measured for all the detectors.
The setpoint current has been chosen as the current for which
SNSPDs with Si/SiO, optical filters have 1 dark count per
second and SNSPDs without Si/SiO, optical filters have 100
dark counts per second.

In Table I , we reported the value of critical and setpoint
currents, and both DCR and efficiency measured at the setpoint
current. The setpoint current has been chosen in an interval far
from the region where DCR increase exponentially due to the
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Fig. 1. Efficiency and dark count characterization curves of the SNSPD F.
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Fig. 2. SDE at different input photon rate for the F detector. The maximum
detection event rate reached is about 32 MHz with an efficiency of the 40%.

intrinsic contribution [14], [15], [16] and where the efficiency is
stable, almost at its maximum.

System Detection Efficiency (SDE) was calculated as
(PCR — DCR)/T s, for all the detectors.

In Fig. 1 we reported both SDE and DCR as a function of the
bias current for the SNSPD F. The setpoint current was taken
when the curve of the SDE is almost constant, at a value of about
8.75 uA, corresponding to a ratio I4.; /1. = 0.8. In this plateau
region, the efficiency measured is about 89% with 1 Hz of DCR.
It is important to note that the DCR curve increase exponentially
near the critical current due to the intrinsic noise.

The photo-response of the detector F was measured for dif-
ferent input photon rates, ranging from 10 kHz to 80 MHz,
as reported in Fig. 2. The latter value is the maximum input
photon rate measurable by the SNSPD. Above this value, the
device is unable to return to a superconductive state after a
detection event, before the arrival of a new photon. At 80 MHz
the efficiency measured is about 40%, equal to a maximum count
rate of 32 MHz. This quantity is related to the inverse of the dead
time, which depends on the kinetic inductance of the detectors
and the load resistance. However, for a high input photon rate,
the probability to have multi-photon component increases. From
the Fig. 2, it is possible to see at a bias current of 5.5 pA, the
efficiency increases with the input photon rate. Furthermore, it
is preferable to work with stable efficiencies, hence we cannot
use our detectors at 20 and 80 MHz, due to lack of saturation in
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efficiency. Other detectors based on materials such as MoSi and
NbRe exist and they exhibit shorter dead times [17], [18], [19],
allowing an improvement in the secure key rate. Alternatively, it
is possible to use Photon Number Resolving Detectors (PNRDs),
formed by multiple superconducting nanostrips in parallel, that
allow to detect efficiently photons at higher 'y, [20], [21].

IV. SIMULATION

In this section we show the results about a simulation of the
keys exchange over a quantum channel of lenght /, schematized
as a single mode fibre with transmittance, ¢, given by [22]:

t =101, (1)

where «is equal to 0.2 dB/km for low loss fibres. The simulation
relies on the 4 states BB84 protocol with the 2-states decoy
method (weak 4 vacuum), as described by Ma, X., et al. [22].
The secret key rate (SKR) represents the rate at which two
parties, typically referred to as Alice and Bob, can generate a
secure and secret cryptographic key using QKD protocols and,
usually, it is expressed in bits per seconds or bits per pulse. The
minimum SKR per pulse that can be extracted after the error
correction process is given by [22]:

r=—q Quf(Eu>H(Eu)+QQ1 (1—H(61))7 2)

where H(z) = —x loga(z) — (1 — z) loga(1 — z) is the Shan-
non binary entropy function [23].

The (2) describes the information obtained thanks to the single
photon component of the transmitter (Alice), at which we have to
remove the information lost due to errors on the same component
and the information lost in the error correction phase.

The parameter ¢ is the fraction of the photons measured in
the Z base with respect to the sent photons and we fixed it at 0.5.
The function f () is the bi-directional error correction efficiency
and has been set to 1.2, according with values found in literature
[22]. O, also called gain, is the product of the probability of
Alice sending out a state with n photons and the conditional
probability of a detection event in the receiver (Bob). In this
work, we consider a communication when Alice uses a coherent
states source, such as a laser, which photon number distribution
is a Poissonian distribution, hence the gain can be written as

Qn = }/n %eilJ (3)

To calculate the gain, we have to define the yield, Y,, of a
state with n photons. It is the conditional probability of having
one detection event when n photons are sent to Bob SNSPDs.
They that can only discriminate zero from one or more photons.
Hence, the yield can be expressed as [22]:

V,=Yo+(1-(1-n)"+0->0-n"Ys, @

where Y| is the probability to have a dark count on Bob detec-
tors, while 7 is their efficiency. The term (1 — (1 — n)™) is the
probability to have at least one detection event when n photons
are sent.
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The error rate per pulse on the single photon component is
[22]:

€o Yo + €det 1
Yi ’

If a dark count occurs when Bob and Alice choose the same
base, we have a probability of 50% that it will be detected on
the corresponding detector. This probability is expressed by ey
parameter and, hence, is fixed at 0.5. On the other hand, there is a
slight probability that a photon goes on the wrong detector due to
a failure in splitting photons by beam splitters, e 4.¢. In this work,
we fixed the latter equal to 0.01 [22]. Finally, we can define the
total gain per photon mean number 11, Q,,, as the probability to
have a detection event conditionally to the probability that Alice
sends a state with photon mean number x and the Quantum
Bit Error Rate (QBER) per photon mean number, E,, as the
probability that a qubit transmitted by Alice to Bob is received
in a different state than intended due to various factors, such
as noise in the communication channel or imperfections on the
devices. These quantities can be expressed, respectively, as [22]:

(&)

€1 =

Qu:ZQn:}/O'i‘l_eima (6)

n=0

BuQu= Y enQn=rcoYo+eaw (1—¢ ™). (]
n=0
According to the (2), the lower bound of key generation rate,
considering the 2 decoy states method described in [22], can be
expressed as:

rb = —qQu £ (B) H (B +qQb § (1—H (')
®)
where Qll' % and ell': ([)J are, respectively, the lower and the upper
bounds of the gain and the error rate per pulse on the single
photon component.

2 —p 2 2_ 2
vo _ He ” vi ot
QL= w12 (Que - Q;ﬁ“ﬁ - MQYO) , 9
E,Que” — E
R (10)
vY'p
Yly,’ LO is the lower bound of the yield on the single photon

component, defined in [22], iz and v are the photon mean number
of the signal and the weak decoy state. In this simulation, the
value of 0.5 has been chosen for 1 and the value of 0.1 for v.

In Figs. 3 and 4 we reported the curve of the secret key
rate as a function of the communication distance and detector
parameters.

It is worth noting how, in the case of 10 Hz of DCR with an
efficiency of 0.9, we can extract a key over 250 km of distance,
the QBER will be much higher than 11%, that is the security
threshold the BB84 protocol [24], hence, we must discard the
key. Finally, we can also estimate, the communication perfor-
mance over a metropolitan area, taking, as reference distance
50 km, using efficiency and dark counts shown in the device
characterization section, adding, for example, a DCR of 10 Hz
to simulate a noisy system. Hence, setting I',;,5 at 10 MHz, with
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the 40% of efficiency and few tens of DCR, we can reach a SKR
of some tens of kbps.

V. CONCLUSION

In this work several detectors have been characterized show-
ing how multi-layer Si/SiO. optical filters can lower the dark
count rate can from about 100 Hz to 1 Hz, maintaining effi-
ciencies higher than 80%. An optimal region in which we have
the minimum of the dark count rate, due to the absence from the
intrinsic contribution, and the efficiency is stable at its maximum
value has shown.

Moreover, we shown the decreasing of the efficiency at higher
input photon rate. It is possible to increase the input photon
rate up to more than 300 kHz almost without losing efficiency,
while at 20 MHz the latter parameter is halved. The maximum
input photon rate measurable, remaining in the single-photon
regime is 10 MHz, corresponding to an efficiency of almost 60%
and, hence, to a detection rate of 6 MHz. The reason beyond
this characterization is the requirement, for the quantum key
distribution, to increase the rate of secure key generation to
guarantee a secure exchange of keys compatible with classical
high-speed communication.

In the last section of the paper, we demonstrated how detectors
performance impacts the communication parameters, taking as
example the BB84 protocol with the 2-decoy states method.
A decreasing of about 100 km in distance, equivalent to the
40% of the total distance, has been simulated increasing the
dark count rate of the detection system of about two orders of
magnitude, showing the importance of pushing down the limit
of detectors noise near to zero. On the other hand, detectors
efficiency plays a pivotal role in the secure key rate, especially at
lower communication distance. In fact, in our simulation, until
150 km of distance, a decreasing in efficiency can lead to a
decrease in secure key rate of about one order of magnitude
with a dark count rate equal to 20 Hz. Finally, simulating a
communication over 50 km of low-loss fibre, it is possible to
reach a secure communication at a rate of some tens of kbps and
some hundreds of kbps over 10 km of low-loss fibre.
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