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Abstract—1In this paper, we investigate the information-
theoretic secrecy performance of recent precoded faster-than-
Nyquist signaling (FTN) with the aid of optimal power allocation
in eigenspace. More specifically, the secrecy rate and secrecy
outage probability of a fading wiretap channel, which was
derived for classical Nyquist-based orthogonal signaling trans-
mission, is extended to those of our eigendecompsition-based FTN
(E-FTN) signaling for a quasi-static frequency-flat Rayleigh fad-
ing channel. Our performance results demonstrate that the pro-
posed E-FTN signaling scheme exhibits improvements in secrecy
rate and secrecy outage probability over conventional Nyquist-
based and FTN signaling transmission, assuming employment of
a root-raised cosine filter. We also show that the same benefits as
those of single-carrier E-FTN signaling are attainable by its non-
orthogonal multicarrier counterpart, where subcarrier spacing is
set lower than that of orthogonal frequency-division multiplexing.

Index  Terms— Capacity, faster-than-Nyquist signaling,
information rate, mutual information, non-orthogonal frequency-
division multiplexing, physical layer security, power allocation,
secrecy rate, eigendecomposition, spectrally efficient frequency-
division multiplexing.

I. INTRODUCTION

HYSICAL-LAYER security has potential advantages

over classical cryptography implemented in upper lay-
ers [1]-[5]. Under the assumption that potential eavesdroppers
have limited computational capabilities, efficient and secure
transmissions have been established with the aid of encryption.
However, perfect security from the perspective of information
theory is achieved by physical-layer security, i.e., information-
theoretic security. This may function as a complement to
cryptography.

In the seminal study by Wyner [6], the concept of a wiretap
channel was introduced, where confidential communication
between a transmitter and a receiver was considered in the
presence of an eavesdropper. More specifically, in [6], under
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the assumption that the channel of an eavesdropper is a
degraded version of that of a legitimate receiver, the rate
of secure communication is bounded by the difference in
mutual information between a legitimate receiver (mutual
information Ip;) and an eavesdropper (mutual information
Iw), which is formulated as Is = max(Iy — Iw,0). In [7],
this secrecy rate was extended to a Gaussian channel, under
the same assumption that the eavesdropper has a degraded
channel.

In the 2000s, information-theoretic security was rediscov-
ered, and its achievable performance in fading channels was
investigated [8]-[10]. In [8], [9], the secrecy rate of a fading
channel was also defined as the difference of two mutual infor-
mation measures maximized over input distributions. In [10],
Bloch et al. characterized the secrecy outage probability of
a wiretap fading channel and demonstrated that the average
secrecy rate is positive even when the average signal-to-noise
ratio (SNR) of the legitimate channel is lower than that of the
eavesdropper’s channel.

The main drawback of the above-mentioned secure trans-
mission is a reduced secrecy information rate due to the
presence of an eavesdropper channel. In order to combat
this limitation [11]-[16], an information-theoretic framework
was presented for attaining physical-layer security in wireless
multiple-input multiple-output (MIMO) links. In [11], Hero
considered the security of broadcast MIMO channels for
the first time, as well as the so-called constraints of a low
probability of detection and a low probability of intercept,
employing a different assumption than a wiretap channel.
Furthermore, in [14], the secrecy rate of a broadcast MIMO
wiretap channel was derived as a generalization of that of the
single-antenna counterpart.

Classically, wireless communication systems have relied on
orthogonal resource allocation in the time, frequency, and
spatial domains in order to make it feasible to detect informa-
tion symbols without suffering from inter-channel interference.
However, by allowing interference-induced non-orthogonal
resource allocation, more flexible transmitter design becomes
possible. In faster-than-Nyquist (FTN) signaling [17]-[21],
single-carrier symbols are transmitted with an interval smaller
than that defined by the Nyquist criterion, hence enhancing
the transmission rate at the cost of an increased detection
complexity imposed due to inter-symbol interference (ISI).
Several information-theoretic studies were then carried out
for FTN signaling [22]-[24]. FTN signaling is capable of
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exploiting the excess bandwidth imposed when using a real-
istic band-limiting shaping filter, whereas Nyquist-based sig-
naling is not [22]. This implies that, if both the schemes
employ, for example, a root-raised cosine (RRC) shaping
filter, which has excess bandwidth, the FTN signaling may
exhibit an information-theoretic gain over the Nyquist-based
counterpart. Furthermore, a frequency-domain counterpart of
FTN signaling was independently developed as spectrally
efficient frequency-division multiplexing (SEFDM) [25-30],
where subcarrier spacing in a multicarrier systems is set
smaller than that of orthogonal frequency-division multi-
plexing (OFDM). Moreover, FTN signaling was applied to
secure information transmissions [31], [32]. In [31], a shaping
filter employed at an FTN transmitter was hopped in time
to interfere with the signal reception of the eavesdropper,
where the secrecy performance was investigated under the
assumption that the hopped filter coefficients are unknown
at the eavesdropper. In [32], the concept of the variable
symbol duration was introduced to FTN signaling for the sake
of enhancing the secrecy performance, while assuming that
information of the varied symbol duration is not acquired at the
eavesdropper.

Most recently, in [33], Ishihara and Sugiura proposed the
concept of eigendecomposition-based FTN (E-FTN) signal-
ing, which uses precoding and optimal power allocation in
eigenspace of FTN signaling. Also in [33], by extending the
orthogonal-pulse assumption employed in the derivation of the
classic capacity formula to the non-orthogonal case, the capac-
ity of E-FTN signaling was formulated under the idealistic
assumption that the interference matrix of FTN signaling is
full rank even when the block length goes to infinity. Moti-
vated by the E-FTN signaling scheme of [33], its frequency-
domain counterpart, referred to as eigendecomposition-based
non-orthogonal frequency-division multiplexing (E-NOFDM),
was proposed in [34], [35]. In E-NOFDM, spacing between
subcarriers is set smaller than in OFDM, while employing
eigendecomposition-aided precoding and optimal power allo-
cation similar to [33].

The novel contributions of the present research are as
follows. We investigate the security performance of the recent
E-FTN signaling and E-NOFDM schemes. More specifically,
we derive the secrecy rate and the secrecy outage probabil-
ity for a quasi-static frequency-flat Rayleigh fading channel,
as an extension of those of classical Nyquist-criterion-based
orthogonal signaling. It is revealed that the secrecy rate of
the E-FTN signaling increases upon increasing the packing
density of time-domain symbols, and that the E-FTN signaling
scheme outperforms the conventional FTN signaling and the
Nyquist-based signaling benchmarks, under the assumption
of employing an RRC filter. The remainder of this paper
is organized as follows. In Sections II and III, we intro-
duce the system model of the proposed E-FTN signaling
and E-NOFDM transmissions, respectively. In Section IV,
the associated mutual information of the main channel and that
of the wiretap channel are provided. In Section V, we derive
the secrecy rate and the secrecy outage probability of the
proposed scheme, and Section VI provides our performance
results. Finally, we conclude this paper in Section VII.
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Fig. 1. System model of the proposed scheme under a fading Gaussian
wiretap channel.

II. SYSTEM MODEL OF E-FTN SIGNALING

In this paper, we consider the wireless system portrayed
in Fig. 1, where a transmitter (Alice) sends messages to a
legitimate receiver (Bob) through a fading channel, while a
single eavesdropper (Eve) intercepts the messages through
another independent fading channel. We assume that both
the channel of the legitimate receiver and that of the eaves-
dropper experience quasi-static frequency-flat independent
Rayleigh fading. Each node is equipped with a single antenna
element.

A. Signals Transmitted From the Transmitter

In the proposed architecture, signals transmitted from the
transmitter are constituted by single-carrier E-FTN signal-
ing [33]. Let us consider an N-length complex-valued infor-
mation block of symbols s = [sg,s1, - ,sn_1]7 € CV,
where we have a constraint of E[|s;|?] = o2 (i =0,--+ ,N —
1). The symbol block s is multiplied by a linear precoding
matrix F € CV*¥ and hence we have the precoded symbols
as follows:

(1
)

X = [xO;xla' o 7xN—1]T S (CN

= F's,

where the precoding matrix F is designed to maintain
E[|xz;|?] = o2. Then, the precoded symbols x are passed
through a pulse-shaping filter having an impulse response &(t)
with a unit energy of ffooo |€(t)|2dt = 1. Next, the precoded
symbols are transmitted at intervals of 7' = 771, where 7
is a packing ratio (0 < 7 < 1), and Ty is the symbol
interval defined by the Nyquist criterion. Hence, the time-
domain signals of the precoded E-FTN signaling x(¢) are
represented by

2(t) =Y wpé(t —nrTy). 3)

Note that the case with 7 = 1 corresponds to the ISI-free
orthogonal Nyquist-transmission scenario. Additionally, note
that except for the use of the precoding matrix, the transmitter
model of E-FTN signaling is the same as that of the conven-
tional FTN signaling. Throughout the paper, we assume the
use of an RRC shaping filter with a roll-off factor 5 for £(¢)
unless otherwise noted.
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B. Signals Received at the Legitimate Receiver

Assuming the scenario of the quasi-static frequency-flat
Rayleigh fading channel and the use of a matched filter
&*(—t), the signals received at the legitimate receiver, after
matched filtering, can be represented by

() = han Y ng(t — n7To) + mu(?), “

where n
o) = [ -nac, )
milt) = [ m(Q€° (¢~ e, ©

while nyp(t) is the associated additive white Gaussian noise
(AWGN), represented by a complex-valued white Gaussian
random process with a zero mean and a spectral density
of Ny. Also, hyy € C is the associated channel coefficient
between the transmitter and receiver, which is assumed to
remain constant over each block duration and obeys the
zero-mean unit-variance complex-valued Gaussian distribu-
tion. Here, the instantaneous and average SNRs at the legiti-
mate receiver are defined respectively by

O'2 |hM|2
™ Ny (7
oK [|hM|ﬂ
~/ = — = 8
M N ; (8)

where E[-] is the expectation operation.
Assuming sampling of the received signals yy(¢) at inter-

vals 71y, the ith received sample ynm,;, = ym(itTy) (i =
0,-+-,N — 1) can be expressed as
UM =B Y TnGion + s ©)

n
where we have g;,_, = g((i —n)7Tp) and mv,; = v (i770).
Note that n\,; is a colored noise with a correlation of
]E[UMJan,m] = Nogi—m. Moreover, as shown in Fig. 2(a),
the received samples of (9) have the block representation

(10)
(1D
where G € RN*Y s the symmetric matrix, representing
FTN-induced ISI, whose ith-row and jth-column element is

given by g;—;. Note that it is guaranteed that G is positive
definite for a finite block length N [24], [36]. Furthermore,

we have ny = [nv0,- -+ ,vmn—1]T € CV.!

yum = [y, ymn—1)t € CY
- hMGX+ s

C. Signals Received at the Eavesdropper

Similar to the signals sampled at the legitimate receiver (11),
those of the eavesdropper are given by

(12)
13)

T N
yw = [yw,0, - ,yw,n-1] €C
= hwGx + NMw
I'Since the main focus of this paper is the derivation of the theoretical secrecy

bound of E-FTN signaling, the detection process of the received signals is not
detailed here. Readers interested in E-FTN detection should refer to [33].
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Fig. 2. Received signal models with the proposed power allocation.

where yw ; € C is the ith sampled signal, and hw € C is the
channel coefficient of the frequency-flat independent Rayleigh
fading channel between the transmitter and the eavesdrop-
per, which obeys the zero-mean unit-variance complex-valued
Gaussian distribution. The instantaneous and average SNRs at
the eavesdropper are given by

o2 |hw|?
= Js ITWI 14
W N, (14)
o2E |hwl?]
W = ————; (15)
Y No
respectively. Moreover, Ny = [nw.0,* ,nw.n-1]7 € CV

are the associated additive noises, which have the same statisti-
cal characteristics as 77y. It is assumed that the eavesdropper is
time-synchronized with the transmitter, while knowing perfect
channel state information hyy, the block length N, the shaping
filter £(¢), and the packing ratio 7, similar to the legitimate
receiver.

III. SYSTEM MODEL OF E-NOFDM

While in Section II, we presented the wiretap system
model of E-FTN signaling, in this section, we provide its
frequency-domain counterpart, based on [35]. More specifi-
cally, E-ENOFDM is characterized by the packing of subcarri-
ers. As shown below, the system models of E-FTN signaling
and E-NOFDM share the similar structure, and hence both
schemes have the same secrecy performance gain over con-
ventional OFDM transmission.

A. Signals Transmitted From the Legitimate Transmitter

Similar to the E-FTN signaling case, let us consider
information symbols s and their precoded symbols x = Fs.
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In this case, the precoded symbols x are multiplied by non-
orthogonal subcarriers in a E-NOFDM frame. The symbols are
placed at closer spacing than in the OFDM counterpart. More
specifically, given T(f) as the frame duration, the subcarrier
spacing of E-NOFDM is expressed as Af = 7(/) /T(/) where
75 (0 < 7/) < 1) is a subcarrier’s packing ratio.

The modulated signals are represented by

N 1

Z xng(f) (t)ej27rnAft7

n=0

a(t) = (16)

where ¢(/)(t) € R is the impulse response of a shaping
filter. In the proposed scheme, similar to a filter bank mul-
ticarrier (FBMC) [37], each subcarrier, rather than the whole
bandwidth, is bandlimited by £(/)(¢). Note that a rectangular
pulse is used for £(/)(¢) in the conventional OFDM. For the
sake of simplicity, we consider the scenario of a single-frame
transmission. Note that the special case of F = I corresponds
to the unprecoded E-NOFDM scheme, where I is the identity
matrix.

When considering a specific available bandwidth, the rela-
tionship between the number of subcarriers of E-NOFDM and
that of OFDM Norpw is given by

(f)
N — M +1. (17)
7(F)

If the available bandwidth is sufficiently wide, i.e., N(()QDM >
1, N is approximated as
(f)
N ~ {MJ ,

g (18)

B. Signals Received at the Legitimate Receiver

Under the assumption of a frequency-flat Rayleigh fading
channel, the received signals are represented by

usl (1) = hua D (1) + nu(8),

where ny(t) is a complex-valued white Gaussian random
process with a zero mean and a spectral density of Nj.
The received signals are first passed through a matched filter
¢U)*(—t), and then the filtered outputs are projected onto the
E-NOFDM subcarriers. More specifically, the received sample
corresponding to the ith subcarrier is given by

L = / y (D (—t)e~2mA gL e C, (20)

19)

which also has the block representation

v = i T ey @1)
= huGPHx + 10, 22)

where the matrix G(/) € CN*N represents the effects of
inter-carrier interference (ICI), and its ath-row and bth-column
element is [38]

o) / D (e (—p)e2m-aB gy (23
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Furthermore, 77( ) = [771(\/{)07' : anl(\/{)N J7

noises, each formulated by

(o]
W= [ malg (ne

(f)

are the correlated

(24)

Here, the correlation of the noises n,;; is given by

[nl(\/{)lnl(\/{)m] No gl(QL Note that the case w1th ) =1 as
well as a rectangular pulse corresponds to the classical OFDM,
where the ICI matrix G/) becomes the identity matrix I,

owing to the orthogonality of subcarriers.

C. Signals Received at the Eavesdropper

In a similar manner to the received signal model (22) of the
legitimate receiver, that of the eavesdropper is represented by

v = vy i" eCN (25)

= hwGHx+ ), (26)

where the associated noise components 772,(? = [77575)07 ey
77\(,5) N_ 1]T are random variables having the same distribution

and variance as n%)

IV. MUTUAL INFORMATION OF E-FTN SIGNALING

In this section, we formulate the mutual information of the
main and wiretap channels in the proposed E-FTN signaling
and E-NOFDM schemes, which were introduced in Section II
and Section III, respectively. More specifically, according to
the mutual information of E-FTN signaling, derived for the
AWGN scenario [33], we introduce that of the quasi-static
frequency-flat fading channel. In the remainder of this paper,
we only consider the scenario of E-FTN signaling transmis-
sion. However, the system models of the E-FTN signaling and
E-NOFDM schemes are equivalent, as seen in (11), (13), (22),
and (26). Hence, the E-NOFDM scheme is readily applicable
simply by omitting the superscript (/).

A. Mutual Information of the Main Channel

In order to simplify the mutual information derivation of
E-FTN signaling, the ISI-contaminated samples at the legiti-
mate receiver (11) are decomposed into independent parallel
substreams. More specifically, since, as above-mentioned, G
is positive definite for a finite block length N, G is factorized
as

G =VAVT, (27)

with the aid of eigendecomposition, where V are N x N
orthogonal matrices and A = diag{Ao, - ,An_1} is a
real-valued diagonal matrix composed of descending-order
eigenvalues \g > Ay > -+ > Ay_1. More specifically,
the minimum eigenvalue is positive, i.e., Ay—; > 0, for a
finite block length N. Also, we have the relationship of

N-1

Z i = trace{G} = N,

=0

(28)

since each diagonal element of G is unity.
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Furthermore, let us set the precoding matrix to F = VQ,
where Q = diag{\/q0, - ,/an—1} € RY is a real-valued
diagonal power allocation matrix. Note that the calculations
of the precoding matrix F do not require knowledge of
the channel coefficient hy; or the noise variance N at the
transmitter. Hence, the calculations are carried out offline
in advance of transmissions. Then, (11) can be rewritten as
follows:

yu = ha(VAV)(VQ)s + ny
= hMvVAQs + 1.

(29)
(30)
At the legitimate receiver, by multiplying the weight matrix

A 2VT by the received samples yr, the following represen-
tation is obtained:

™ = [Gm0s s Ovn—1)” € CN (31)
= A VTyy (32)
= A2 Qs + Ty, (33)
where
v = [Mis ) - (34)
= A" VT, (35)

which are the uncorrelated noises with a variance of Nyl [33].
Since A2Q is diagonal, yyr correspond to N ISI-free inde-
pendent parallel substreams of

I, =V NiGihvsi + e,
where the equivalent channel gain in (36) may be regarded as
VAigihw (Fig. 2(b)).

Since the received samples of (36) do not contain the effects
of ISI and the noises are uncorrelated, the upper bound of
mutual information per block is given by

pla qio3 |hu|
I(s;ym) < Zlog2 <1+%>. (37)
=0

Furthermore, based on the Lagrange multiplier method [33],
the optimal power allocation factors ¢; (¢ = 0,--- ,N — 1)
are derived, such that the mutual information of (37) is
maximized. More specifically, let us consider the total transmit
energy per block is calculated by

(36)

E, =E /OO |l (t)|? dt] (38)
=E > ) wap &t —1T)(t —mT)dt|  (39)
L 1 m

_E ZZxemg 1 —m)T) (40)

= 1E[ H Gx] (41)
—E| HQVTGVQS} (42)
IE[ HQAQS] (43)
Z )\z% |S’L| (44)
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N—1
= 0'3 Z /\iqi. (45)
i=0
For the power-unallocated scenario of ¢p = --- = qn-1 = 1,
(45) becomes
N—1
Bl = o? Z by (46)
= 02N. (47)

Since the total power per block has to remain unchanged,

regardless of the presence or absence of power allocation, we
arrive at the power constraint of
N-1

Eb:E{)@ Z)\iqi:N
i=0

Then, from (37) and (48), Lagrange function is defined by

(48)

gy 05 |hw| —
J = ;ng <1+7N0 ) <; )\iQi_N>a

(49)

where « is the Lagrange multiplier. By maximizing J with
respect to ¢q;, the optimal power allocation factors can be
derived as

1
qi:A—(i:O’...7

%

N —1). (50)
Note that while optimal power allocation in the proposed
scheme is derived similar to that of the singular-value decom-
position (SVD)-based MIMO [39], the resultant coefficients
of (50) are totally different from those of the SVD-MIMO
counterpart. This is because the energy constraint (48) con-
sidered in the proposed scheme is different from that of the
SVD-MIMO scheme.

With the aid of optimal power allocation (50), the received
signal model (36) is further modified to the following

(Fig. 2(¢)):

M, = hasi + - (51

Also, from (37) and (50), the associated mutual information,
which is maximized by optimal power allocation, can be
represented by

o? |hu®

IM = N10g2 (1 + NO

) [bits/block]. (52)
Finally, by normalizing (52) by the block length N and the
symbol interval 77}, the instantaneous mutual information of
the optimal power allocation scheme is rewritten by

1
o
Iy = T NIM (53)
1 o2 [l *
= m 1Og2 <1 —+ To (54)
B
= —logy (1 +m) [bps], (55)

where we have B = 1/Tj, noting the channel bandwidth is
(1 4+ B)B due to the use of an RRC shaping filter with the
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roll-off factor of (3. Note that the derived mutual information
(55) does not include eigenvalues, owing to the cancellation
by the optimal power allocation factors.

By averaging the instantaneous mutual information over the
distribution of vy, i.e., p(ym), the average information rate is
given by

I = / Bap(nn)d (56)
0
B
= / ;bgz (1 + M) p(ym)dym (57)
0
B _
< = logy (1 4+ M), (58)

where Jensen’s inequality [39] is used from (57) to (58).2

B. Mutual Information of the Wiretap Channel

Since the proposed E-FTN signaling scheme is based on
an open-loop transmission without any feedback associated
with the channel coefficient from the legitimate receiver,
the received signal models of the legitimate receiver and the
eavesdropper are essentially identical. Hence, similar to
the above-derived mutual information of the main chan-
nel, the instantaneous mutual information and its average one
of the wiretap channel are given respectively by

B
Ly = ?10822 (1+vw), (59)

B

V. SECRECY PERFORMANCE

In this section, we formulate the secrecy rate and the secrecy
outage probability for the proposed E-FTN signaling scheme
in the fading wiretap channel while investigating the secrecy
performance. As mentioned above, the secrecy performance
metrics in this section is readily applicable to E-NOFDM.

A. Secrecy Rate

Since, as already described, the channel coefficients in the
main and wiretap channels hy; and hyw are zero-mean unit-
variance complex-valued Gaussian variables, the associated
probability density functions are given by

1
p(ym) = — exp <—”—M) : (61)
™ ™M
1
p(yw) = — exp <—”—W) : (62)
YW YW

respectively.

The secrecy rate is given by the difference between mutual
information of the main channel and that of the wiretap
channel [10]. Hence, from (55) and (59), the instantaneous

2In [33], the limit of N — oo was considered to derive the capacity, under
the ideal assumption that G remains positive-definite regardless of 7. This
allows us to eliminate the effects of inter-block interference (IBI). However,
the validity of this assumption has not been proved in a theoretical manner,
and hence in this paper only the scenario of 7 > 1/(1 4 3) is considered to
maintain the positive definiteness of G.

5877

secrecy rate for one realization of the quasi-static fading
scenario is formulated by

o J I - Ly Iy > Iy)
= {o (I < Iy) ©
_ 2 llogy (1+7a) —logy (1+7w)] (v > yw)
0 (v < w)
(64)

The associated average secrecy rate is obtained by averaging
over the distributions of vy and vy as follows:

Is = / / Lp(mi)p(yw ) dymdyw . (65)
0 0

B. Secrecy Outage Probability

Let us next consider the probability that the normalized
instantaneous secrecy rate I§/(B(1+ (3)) is higher than a
specific target rate R (> 0), which is formulated as follows:

Ig
o {B(l +B) R]
B 1 1+
= Pr [T(l 5 log, 1+ w > R} (66)
— Pr [m > 9TROTA) (1 4 ) — 1} (67)

o0 o0
= / p(yw) / p(y)dy | dyw,
0 27 RO48) (14w )—1
(68)

where Pr[-] denotes the probability. Using (61) and (62), (68)
can be rewritten as follows:

I! M
Pr|——= > R| =
' [B(l + ) ] Fm + Fw 2T EA+5)

9TR(1+8) _ 1
X exp (—_*) . (69)
™

Then, the secrecy outage probability of the proposed E-FTN
signaling scheme can be formulated from (69) as

Il
P, =Pr|—=— <
out(R) r |:B(1 =+ 6) = R] (70)
. M . _QTR(1+B) —1
- M +7YW27'R(1+5) p M ’
(71)

which monotonically decreases upon decreasing the target rate
R, the packing ratio 7, or the roll-off factor 3. For the limit
of R — 0, the secrecy outage probability simplifies to
_m

v+ w

which does not depends on 7 and moreover agrees with that
of the conventional Nyquist-based scenario. This implies that
for a significantly low target rate (R < 1), the performance
gain of the proposed E-FTN signaling scheme in terms of the
secrecy outage probability (relative to conventional Nyquist-
based sinc-pulse transmission) vanishes. By contrast, for the
high target-rate limit of 7R — oo, i.e., R > 1/7, the secrecy

lim P, =1- 2
RanO out(R) (72)
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outage probability approaches one, similar to the Nyquist-
based scenario [10].

Additionally, let us consider the asymptotic behavior of the
outage probability for the scenarios of significantly high SNRs
of the main channel and the wiretap channel. For Ay > yw,
the analytical outage probability (71) is changed to

9TR(1+A) _ 1
Pout(R) ~ 1 —exp <—7) (73)
™
o (_ 27R(1+5)_1)n
M
=1-Y — (74)

n=0

Furthermore, in a significantly high SNR of the main channel,
(74) is approximated by
9TR(1+8) _q

Pow(R) ® ———,

— (75)
™

which indicates that the outage probability decays as 1/7y;.

VI. PERFORMANCE RESULTS

In this section, we provide our secrecy performance results
of E-FTN signaling. The Nyquist pulse transmission with the
RRC shaping filter and that with the idealistic rectangular
shaping filter (sinc pulse) were considered as the benchmark
scheme and the scheme showing performance bound, respec-
tively. We assumed that the packing ratio of the proposed
E-FTN scheme ranged 7 > 1/(1 + /). This constraint allows
us to accurately calculate all the eigenvalues of G. Otherwise,
i.e., in the packing ratio range of 7 < 1/(1 + f3), there may
be significantly low eigenvalues, which imposes calculation
precision higher than that attainable by the standard double-
precision environment [40]. Moreover, such a low 7 scenario
tends to induce unavoidable IBI, which is also an open issue.
Additionally, it was shown in [33] that the E-FTN signaling
scheme with optimal power allocation does not suffer from
the effects of spectral broadening at least in the range of
1/(1+p8)<7<1.

A. Secrecy Rate

Fig. 3 shows the numerical average secrecy rate
E[I{]/(B(1 + 3)) bps/Hz of the proposed E-FTN signaling
scheme, where Monte Carlo simulations were carried out for
averaging I of (64). More than 1000000 channel realizations
were generated for the calculations of each curve. In Fig. 3(a),
the average SNRs of the main and wiretap channels were set
identically, i.e., ym = 7w, while in Fig. 3(b), the average
SNR of the wiretap channel was maintained to be yw =
0 dB. The packing ratio of E-FTN signaling was varied
from 7 = 0.95 to 0.8 with the step of 0.05, and the roll-
off factor of the RRC shaping filter was set to § = 0.25.
We also calculated the associated secrecy rate curves of the
conventional Nyquist transmission schemes (7 = 1), which
employed the RRC shaping filter and the idealistic rectangular
shaping filter (sinc pulse). Observe in Fig. 3 that as the packing
ratio 7 decreases, the average secrecy rate monotonically
increased, and coincides with its idealistic bound of Nyqust
sinc pulse transmission. Note that the average secrecy rate
of the proposed scheme with 7 = 1 corresponds to that of
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Fig. 3. Numerical average secrecy rate E[I{]/(B(1 + )) bps/Hz of the
proposed E-FTN signaling. Packing ratios from 7 = 0.95 to 0.8 are shown.
The vertical arrow indicates decreasing 7. (a) v = w, (b) yw = 0 dB.

conventional Nyquist-based signaling with the RRC shaping
filter [10].

Next, in Fig. 4, we compared the numerical average
secrecy rate E[I$]/(B(1 + /) bps/Hz between the proposed
E-FTN signaling scheme and the conventional FTN signaling
benchmark without power allocation. Here, similar to (64),
the instantaneous secrecy rate of the benchmark was formu-
lated by

2 [52X5 ogs (14 Ain)
I — SN ogy (1+ Xiyw) | (v > yw) »
0 (M < yw)

where power allocation of the proposed E-FTN signaling
is deactivated by setting ¢; = 1 for ¢ = 1,---,N. Note
that the instantaneous secrecy rate of the conventional FTN
benchmark also corresponds to that of the original unprecoded
FTN signaling scheme, since EVD-based precoding, as well
as weighing, does no change mutual information if power
allocation is deactivated [33]. Moreover, unlike in the proposed
E-FTN signaling scheme, the secrecy rate in the conventional
FTN signaling scheme depends on the block length N and the

(76)
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Fig. 4. Numerical average secrecy rate E[I{]/(B(1 + )) bps/Hz of the

proposed E-FTN and conventional FTN signaling schemes. Packing ratios
from 7 = 0.95 to 0.8 are shown. The vertical arrow indicates decreasing 7.
(@ M = yw, (b) yw = 0 dB.

eigenvalue distribution. The system parameters were the same
as those employed in Fig. 3, while the block length was set to
N = 5000. Observe in Fig. 4 that the proposed E-FTN signal-
ing scheme outperformed the conventional FTN benchmark.
Upon decreasing the symbol’s packing ratio, the performance
advantage of the proposed E-FTN signaling scheme increased.
Fig. 5 shows the numerical average secrecy rate
E[I{]/(B(1 + 3)) bps/Hz of the proposed E-FTN signaling
scheme, employing the RRC shaping filter with the roll-off
factor of § = 0.25. The average SNR of the main channel
was varied from 4y = —10 dB to 50 dB, while that of the
wiretap channel set as 4wy = 0 dB, 10 dB, and 20 dB. The
packing ratio was varied from 7 = 0.95 to 0.8 with the step
of 0.05. The associated numerical curves of the Nyquist-based
scheme (7 = 1), employing the RRC shaping filter, were also
plotted. As shown, as the average SNR of the main channel
increases, the secrecy rate of E-FTN signaling increases.
Furthermore, Fig. 6 shows the average secrecy rate
E[I{]/(B(1 + 3)) bps/Hz of the proposed E-FTN signaling
scheme and that of the Nyquist-based transmission (7 = 1),
both employing the RRC shaping filter with the roll-off factor
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Fig. 5. Numerical average secrecy rate E[I{]/(B(1 + (3)) bps/Hz of the

proposed E-FTN signaling, employing the RRC shaping filter with the roll-off
factor of § = 0.25. The average SNR of the main channel is varied from
M = —10 dB to 50 dB. The average SNR of the wiretap channel is set
as yw = 0 dB, 10 dB, and 20 dB. Packing ratio values from 7 = 0.95
to 0.8 with the step of 0.05 are plotted, along with the associated mutual
information curves of the conventional Nyquist criterion (7 = 1) with the
RRC shaping filter. The vertical arrows indicate decreasing 7.
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Fig. 6. The average secrecy rate E[I{]/(B(1+ 3)) bps/Hz of the proposed
E-FTN signaling scheme and that of the Nyquist-based transmission (7 = 1),
both employing the RRC shaping filter with the roll-off factor of 5 = 0.25,
considered for the AWGN and Rayleigh fading scenarios. The average SNR
of the main channel is varied from 4y = —10 dB to 50 dB. The wiretap
channel is set as 4w = 0 dB, 10 dB, and 20 dB.

of B = 0.25, considered for the AWGN and Rayleigh fading
scenarios. The average SNR of the main channel was varied
from 4\ = —10 dB to 50 dB, while the wiretap channel was
set as yw = 0 dB, 10 dB, and 20 dB. Here, the theoretical
mutual information for the AWGN scenario is simply given
by

Is = I}

B
= max (? [logy (1 4+ ) — logs (1 + Fw)] ,O). ()
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E-FTN signaling scheme and that of the Nyquist-based transmission (7 = 1),
both employing the RRC shaping filter, where the roll-off factor was changed
from 8 = 0 to 1. The average SNR of the main channel and that of the
wiretap channel are set to 4y = 40 dB and Ay = 0 dB, respectively.

Observe in Fig. 6 that the positive average secrecy rate was
attained in the entire SNR regime for the fading scenario,
owing to the random variations of the channel coefficients. By
contrast, the secrecy rate of the proposed scheme remains zero
for Ay < Aw in the AWGN scenario, which was the same as
in the Nyquist scenario. Hence, fading has the positive effects
on the secrecy rate when vy < 4w, as mentioned in [8—10].

Furthermore, Fig. 7 shows the average secrecy rate
E[I{]/(B(1 + 3)) bps/Hz of the proposed E-FTN signaling
scheme and that of the Nyquist-based transmission (7 = 1),
both employing the RRC shaping filter, where the roll-off
factor was changed from 5 = 0 to 1. The average SNR of
the main channel and that of the wiretap channel are set to
v = 40 dB and 4\ = 0 dB, respectively. The packing ratio
of the proposed E-FTN scheme is set to 7 = 1/(1 + f).
Furthermore, the Nyquist pulse transmission with § = 0
corresponds to the unrealistic sinc pulse one. As seen in Fig. 7,
the secrecy rate of the proposed E-FTN signaling scheme
remains nearly unchanged over the entire /3 regime, while that
of the conventional Nyquist pulse transmission decreases upon
increasing the roll-off factor. Hence, the higher the roll-off
factor, the higher the achievable gain of the proposed scheme
over the Nyquist pulse transmission, noting that the roll-off
factor (3 is typically determined by the system’s requirement.

B. Secrecy Outage Probability

Fig. 8 shows the theoretical secrecy outage probabilities of
the proposed E-FTN signaling with the packing ratio varied
from 7 = 0.95 to 0.8 and the target rate set to R = 10 bps/Hz,
calculated according to the derived formula of (71). The aver-
age SNR of the main channel was varied from 7y, = —20 dB
to 50 dB, while that of the wiretap channel was maintained
to be yw = 0 dB. The associated curves of the conventional
Nyquist-based transmission (7 = 1) with the RRC shaping
filter and the idealistic rectangular shaping filter (sinc pulse)
are also included. The roll-off factor of the RRC filter was
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Fig. 8.  Theoretical secrecy outage probabilities of the proposed E-FTN

signaling, for the packing ratio set to 7 = 0.95,0.9,0.85, and 0.8, and the
normalized target rate set to R = 10 bps/Hz. The average SNR of the main
channel was varied from 4)\y = —20 to 50 dB, while that of the wiretap
channel is maintained to be 4y = 0 dB. The associated curves of the
conventional Nyquist-based transmission (7 = 1) with the RRC shaping
filter and the idealistic rectangular shaping filter (sinc pulse) are also plotted.
The vertical arrow indicates decreasing 7. The associated secrecy outage
probabilities calculated based on the Monte Carlo simulations are plotted for
validation.

given by § = 0.25. Also, the secrecy outage probability,
calculated based on Monte Carlo simulations, was also plotted
for the validation of each theoretical curve. Observe in Fig. 8
that as the packing ratio 7 decreases, the secrecy outage
probability decreases, while outperforming the Nyquist pulse
transmission counterpart employing the RRC shaping filter
over the entire SNR range. The relative benefit of the proposed
E-FTN signaling scheme is especially clear for high SNR
values. Note also that the theoretical curves coincided with
the numerical curves for each 7 value, hence validating the
derived secrecy outage probability formula of (71).

Fig. 9 shows the theoretical secrecy outage probabilities of
the proposed E-FTN signaling with the packing ratio varied
from 7 = 0.95 to 0.8 with the step of 0.05 and the average
SNRs of the main and wiretap channels set as 7y = 40 dB
and yw = 0 dB, respectively. The roll-off factor of the RRC
shaping filter is given by § = 0.25. The target rate was
varied from R = 1 to 16 bps/Hz. The associated curves
of the conventional Nyquist-based transmission (7 = 1),
employing the RRC shaping filter with the roll-off factor
of B = 0.25 and the idealistic rectangular shaping filter
(8 = 0), are included. As shown in Fig. 9, it was found
that the proposed E-FTN signaling scheme exhibited a non-
unity outage probability over a wide range of target rates,
while outperforming the Nyquist pulse counterpart with the
RRC shaping filter. Moreover, as 7 decreased, the achievable
secrecy outage probability performance improved. However,
as expected from (71), the performance gain of the proposed
E-FTN signaling over the conventional Nyquist pulse trans-
mission with the RRC shaping filter in terms of the secrecy
outage probability is negligible for R < 1 or for TR > 1.

Fig. 10 shows the theoretical secrecy outage probabilities
of the proposed E-FTN signaling scheme and the Nyquist
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signaling for the packing ratio set to 7 = 0.95,0.9,0.85, and 0.8 and the
average SNR of the main and wiretap channels set as 4y = 40 dB and yw =
0 dB, respectively. The target rate was varied from R = 1 to 16 bps/Hz. The
associated curves of the conventional Nyquist-based transmission (7 = 1)
with the RRC shaping filter and the idealistic rectangular shaping filter are
also plotted.

100
R D G Gl - G S8
v 4 v Y
v v
3= y o Ny & ) O R o o Va|
> A4 A4 V A4 g
£ v Y
° Avi 4
% 107 - v v
& v v
o] v Fa z ) ra ra Va|
2 @ S} S O A 4 4 <
5 4
S, V4
3 102 v
S W
& %
v
yw = 30dB,20dB, 10dB,0dB —©— FTN (r= 1/(1+/), RRC
7 Nyquist (7= 1), RRC
10*3 1 1 1 1
0.0 0.2 0.4 0.6 0.8 1.0
Roll-off factor g
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signaling scheme and the Nyquist pulse transmission, both employing the
RRC shaping filter. The target rate is fixed to R = 5 bps/Hz. The average
SNR of the main channel is maintained to be 43 = 40 dB, while that of the
wiretap channel is given by ¥w = 30 dB, 20 dB, and 10 dB. The packing
ratio is set as 7 = 1/(1 + ). The vertical arrow indicates decreasing J .

pulse transmission, both employing the RRC shaping filter.
The target rate is fixed to R = 5 bps/Hz. The average SNR
of the main channel is maintained to be 7y; = 40 dB, while
that of the wiretap channel is given by 4w = 30 dB, 20 dB,
and 10 dB. The packing ratio is set as 7 = 1/(1 + ).
Observe in Fig. 10 that while for 5 = 0, both the proposed
E-FTN signaling scheme and the conventional Nyquist pulse
transmission exhibited the same performance, the performance
advantage of the E-FTN signaling scheme increases upon
increasing the roll-off factor 3 in each 4w scenario.
Although we focused our attention on the derivation of the
achievable secrecy performance bounds of E-FTN signaling in
this paper, further investigations are needed for the practical
implementation of E-FTN signaling. For example, in our
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performance results, the symbol packing ratio was limited in
the range of 7 > 1/(1 + ), since this limitation allows us
to accurately compute all the eigenvalues of the ISI matrix
G. Also, the details of the issues, which are related to a
high sampling rate, inter-block interference, a high detection
complexity, and calculation precision, can be found in [33].
Note that the secrecy performance analysis conducted for
E-FTN signaling described in this paper is readily applicable
to the frequency-domain counterpart [35].

A further secrecy performance improvement may be attain-
able by reducing mutual information of the wiretap channel,
relative to that of the main channel, with the aid of co-located
and cooperative beamforming and jamming [3], [41], [42],
in addition to the proposed E-FTN signaling scheme. However,
detailed investigations of this are beyond the scope of the
present study, and are therefore left for the future.

VII. CONCLUSION

In this paper, we investigated the secrecy performance of
E-FTN signaling and E-NOFDM in a quasi-static frequency-
flat Rayleigh fading channel. The theoretical secrecy mutual
information and secrecy outage probability of E-FTN signal-
ing were derived. It was demonstrated that E-FTN signaling
and E-NOFDM have the potential of increasing the secrecy
performance in comparison to conventional Nyquist-based
orthogonal transmission.
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