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Abstract—Security is an issue in non-orthogonal multiple
access (NOMA) and partial-NOMA because a user may decode
the message of its paired-user with which it shares a resource
element (RE). Three scenarios are studied where, of the paired-
users, the eavesdropper is: 1) an actively malicious strong-
user, 2) a passive strong-user, 3) an actively malicious weak-
user. We define the event of secure-communication in each
scenario and derive the corresponding secrecy probabilities for
partial-NOMA and NOMA. Our results highlight that with
careful selection of the RE’s overlap α, partial-NOMA can
significantly outperform NOMA in terms of secrecy probability.
Further, careless selection of α can cause partial-NOMA to
perform worse than NOMA. We show the non-trivial impact
of incorporating the impact of intercell interference on secrecy.
Our results shed light on parameter-selection if knowledge of
the eavesdropper type is available highlighting that security can
be improved without traditional techniques such as jamming
that increase power consumption and interference. While NOMA
decoding uses successive-interference-cancellation (SIC), partial-
NOMA decoding employs receive-filtering followed by flexible-
SIC (FSIC). We show that not employing receive-filtering or
using SIC instead of FSIC can have a drastic negative impact
on secrecy, highlighting the role of the partial-NOMA decoding
approach in enhancing secure-communication.

Index Terms: Non-orthogonal multiple access (NOMA),
partial-NOMA, physical layer security, stochastic geometry.

I. INTRODUCTION

A. Background

Non-orthogonal multiple access (NOMA) was proposed
as technique to improve spectrum efficiency over the more
traditional orthogonal multiple access (OMA) by having user
equipments (UEs) share a resource element (RE). While this
improves throughput in NOMA, it introduces additional inter-
ference which deteriorates coverage. In light of this trade off,
a number of studies have been conducted that investigate the
average performance of hybrid systems that employ NOMA
in some REs and OMA in others (cf. Fig. 1c). These hybrid
systems have been referred to as partial-NOMA in [1]–[6] ;
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such studies have also been conducted under other names [7]–
[9] which reflect the hybrid nature of the setup. In [1], it is
shown that for certain ratios of the bandwidth (BW) occupied
by NOMA to the total available BW, the hybrid scheme is
superior, in terms of total throughput, to using NOMA in all
of the frequency channels. In [2], it is shown that the hybrid
scheme is also superior in terms of UE fairness. In [3], an
algorithm is proposed for the joint allocation of power and
BW ratio to maximize the total throughput subject to fairness
constraints. In [4], double power allocation is proposed to
achieve the same rate for the near and far user in the hybrid
system. In an attempt to improve fairness again, a scheme
where the OMA bands are reserved for the far UE only while
the NOMA bands are shared by both the near and far UEs is
proposed in [5]. In [6], NOMA is integrated into the LTE-U
and Wi-Fi coexisting networks. The hybrid system is based
on having stronger UEs and WiFi stations share the channel
via NOMA, while weaker UEs have their own channel, i.e.,
OMA. In [7], an algorithm is proposed to solve an optimization
problem that accounts for the rate and costs of NOMA and
OMA. It is shown that the hybrid setup outperforms both OMA
and NOMA.

All of the aforementioned works involve studying the aver-
age performance, over multiple REs, of a hybrid setup which
has NOMA in some of the REs and OMA in the others.
Different from these, partial-NOMA in [10], [11] is introduced
as a flexible technique between the two extremes of OMA
and NOMA by having the UEs share only a fraction α of
one RE (cf. Fig. 1a). Such a setup allows some spectrum
reuse while limiting the intracell interference encountered by
UEs, resulting in better throughput than OMA and better
coverage than NOMA. This is what we refer to as partial-
NOMA in our work. In [10], [11], partial sharing of a RE is
accomplished by having the two signals overlap only with a
fraction of each other in the frequency domain while having
complete access to the entire time slot. The partial overlap
in the frequency domain allows using matched filtering at the
receiver side, referred to as receive-filtering, to further suppress
the interference encountered by the UEs. The receive-filtering
also enabled devising a new decoding technique referred to
as flexible successive interference cancellation (FSIC). It was
shown that receive-filtering in conjunction with FSIC allows
partial-NOMA to outperform traditional NOMA in terms of
throughput [10] and in terms of the meta distribution [11].

This article has been accepted for publication in IEEE Transactions on Wireless Communications. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/TWC.2023.3334020

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



2

B. Motivation

While technologies such as NOMA and partial-NOMA
improve spectral efficiency and performance, they also give
rise to issues such as increasing the vulnerability of the system
to eavesdropping. In particular, NOMA and partial-NOMA are
more susceptible to eavesdropping for two main reasons:

• They involve multiple UEs sharing a RE, which grants
access that UEs would not have in OMA.

• Using successive interference cancellation (SIC) for
NOMA and FSIC for partial-NOMA may require a user
to decode a message not intended for it.

A number of works have focused on exploiting the physical
nature of the wireless network to enhance security [12]–[17].
This is often based on exploiting the random fluctuations of the
received power at the legitimate receiver and eavesdropper that
give rise to opportunities for secure information transmission.

C. State of the Art

Due to the susceptibility to eavesdropping and the growing
interest in physical layer security, a number of works have
studied secure communication for NOMA in various contexts
[18]–[28]. The work in [18] studies a two-user NOMA system
where a trusted user is paired with an untrusted user. The
work investigates the feasibility of achieving outage-optimal
performance for the pair under a secrecy outage probability
constraint for the trusted user. In [19], a multi-user NOMA
setup is studied where the base station (BS) superposes the
messages of M legitimate users in a single RE. It is assumed
that one eavesdropper is also present. A power allocation
strategy is derived that maximizes the secrecy sum rate con-
strained to a quality of service for each legitimate user. A
multiple-input single-output (MISO) NOMA system is studied
in [20]. The work proposes a secrecy beamforming scheme
that efficiently exploits artificial noise to improve the secrecy
of two legitimate users and only degrades the eavesdropper’s
channel. In [21], jamming is used to improve the secrecy
performance of legitimate NOMA users. A multi-antenna full-
duplex relay is used to forward information and generate
artificial jamming to deteriorate the eavesdropper’s perfor-
mance, while precoding vectors are designed to zero-force the
jamming signal at the legitimate receivers. In [22], the focus
is on exploiting interference to enhance secure communica-
tion; using both intentionally generated interference such as
jamming or artificial noise as well as the intracell interference
of NOMA is proposed. Scenarios where the eavesdropper is
one of the NOMA UEs as well as external eavesdroppers are
discussed.

The works in [18]–[22] focus on single cell networks and
do not take into account the impact of intercell interference in
their analysis. As real networks are becoming more and more
dense, taking into account the impact of intercell interference
coming from the entire network is becoming crucial. It was
shown in [29] that not taking intercell interference into account
can significantly overestimate NOMA performance as well as
lead to incorrect resource allocation (RA) that has devastating
impacts on performance. Similarly, [28] emphasized that not
taking into account intercell interference accurately hinders

the ability to analyze key system parameters that directly
impact NOMA secrecy performance in dense networks such as
IoT. Stochastic geometry has succeeded to provide a unified
mathematical paradigm for modeling large wireless cellular
networks and characterizing their operation while taking inter-
cell interference into account [30]–[33]. The works in [23]–
[28] use stochastic geometry tools for studying physical layer
security of NOMA.

In [23] and [24], a network with a single BS at the center
of a disk with UEs distributed in the inner disk and outer
ring is considered. In [23], security for NOMA in a single
antenna and multi-antenna scenario in the presence of external
eavesdroppers is studied. An exclusion area is adopted around
the BS to improve secrecy performance and in the multi-
antenna scenario artificial noise is generated by the BS for
further improving the security of a beamforming-aided system.
In [24], the scenario with external eavesdroppers as well as
with internal eavesdroppers, where one of the paired NOMA
UEs is the eavesdropper, is considered. The secrecy of an
uplink NOMA system with a single BS and external eaves-
droppers is studied in [25]. The eavesdroppers are distributed
according to a PPP but an eavesdropper exclusion region
around the transmitter is considered to enhance security. In
[26], secure communication in a hybrid NOMA/power division
multiplexing (PDM) IoT system is studied in the presence of
external eavesdroppers. In [27], a NOMA assisted millimeter
wave simultaneous wireless in simultaneous wireless infor-
mation and power transfer (SWIPT) unmanned aerial vehicle
(UAV) network is considered. Secure communication in the
presence of external eavesdroppers is studied. Directional
modulation is used to improve security. While the works
in [23]–[27] use stochastic geometry tools for modeling the
locations of some of the nodes, they do not take into account
intercell interference. The secrecy of uplink NOMA in the
cellular internet of things (IoT) in the presence of external
eavesdroppers is investigated in [28]. This work considers
intercell interference. The BS emits jamming signals at all
times to deteriorate eavesdropper performance.

D. Contributions

Different from the works in [18]–[22] that focus on single
cell networks and the works in [23]–[27], which consider large
networks but do not take into account intercell interference,
this work, like [28], considers a large network taking into
account intercell interference. Unlike [28], however, our focus
is on secure communication in the downlink. The aforemen-
tioned works study the scenario of external eavesdroppers or
internal eavesdropper that are known [18], [22], [24]. In such
situations, techniques such as jamming and artificial noise
are proposed to improve secure communication. Unlike these
works, in our setup, the BS may not have knowledge of
the internal eavesdropper. Due to this, unlike the previous
works, techniques such as jamming are not considered. In-
stead, our focus is on 1) the deterioration that can be caused
under different eavesdropping scenarios and 2) shedding light
on parameter selection to improve secure communication in
such circumstances without increasing power consumption and
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creating additional network interference that the traditional
techniques require. Further, while all of the aforementioned
works study secrecy in networks employing NOMA, this work
studies secure communication for partial-NOMA networks
where NOMA is a special case when the UEs have a full
overlap of the RE. As required by the FSIC protocol for
partial-NOMA, which becomes SIC for NOMA, decoding
messages that require prior decoding and removing of stronger
messages is also taken into account as a joint event in this
work. This allows us to accurately measure the probabilities
of secure communication events.

This work studies a partial-NOMA setup and focuses on
scenarios where one of the two paired users attempts to
eavesdrop the message of the other user. Partial-NOMA is
interesting to study in the context of secure communica-
tion as the nature of the technology can provide additional
physical layer security, particularly over traditional NOMA
setups. This is because partial-NOMA UEs only share a part
of the RE making the rest of the information inaccessible,
compared to NOMA where information from the entire RE is
accessible to all UEs. Additionally, receive-filtering in partial-
NOMA further suppresses the message not intended for a
receiver, making decoding harder for an eavesdropper. While
the strong UE always decodes the message of the weaker UE
in NOMA, in partial-NOMA with FSIC this is not always
the case, thereby improving the security of the weaker UE.
These factors make investigating the physical layer security
achievable in a partial-NOMA setup and comparing to that
for traditional NOMA interesting. It also helps highlight the
impact of network parameters on physical layer security as
well as identify regions where partial-NOMA is superior to
NOMA. To the best of our knowledge, this is the first work
to: 1) study physical layer security of partial-NOMA networks,
where NOMA is a special case, 2) study physical layer security
of NOMA (and partial-NOMA) in a large downlink network
taking into account the impact of intercell interference on
secure communication. The main contributions of this work
can be summarized as follows:

• We study the physical layer security achievable in a
partial-NOMA or NOMA setup for three eavesdropping
scenarios:

– The strong UE is a malicious eavesdropper and
prioritizes decoding the weak UE’s message.

– The strong UE is a passive eavesdropper and only
decodes the weak UE’s message when FSIC/SIC
requires it for decoding its own message.

– The weak UE is a malicious eavesdropper and pri-
oritizes decoding the strong UE’s message.

• We define the event of secure communication in each
of the three eavesdropping scenarios. The mathematical
analysis for the secrecy probability of each scenario is
derived for partial-NOMA and for traditional NOMA.

• We show the non-trivial impact on secure communication
of taking into account intercell interference. We find that
the impact of intercell interference is not always negative;
in fact, at larger α (including NOMA), intercell in-
terference improves secure communication significantly.

Further, we show that without intercell interference, the
impact of network parameters such as α on secure
communication trends is completely misleading.

• For each eavesdropping scenario in partial-NOMA, we
compute the secrecy probability for a decoding strategy
where: (I) receive-filtering is followed by SIC instead of
FSIC, (II) FSIC is used without receive-filtering.

• We find that not employing FSIC or receive-filtering for
partial-NOMA can have a drastic negative impact on se-
crecy. For instance, without FSIC, secure communication
is not possible at lower α values. This emphasizes the
significance of the partial-NOMA decoding approach on
not just coverage but also secure communication.

• We show that partial-NOMA can achieve much higher
secrecy than NOMA. Gains of upto 3166%, 1198% and
356% are seen in the malicious strong, passive strong
and malicious weak eavesdropper cases, respectively.
However, we also find that partial-NOMA with certain
overlap values can perform worse than NOMA. These
results highlight: 1) that secure communication does not
necessarily decrease monotonically with α, 2) the signifi-
cant impact of a carefully chosen overlap on secrecy per-
formance, 3) the ability to improve secure communication
from that in NOMA without using traditional techniques
such as jamming that increase power consumption and
create additional network interference.

The rest of the paper is organized as follows. The system
model is described in Section II. In Section III, the analysis for
physical layer security is provided. The results are presented
in Section IV and the paper is concluded in Section V.
Notation: We denote vectors using bold text, ∥z∥ is used to de-
note the Euclidean norm of the vector z and b(z, R) denotes a
ball centered at z with radius R. The ordinary hypergeometric
function is denoted by 2F1. The Laplace transform (LT) of the
PDF of the RV X is denoted by LX(s) = E[e−sX ] where E[·]
is the statistical expectation. The probability is denoted as P.
The indicator function, denoted as 1A has value 1 when event
A occurs and is 0 otherwise. We use Sinc(x) = sin(πx)/(πx)
when x ̸= 0, and ψ(x) = 1 when x = 0.

II. SYSTEM MODEL AND ASSUMPTIONS

A. Network Model

This work considers a downlink cellular network where
BSs are distributed according to a homogeneous Poisson point
process (PPP) Φ with intensity λ. We assume an interference-
limited regime. A BS serves two UEs in each RE via partial-
NOMA using a total power budget of P = 1. We study the
performance of one such RE in this work. To the network we
add a BS at the origin o, which under expectation over Φ,
becomes the typical BS serving UEs in the typical cell. In
the remainder of this work, we study the typical cell. Since Φ
does not include the BS at o, the set of interfering BSs for the
UEs in the typical cell is denoted by Φ. The distance between
the typical BS at o and its nearest neighboring BS is denoted
by ρ. Since Φ is a PPP, the PDF of ρ is

fρ(x) = 2πλxe−πλx2

, x ≥ 0. (1)
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Consider a disk around the BS at o with radius ρ/2, i.e.,
b(o, ρ/2); this is referred to as the in-disk [10], [34], [35].
The in-disk is the largest disk centered at a BS that fits inside
its Voronoi cell. We study a model where the two partial-
NOMA UEs are distributed uniformly and independently at
random in the in-disk b(o, ρ/2) of the BS at o. The rationale
behind using a model like this one, where UEs are not too
far from the serving BS, in setups where each UE does not
have an individual dedicated RE was shown in [35]. In this
work we assume that one of the partial-NOMA UEs sharing a
RE eavesdrops the message of the other UE. We assume that
the eavesdropper has the capability to demodulate and decode
the message not intended for it. The specific eavesdropping
scenarios studied in this work are detailed in Section III.

We assume a Rayleigh fading environment such that the
fading coefficients are independent and identically distributed
(i.i.d.) with a unit mean exponential distribution. A power-
law path-loss model is considered where the signal decays at
the rate r−η with distance r, η > 2 denotes the path-loss
exponent and δ = 2

η . Fixed rate transmissions are used by the
BSs where the transmission rate of each UE can be different.
Such transmissions result in effective rates, referred to as the
throughput of the UEs, that are lower than the transmission
rate because of outage.

B. Partial-NOMA Model

A BS serves two UEs in each RE via partial-NOMA by
multiplexing the signals for each UE with different power
levels using the total power budget. While in traditional
NOMA, the two UEs have complete access to the full RE,
i.e., the entire time slot and the whole frequency channel, each
UE in partial-NOMA has access only to a part of the RE as
shown in Fig. 1a. This makes it different from hybrid setups
where some REs employ NOMA while others employ OMA
(cf. Fig. 1c) and the average performance over multiple REs is
studied [1]–[9]. In our work two UEs share a RE, overlapping
over only a fraction of the RE and we study the performance
of one such RE.

In our partial-NOMA setup, the RE is split into three
regions, R1, R2 and R3 as shown in Fig. 1. The fraction
of the RE in region R2 that the two UEs share is denoted
by α. In particular, the UEs have full access to the time slot
while they share an overlap α of the frequency channel. It
should be noted that another way to achieve an overlap α of
the RE is by having full access to the frequency channel for
each UE and only an overlap α of the time slot. Such an
overlap scenario is not studied in this work. We refer to the
fraction of the RE in region R1, accessible to only UE1, by
β, where 0 ≤ β ≤ 1− α. Thus, the fraction of the bandwidth
available to UE1 is BW1 = α+ β. The remaining fraction of
the bandwidth, 1 − α − β, in region R3, is available solely
to UE2. The total fraction of the bandwidth thus available to
UE2 is BW2 = 1− β. With a slight abuse of notation, in the
remainder of the manuscript, we will refer to the overlap α
in the frequency channel of the RE simply as an overlap α of
the RE. As the entire time slot is available to both UEs, we
will disregard this aspect when referring to the partial overlap

(a) Partial-NOMA

(b) NOMA

(c) A hybrid setup that employs NOMA in some REs and OMA in other REs.

Fig. 1: A contrast between partial-NOMA with overlap 0 ≤ α ≤ 1,
traditional NOMA with α = 1 and a hybrid setup.

of a RE. Additionally, as shown in Fig. 1, in the special case
of α = 1, partial-NOMA becomes traditional NOMA as the
UEs overlap over the complete RE. Thus, traditional NOMA
is, loosely speaking, a subset of partial-NOMA.

An overlap in the frequency domain allows implementing
filtering at the receiver side to further suppress interference.
A matched filter that has a Fourier transform equal to the
complex conjugate of the Fourier transform of the transmitted
signal is used [10], [36], [37]. In this work, we assume that
square pulses are used for transmissions of both UEs. Receive-
filtering results in any message that has only an α-overlap with
the message of the UE of interest to be scaled by an effective
interference factor 0 ≤ I(α, β) ≤ 11. From [10], the effective
interference factor as a function of β and the overlap α is
calculated as

I(α, β)=

β+α∫
β

1

E1E2
Sinc

(
2(f−fa)

BW1

)
Sinc

(
2(f−fb)

BW2

)
df

2

,

(2)

1Note that messages that overlap completely with the message of interest
(like in the case of traditional NOMA), even after receive-filtering, are not
suppressed as the effective interference factor in this case is 1.
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where the center frequency of UE1’s message is fa = α+β
2

and UE2’s message is fb = 1+β
2 . The factors Ei for i ∈ {1, 2}

are used to scale the energy to 1 and are calculated as
E2

i =
∫ BWi/2

−BWi/2
Sinc2

(
2f

BWi

)
df . Note that I(α, β) is 0 when

α = 0, is 1 when α = 1, and increases monotonically with α
[10, Fig. 2]. As 0 ≤ I(α, β) ≤ 1, receive-filtering suppresses
the intracell interference from the other UE partially sharing
the RE. Since any message that has an α-overlap with the UE
of interest is scaled by I(α, β), not only does receive-filtering
suppress intracell interference, but also reduces intercell inter-
ference.

Similar to NOMA, partial-NOMA requires ordering UEs
based on some measure of channel strength. This is required
for both RA and decoding. In this work, we order the UEs
based on the link distance, R, between the typical BS at o
and its UEs uniformly distributed in the in-disk with radius ρ;
the link distance is thus conditioned on ρ. Ordering UEs based
on increasing link distance is equivalent to ordering based on
the decreasing received mean signal power, i.e., R−η . From
hereon, we refer to the strong (weak) UE, with the shorter
(longer) link distance, as UE1 (UE2). As the order of the UEs
is known at the BS, we use ordered statistics for the PDF of
Ri, the ordered link distance of UEi, where i ∈ {1, 2}. Using
the theory of order statistics [38], in the typical cell

fRi|ρ(r | ρ) = 16r

ρ2

(
4r2

ρ2

)i−1(
1− 4r2

ρ2

)2−i

0 ≤ r ≤ ρ

2
. (3)

While traditional NOMA uses SIC for decoding, FSIC was
introduced in [10] to decode partial-NOMA UEs. In conven-
tional SIC, a strong UE decodes and removes the message of
the weak UE before decoding its own message. After matched
filtering in partial-NOMA, however, the message of the weak
UE scaled by I(α, β) may be too weak for the strong UE
to decode. FSIC was introduced to combat this problem and
improve performance. In particular, the strong UE, i.e., UE1

using FSIC can decode its own message in either of two
ways: 1) Similar to conventional SIC, the message of UE2

is first decoded, treating the message of UE1 as noise, and
removed, followed by decoding of the message of UE1, or 2)
the message of UE1 is decoded while treating the interference
from the message of UE2 as noise. Decoding for UE2 in FSIC,
as in SIC, involves simply decoding its own message while
treating the message of UE1 as noise. Again, note that, loosely
speaking, SIC is a subset of FSIC.

The power allocated to UEi is denoted by Pi where i ∈
{1, 2}. Since fixed rate transmission is used in this work,
the transmission rate corresponding to the message of UEi is
log(1 + θi). Accordingly, a UE can only decode the message
of UEi if its signal-to-interference ratio (SIR) exceeds θi.
While SIC requires the message of UE2 to be decoded by
both UEs all the time, FSIC requires the message of UE2 to
be decoded by both UEs some of the time. Thus, as in the case
of SIC, FSIC allocates resources so that the message of UE2

is easier to decode by allocating it higher power and/or lower
transmission rate. While the two UEs only have an α overlap in
the RE, since the power allocated to a UE in a RE is fixed over
the RE and as the sum power of the two UEs can never exceed

the power budget of P = 1, we have P1 + P2 = 1. Thus, in
the non-overlap areas of the RE, the power being used will be
less than the power budget as shown in Fig. 1. The throughput
of UEi, i ∈ {1, 2} is defined as Ti = BWi P(Ci) log(1+ θi),
where Ci is the event that UEi is in coverage. The cell sum
throughput of the typical cell is thus T1 + T2. As BWi is a
function of both α and β, the resources to be allocated in a
partial-NOMA setup for a given α are P1 = (1− P2), θ1, θ2
and β.

C. SIRs Associated with Partial-NOMA and Coverage Events
Since partial-NOMA uses FSIC decoding, there are multiple

SIRs of interest. For the two-user downlink partial-NOMA
setup we require SIRi

j , the SIR for decoding the jth message
at UEi where i ≤ j and the messages of all UEs weaker
than UEj have been removed while the messages of all UEs
stronger than UEj are treated as noise. In particular, these are

SIR2
2 =

h2R
−η
2 P2

h2R
−η
2 P1I(α, β) + Ĩø2

(4)

SIR1
2 =

h1R
−η
1 P2I(α, β)

h1R
−η
1 P1 + Ĩø1

(5)

SIR1
1 =

h1R
−η
1 P1

Ĩø1
. (6)

For i ∈ {1, 2}, Ĩøi is the inter-cell interference experienced
at UEi, Ĩøi = (Pi + (1− Pi)I(α, β))

∑
x∈Φ gyi∥yi∥

−η , where
yi = x−ui and ui is the location of UEi. The fading coefficient
from the serving BS (interfering BS) located at o (x) to UEi is
hi (gyi ). For notational convenience, the intercell interference
scaled to unit transmission power by each interferer is defined
as Iøi ; hence, Ĩøi = (Pi + (1− Pi)I(α, β)) Iøi . Note that
since (Pi + (1− Pi)I(α, β)) ≤ 1, intercell interference in
the partial-NOMA setup is lower than in OMA and NOMA.
Additionally, since the network model conditions an interferer
to exist at a distance ρ from the typical BS at o, we can rewrite
Iøi as

Iøi =
∑
x∈Φ

∥x∥>ρ

gyi∥yi∥
−η

+
∑
x∈Φ

∥x∥=ρ

gyi∥yi∥
−η
. (7)

Note that as there is no interfering BS inside b(o, ρ), the
nearest interfering BS from UEi is at least ρ − Ri away. As
ρ−Ri > Ri, the in-disk model offers a larger guard zone than
the usual guard zone of link distance for UEs in a downlink
Poisson network [34].

While SIR1
1 is the SIR associated with UE1 decoding its

message after the message of UE2 has been decoded and re-
moved, FSIC also allows UE1 to decode its own message while
treating the message of UE2 as noise. The SIR associated with
UE1 for decoding its own message when the message of UE2

has not been removed is

S̃IR
1

1 =
h1R

−η
1 P1

h1R
−η
1 P2I(α, β) + Ĩø1

. (8)

As FSIC decoding for UE2 involves decoding its own message
while treating the interference from the message of UE1 as
noise, the event of successful decoding at UE2 is defined as

C2 =
{
SIR2

2 > θ2
}
=
{
h2 > Rη

2 Ĩ
ø
2M̄2

}
, (9)
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where

M̄2 =
θ2

P2 − θ2P1I(α, β)
. (10)

FSIC decoding for UE1, on the other hand, is the joint event
as described in Section II-B. The event of successful decoding
at UE1 is thus defined as

C1 =
{(

SIR1
2 > θ2

⋂
SIR1

1 > θ1

)⋃
S̃IR

1

1 > θ1

}
=
{
h1 > Rη

1 Ĩ
ø
1M1

⋃
h1 > Rη

1 Ĩ
ø
1M0

}
=
{
h1 > Rη

1 Ĩ
ø
1M̄1

}
, (11)

where

M̄1 = min {M0,M1}1P̃1>01P̃ 1
2 >01P1>0 +

M01P̃1>01P̃ 1
2 ≤0 ∪P1≤0 + M11P̃1≤01P̃ 1

2 >01P1>0 (12)

using P̃1 = P1−θ1P2I(α, β), P̃ 1
2 = P2I(α, β)−θ2P1, M0 =

θ1
P̃1

and M1 = max
{

θ2
P̃ 1

2

, θ1
P1

}
.

The event of successful decoding at UEi is thus of the form
Ci =

{
hi > Rη

i Ĩ
ø
i M̄i

}
. Using Ĩøi = (Pi+(1−Pi)I(α, β))Iøi

and M̃i = (Pi + (1− Pi)I(α, β))M̄i, we can rewrite Ci as

Ci =
{
hi > Rη

i I
ø
i M̃i

}
. (13)

Note that if either M̄1 < 0 or M̄2 < 0, we have guaranteed
outage because of the choice of RA and parameter selection
(θ1, θ2, P1, α, β) [10]. In such a scenario there is no
transmission, and therefore, no secure communication.

III. ANALYSIS FOR PHYSICAL LAYER SECURITY

In this section, we focus on physical layer security which
is based on exploiting the nature of the wireless network
to enhance security. As has been mentioned, this involves
exploiting random fluctuations in the power at the intended
receiver and eavesdropper. In particular, in instances when the
eavesdropper receives a deteriorated version of the signal while
the legitimate receiver receives a strong signal, the transmitter
can send the message of interest at a transmission rate higher
than the capacity of the eavesdropper link. This will lead to the
event of opportunistic secure spectrum access (OSSA) defined
in [17] where the eavesdropper cannot decode the message
while the legitimate receiver can. In this work, we define the
secrecy probability as the probability of OSSA and use this as
the metric for measuring the physical layer security our setup
can achieve.

Partial-NOMA and NOMA are susceptible to eavesdropping
for two main reasons: 1) the overlap α of the RE shared by the
two UEs, 2) the use of FSIC (SIC) in partial-NOMA (NOMA)
which at times (always) requires UE1 to decode the message
of UE2. In this work, we study the following three scenarios:

• UE1 is an active malicious eavesdropper that prioritizes
decoding the message of UE2, the legitimate receiver. We
refer to this as the malicious eavesdropping UE1.

• UE1 is a passive or ‘lazy’ eavesdropper and it does
not prioritize eavesdropping. It therefore only decodes
the message of UE2, the legitimate receiver, when it is

required for decoding its own message.We refer to this
as the innocent eavesdropping UE1.

• UE2 is an active eavesdropper and prioritizes decoding
the message of UE1, the legitimate receiver. We refer to
this as the malicious eavesdropping UE2.

To be explicit, we formally define the secrecy probability in
our setup below.

Definition 1: Secrecy probability - denoted by Psec, is the
probability of the event that the legitimate UE is able to decode
its own message and that the eavesdropping UE is unable to
decode the message of the legitimate UE.

Remark 1: We do not study the scenario where UE2 is a
passive eavesdropper as UE2 does not decode the message of
UE1 in this case (cf. (9)).

Before delving into the secrecy probabilities, we introduce
the LT of the intercell interference encountered by the UEs.
The LT of Iøi , the intercell interference at the typical UEi

scaled to unit transmission power, conditioned on Ri and ρ
was approximated in [34, Lemma 1], [10] as

LIøi |Ri,ρ
(s)≈exp

(
−2πλs/(η − 2)

(ρ−Ri)
η−2 2F1

(
1, 1−δ; 2−δ;

−s

ρ−Ri
η

))
× 1

1+sρ−η
(14)

η=4
= e

−πλ
√
s tan−1

( √
s

(ρ−Ri)
2

)
1

1 + sρ−4
. (15)

Consequently, LĨø
i |Ri,ρ

(s) = LIø
i |Ri,ρ

(
P̂i s

)
, where P̂i =

(Pi + (1− Pi)I(α, β)).

A. Malicious Eavesdropping UE1

In the case of a malicious eavesdropping UE1 in partial-
NOMA, secure communication is achieved when UE2 is in
coverage (i.e., the event C2 occurs) and UE1 is in one of the
following situations:

i) UE1 can only decode its own message while treating
the message of UE2 as noise and also cannot extract
the message of UE2 after (and therefore also before)
decoding its own message.

ii) UE1 is unable to decode its own message and also
cannot extract the message of UE2.

Note that as UE1 is malicious, we consider the possibility
of UE1 decoding UE2’s message even if it cannot decode its
own message after removing the message of UE2. Based on
these, we can write the secrecy probability in the presence of
a malicious UE1 in partial-NOMA as

Psec=P

(
C2

⋂((
S̃IR

1

1 > θ1
⋂
h1 <

Rη
1 Ĩ

ø
1θ2

P2I(α, β)

)
⋃(

1M̄1>0

(
h1 < Rη

1 Ĩ
ø
1M̄1

)⋂
SIR1

2 < θ2

)))
. (16)

Theorem 1: The secrecy probability when UE1 is a malicious
eavesdropper in a partial-NOMA network is

Psec = Eρ

[
ER2|ρ

[
LIø

2 |R2,ρ

(
P̂2M̄2

R−η
2

)](
ER1|ρ

[
1P̃1>0
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1 θ2
P2I(α,β)

>M0

(
LIø

1 |R1,ρ

(
P̂1M0

R−η
1

)
−LIø

1 |R1,ρ

(
P̂1R

η
1θ2

P2I(α, β)

))

+ 1M̄1>0

(
1−1P̃ 1

2 >0LIø
1 |R1,ρ

(
P̂1R

η
1 min

(
M̄1,

θ2

P̃ 1
2

))
−

1P̃ 1
2 ≤0LIø

1 |R1,ρ

(
P̂1R

η
1M̄1

))])]
, (17)

where LIø
i |Ri,ρ(s) for i ∈ {1, 2} is given in (14).

Proof: See Appendix A.
Corollary 1: The secrecy probability when UE1 is a mali-

cious eavesdropper in a NOMA network is

Psec = Eρ

[
ER2|ρ

[
LIø

2 |R2,ρ

(
θ2R

η
2

P2 − θ2P1

)](
ER1|ρ

[

1M1>0

(
1−1P2>θ2P1LIø

1 |R1,ρ

(
Rη

1 min

(
M1,

θ2
P2 − θ2P1

))
−

1P2≤θ2P1LIø
1 |R1,ρ (R

η
1M1)

)])]
. (18)

Proof: Along the lines of the proof of Theorem 1 and
since UE1 in NOMA cannot decode its own message while
treating the message of UE2 as noise, the contribution to secure
communication from AUE1

mal = 0. Thus we have BUE1

mal when
α = 1 (∴ I(α, β) = 1) and SIC is used instead of FSIC.

B. Innocent Eavesdropping UE1

In the case of a rather innocent eavesdropping UE1 in
partial-NOMA, secure communication is achieved when UE2

is in coverage (i.e., the event C2 occurs) and UE1 is in one
of the following situations:

i) UE1 can only decode its own message while treating the
message of UE2 as noise.

ii) UE1 can decode both messages and it can also decode
its own message while treating the message of UE2 as
noise. However, the latter is chosen as it is easier for
UE1.

iii) UE1 is unable to decode its own message, i.e., it is in
outage.

Based on these, we can write the secrecy probability in the
presence of an innocent UE1 in partial-NOMA as

Psec = P

(
C2

⋂((
S̃IR

1

1 > θ1
⋂(

SIR1
2 < θ2

⋃
SIR1

1 < θ1

))
⋃(

S̃IR
1

1 > θ1
⋂(

1M0<M1

(
SIR1

2 > θ2
⋂

SIR1
1 > θ1

)))
⋃(

1M̄1>0

(
h1<R

η
1 Ĩ

ø
1M̄1

))))
. (19)

Theorem 2: The secrecy probability when UE1 is an
innocent eavesdropper in a partial-NOMA network is

Psec=Eρ

[
ER2|ρ

[
LIø

2 |R2,ρ

(
P̂2M̄2

R−η
2

)](
ER1|ρ

[
LIø

1 |R1,ρ

(
P̂1M0

R−η
1

)
×
(
1P̃1>01P̃ 1

2 ≤0∪P1≤0+1P̃1>01P̃ 1
2 >01P1>01M0<M1

)
+

1M̄1>0

(
1− LIø

1 |R1,ρ

(
P̂1R

η
1M̄1

))])]
, (20)

where LIø
i |Ri,ρ(s) for i ∈ {1, 2} is given in (14).

Proof: See Appendix B.
Corollary 2: The secrecy probability when UE1 is an

innocent eavesdropper in a NOMA network is

Psec = Eρ

[
ER2|ρ

[
LIø

2 |R2,ρ

(
θ2R

η
2

P2 − θ2P1

)](
ER1|ρ

[
1M1>0

×
(
1− LIø

1 |R1,ρ (R
η
1M1)

)])]
, (21)

Proof: Along the lines of the proof of Theorem 2 and
since UE1 in NOMA cannot decode its own message while
treating the message of UE2 as noise, the contribution to secure
communication from AUE1

inn = 0. Thus we have BUE1

inn when
α = 1 (∴ I(α, β) = 1) and SIC is used instead of FSIC.

C. Malicious Eavesdropping UE2

In the case of a malicious eavesdropping UE2, secure
communication is achieved when UE1 is in coverage (i.e., the
event C1 occurs) and UE2 is in one of the following situations:

i) UE2 can decode its own message while treating the mes-
sage of UE1 as noise and also cannot extract the message
of UE1 after (and therefore also before) decoding its own
message.

ii) UE2 is unable to decode its own message and also
cannot extract the message of UE1.

Note that while UE2 does not decode the message of UE1
in FSIC or SIC, since UE2 is malicious in this scenario,
we consider the possibility of UE2 decoding UE1’s message.
Based on these, we can write the secrecy probability in the
presence of a malicious UE2 as

Psec=P

(
C1

⋂((
SIR2

2>θ2
⋂

h2<
Rη

2 Ĩ
ø
2θ1

P1I(α, β)

)⋃((
SIR2

2<θ2
)
×

1M̄2>0

⋂(
1
P1≤

P2θ1
I(α,β)

⋃
1
P1>

P2θ1
I(α,β)

h2R
−η
2 P1I(α, β)

h2R
−η
2 P2 + Ĩø2

<θ1

))))
.

(22)

Theorem 3: The secrecy probability when UE2 is a malicious
eavesdropper in a partial-NOMA network is

Psec = Eρ

[
ER1|ρ

[
LIø1 |R1,ρ

(
P̂1M̄1

R−η
1

)](
ER2|ρ

[
1
0<M̄2<

θ1
P1I(α,β)

×(
LIø2 |R2,ρ

(
P̂2M̄2

R−η
2

)
−LIø2 |R2,ρ

(
P̂2R

η
2θ1

P1I(α, β)

))
+ 1M̄2>0×(

1
P1≤

P2θ1
I(α,β)

(
1−LIø2 |R2,ρ

(
P̂2M̄2

R−η
2

))
+ 1

P1>
P2θ1

I(α,β)

×(
1−LIø2 |R2,ρ

(
P̂2

R−η
2

min

(
M̄2,

θ1
P1I(α, β)−P2θ1

))))])]
, (23)

where LIø
i |Ri,ρ(s) for i ∈ {1, 2} is given in (14).

Proof: See Appendix C.
Corollary 3: The secrecy probability when UE2 is a mali-

cious eavesdropper in a NOMA network is

Psec = Eρ

[
ER1|ρ

[
LIø1 |R1,ρ

(
M1

R−η
1

)](
ER2|ρ

[
1
0<

θ2
P2−θ2P1

<
θ1
P1

×
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(
LIø2 |R2,ρ

(
Rη

2θ2
P2−θ2P1

)
−LIø2 |R2,ρ

(
Rη

2θ1
P1

))
+ 1 θ2

P2−θ2P1
>0

×(
1P1≤P2θ1

(
1−LIø2 |R2,ρ

(
Rη

2θ2
P2−θ2P1

))
+ 1P1>P2θ1×(

1−LIø2 |R2,ρ

(
Rη

2 min

(
θ2

P2 − θ2P1
,

θ1
P1−P2θ1

))))])]
. (24)

Proof: Along the lines of the proof of Theorem 3, using
α = 1 (∴ I(α, β) = 1) and SIC instead of FSIC, (24) is
obtained.

D. Impact of Receive-Filtering and FSIC

In addition to studying the secrecy probability for partial-
NOMA that employs receive-filtering and FSIC, it is also
necessary to highlight the impact that receive-filtering and
FSIC have on secrecy of partial-NOMA. We thus study the
following two cases for each of the three eavesdropping
scenarios in a partial-NOMA network:
(I) When SIC is used by UE1 instead of FSIC, i.e., UE1

always decodes and removes the message of UE2 before
decoding its own message.

(II) When receive-filtering is not employed prior to the FSIC
decoding. In this scenario, I(α, β) takes on the value 1
for all values of α and β.

Corollary 4: The secrecy probability in the presence of a
malicious UE1 in a partial-NOMA network employing (I) is

Psec = Eρ

[
ER2|ρ

[
LIø2 |R2,ρ

(
P̂2R

η
2M̄2

)]
1M1>0ER1|ρ

[
1−

1P̃1
2 >0LIø1 |R1,ρ

P̂1 min
(
M1,

θ2
P̃1
2

)
R−η

1

−1P̃1
2 ≤0LIø1 |R1,ρ

(
P̂1M1

R−η
1

)]]
.

(25)

Proof: With SIC the terms in (17) from AUE1

mal become 0.
Additionally, as SIC does not allow UE1 to decode its own
message while treating the message of UE2 as noise, M̄1 =
M1.

Corollary 5: The secrecy probability in the presence of an
innocent UE1 in a partial-NOMA network employing (I) is

Psec = Eρ

[
ER2|ρ

[
LIø2 |R2,ρ

(
P̂2R

η
2M̄2

)]
1M1>0×

(
1−ER1|ρ

[
LIø1 |R1,ρ

(
P̂1R

η
1M1

)])]
. (26)

Proof: Following the proof of Corollary 4, the terms in (20)
from AUE1

inn become 0 and M̄1 =M1.
Corollary 6: The secrecy probability in the presence of a

malicious UE2 in a partial-NOMA network employing (I) is
Psec

∣∣∣
M̄1=M1

in (23).
Proof: As FSIC never requires UE2 (unlike UE1) to decode
the message of the other UE, when SIC is deployed instead,
AUE2

mal does not become 0. The only impact of employing (I) is
M̄1 →M1. We do not write the full equation for brevity.

Corollary 7: The secrecy probability in the presence of a
malicious UE1 in a partial-NOMA network employing (II) is

Psec = Eρ

[
ER2|ρ

[
LIø2 |R2,ρ

(
Rη

2θ2
P2−θ2P1

)](
ER1|ρ

[
1P1>θ1P2×

1 θ2
P2

>
θ1

P1−θ1P2

(
LIø1 |R1,ρ

(
Rη

1θ1
P1−θ1P2

)
−LIø1 |R1,ρ

(
Rη

1θ2
P2

))
+

1M̄1
1>0

(
1−1P2>θ2P1LIø1 |R1,ρ

(
Rη

1 min

(
M̄1

1 ,
θ2

P2−θ2P1

))
−

1P2≤θ2P1LIø1 |R1,ρ

(
Rη

1M̄
1
1

) )])]
. (27)

Proof: Along the lines of Theorem 1 and using I(α, β) = 1,
P̂i|I(α,β)=1 = Pi + (1 − Pi) = 1, (27) is obtained where
M1

1 = M1

∣∣∣
I(α,β)=1

and M̄1
1 = M̄1

∣∣∣
I(α,β)=1

are used for

brevity.
Corollary 8: The secrecy probability in the presence of an

innocent UE1 in a partial-NOMA network employing (II) is

Psec = Eρ

[
ER2|ρ

[
LIø2 |R2,ρ

(
Rη

2θ2
P2−θ2P1

)](
ER1|ρ

[(
1P1>θ1P2×

1P2≤θ2P1∪P1≤0+1P1>θ1P21P2>θ2P11P1>01 θ1
P1−θ1P2

<M1
1

)
×

LIø1 |R1,ρ

(
θ1R

η
1

P1−θ1P2

)
+1M̄1

1>0

(
1−LIø1 |R1,ρ

(
M̄1

1

R−η
1

))])]
. (28)

Proof: Along the lines of Theorem 2 and using I(α, β) = 1,
P̂i|I(α,β)=1 = 1, (28) is obtained where M1

1 = M1

∣∣∣
I(α,β)=1

and M̄1
1 = M̄1

∣∣∣
I(α,β)=1

are used for brevity.

Corollary 9: The secrecy probability in the presence of a
malicious UE2 in a partial-NOMA network employing (II) is

Psec = Eρ

[
ER1|ρ

[
LIø1 |R1,ρ

(
M̄1

1

R−η
1

)](
ER2|ρ

[
1
0<

θ2
P2−θ2P1

<
θ1
P1

×(
LIø2 |R2,ρ

(
Rη

2θ2
P2−θ2P1

)
−LIø2 |R2,ρ

(
Rη

2θ1
P1

))
+ 1 θ2

P2−θ2P1
>0

×(
1P1≤P2θ1

(
1−LIø2 |R2,ρ

(
Rη

2θ2
P2−θ2P1

))
+ 1P1>P2θ1×(

1−LIø2 |R2,ρ

(
Rη

2 min

(
θ2

P2 − θ2P1
,

θ1
P1−P2θ1

))))])]
. (29)

Proof: Following the proof of Corollary 3 but the fact that
FSIC is still used. For brevity we use M̄1

1 = M̄1

∣∣∣
I(α,β)=1

.

IV. RESULTS AND DISCUSSION

In this section, we consider BS intensity λ = 10 and
η = 4. Simulations are repeated 105 times. As the power
budget is P = 1, P2 = 1 − P1. Fixed RA is used in
some of the figures while the other figures use the optimum
RA associated with a problem that aims to maximize cell
sum throughput while constrained to a threshold minimum
throughput (TMT) according to [10, Algorithm 1]. Note that
solving such a problem results in RA such that the minimum
required resources are spent on UE2 to attain throughput equal
to the TMT and the remaining resources are given to UE1 to
maximize its throughput with.

A. Analytical Verification, Impact of Intercell Interference and
Secrecy Probability Components

Fig. 2 is a plot of the secrecy probability vs. α for the three
eavesdropping scenarios studied in this work using different
RA. The figure validates our analysis in Section III as the
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(a) P1 = 1/3, θ1 = 0 dB, θ2 = −3 dB
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(b) P1 = 1/3, θ1 = 5 dB, θ2 = 2 dB
Fig. 2: Secrecy probability versus α for the scenarios of the malicious
UE1, innocent UE1 and malicious UE2 using different values of P1,
θ1, θ2 and β = (1−α)/2. Simulations are represented using markers.

simulations are a tight match. We observe that for each
eavesdropping scenario, the secrecy probability is high at low
α. This happens due to the intrinsic physical layer security
provided by the nature of partial-NOMA which makes it
difficult to decode the message of the other UE at low α
due to low I(α, β). As α increases, a steep drop in secrecy
probability is observed for all three cases. The drop in secrecy
probability occurs at lower α for the malicious UE1 and UE2

cases than for the innocent UE1, highlighting the increased
susceptibility to eavesdropping in the case of the malicious
UEs. Further, we observe that for the innocent UE1 case, this
drop, while at higher α, occurs abruptly; for the malicious
UE1 and UE2 cases the drop is more gradual. The drop in
secrecy depends on α where I(α, β) becomes large enough
to make the message being eavesdropped sufficiently strong
to be decoded by the eavesdropper. In the malicious cases,
there is a larger effort to eavesdrop, thus the drop in secrecy
occurs at a lower α value; however, it is gradual because
I(α, β) is not necessarily large enough for the eavesdropper
to be able to decode the message of the other UE most of
the time. As anticipated, a malicious UE1, being the stronger
UE, is in general more detrimental to secrecy than a malicious
UE2. Note that in Fig. 2b, with the choice of RA, the secrecy
probability becomes 0 for the mid-range α values for all three
eavesdropping scenarios. This happens due to the choice of the
RA (i.e., P1, θ1, θ2) and α in this range resulting in guaranteed
outage (independent of eavesdropping) for partial-NOMA as

M̄1 or M̄2 is < 0, thus there is no transmission and therefore
no secure communication. After this range of α, transmissions
resume and the secrecy probability becomes non-zero again.
The figure also highlights that using partial-NOMA with
carefully selected α, a significantly higher secrecy probability
can be attained than in the case of NOMA (α = 1) and
without carefully selected α we can end up with no secure
communication. The details of the trends of the individual
eavesdropper scenarios are explained in Fig.4.

We observe in Fig. 2 that when α = 0, while there is zero
overlap, implying any eavesdropper is unable to decode the
message of the legitimate receiver it is paired with, the secrecy
probability is not 1. This stems from the fact that secrecy in
our partial-NOMA or NOMA setup, where one of the paired
users is eavesdropping the others message, is defined to be the
event when the eavesdropper is unable to decode the legitimate
receiver’s message and the legitimate receiver is able to decode
its own message. Thus, at α = 0, the secrecy probability
becomes the coverage probability of the legitimate receiver.

Fig. 3 is a plot of the secrecy probability vs. α for the
three eavesdropping scenarios when the impact of intercell
interference is taken into account (as done in this work)
and when it is not. In this work we assume an interference-
limited regime which is accurate since intercell interference is
coming from the large network and noise does not impact the
performance.2 In the scenario without intercell interference,
we take into account noise power σ2 = 10−12; this is
necessary to compute performance for the scenario when there
is no intracell interference and no intercell interference. Fig. 3
highlights the non-trivial impact of taking into account inter-
cell interference on secrecy performance compared to the sce-
nario where intercell interference is not considered. We firstly
observe that accounting for intercell interference does not lead
to a simple performance degradation, which is a common
mis-assumption, but a change in the trends of performance.
The presence of intercell interference helps obtain non-zero
secrecy probability at higher α values for all the eavesdropping
scenarios; this highlights the role of intercell interference in
protecting the network against eavesdropping. Interestingly,
we observe that at lower α values, taking into account intercell
interference results in a degradation in secrecy but at larger α
values (including the case of NOMA, i.e., α = 1), it results
in an improvement in secure communication. At lower α, it
is difficult for the eavesdropper to decode the message not
intended for it due to the smaller overlap. Introducing intercell
interference has a more significant and negative impact on the
legitimate receiver in this scenario, resulting in a decrease in
secrecy probability. At higher α, however, the eavesdropper
is better able to decode the message not intended for it. The
presence of intercell interference here helps improve secure
communication by having a significant deteriorating impact on
the eavesdroppers channel. We also observe that while secrecy
probability falls with α at lower α values, in the absence
of intercell interference, this happens much faster for the
malicious eavesdropper cases. This highlights the protection

2Using the SIR instead of the SINR to compute secrecy probabilities in this
interference-limited regime also helps avoid the equations becoming much
longer without impacting the performance.
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Fig. 3: Secrecy probability versus α for the three eavesdropping
scenarios using P1 = 1/3, β = (1 − α)/2 and different θ1 and
θ2. The probabilities for both the scenario with intercell interference
and without it (in magenta) are plotted.

against eavesdropping that the network interference provides
even at lower α. The figure highlights the importance of taking
into account intercell interference coming from a large network
on the performance of secure communication in NOMA and
partial-NOMA. In the remainder of the results we do not show
the scenario without intercell interference.

Fig. 4 is a plot of the secrecy probability and its compo-
nents for the three eavesdropping scenarios using {θ1, θ2} =
{0,−3} dB and {5, 2} dB. The components AUE1

mal and AUE1

inn

capture the probability of UE1 decoding its own message while
being unable to decode UE2’s message for the malicious and
innocent UE1 cases, respectively. Similarly, AUE2

mal captures the
probability of a malicious eavesdropping UE2 decoding its
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Fig. 4: Secrecy probability and its components vs. α using P1 = 1/3
and β = (1−α)/2 for the three eavesdropping scenarios. Black (red)
lines use θ1 = 0 dB and θ2 = −3 dB (θ1 = 5 dB and θ2 = 2 dB) .

own message without being able to decode UE1’s message.
As the ability to eavesdrop generally increases with α, AUE1

mal ,
AUE1

inn and AUE2

mal decrease monotonically with α in all of the
cases except that of {θ1, θ2} = {5, 2} dB for the malicious
UE2. Here, due to the choice of parameters and RA, after
the guaranteed outage range, the probability becomes non-
zero again and then decreases monotonically with α. Since
FSIC requires UE1 to decode and remove the message of UE2

before decoding its own message, we observe that at higher α
AUE1

mal → 0 and AUE1

inn → 0. Note that AUE1

mal → 0 more quickly
due to its malicious nature. On the other hand, since FSIC
never requires UE2 to decode UE1’s message, AUE2

mal does not
go to 0 for {θ1, θ2} = {0,−3} dB as the malicious UE2 is
not guaranteed to decode UE1’s message even at high α.
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The components BUE1

mal and BUE1

inn capture the probability of
UE1 being unable to decode both its own message as well
as the message of UE2 for the malicious and innocent UE1

cases, respectively. Similarly, BUE2

mal captures the probability
of a malicious UE2 being unable to decode both its own
as well as UE1’s message. We observe in Fig. 4 that for
{θ1, θ2} = {0,−3} dB, BUE1

mal and BUE1

inn have a maxima
at α = 0.5. Prior to this, FSIC does not require UE1 to
decode and remove the message of UE2 before decoding its
own message. Thus, when α ≤ 0.5, increasing α increases
the interference from the message of UE2, increasing outage
of UE1 and therefore BUE1

mal and BUE1

inn . Note that in this
regime, α is not large enough for the malicious UE1 to decode
UE2’s message without removing its own first, thus BUE1

mal is
identical to BUE1

inn when α ≤ 0.5. After the optimum, between
0.5 < α ≤ 0.58, both BUE1

mal and BUE1

inn decrease with α.
This happens because FSIC requires UE1 to decode UE2’s
message first in this regime; since increasing α makes this
easier, a decrease is seen in both BUE1

mal and BUE1

inn . However,
when α > 0.58, BUE1

mal continues decreasing with α while
BUE1

inn slowly increases with α. When α > 0.58, the bottleneck
of UE1’s coverage is not decoding UE2’s message anymore
but becomes decoding its own message after UE2’s message
has been decoded and removed. The innocent UE1’s outage
thus increases with α as the intercell interference increases
with α, making decoding its own message harder. While in
outage, the innocent UE1, due to its non-malicious nature,
does not decode the message of UE2 either and the secrecy
probability component BUE1

inn slowly increases with α in this
regime. However, the malicious UE1 can decode the message
of UE2 even when it cannot decode its own message. As
this becomes easier with increasing α, the secrecy probability
component BUE1

mal continues to decrease. Similar trends are
observed for {θ1, θ2} = {5, 2} dB but the maxima of BUE1

mal

and BUE1

inn is hidden in the guaranteed outage region. Thus,
we see growth with α before the guaranteed outage and then
a decrease with α after this. Note that for BUE1

inn , due to the
choice of RA we never see it slowly increase with α at higher
α. For the case of the malicious UE2, we observe that BUE2

mal for
{θ1, θ2} = {0,−3} dB increases monotonically with α. Until
α = 0.5, the increase is very slow as decoding its own message
becomes harder for UE2 with increasing interference but at
the same time the growing α makes decoding the message
of UE1 easier. These two factors almost counterbalance one
another but the decrease in probability of decoding its own
message dominates slightly, and we observe a slow increase
in BUE2

mal . After α = 0.5, the growing interference when
decoding its own message dominates even more, and BUE2

mal

grows at a faster pace with α. Similar trends are observed for
{θ1, θ2} = {5, 2} dB but the guaranteed outage region hides
the growth occurring gradually with α.

B. Impact of FSIC, Receive-Filtering and RA

Fig. 5 plots the secrecy probability vs. α and compares the
partial-NOMA decoding approach, i.e., receive-filtering and
FSIC, with: (I) where receive-filtering is followed by SIC
instead of FSIC, (II) where there is no receive-filtering but
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Fig. 5: Secrecy probability for a partial-NOMA setup, partial-NOMA
using (I), partial-NOMA using (II) and a traditional NOMA setup
versus α using P1 = 1/3, β = (1− α)/2, θ1 = 0 dB, θ2 = −3 dB
for the three eavesdropping scenarios.

FSIC is used, and traditional NOMA. We observe that the
secrecy probability in (II) is the same as that in traditional
NOMA for all three eavesdropping scenarios. This happens
because not having receive-filtering results in I(α, β) = 1 and
as UE1 is unable to treat the interference from the message of
UE2 as noise when I(α, β) is this high; thus, FSIC→SIC.
Consequently, the performance is equivalent to that of a
traditional NOMA setup. For (I) the secrecy probability is zero
for all three eavesdropping scenarios when α < 0.46. In this
range of low α, P̃ 1

2 < 0 and consequently it is not possible
for UE1 to decode UE2’s message before decoding its own.
Since (I) uses SIC and thus requires UE1 to decode UE2’s
message before decoding its own, transmission does not take
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place in this regime of low α and the probability of secure
transmission (and any transmission) is zero.

In Fig. 5, once α ≥ 0.46, P̃ 1
2 ≥ 0 and we see a jump

in secrecy probability of (I) for all three scenarios. Note that
since (I) uses SIC instead of FSIC, UE1 must always decode
UE2’s message to decode its own; thus, secure communication
in (I) for the innocent and malicious UE1 scenarios can
only be achieved when UE1 is in outage. Consequently, the
contribution to secrecy probability in (I) for the malicious
(innocent) UE1 from AUE1

mal (AUE1

inn ) is 0. This is not the case
for the malicious UE2 which is not required to decode UE1’s
message for decoding its own even in SIC; thus, we observe
that the secrecy probability in the presence of a malicious
UE2 in (I) is identical to the decoding approach for partial-
NOMA when α > 0.46. While the contribution from AUE1

mal

(AUE1

inn ) is 0 for the malicious (innocent) UE1 case, the secrecy
probability of (I) is much larger than BUE1

mal and BUE1

inn in Fig.
4 when 0.46 ≤ α ≤ 0.5. This happens because although
P̃ 1
2 ≥ 0 when 0.46 ≤ α ≤ 0.5 and thus UE1 can decode

the message of UE2, FSIC (in the partial-NOMA decoding
approach) is used in Fig. 4 which opts for UE1 to treat the
message of UE2 as noise as this is the superior approach in this
range of α values. As the partial-NOMA decoding approach
decodes UE1 using a superior technique, it has lower outage,
consequently BUE1

mal and BUE1

inn (which require UE1 to be in
outage for secure communication) in Fig. 4 are lower than the
secrecy probability in (I) where UE1 using the suboptimum
SIC in this range of α is more susceptible to being in outage,
thereby increasing secrecy probability. We also observe in Fig.
5 that in the range of 0.46 ≤ α ≤ 0.5 the secrecy of (I) is
superior to the decoding approach of partial-NOMA in the
case of the malicious UE1, while the partial-NOMA approach
is superior in case of the innocent UE1. This happens because
in the malicious case, AUE1

mal = 0 in this range of α (cf. Fig. 4),
thus, secrecy probability is BUE1

mal which is lower in the partial-
NOMA decoding approach than (I). On the other hand, in
the innocent case, AUE1

mal has a significant contribution to the
secrecy probability in the partial-NOMA decoding approach
for this range of α, thus although the secrecy probability of
(I) in this range of α is larger than BUE1

mal , it is still less than the
secrecy probability of the partial-NOMA decoding approach.
When α > 0.5, the secrecy probability of the partial-NOMA
decoding approach and (I) overlap for the malicious (innocent)
UE1 case as Psec → BUE1

mal (Psec → BUE1

inn ) for both approaches
in this regime.

We observe from Fig. 5 that the partial-NOMA decoding
approach allows us to attain significant improvement in secure
communication compared to a traditional NOMA setup. In par-
ticular, by carefully choosing α, gains of as much as 3166%,
1198% and 356% over traditional NOMA can be obtained
for the malicious UE1, innocent UE1 and and malicious UE2

cases, respectively. It ought to be mentioned that while these
gains are very appealing from a secure communication stand
point, the price paid for this is reduced spectral efficiency
associated with the lower values of α. Further, these results
highlight the significance of FSIC without which secure com-
munication is not possible at low α values. Similarly, without
receive-filtering the secrecy probability for all α values drops
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Fig. 6: Secrecy probability for a partial-NOMA setup, partial-NOMA
using (I), partial-NOMA using (II) and a traditional NOMA setup
versus α. Optimum RA for TMT = 0.25 in Table I is used.

to that of a traditional NOMA network. These observations
emphasize the significance of the decoding procedure (i.e.,
receive-filtering followed by FSIC) used in this work for
secure communication. We also observe that careful choice of
network parameters such as α is crucial; for instance, operating
at α = 0.6 in the presence of an innocent UE1 is slightly
inferior to traditional NOMA in terms of secrecy probability,
while using α < 0.5 results in much superior secrecy.

TABLE I: Optimum RA for each α associated with a TMT= 0.25
obtained from [10, Algorithm 1].

α 0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

β 0.8 0.81 0.72 0.7 0.6 0.4 0.4 0.27 0.2 0.1 0
P1 0.99 0.93 0.92 0.75 0.14 0.36 0.44 0.58 0.61 0.62 0.64

θ1 (dB) 16 16 15.5 12 14.5 15 17.5 16 15 15 15]
θ2 (dB) 8.5 9 4.5 3.5 0 -2.5 -2 -3 -3 -3.5 -4
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Fig. 6 is a plot of the secrecy probabilities vs. α using the
optimum RA associated with each α for a TMT of 0.25 given
in Table I. Partial-NOMA outperforms traditional NOMA (i.e.,
α = 1) in terms of secrecy probability for all α values for each
of the three eavesdropping scenarios. Similar to Fig. 5, the
curves for (I) (i.e., using SIC instead of FSIC) coincide with
the partial-NOMA decoding approach (i.e., receive-filtering
followed by FSIC) at higher α values (α ≥ 0.4 in this
scenario) as in this regime UE1 employing FSIC also always
decodes and removes the message of UE2, as in the case of
SIC. Prior to this, for α < 0.4, the secrecy probability using
(I) is zero for all three eavesdropping scenarios as P̃ 1

2 < 0,
i.e., M1 = 0, and thus transmission does not occur. In contrast
to Fig. 5, we observe that the secrecy probability in the case
of (II), where there is no receive-filtering, does not coincide
with that of traditional NOMA. This occurs because optimum
RA has been used in Fig. 6 which is different for each α
unlike the previous figure where fixed RA is used. With no
receive-filtering in (II), i.e., I(α, β) = 1, at low α, P̃ 1

2 < 0
and P̃2 − θ2P1I(α, β) < 0; thus, the RA is not sufficient
for transmission and secrecy is 0. Due to I(α, β) = 1, M̄1

is never M0, i.e., UE1 can never decode its own message
without decoding UE2’s message. For the malicious UE1

scenario, secrecy therefore comes from UE1 being in outage
and unable to decode UE2’s message, while in the case of
the innocent UE1, by UE1 simply being in outage. The high
I(α, β) = 1 makes the bottleneck of UE1’s outage decoding
its own message as decoding the message of UE2 is easy due
to the high I(α, β). Thus, the secrecy probability for the case
of the malicious UE1 in (II) is much lower than the innocent
UE1 case as decoding the message of UE2 is easy for the
malicious UE1 even when it cannot decode its own message.
Similarly, for the case of the malicious eavesdropping UE2,
due to high I(α, β), decoding the message of UE1 is easy and
we observe that the secrecy probability is low. In particular, for
the malicious UE1 and malicious UE2 scenarios, we observe
that without receive-filtering (i.e., (II)) the achievable secrecy
probability is almost always lower than that of traditional
NOMA, highlighting the significance of receive-filtering in im-
proving secure communication in the presence of a malicious
eavesdropper.

Fig. 7 is a plot of secrecy probability vs. θ, where θ = θ1 =
θ2, for α = 0.3. We compare the performance of the partial-
NOMA decoding approach with (I) and (II). We observe that
for each eavesdropping scenario, the partial-NOMA decoding
approach provides secure communication for a significantly
broader range of θ than both (I) and (II). Further, the inno-
cent eavesdropping UE1 allows secure communication for a
much broader range of θ than both the malicious UE1 and
malicious UE2 eavesdropper scenarios, while the malicious
eavesdropping UE1 scenario is the most detrimental in terms
of achievable secrecy from all three scenarios. This highlights
the harm a strong malicious user can cause and the significance
of careful parameter selection and RA in such a scenario to
achieve the desired levels of secure communication. We also
observe that (I) allows secure communication for a lower range
of transmission rates and corresponding θ, while (II) allows
this for higher range.
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Fig. 7: Secrecy probability for a partial-NOMA setup, partial-NOMA
using (I) and partial-NOMA using (II) versus θ, where θ = θ1 = θ2.
We plot the results for α = 0.3, β = (1 − α)/2 and P1 = 1/3 for
the three eavesdropping scenarios.

Fig. 8 is a plot of secrecy probability vs. θ, where θ =
θ1 = θ2. We compare the secrecy probability achievable for
α = 0.3, α = 0.7 and α = 1 (NOMA). The results reflect
the significance of careful choice of α as we observe that the
secrecy probability with α = 0.7 is much lower than that
for α = 0.3 for all three eavesdropping scenarios. Further,
in the presence of a malicious UE2, NOMA can outperform
α = 0.7. This occurs because at these high α values (0.7
and 1), FSIC requires UE1 to decode and remove the message
of UE2 before decoding its own. Increasing α from 0.7 to 1
improves the ability to do this and therefore legitimate UE’s
ability to decode its own message, thereby increasing secrecy
probability. This also again highlights that secure communica-
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Fig. 8: Secrecy probability versus θ, where θ = θ1 = θ2. We plot the
results for α = 0.3, α = 0.7 and α = 1 (NOMA) using P1 = 1/3
and β = (1− α)/2 for the three eavesdropping scenarios.

tion performance does not necessarily decrease monotonously
with α. Note that at higher θ the secrecy probability goes to
0 because of guaranteed outage with the choice of RA and
parameter selection. For α = 0.7, guaranteed outage occurs
at a lower θ than it does for α = 1. We also observe that
the impact of α on secure communication, while significant
in all three scenarios, is most pronounced in the case of
an innocent eavesdropping UE1, reflecting that with careful
parameter selection valuable gains in secure communication
can be attained.

V. CONCLUSION

This work studied the physical layer security achievable in
a network employing partial-NOMA or NOMA where one

of the paired UEs eavesdrops the message of the other. We
focused on the scenarios where: 1) a malicious eavesdropping
UE1 prioritizes decoding UE2’s message, 2) an innocent
eavesdropping UE1 only decodes UE2’s message when it
is required for decoding its own message, 3) a malicious
eavesdropping UE2 prioritizes decoding UE1’s message. The
secure communication event for each eavesdropping scenario
was defined and the secrecy probability was derived for partial-
NOMA and NOMA in each scenario. The obtained results
showed the significant superiority of partial-NOMA with a
smaller overlap over traditional NOMA (α = 1), highlighting
the intrinsic physical layer security provided by the nature of
partial-NOMA. In particular, with partial-NOMA gains of upto
3166%, 1198% and 356% were seen over NOMA for the three
eavesdropping scenarios, respectively, emphasizing that with
carefully selected α we can protect the network from severe
degradation to secrecy without the use of traditional techniques
such as jamming that increase power consumption and network
interference. While partial-NOMA has the potential to provide
stellar gains, it was shown that secure communication does not
necessarily decrease monotonically with α and that without
careful parameter selection, there is a risk of performing worse
than NOMA. Further, a careful choice of α also allows secure
communication for a wider range of target rates. We showed
the non-trivial impact of taking into account intercell interfer-
ence on secure communication. Without intercell interference,
the trends of secrecy probability are very misleading. We also
showed that at larger α, intercell interference helps improve
secrecy probability significantly by having a greater impact on
the eavesdropper than the legitimate receiver. We also studied
the impact of decoding for partial-NOMA where: (I) receive-
filtering was followed by SIC instead of FSIC, and (II) FSIC
was used without receive-filtering. We found that both (I) and
(II) can have a drastic negative impact on secrecy performance.
(I) can result in no secure communication at low α and (II) can
result in the secrecy probability falling to that of traditional
NOMA for all α. These observations highlight the significance
of the partial-NOMA decoding approach on secure commu-
nication. We also found that while a malicious UE1 is the
most detrimental eavesdropper, secrecy in the presence of an
innocent UE1 is most impacted by varying α, highlighting the
different but significant impact of careful parameter selection
in all eavesdropping scenarios. Such knowledge sheds light on
selection of α if the network operator has knowledge of the
type of eavesdropper that may be present.

An extension of this work would be to the multi-antenna
scenario which we leave for future work. Further, due to
space constraints, we did not incorporate the impact of im-
perfections in FSIC and SIC but plan to include this in future
work. Optimizing RA for secrecy constrained problems or for
optimizing secrecy is also a direction we intend to explore.
Studying secure communication in multi-user NOMA/partial-
NOMA scenarios is also an interesting and challenging future
direction.
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APPENDIX A
PROOF OF THEOREM 1

Based on (16), we can rewrite the secrecy probability as
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R
η
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)]
(b)
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[
LIø

2 |R2,ρ

(
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R−η
2

)]
1P̃1>01 θ2

P2I(α,β)
>M0

ER1|ρ

[
LIø

1 |R1,ρ

(
P̂1M0

R−η
1

)
−LIø

1 |R1,ρ

(
P̂1θ2R

η
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)]]
,

where (a) is obtained using the CDF of hi ∼ exp(1), i ∈
{1, 2}. Using the LT of Iøi conditioned on Ri and ρ, we arrive
at (b). Similarly,

BUE1

mal = P

(
h2 > Rη

2 Ĩ
ø
2M̄2

⋂
1M̃1>0

(
h1 < Rη

1 Ĩ
ø
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2 ≤0

⋃
1P̃ 1

2 >0

(
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ø
1
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P̃ 1
2
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(
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2
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(
1P̃ 1

2 ≤0

(
h1 < Ĩø1
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R−η
1

)
⋃
1P̃ 1

2 >0

(
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η
1 Ĩ

ø
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(
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P̃ 1
2

)))))

= Eρ

[
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[
LIø

2 |R2,ρ

(
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×
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(
1− ER1|ρ

[
1P̃ 1

2 ≤0LIø
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(
Rη
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)
+

1P̃ 1
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(
Rη
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P̃ 1
2
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.

APPENDIX B
PROOF OF THEOREM 2

Based on (19), we can rewrite the secrecy probability as

Psec = P
(
C2

⋂(
1M̄1>0

(
h1 < Rη

1 Ĩ
ø
1M̄1

)))
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B
UE1
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1
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A
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.

Along the lines of the proof of Theorem 1
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and
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.

APPENDIX C
PROOF OF THEOREM 3

Based on (22), we can rewrite the secrecy probability as

Psec = P

(
C1

⋂(
SIR2

2 > θ2
⋂
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Rη
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ø
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B
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.

Along the lines of the proof of Theorem 1

AUE2
mal=P

(
h1>
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×
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,

and
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.
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