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Abstract—TFifth-generation (5G) and beyond communication
systems offer new functionalities and significant performance
improvements but that comes at the cost of tougher energy
requirements on user devices. Addressing this issue while reduc-
ing the environmental impact of the substantial increase in energy
consumption can be achieved through energy-neutral systems
that operate using energy harvested from radio frequency (RF)
transmissions. In this direction, this work examines the concept
of utilizing an unconventional source for RF energy harvesting.
Specifically, the performance of an RF energy harvesting scheme
for multi-user massive multiple-input multiple-output (MIMO) is
investigated in the presence of multiple active jammers. The key
idea is to exploit the jamming transmissions as an energy source
to be harvested by the legitimate users. To this end, the feasibil-
ity of this concept is studied via system performance analysis for
a training-based massive MIMO encompasses imperfectly esti-
mated channel state information (CSI) at the base-station and
employing the time-switching protocol. In particular, the achiev-
able uplink sum rate expressions are derived in closed-form for
two different antenna configurations at the base-station. Two
optimal time-switching schemes are also proposed based on max-
imum sum rate and user-fairness criteria. The essential trade-off
between the harvested energy and achievable sum rate in time-
switching protocol are quantified in closed-form as well. Our
analysis reveals that the proposed energy harvesting scheme from
jamming signals is viable and can boost massive MIMO uplink
performance by exploiting the surrounding RF signals of the
jamming attacks for increasing the amount of harvested energy
at the served users. Finally, numerical results validate the theo-
retical analyses and the effectiveness of the derived closed-form
expressions through simulations.

Index Terms—Energy efficiency, energy harvesting, jamming
attacks, massive MIMO, multi-user networks.

I. INTRODUCTION

SER devices in beyond fifth-generation (5G) wireless
communication systems will essentially be empowered
by artificial intelligence (AI) processing capabilities, which
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raises the energy requirements and makes users more power
hungry due to the high computational loads [2]. Meanwhile,
energy harvesting from ambient radio frequency (RF) sig-
nals has emerged as a sustainable solution for the tremendous
growth in the energy consumption of wireless networks.
Energy harvesting from RF signals has been initially proposed
as an alternative source of energy for low-power applications,
such as wireless sensor networks, wireless charging systems,
and wireless body area networks [3]. Moreover, the recent
developments in receiver design [4] have made RF energy
harvesting practically feasible. Energy harvesting provides
long-lasting operation for the network and forgoes the external
power cables and periodic battery replacements [5]. Therefore,
incorporating energy harvesting technologies in communica-
tion systems can enable the establishment of energy-efficient
networks, which can reduce operational costs and mitigate the
environmental impact of communication infrastructure pow-
ered by non-renewable sources. As such, this technology has
gained significant attention due to its potential to address
the increasing concerns about the detrimental environmental
consequences associated with operating the communication
infrastructures using fossil fuel.

Since future wireless networks will be more densified and
the communication distances are becoming much shorter,
wireless energy harvesting will be more meaningful and fea-
sible for the users within the applications that have limited
power supplies [6]. However, there are some practical limi-
tations inhibit harvesting enough energy at the receivers such
as the low RF energy to direct current (DC) conversion effi-
ciency and the severe path-loss between the transmitter and
the receiver. Towards this end, smart antennas technologies
such as massive MIMO that can enhance the performance of
energy harvesting and then boost the overall energy efficiency
and achievable data rate [7]. Specifically, the large antenna
arrays in massive MIMO systems can be used for increasing
the lifetime of energy constrained wireless networks where
the transmitted RF energy can be focused towards the nodes
that need to be charged wirelessly, leading to an energy effi-
cient solution compared to a single-antenna transmitter [8].
Furthermore, massive MIMO resource allocation can be for-
mulated as an optimization problem in which the degrees of
freedom in the antenna arrays and time are optimized for
enhancing of the energy harvesting performance [9].

In RF energy harvesting networks, the RF sources are essen-
tially classified into two categories (i) dedicated RF sources
and (ii) ambient RF sources. Dedicated RF sources, such as
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power beacons [10] and hybrid access point [11], deploy for a
sole purpose of transmitting energy to user devices. Whilst, an
RF signal that carries both information and power is referred
to as an ambient RF source. However, from an implementation
perspective, there is a key information-energy transmission
trade-off in such networks, which has been studied in [4] and
two practically viable receiver designs have been proposed,
ie., time switching receiver and power splitting receiver.
For time switching structure, a receiving antenna periodically
switches between the energy harvesting mode and receiv-
ing information mode, whereas in power splitting receiver, a
passive power splitter is used at each receiver antenna, the
received signal is divided into two separate signal streams, and
then sends the signal components to the co-located information
processor and energy harvester. Practically, deploying power
splitting requires the passive power splitter at each receiving
antenna, whereas time switching can be readily implemented
by a simpler switcher, and thus, this work concentrates on the
time switching-based energy harvesting receivers.

The concept of energy harvesting has been widely adopted
in massive MIMO systems, where some of the prior related
works can be outlined as follows. In [12], an energy har-
vesting strategy has developed and analyzed to power the
secondary users of a cognitive radio system through harvest-
ing energy from primary user transmissions. Reference [9] has
proposed and analyzed an architecture of self-backhaul and
energy harvesting small cell network with massive MIMO.
In [13], the trade-off between the achievable rate and harvested
energy has been analyzed at massive MIMO receivers, where a
low-complexity antenna partitioning algorithm for energy har-
vesting massive MIMO systems is proposed. Authors in [14]
have investigated the feasibility of utilizing a relay-assisted
massive MIMO to enhance the performance of simultane-
ous wireless information and power transfer (SWIPT) by
leveraging the excess degrees-of-freedom offered by massive
antenna arrays at the base-station. Optimizing the energy effi-
ciency in millimeter-wave massive MIMO systems has been
investigated in [15] where the massive MIMO base-station har-
vests electromagnetic energy from the environment employing
SWIPT technology. Additionally, downlink transmission of
massive MIMO with the support of SWIPT system based
on a power-splitting scheme has been studied in [16] to
maximize the system’s energy efficiency using joint system-
level optimization.

Furthermore, massive MIMO as a concept is developed
to accommodate the massive connectivity requirement that
is essential for future wireless cellular networks to support
machine-type communications (MTC) and Internet of Things
(IoT) devices [17], [18]. Nevertheless, ubiquitous wireless
connectivity is appealing to the envisioned beneficiaries of
these networks as well as to the bad actors where they can
wreak havoc by actively eavesdropping and/or jamming [19].
Moreover, jamming devices used to be implemented on high-
cost hardware mostly for military purposes but currently
they can be realized through modifying the firmware of
commodity hardware [20]. Additionally, it should be noted
that active jammers require a significant amount of energy
budget for each transmission block to attack the legitimate
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communications [21]. Interestingly, these high-power jam-
ming signals can be exploited at the legitimate user devices
for energy harvesting purposes. Specifically, different from the
existing research works in the context of RF energy harvest-
ing, this paper intends to investigate using the jamming energy
transmitted by the jammers to be harvested by the users.
The exploration of this concept aligns with the broader trend
of investigating alternative energy sources and developing
energy-efficient solutions for wireless networks. By harness-
ing energy from jamming transmissions, wireless networks
can achieve energy-neutral or energy-efficient operation, which
can result in improved system performance, extended device
lifetime, and enhanced sustainability.

In the context of detecting the jamming threats, many effec-
tive approaches have been proposed in the literature to deal
with the security challenges posed by jamming threats. In par-
ticular, a detailed survey article on the methods and techniques
that are employed for detecting active attacks on massive
MIMO systems can be found in [22]. On the other hand,
jamming defense strategies for massive MIMO are developed
in [23] in which secret keys are employed to encrypt and pro-
tect the legitimate communications from the jamming attacks.
Likewise, a full-stack framework for detecting and suppress-
ing jamming attacks in cell-free massive MIMO system is
proposed in [24] to utilize the unused pilots for designing
a jammer detector based on the likelihood functions of the
measured signals. Moreover, based on game theory, a beam-
domain jamming defense approach is developed in [25] for
suppressing the malicious attacks on the downlink transmis-
sions of the massive MIMO systems. In [26], a jamming-
resistant receiver scheme has been proposed to utilize the
high spatial resolution of massive MIMO for enhancing the
robustness of uplink transmissions.

The multi-antenna massive MIMO base-station can be used
for provisioning physical layer security by exploiting the
large antenna arrays to simultaneously transmit confiden-
tial signals towards the legitimate user nodes and artificial
noise (AN) sequences towards eavesdroppers for perturbing
their intercepted signals, and hence, improving the secrecy
performance [27]. In this direction, the communication secrecy
aspects of massive MIMO systems in the presence of active
and passive attacks have been extensively studied in multiple
works [26], [27], [28], [29], [30], [31]. Specifically, securing
the millimeter-wave (mm-Wave) massive MIMO channels by
exploiting the spatial sparsity of legitimate user’s channel has
been studied in [31]. The proposed security scheme in [31]
is based on processing information data onto dominant angle
components of the sparse channel, while AN is broadcast over
the remaining non-dominant angles interfering only with the
eavesdropper with a higher probability. Nevertheless, we will
not delve into similar mechanisms that pursue strengthening
the communication security or incapacitating the eavesdrop-
per’s ability to decode the confidential data, which are beyond
the scope of this particular work. Instead, we focus on exploit-
ing the jamming transmissions as a viable source for energy
harvesting, and thus, increasing the energy efficiency of mas-
sive MIMO networks. Through this work, we aim to contribute
to the development of more efficient and sustainable wireless
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communication systems by exploring new and innovative
approaches to energy harvesting.

Although jamming attacks can pose a threat to security of
wireless communications, these attacks also present an unex-
plored opportunity to harvest additional signal power. The
harvested energy can then be used as an additional source
of power that can be used to enhance the uplink transmis-
sion and improve the overall system performance [1]. In
this direction, the design of an energy-harvesting receiver
under jamming attacks has been investigated in some prior
works based on the premise that the detrimental interference
can be harvested to increase the transmit power [32], [33],
[34], [35]. Specifically, an energy-harvesting receiver for two-
way orthogonal frequency division multiplexing (OFDM)
systems under hostile jamming is designed to simultaneously
process information and harvest energy from the received
desired signals as well as the jamming interference through
a power splitter [32]. In [33], the authors show that energy
harvesting can be exploited for counteracting the jamming
interference in a wireless secret key generation (SKG) system
that consists of a pair of legitimate nodes and a malicious jam-
mer. The authors in [34] have exploited the harmful jamming
signals by considering them as a valuable energy source for
harvesting by the legitimate users in a traditional interference
alignment network. In the same context, a strategic interaction
framework between a pair of legitimate user nodes and a
jammer have been formulated as a zero-sum game in [35],
and the analysis has demonstrated that the legitimate user
are capable of neutralizing the jammer by appropriately tun-
ing the transmit power and the energy harvesting duration.
Nevertheless, to the best of our knowledge, this concept
has not been studied yet in the open literature on a whole
system level by considering multiple legitimate users attacked
by multiple jammers. Therefore, this observation motivates
this work to study the performance of a massive MIMO
system utilizes the jamming attacks to power the legitimate
users.

The key technical contributions of this study can be sum-
marized as follows:

e Developing a novel RF energy harvesting scheme for
massive MIMO to fully utilize the ambient RF signals.
Specifically, the legitimate user nodes can harvest energy
from the jamming transmissions of the active attackers in
order to utilize this energy for sending their payload data
to the base-stations.

e Formulating and deriving the performance metrics of
the proposed energy-harvesting scheme for finite/infinite
antenna regime at the base-station with considering
the accumulative impact of the imperfect channel state
information (CSI) and co-channel interference while the
jammers are independent and non-identically distributed
(i.n.i.d.). The uplink transmissions have been investigated
in order to evaluate the achievable data rates by the
users when the proposed energy harvesting scheme is
employed.

o Designing two optimal time-switching energy harvest-
ing control schemes for the users based on the sum rate
maximization and max-min user-fairness criteria.
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o Analyzing the energy-rate trade-off in the time-switching
energy harvesting protocol, and deriving this interaction
in a closed-form expression. Numerical/simulation results
are presented to validate our analysis and to obtain
system-design insights.

The rest of the paper is structured as follows. The consid-
ered system model is presented in Section II. The performance
metrics for both limited and unlimited antenna arrays at the
base-station alongside with optimization of time-switching
factor and the energy-rate trade-off analysis are all derived
and presented in Section III. Numerical results and discus-
sions on our proposed scheme are provided in Section IV.
Finally, Section V summarizes the concluding remarks.

Notation: ZH and [Z]; ; denote the Hermitian-transpose and
the (7, j) th element of the matrix Z, respectively. The absolute
value and norm operator are denoted by |- | and || - ||, respec-
tively. E[z] and V ar [z] are the expected value and the variance
of z, and the operator ® denotes the Kronecker product. Ei(z)
is the exponential integral function for the positive values of
the real part of z. Finally, the notation Z ~ CN(0,Y) denotes
that Z is a circularly symmetric complex Gaussian distributed
with zero mean and covariance matrix X.

II. SYSTEM, CHANNEL, AND SIGNAL MODELS

In this section, the system, channel, and signal models are
presented in details along with analyzing the energy harvesting
model in massive MIMO networks.

A. System and Channel Models

We consider the uplink transmission of a multi-user massive
MIMO network that consists of an M-antennas base-station
to serve K randomly distributed user nodes (Uj) for k €
{1,..., K} in the presence of N randomly located active jam-
mers (Jp) for n € {1,..., N} attempt to interfere with the
reception of the users. This means that the jamming signals
are specifically directed towards the users, with the aim of dis-
rupting their ability to receive and interpret data correctly. To
achieve their objective of disrupting the reception of the users,
the jammers transmit jamming signals with increased signal
power, which is the most common method used by jammers
to interfere with wireless communication systems [36], [37].
Each user node and jammer is herein assumed to be equipped
with a single antenna as shown in Fig. 1. This model captures
the key idea of jamming multiple concurrent communications
and our analysis can be readily generalized to the case of
multi-cell systems.

Let G € CM*K) pe the channel matrix between the base-
station and user nodes, which can be modeled as

G =GDY?, (1)

where G ~ CN sk (0arx i, Ins @ Ig) accounts for the
independent small-scale Rayleigh fading, and diagonal matrix
D¢ = diag(Cgys---,Cays - - -» GGy ) captures the large-scale
fading including path-loss and shadowing.

User nodes can harvest energy from the jamming transmis-
sions of the active eavesdroppers through the jamming channel
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Fig. 1. Multi-user massive MIMO uplink transmissions under attacks by
multiple jammers.
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Fig. 2. A representation of a transmission frame in time-switching energy
harvesting protocol for users, where T' = T — T)p.

H, which can be defined as
H = AD}/?, )

where H ~ CNgunOgxn.Ix ® Iy) captures the
independent small-scale Rayleigh fading channel, and D
accounts the energy harvesting channel large-scale fading.
Here, the elements of Dy can be vectorized as vec [Dy] =
BHy - BH g+ BHpen )

A block-fading model has been considered in this analy-
sis, where the channel remains constant during a coherence
block of T symbol times, which is practically computed as
the product of the coherence time and the coherence band-
width. Signals consisting of T'c symbols can be transmitted
in a coherence block and these signals can be represented
by vectors of T lengths. Specifically, the considered mas-
sive MIMO system is operating in time-division duplex (TDD)
mode, and the uplink transmission coherence block (T¢) of
each user node is divided into three orthogonal time-slots as
represented in Fig. 2. At the beginning of each coherence
block, all user nodes simultaneously transmit orthogonal pilot
sequences during (77) to the base-station for estimating their
respective channels. Afterwards, user nodes harvest energy
during T, where « € (0, 1) is the time-switching factor and
T = T¢ —Tp. The user nodes utilize the harvested energy for
data transmission during the remaining time duration (1—a/) 7.
Meanwhile, we assume that the active jammers are constantly
transmitting to jam the user nodes.

B. Acquisition of Channel State Information

In practice, the channels are estimated during the uplink
channel training phase (7)) at the base-station through uplink
pilot sequences transmitted by the user nodes. Then, these
uplink channel estimates are used by the base-station to
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obtain the downlink channels via channel reciprocity that
holds in TDD systems [38], [39]. Specifically, at the begin-
ning of the channel training phase, all user nodes transmit
their pilot sequences ®; € C(xTy)  where Ty is the pilot
sequence length, satisfying T}, > K. Furthermore, <I>k<I>kH =1
and ®;® = 0 when k # k' and k,k' € {1,...,K}.
Accordingly, the pilot signal received at the base-station can
be written as

K

Yy =Y TPy gi®i + Ny, 3)
k=1

where Py, is the average pilot transmit power of the user nodes,
while N, is an additive white Gaussian noise (AWGN) matrix
whose elements are independent and identically distributed
(ii.d.) CN(0,1) random variables. After projecting Y, onto
®;., the minimum mean square error (MMSE) estimates of g;.

can be derived as [40]

& =V TpPpla, (1 + TpPpCGk)il

The MMSE estimate of G can be then written as G =
[&1; - ;8k; - ;&K]. The true channel of G can be written
in terms of its estimate as

G=G+&g (5)

Y, 8! 4)

where € is the channel estimation error matrix. From the
orthogonality property of MMSE, G and Eg are statisti-
cally independent and distributed as G ~ CA/(0, Dg) and
Ec ~ CN(0,Dg — D), respectively, where D¢ is a
diagonal matrix with the k-th diagonal element is given by

éGk = Tpppchk(l + TpPpCGk)_l

C. Energy Harvesting

Before deriving the achievable rate in the next Section III,
we first obtain the harvested energy. During the second portion
of uplink time-slot having a length of T, user nodes har-
vest energy from the jamming transmissions. Thus, the average
harvested energy at the k-th user can be computed as

By, =aT Yy, (Pr). (6)

where Pp is the incident power at the rectenna of the k-th
user and can be defined by as

1/2]|2

- HhkP %
where P = diag(PEl, ...,Pg,,..., Pg,) accounts for the
jamming powers of the active attackers for n € {1,..., N},

h;, is the k-th row of H.

Moreover, in (6), ¥ g, (-) is a non-linear function of the
incident power Pp, . The practical non-linear energy harvesting
model in [41] is considered in this analysis because practically
the harvested energy is a non-linear function of the incident
RF power at the rectenna. Typically, the RF-to-direct cur-
rent (RF-to-DC) energy conversion efficiency increases with
the incident power until a peak, and then it saturates to a
constant defined by the characteristics of energy harvesting
circuitry. This non-linear model contradicts the linear energy
harvesting model that has been considered in multiple studies
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as it largely overestimates the harvested energy in high inci-
dent power regime. The practically-viable non-linear operating
characteristics of the energy harvesting circuitry is given in the
following expression

~ 1,)

) 1
Vi) = [1 - (1 + e~ ¥(p—w)
where [\]T = max(0,\), v = 1/(1 + e¥¥), and p is the
incident power. The parameters ¢, 1, and w capture various
non-linear effects of energy harvesting circuitry, and they can
be defined for practical energy harvesters as § = 9.079u W,
w=29uW.

User nodes utilize the harvested energy in (6) for transmit-
ting their data to the base-station during the remaining time
duration (1 — )7, and thus, the uplink transmission power
of the k-th user node can be defined as

_ By
Pa, = (1-—a)T’ ©)

+
; (®)

D. Signal Model for Uplink Transmission

This subsection considers modeling and analyzing the signal
model for the massive MIMO uplink transmission. In partic-
ular, the received signal at the base-station after applying the
zero-forcing1 (ZF) detector can be written as

yu = W(mGXd + HU)7

where W is the ZF detector at the base-station and is defined as
~ ~ A\ —1 A
W= (GHG) G, (1)

In (10), Py = diag(Pg,, ..., Pg,,---, Pg,)isan K x K diag-
onal matrix representing the uplink transmit power for the K
user nodes that obtained from (9) for k € {1,..., K}. Further,
x4 is the transmitted vectors of the user nodes that satisfying
Exgx4] = Ix, and ny ~ CN(0,1) is the AWGN at the

base-station satisfying that Emynll] = I, 02.

(10)

III. PERFORMANCE ANALYSIS

In this section, the achievable uplink sum rates are derived
for two different antenna configurations at the base-station.
This section also presents the optimization of the time-
switching energy harvesting protocol in terms of maximum
sum rate and user-fairness along with quantifying the trade-off
between the harvested energy and uplink achievable rate.

A. Uplink Sum Rate for Finite Number of Base-Station
Antennas

In order to capture the joint impact of detection uncertainty,
interference, and filtered AWGN, the k-th user data stream
received at the base-station is written by using (10) as

Uk = £/ Pa, ElWrgr]za, + 700, (12)
where the first term accounts for the desired signal, and
the second term represents the effective noise capturing the

lZF—type receiver filter performs better than matched-filter detector in terms
of nulling the jamming signal [26] and inter-pair interference mitigation [39].
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collective impacts of interference arises from detection uncer-
tainty with imperfect CSI, inter-user interference, and filtered
AWGN, which is expressed as

ny, = 1/ Pa, (Wigr — E[Wigr])zq,

)

k=1,k'#k

\/ P W8k Td,, +Wrny,. (13)

The achievable uplink sum rate can be tightly lower
bounded by utilizing the use-and-then-forget bound in
[39, Ch. 2], i.e., the worst-case Gaussian approximation
technique:

K
1—a)T
Ry > &Zlo&(l*-’?k), (14)

- T
¢ =

where 7}, is the effective signal-to-interference-plus-noise ratio
(SINR) of the k-th user node and is obtained as follows

- Py, [E[igi)|?
BU, + LK Ul +onE [ 2]
k'=1k'#k Vlkk! TOn k

, (15

where BUj, and Ul are the beamforming gain uncertainty
and the interference caused by other users, respectively, which
can be defined as

(16a)
(16b)

BUy, = Pg, Var[wigy],
UIkk’ = Pdk/]E“VAngk/F}.

Next, the achievable uplink sum rate at the base-station can
be derived in closed-form as follows. To begin with, the term
w.gp in (5) can be simplified as follows:

wigr = Wi (8 + Eq,) = 1+ Wi, (17)

where £, is the k-th column of estimation error matrix €.
Since wj and £¢, are uncorrelated and E¢, is a zero-mean

random variable, then E[w;Eq, ] = 0. Therefore,
E[wkgk] =1 —&-]E[Wkggk] =1. (18)

Next, the term accounts for the beamforming gain uncer-
tainty BUj, can be derived by using (17) and (18) as

Var(v?/kgk) =E ka‘gGk |2}

= (CGk g

= 2T (19)

where X is a K x K central Wishart matrix with Np degrees
of freedom and covariance matrix I, where E[ Tr(X~1)] =
K/(M — K) [42].
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The next term of the inter-user interference Uly;s can be
computed from (17), Wigr = WrEq,, for k' # k. Since Wy,
and £ G, are uncorrelated, then it can be shown that

] G ()

kk
_ ACGk/ _Cle ) (20)
Similarly, the noise term obtains as
2
2 22 n
o E[Hwkn } =—n @1)
" (e (M — K)

Then, by substituting (18), (19), (20), and (21) into (15), the
achievable rate of the k-th at the base-station can be tightly
lower bounded as given below:

K .
(-7 . Py, (M — K)Cg,
Ry = To 1}71 logo | 1+

" .(22)
Sho1 Pay, (CGM - Cck,> + U%)

B. Uplink Sum Rate for Large Number of Antennas

The asymptotic properties of massive MIMO is utilized
in this subsection to obtain a closed-form expression of the
asymptotic uplink sum rate. Namely, the number of anten-
nas at the base-station grows unbounded with respect to the
number of served user nodes, i.e., the number of users (K) is
kept at arbitrary finite value with respect to M. Having been
inspired by the power scaling laws of massive MIMO [43],
the transmit power at the user nodes can be scaled inversely
proportional to the number of antennas at the base-station as
Py = E4/M, where Ej is fixed. In this context, by letting
M — oo in (22) and by invoking (9), the SINR of the k-th
user node within the asymptotic base-station antenna regime
can be derived as

o gy, 1/2)|2
T a- a)agq’(Hh’fPE H )

Then, the obtained asymptotic SINR in (23) can be re-
written as 77° = AV (Z), where A, = aéGk/(l — a)o2
and Z = ||h;§P}5/2||2 = jvzl Zj; is a sum of N independent
random variables that are exponentially distributed with each
element having the probability density function (PDF) in the
following form

(23)

-
Ba, PE

However, when all Z;s are independent but not identically
distributed (i.n.i.d.) with distinct average powers, then the PDF
of Z is given by [44]

fz,(z) = exp( )/(5Hj PEj),fE >0. (24

—Z

N
Q;
= —~ ),z>0. (25
f2(2) ;ﬁHj vy eXp(ﬁHj PE].> z (25)

where

N B, P,

O, = | | .
J _
i=1 i Bu, P, — BH, PE,

(26)
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Thus, the average sum rate can be written as

K 00
- :(170)2/ logy(1 + Ay (2))fz(2)dz. (27)
k=170

However, the above expression is mathematically intractable
due to the non-linearity of energy harvesting model. To
tackle this issue while keeping the analysis tractable, we
consider a practical non-linear energy harvesting model in
[45], [46], named as constant-linear-constant (CLC), that takes
into account both limited sensitivity and saturation of RF
energy harvesting. The harvested power in CLC model is
expressed as a function of the incident power p as given below

07 pE 07 PfﬁnL
ne(p—PR"), pe [PRUPRY,(28)

ne(PRt =P p e (PR oc].

m

Pere(p) =

where constant ¢ € [0,1). P is the sensitivity of the RF
harvester, which is the minimum power required to start har-
vesting, and P-lsfl‘t accounts for the saturation power threshold,
i.e., the harvested power is constant when the input power is
greater than Pisr?t. Thereby, the integral in (27) can be solved
using [47, Eq. (4.337.2)], and then, the achievable sum rate
can be derived as follows.

Ry = (i_a) ii@k( ﬁ ﬁH]PE])
") == i—1izy P PE — P Po,
(29)
where
0, » Z € [0,P5M,
Bjy = _eXp(ﬂ_HJi’gEJ ) eXp(m) %

Z € [Py PR,

m

Z € [P5 o),

m

El(ncAkﬁL] P, ) )
In(1+ Agne (3 —PR)),
where Ei(-) is the exponential integral function [47].
Remark 1: The uplink sum rate expressions are both mono-
tonically increasing functions with the number of active
jammers (N) when the incident jamming power is between
the sensitivity and saturation thresholds of the RF harvester.
Thus, massive MIMO systems can take advantage of the jam-
ming attacks for boosting the achievable rate, while evidently
maintaining the secrecy performance through other efficient
secure transmission techniques.

C. Optimization of Time-Switching Factor

In a time-switching energy harvesting protocol, energy
harvesting and data transmissions occur sequentially in
two orthogonal time-slots o T and (1 — «)T, respectively.
Therefore, determining the optimal allocation of time for each
phase, i.e., the optimal time-switching factor («), has a sig-
nificant impact on the system performance. To address this,
we formulate two optimization problems in this subsection to
achieve « optimality based on user requirements and operat-
ing conditions. The first optimization problem maximizes the
achievable sum rate, while the second optimization problem
ensures fairness among users by maximizing the minimum
data rate.
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1) Sum Rate Maximization: Sum rate is an important indi-
cator for system performance and it is of great interest to
massive MIMO systems in order to provide good service under
favorable propagation [48]. Thus, the asymptotic expression of
the achievable uplink sum rate in (23) with the CLC energy
harvesting model in (28) can be utilized for the optimization
problem of finding the optimal time switching factor («) as
detailed below

a* = max Ry
0<a<1
K
= 1— logs (1
225, e kil o821 +75%)

g 10g2 < Cg; 2

- pm(Hhkpg?HZ»

(30)

= max (1—a)
0Sa<1

The partial derivative of 7?%‘,’ with respective to o can be
derived as

) K
IR

[0
5 _271_0(1_% Zln<1+ Dk )(31)

where v}, is given by

a X 1/2||2
vp =% 3" PCLC<HhkPE H ) (32)
n k2
By letting 87@00 /Oa = 0, it can be shown that
K Vo
In(1+ = 33
Z_: 1 — L) Z ( Tz a) (33)

Next, by exploiting the fact that the achievable sum rate max-
imizes when the achievable rates of individual user nodes are
maximized, (33) can be simplified as

vk _1—a(l—w)
‘“p(l—wul—uw)‘* l—a G

() e (e ) = ()
(35)

where e = exp(1).
Next, by using the fact that the solution for f(x)exp(f(x)) =y

is f(z) = W(y), where W(-) is the Lambert-W function [49],
and hence, (35) can be re-written as:
v — 1 1-a)(vp—1)
W = . 36
( e ) 1—a(l—v) (0

By using (36), the optimal « that maximizes the achievable
uplink sum rate can be derived as follows:

vp—1— W(”ke—l)
(v = D(W(2) +1)
The second partial derivative of the achievable rate for the
k-th user node with respect to « can be derived as
2 [ 2
?[RE ] _ Yk
90> " (1—a)(avy —a+1)

ot =

(37

<0

; (38)
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By considering the fact of « € [0, 1], it can be concluded that
?[R¥))/0a? < 0 for all a. Therefore, the optimal o derived
in (37) indeed maximizes the achievable sum rate.

2) Max-Min Optimization: The performance optimization
while guaranteeing user-fairness in terms of the harvested
energy and achievable uplink rate of the user nodes has a sig-
nificant impact in such compelling scenario in order to fully
exploit the available resources. Therefore, we will show that
the time-switching factor can be optimized based on the max-
imum fairness criterion, a max-min optimization problem is
formulated by first setting the user SINR targets equal to a
common SINR (%), and then searching for the maximum
value of the common SINR as follows

maximize g (39a)
aVk
subject to YyAy > Pg, (M — K)Cq,, Yk, (39b)
0<a<1, Vk (39¢)
where A, = 2521 Py, (Ca — CGk,) + o2. Since the

objective function in this optimization problem is a mono-
mial and the constrains are posynomials, this is a geometric
program which can be solved by using CVX tool for disci-
plined convex programming to find the optimal time-switching
factor o*.

Remark 2: Since users and jammers are spatially-
distributed, both transmission and harvesting channels
experience distinctive path-losses within a coherence block.
Therefore, user fairness must be jointly guaranteed in terms
of both energy and rate in order to overcome the near-far
effects and obtain optimal levels of harvested energy and data
rate.

D. Rate-Energy Trade-Off

In time-switching protocol, the energy harvesting and data
transfers carry out over two sequential time-slots. In details,
the harvested energy is a monotonically increasing function of
«, while on the contrary the achievable uplink rate is a mono-
tonically decreasing function of «. Thereby, the rate-energy
trade-off can be obtained by first solving for « in (6) and then
by substituting the result into (22) as elaborated below

K -
= 3| 7 - .
im\To (1o SN Ypn (Ps,Bn,))
04, (M — K){
x logy | 14— Al )gGk (40)
Zk’:]_ odk/ (CGk/ - CGk/) + 0-721
where 04, is defined as
Ey N Wy (P
'9dk _ h Zn—l EHy, ( EnBHkn> 41)

T30 Yen, (Pr,BH,,) — En

Remark 3: The energy-rate trade-off expression in (40) is
optimal due to the max-min user-fairness when setting the har-
vested energy targets of each user to a common value £,
Thereby, the max-min optimal time-switching factor corre-
sponding to any system operating point can be attained by
applying this optimal energy-rate trade-off.
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Fig. 3. Achievable uplink user rate versus jamming power when K = 5,
M = 20, a = 0.5, and different number of active attackers (N).

IV. NUMERICAL RESULTS

In this section, we evaluate the performance of the proposed
energy harvesting scheme. To capture the effects of practical
transmission impairments, the channel path-loss is modeled as
[PL]gg = PLg+10vlog(d), where PLy = 20log(4mwdy/\)
is the path-loss at the reference distance dy, d is the distance
between the transmitter and receiver, and v is the path-loss
exponent. Unless otherwise specified, the simulation param-
eters are set to v = 2.3, dg = 1m, dg = 100 — 300 m,
dgr =100 — 500 m, 02 = 0d BW, and Pp = 0d BW. The
coherence time is set to T = 1 ms having 196 symbols, pilot
length is T, = K [39].

The considered energy harvesting models in our work have
been thoroughly studied and evaluated in [45], [46], [50] to
point out the discrepancies between their properties in har-
vesting RF energy. The findings in these research works have
verified that the linear energy harvesting model miscalculates
the harvested energy by neglecting the non-linearity of practi-
cal energy harvesting rectenna circuits. Therefore, the practical
non-linear characteristics of the RF energy harvesting cir-
cuit have been taken into consideration in this paper, which
minimizes the possibility of performance mismatching with
practical systems in this aspect.

In Fig. 3, the average achievable user data rate at the base-
station in the finite antenna regime is plotted against the
jamming power by considering different numbers of active
jammers (N). The analytical uplink rate curves are plotted
by using (22), and are compared to the Monte-Carlo simu-
lations of the uplink rate expression in (14) while employing
the non-linear harvesting model in (8). Obviously, the achiev-
able rate gradually increases when the jammers transmit higher
power levels because the more jamming power, the greater
energy will be harvested by the user nodes until a saturation
point. This is an explicit consequence of the saturation effect
of the non-linear energy harvesting model. Moreover, increas-
ing the number of jamming attacks in the proximity of the
served area contributes to harvest more energy and eventu-
ally achieves higher data rate. Our analysis is compared to the
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Pp =—1dBW.

Monte Carlo simulations to validate that the derived achiev-
able rate by using the worst-case Gaussian technique provides
a tight lower bound to the achievable rate.

The asymptotic uplink sum rate is plotted as a function of
the time switching factor («) in Fig. 4 for the infinite antenna
regime at the base-station, i.e., with progressively increasing
the number of antennas M. The asymptotic sum rate curves
are plotted by using (29) and compared to the Monte-Carlo
simulations in order for validating the accuracy of our anal-
ysis. Fig. 4 reveals that the theoretical/asymptotic sum rate
limits in (29) can be attained when the number of base-station
antennas grows large. Additionally, we notice the following
essential design insights. The sum rate approaches its maxi-
mum at the optimal « and then decreases thereafter. When « is
small, the harvested energy by the user nodes is not adequate to
achieve high sum rate. Nonetheless, a too large a value leads
to more harvested energy but less residual time for the data
transmission, which degrades the sum data rate performance.
Thus, there exists a fundamental trade-off between harvested
energy and uplink data rate, which will be further explored in
the forthcoming evaluation results.

The proposed optimization problem for maximizing the
uplink sum rate with respect to the time-switching factor («)
is investigated in Fig. 5 for different values of the jamming
powers. Specifically, the achievable sum rate is plotted against
a where the optimal o is calculated by closed-form solution
of (37). Fig. 5 shows that the sum rate versus « is a convex
function. Clearly, the achievable rate increases with a when
a < o, and then decreases if « > o*. Accordingly, the max-
imum achievable rate is attained at «™*, which is consistent
with the obtained analytical results for maximizing the sum
rate in Section III-C1. Further, the optimal «* itself decreases
when there is more jamming power to harvest, which even-
tually spares more time for data transmission and increases
the sum data rate. This observation verifies that the proposed
jamming energy harvesting scheme is beneficial in boosting
the performance of massive MIMO systems.
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Fig. 6. A comparison of the achievable uplink data rate and the harvested
energy between the uniform and max-min user-fairness power allocation
policies.

The proposed max-min fairness-based problem for optimiz-
ing o to achieve a common data rate among the served users is
evaluated in Fig. 6. For the comparison purposes, the achiev-
able user rates is plotted against the harvested energy, when
« increases from 0.2 to 1, for (i) the equal power alloca-
tion scheme and (ii) optimal power allocation with max-min
fairness policy. The considered users are spatially distributed
as dg = [150, 180, 220, 250] m. The power allocation
coefficients for the optimal power allocation are computed by
solving the geometric program in (39a)-(39c) using MATLAB
CVX. The individual user data rate with the equal power
control is mainly affected by the channel conditions or the
spatial location of the distributed users. For instance, when
the equal power allocation policy is employed, the nearest user
(User 1) obtains the best data rate trade, while the farthest user

(User 4) experiences the lowest data rate. Clearly, the equal
power allocation policy does not guarantee fairness in terms
of user data rate. Nevertheless, the proposed max-min fairness
power control provides a common achievable rate for every
user regardless of its spatial location. Thereby, the proposed
max-min power allocation jointly guarantees user-fairness in
terms of both the achievable rate and harvested energy. Thus,
the validity of the analytical results is corroborated.

The analysis of the rate-energy trade-off in Section III-D is
investigated in Fig. 7. Specifically, the achievable uplink sum
rate with respect to the harvested energy at the user nodes
is plotted for different number of jammers () in the finite
base-station antenna regime. We used the derived rate-energy
trade-off expression in (40) to plot the analytical curves. Fig. 7
clearly reveals that the uplink achievable rate becomes a max-
imum when the harvested energy approaches the common
rate-energy trade-offs. However, the achievable uplink data
rate becomes infinitesimal when « approaches one, whereas
the harvested energy becomes a maximum value due to the fact
that the users harvest energy for the entire transmission frame.
Further, as mentioned earlier the harvested energy increases
with N, which leads to increased achievable sum rates due to
the higher transmission powers of the user nodes. This obser-
vation validates the insights summarized in Remark 1, and
Monte-Carlo simulations validate our analysis in (40).

V. CONCLUSION

In this paper, we proposed an energy harvesting scheme
to exploit the jamming transmissions of the active attackers
in massive MIMO systems. Specifically, a wireless-powered
multi-user massive MIMO system has been considered where
user nodes harvest energy from the jamming signals and uti-
lize it for information transmission. The feasibility of proposed
concept has been investigated by system performance analy-
sis for a training-based massive MIMO involves imperfectly
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estimated CSI at the base-station and employing the time-
switching protocol. In particular, the harvested energy, SINR,
and sum rate expressions have been derived for finitely many
base-station antennas, where a tight sum rate expression is
obtained in closed-form. The asymptotic performance metrics
are also provided when the numbers of base-station antennas
grow large. In addition, two optimization problems are for-
mulated and solved to achieve optimal time switching factor
based on maximizing the uplink sum rate and jointly ensur-
ing user-fairness in terms of energy and rate. Furthermore,
the fundamental trade-off between the harvested energy and
achievable sum rate in time-switching protocol is quantified in
closed-form expression. The conducted analyses in this work
have shown the benefits of leveraging the transmitted sig-
nals from multiple i.n.i.d. jammers for energy harvesting in
multi-user massive MIMO communication systems. Finally,
the performance metrics have been analytically and numeri-
cally evaluated over various antenna configurations and setups
where the obtained results have validated the feasibility of the
proposed energy harvesting scheme in boosting the massive
MIMO uplink performance.
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