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Directional Modulation for Enhanced Privacy in 
Smartwatch Devices
Proposing a security solution compatible with Internet of Things devices.
Abel Zandamela , Nicola Marchetti , and Adam Narbudowicz  

T his article studies the security 
aspects of data transmission in 
on-body Internet of Things (IoT) 

devices through the use of Directional 
Modulation (DM) from a smartwatch 
integrated antenna. DM is a beam steer-
ing-based Physical Layer Security (PLS) 
method used to transmit baseband con-
stellations to known secure locations 
while simultaneously scrambling them 
in other directions. However, in the 
state of the art, DM is implemented 
using large arrays, which are outsized 
for many on-body IoT devices. To over-
come this challenge, this study pro-
poses multimodal ultrathin compact 
antennas suitable for integration into 
smartwatches. These antennas present 
advanced beam steering capabilities 
that allow the implementation of DM 
from a low-thickness structure of up 
to 0.57 mm or 1/100th of the wave-
length at the center operating frequen-
cy. Two different DM implementations 
(simultaneous multiport transmission 
and an energy-efficient single-port 
transmission) are tested using a multi-
layer phantom. Overall, secure steer-
able transmissions are realized, and 
experimental verifications are carried 
out to validate the proposed concept. 
Ultimately, this article demonstrates 

the feasibility of applying new energy- 
efficient and low-cost security tech-
niques to enhance the privacy of 
resource-constrained IoT devices.

INTRODUCTION
While still being a relatively nascent 
field, PLS allows one to complement 
the privacy of many cutting-edge 
wireless systems, like Multiple-Input, 
Multiple-Output (MIMO); the IoT; and 
others [1], [2], [3]. PLS techniques can 
provide additional protection against 
eavesdroppers by exploiting the physi-
cal characteristics of the wireless 
propagation channel, e.g., noise, fad-
ing, and interference. A potential area 
that can benefit from those methods 
is the growing field of wearable devic-
es, where classical cryptography may 

be unsuitable to implement due to 
tight energy and low processing power 
constraints [4].

Wearables are becoming indispens-
able to many modern applications, i.e., 
health-care and IoT systems [4], [5], [6]; 
however, they are susceptible to eaves-
dropping as the data transmission is 
done in an open wireless medium. The 
security issues are especially challeng-
ing for wearables as they also need to 
be compact to fit into body parts, e.g., 
human wrists and feet; therefore, small 
and low-profile antennas are desirable 
for integration into wearables. In addi-
tion, antennas for wearables need to 
account for coupling effects and efficien-
cy deterioration due to the lossy human 
body [7], [8], [9]. Moreover, beam 
steering is desirable as this can allow 
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providing additional security through 
PLS methods like DM. The DM tech-
nique can enhance the privacy of wire-
less systems by optimizing the beam 
steering of arrays to transfer baseband 
constellation symbols to a prespecified 
secure direction while simultaneously 
distorting the same constellations in all 
other directions [10], [11].

To address wearable devices’ secu-
rity issues, this work introduces for the 
first time the use of DM from an ultra-
thin smartwatch antenna. The work 
also proposes a general framework 
for how DM can be used in compact 
IoT devices. Then, a discussion of the 
proposed multimodal antenna is pre-
sented, and beam steering characteris-
tics are demonstrated across the entire 
azimuth plane using a model of only 

.0 024m  (1.34 mm) thickness, with fur-
ther tuning demonstrated for 0.57 mm  
or .0 01m  (where m is the wavelength 
at the center operating frequency, 
i.e., 5.57 GHz). Next, we evaluate the 
electromagnetic field exposure of the 
antenna by computing the Specific 
Absorption Rate (SAR) following the 
U.S. Federal Communications Com-
mission (FCC) recommended setups 
for both the wrist-worn case and next-
to-the-mouth conditions. Lastly, two 
DM implementations are tested in 
free space and with a multilayer phan-
tom. The first DM scheme requires 
simultaneous multiport activation with 

artificial noise, while the second DM 
approach needs only a single port acti-
vation without excessive artificial noise. 
The performance of both methods is 
investigated using full-wave simulations 
and validated through anechoic cham-
ber measurements.

DM
In traditional beam steering, data trans-
mission is done with the maximum 
power in the direction of the Legitimate 
User (LU), with the power in eavesdrop-
pers’ locations being as low as possible. 
The baseband constellations, i.e., the 
complex values in the In-phase Quadra-
ture (IQ) plane, are the same for all 
transmitting directions of the antenna, 
as shown in Figure 1(a). This means that 
the differences between the directions 
are power levels and phase differences 
created by different propagation paths—
both can be corrected by a reasonably 
advanced eavesdropper [2]. To enhance 
secrecy, the DM technique preserves the 
original Quadrature Amplitude Modula-
tion (QAM) constellation in the desired 
LU direction, while at the same time, 
it spatially scrambles them in all other 
directions [see Figure 1(b)].

Babakhani et al. introduced in [12] 
the near-field direct antenna modula-
tion using a driven dipole combined 
with passive reflectors. In [10], Daly 
and Bernhard demonstrated a similar 
secure modulation approach using a 

four-element reconfigurable array. Hong 
et al. presented in [13] a dual-beam DM 
method; unlike [10] and [12], where 
the same antennas transmit the IQ pat-
terns, in this approach, different anten-
nas transmit the IQ patterns. Further 
research on DM is presented in [11], 
where Ding and Fusco introduced an 
orthogonal vector approach for DM 
transmitter (Tx) synthesis; in [14], Ding 
and Fusco also introduced a new type of 
DM Tx based on retro-directive arrays, 
where the injected orthogonal interfer-
ence is not dependent on the preselected 
secure direction. Other contributions in 
the field are presented, e.g., in [15], [16], 
[17], [18], [19], [20], [21], [22], [23], [24], 
[25], [26], [27], [28], [29], [30], and [31]; 
phased arrays are used in [15]; switched 
antenna arrays are discussed in [16], [17], 
and [18]; multiuser MIMO DM systems 
are studied in [19], [21], and [23]; time-
modulated arrays are investigated in [20] 
and [26]; hybrid MIMO phased arrays 
are studied for millimeter-wave com-
munication systems in [25]; and dynamic 
multibeam DM using random changes of 
the artificial noise vector at the symbol 
rate is proposed in [22].

CHALLENGES AND LIMITATIONS OF 
DM FOR SMALL IoT DEVICES
Most DM schemes discussed previ-
ously are implemented using clas-
s ica l  arrays. Since those typically 
require /2m  interelement spacing, they 
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FIGURE 1. The visualization of (a) the traditional beam steering and (b) the DM method. The transmitter (Tx) Alice is an array 
comprising N-elements, Bob is the direction of the LU, and eavesdroppers (Eves) are located in different directions. Note that 
in the traditional beam steering, the IQ constellations are the same in all directions, while they are decipherable only in the 
Bob direction for the DM approach. 
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are challenging to use in wearable IoT 
systems. To address these issues, in this 
section, we first discuss MIMO anten-
nas proposed for pattern diversity in 
smartwatches. Then, a review of DM 
implementations using compact anten-
nas and recent advances in energy-effi-
cient DM  techniques are presented.

MIMO ANTENNAS FOR  
SMARTWATCH DEVICES
In recent years, different compact anten-
nas have been proposed for smartwatch 
devices, e.g., in [32], [33], [34], [35], [36], 
[37], [38], [39], [40], [41], [42], [43], [44], 
[45], and [46]. Among those, MIMO 
designs have been studied in [41], [42], 
[43], [44], [45], and [46]. Wen et al. [44] 
exploited the theory of characteristics 
mode analysis to design a 7-mm-thick 
two-port MIMO antenna, with bidi-
rectional and omnidirectional patterns, 
where the gain and efficiency drop from 
3.5 dBi and 75% (free space) to 2 dBi 
and 42% (with hand phantom). In [46], 
Liao et al. investigate an 8-mm-thick 
L-shaped slot and loop-based MIMO 
antenna, covering five different bands, 
with an efficiency >25% when tested on 
a hand phantom. Other MIMO smart-
watch designs are discussed, e.g., in 
[41] (two-port MIMO design based on 
a folded monopole with a thickness of  
5 mm); in [42] (a 5.4-mm-thick two-port 
MIMO based on the inverted-F anten-
na); in [43] (a 5-mm-thick three-port 
multiband MIMO design); and in [45] 
(7.5-mm-thick two-port MIMO based on 
an annular ring).

While the aforementioned works 
show significant improvements in their 
pattern diversity and other antenna 
performance, they still have a large 
profile. More importantly, their beam-
forming performance is limited for 
DM implementation (as the desired 
secure direction of the LU can be in 
any direction in the 3D space). This 
means that the beamforming of the 
antenna should allow the main beam to 
be pointed at the LU and maintain the 
true constellation in that direction [see 
Figure 1(b)], while the signal in other 
directions is weak and the constella-
tion symbols are distorted. However, 
such performance cannot be realized 

using the beamforming of the works 
discussed previously.

DM FROM COMPACT ANTENNAS AND 
ENERGY-EFFICIENT DM SCHEMES
In recent years, only a few works have 
proposed DM schemes in small IoT 
devices. Narbudowicz et al. [27] intro-
duced a compact DM system using a 
dual-mode antenna of /2m  diameter and 

.0 31m  profile. Parron et al. [28] pro-
posed a four-mode stacked patch design 
of diameter .0 7m  and .0 05m  profile. 
Although a low-profile design is achieved 
in [28], high side lobes are present, which 
can compromise the security of the 
transmitted data. Moreover, the solution 
uses a stacked patch approach, and simi-
larly to [27], such designs are challeng-
ing for smartwatch devices’ packaging. 
The work in [29] proposes a DM method 
using a /3 2m  switched dipole antenna; 
however, it is still too bulky for integra-
tion into smartwatch devices. Recently, 
in [30], we proposed a five-mode anten-
na ( .0 65m  diameter and .0 19m  profile) 
capable of unique steerable DM trans-
missions without high side lobes. How-
ever, the profile is still relatively high for 
wrist-wearable IoT devices. In addition, 
like [27] and [28], it is a stacked patch 
antenna, which presents challenges for 
smartwatch packaging as typically very 
low-profile antennas are desirable to 
allow for the placement of other smart-
watch components, such as the battery, 
LCD, heart rate monitor, and others.

A few approaches have been pro-
posed to improve the energy effi-
ciency of DM techniques, e.g., RF 
power amplifier efficiency [47]; power 
efficiency and security of QAM and 
amplitude and phase-shift keying DM 
systems [48]; time-modulated phased 
arrays requiring only a single active 
RF chain [49]; and reconfigurable 
power dividers [50]. While the afore-
mentioned methods present significant 
breakthroughs, their implementation 
for small IoT devices is not feasible due 
to the higher computational demands 
and the requirement of sophisticated 
switching sequences with careful syn-
chronization. In our recent work [31], 
we propose a simple single active RF-
chain DM scheme, where the switch-

ing sequence can be fully random and 
independent of the direction of the LU. 
Nevertheless, the implementation uses 
a five-element array, which is still a 
large diameter and profile for smart-
watch device packaging.

ULTRATHIN MULTIMODAL ANTENNAS 
FOR DM IN SMARTWATCHES
The proposed multimodal antenna is 
shown in Figure 2 and operates near  
5.57 GHz and is 1.34 mm thick with a  
33-mm diameter ( . . .0 61 0 61 0 024# #m m m).  
The design uses a single layer of Rogers 
TMM6 substrate ( , .tan6 0 0023re d= = )  
and comprises two concentric shorted 
ring structures fed using three ports to 
excite different orthogonal modes. The 
inner ring is fed using P1 and includes 
eight shorting pins rotated by 45° with 
respect to the center. Due to the induc-
tance of the pins, an increase in the reso-
nance frequency is observed compared to 
the case without the pins. The outer ring 
is fed using P2 and P3, and it includes 16 
pins rotated by 22.5° with respect to the 
center. In both rings, the pins are placed 
at a distance v1 from the inner radius. 
Note that good isolation and frequency 
tuning can be obtained by controlling 
the total number of pins and the value 
v1; in general, the higher the number of 
pins and v1, the larger frequency shift is 
obtained. The parameter v1 is optimized 
to 1 mm for both rings, and the number 
of pins is selected, taking into account the 
symmetry between the feeding ports. The 
antenna is simulated in free space using 
a finite element method-based 3D full-
wave solver. The electric field distribution 
for each port is shown in Figure 3. It is 
seen that P1 excites a monopolar-like pat-
tern, while P2 and P3 excite two orthogo-
nal modes of the same order; the mode 
purity of each excited pattern compared 
to the respective ideal spherical mode 
pattern is above 98% for all the ports.

Next, a hand phantom based on the 
computed tomography results of [51] 
is used to evaluate the performance 
on the user’s wrist. The phantom com-
prises four layers (see Figure 4), with 
the skin and the fat layers occupying 
15% of the total volume; the muscle 
layer occupying 72.1%; and the bone 
layer occupying 12.9%. The respective 
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dielectric properties of each layer are 
obtained from [52]. To evaluate the 
antenna performance in a realistic sce-
nario, a pig’s foot of length 205 mm is 
used as the phantom. The manufac-
tured prototype is shown in Figure 4; 
and in both cases (simulated and mea-
sured), the antenna is placed in direct 
contact (i.e., 0-mm separation) with 
the skin layer of either the phantom 
or the pigs’ foot. Note that this setup 

assumes the worst-case scenario (anten-
na in direct contact with the lossy hand 
phantom or pigs’ foot); the implica-
tion is that a much larger efficiency 
drop will occur in our proposed setup 
due to the antenna’s close proximity to 
the phantom. However, its ultrathin 
properties allow placement at different 
heights inside the smartwatch housing.

The antenna offers good isolation 
characteristics owing to the orthogonal-

ity of the excited modes. The isolation is 
better than 29 dB [free space; Figure 5(a)] 
and 15 dB [including phantom; Fig-
ure 5(c)] for the simulated case. For the 
measured case, the isolation is better 
than 15 dB [free space; Figure 5(b)] and 
12 dB [including phantom; Figure 5(d)]. 
Note that a frequency shift is observed 
between the simulated and measured 
cases in free space, from 5.57 GHz (sim-
ulations) to 5.73 GHz (measurements); 
this is most likely due to the combined 
effect of the substrate permittivity and 
fabrication tolerances. In addition, the 
setup with the hand phantom shows a 
small shift toward lower frequencies 
from 5.73 GHz [Figure 5(b)] to 5.71 GHz 
[Figure 5(d)]. At the center frequency of 
each case, the antenna total efficiency 
in free space is 76% (for P1) and 57% 
(for P2 and P3)—changing to 52% 
(for P1) and 41% (for P2 and P3) when 
including the phantom. The measured  
−10-dB Impedance Bandwidth (IBW) is  
41.4 MHz (free space) and 37.6 MHz 
(including the phantom).

Lastly, to test the effect of different 
smartwatch components, lossy metals 
with a dielectric shell ( .1 5re = ) are 
used to simulate a 0.7-mm-thick Printed 
Circuit Board Assembly (PCBA) and a 
3-mm-thick battery [see Figure 6(a)]. 
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FIGURE 4. Proposed setups. (a) Users’ wrist scenario where the antenna is placed in direct contact with the skin layer of the 
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The antenna, PCBA, and battery are 
placed inside a plastic case, where a 
1-mm gap between all the components 
and the housing is introduced. A plastic 
band of width 20 mm, with 14-mm rect-
angular end strips, is connected at two 
opposite sides of the plastic housing [see 
Figure 6(a)]. The S-parameter results are 
shown in Figure 6(b). For this case, P2 
and P3 have a small downward frequen-
cy shift, which, however, can be easily 
tuned, depending on the final design of 
the commercial product. Nevertheless, 
the Ev -field patterns have similar char-
acteristics with the free space results, 
and an overlap −10-dB bandwidth of  
14 MHz is realized.

ANTENNA PATTERN PERFORMANCE  
ON GUSTAV VOXEL MODEL AND  
SAR ANALYSIS
To test the antenna pattern on a realis-
tic human model, the multimodal design 
was simulated with the CST Studio Suite 
Gustav voxel model. The patterns were 
tested in two different setups: a hand along 
the body [Figure 7(a)] and the elevated 
hand case [Figure 7(b)]. It can be seen 
that small pattern deformities and deeps 
are present, especially for directions that 
lie along the hands’ length. Such defor-
mities are mostly due to the voxel model 
electromagnetic absorption and reflections 
from its surface. Note that those small 
deeps occur mostly around the y+  direc-

tion, i.e., toward the voxel model. Because 
it is often desired to radiate away from the 
body, the beam steering toward the −y 
direction is still realized. In general, all 
three ports still present the required pat-
tern properties to allow for good beam-
forming characteristics.

Because the antenna is proposed 
to operate on a human wrist, we ana-
lyzed the electromagnetic field expo-
sure by computing the SAR. The 
calculations were done following the 
FCC guidelines under two condi-
tions: the first is the wrist-worn case, 
where the device is placed in direct 
contact with a block filled with human 
hand tissue ( . , . ,21 1 0 52re d= =  and 

,  / )1 000 kg m3t =  and averaged in 10 g;  
the second case is the next-to-the-
mouth one, with the device placed at a 
10-mm distance from a block filled with 
human head tissue ( . , . ,35 1 5 3re d= =  
and ,  / )1 000 kg m3t =  and 1 g of averag-
ing. An input power of 10 mW is used, 
and for the wrist-worn condition, the 
largest value of the SAR between all 
the ports is 0.073 W/kg [see Figure 8(a)], 
which is still well below the FCC limits of 
4 W/kg. For the next-to-the-mouth con-
dition, the largest SAR is 0.22 W/kg [see 
Figure 8(b)], also staying well below the 
1.6 W/kg limit.

CALCULATED BEAM STEERING RESULTS
To realize beam steering within size-
constrained spaces, the proposed mul-
timodal ultrathin antenna exploits the 
different phase variations of each radi-
ated mode—the method is detailed in 
[53]—and it is based on the fact that the 
Ev -field at a large distance ( )kr "3  can 
be expressed as a weighted sum of the 
far-field spherical wave pattern functions 
Ksmn
v  defined as [54]
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the opposite is true for the TE modes. 
The indices (m, n), with | |m n# , indi-
cate the azimuthal phase change and the 
order of the spherical mode, respectively. 
The spherical wave functions ( , )Ksmn i zv  
are power-normalized dimensionless 
solutions of the vector wave equation. 
For the proposed beam steering principle, 
the modes of interest are of type s = 1, 
and assuming e iwt-  time dependency, 
they are given as
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n
m ir  is the normalized 

associated Legendre function. To real-
ize the proposed beam steering, the 
K mn1
v  modes can have a different order, 
i.e., , , , .n N1 2 3 g=  Next, the order of 
the modes excited by the largest ring 
is assumed to be the highest order 
that can be excited in the structure, 
and then, all the lowest order modes 

are also excited using the remaining 
rings. All the modes are required to 
be omnidirectional (see Figure 9) with 
different azimuthal phase variations m. 
From (2), the modes generated by each 
port of the proposed antenna are shown 
in Figure 10(b) and can be classified 
as P1 ,K , ,1 0 1" v  P2 ,K , ,1 2 2" -

v  and P3 
.K , ,1 2 2" +

v  The phase of the pattern 
radiated by ring 1 is monopole like, i.e., 
with constant phase across the entire 
azimuth plane (m = 0), while the phase 
changes twice for ring 2  ( ) .m 2!=  
Note that the phases of ring 2 change 
in two opposing directions, i.e., the “+” 
sign indicates the clockwise direction, 
and the “−” sign is the counterclock-
wise direction. These properties are 
exploited to create constructive inter-
ference in the desired directions by 
means of phase control, allowing for 
beam steering while using a compact 
size with a thickness suitable for smart-
watch device packaging. 

To evaluate the proposed beam 
steering principle, measurements were 
performed in an anechoic chamber 
both in free space and with the phan-

tom. The measurement setup is shown 
in Figure 9(a). The free space patterns 
for each port are shown in Figure 9(b)  
(simulated case) and Figure 9(c)  
(measured case); it is seen that a good 
agreement is achieved with both cases, 
showing omnidirectional patterns for 
each antenna port. Figure  9(d) shows 
the simulated patterns with the phan-
tom, and their counterpart measured 
results are shown in Figure  9(e); it is 
observed that some shouldering and 
deeps are present in the measured 
case. This discrepancy may be due to 
the reflections of the antenna holder 
and other pig’s foot assembly com-
ponents during measurements. The 
beam steering performance in free 
space is shown in Figure 9(f), and the 
results, including the phantom, are 
shown in Figure 9(g). It is seen that 
for both cases, a bidirectional pattern 
is realized, and the desired main beam 
directions are in good agreement with 
the simulated cases. The input ampli-
tude (Ainp) and phase shift (Δph) for 
each port of the generated beams are 
shown in Table 1.
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FIGURE 9. Normalized patterns. (a) The anechoic chamber measurement setup with the pig’s foot. (b) Free space simulated 
(Sim.) results. (c) Free space measured (Meas.) results. (d) Simulations with the phantom. (e) Measurements with the phantom. 
(f ) Free space beam steering, (g) Beam steering results with the phantom. 
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TUNING CAPABILITIES OF THE 
ULTRATHIN MULTIMODAL DESIGN
The proposed beam steering principle 
allows for a wide tuning range of the 
antenna parameters. To highlight such 
design flexibility, Figure 10(a) (left) 

shows a variation of the antenna shown 
in Figure 2. The new antenna (design 
B) uses the same diameter as design A 
(Figure 2) but is loaded with TMM10 
substrate, with 10re =  (as compared to 
design A, with TMM6 and ) .6re =  This 

allows further miniaturization as the 
center frequency shifts from 5.57 GHz  
(design A) to 4.48 GHz (design B). Note 
that due to miniaturization, the total 
efficiency drops to around 36.5% (57% 
in design A), and the isolation is bet-
ter than 25 dB. The thickness of the 
substrate material of the antenna can 
also be tuned, as shown in Figure 10(a) 
(right), i.e., design C, which uses a sub-
strate thickness of 0.5 mm, and the total 
antenna thickness is then 0.57 mm.

Figure 10(b) shows design D, which 
is capable of unidirectional beam steer-
ing around the azimuth plane. This is 
achieved by adding a new ring exciting 
K , ,1 3 3-
v  and K , ,1 3 3+

v  modes; therefore, 
a total of five modes are combined for 
beam steering, i.e., m = 0 (constant 
phase), m 2!=  (dual-azimuthal phase 
change), and m 3!=  (triple-azimuth-
al phase change). Note that the three-
ring antenna uses the lowest number of 
modes that can allow for unidirectional 
beam steering around the desired plane. 
Lastly, a comparison of the four differ-
ent designs is shown in Table 2. Note 
that because of the good tradeoff offered 
by design A (in terms of size, efficiency, 
and beam steering), all the DM results 
discussed in the following section are 
calculated using this model.

DM FROM ULTRATHIN MULTIMODAL 
ANTENNAS

PROPOSED DM SCHEMES
Two DM schemes are studied with the 
proposed antenna. In scheme 1, all the 
complex patterns generated by exciting 
each port are used as DM weights, and 
artificial noise is added to scramble the 
IQ constellations in all undesired direc-
tions [53]. In scheme 2, only the complex 
patterns generated by a single port are 
used, with no excessive artificial noise in 
undesired directions [31].

Without loss of generality, we will use 
Quadrature Phase-Shift Keying (QPSK), 
and it is assumed that the transmitted 
signal propagates through a line-of-sight 
channel; the DM schemes are evaluated 
as follows:
1) First, the far-field results of design A 

(Figure 2) are obtained from a 3D 
full-wave solver or through anechoic 

TABLE 1. AMPLITUDE AND PHASE CONFIGURATION  
OF THE GENERATED BEAMS.

Beam Direction P1 (Ainp) P1 (Dph) P2 (Ainp) P2 (Dph) P3 (Ainp) P3 (Dph)

0°/180° (free space) 1 0° 1 68° 1 −23° 

135°/315° (free space) 1 0° 1 −23° 1 70° 

0°/180° (phantom) 1 0° 1 33° 1 33° 

135°/315° (phantom) 1 0° 1 −55° 1 −245° 
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FIGURE 10. Multimodal antennas, all dimensions in mm. (a) The left image 
shows design B (P1 = 7, P2 = , P3 = 12.75), and the right image shows design  
C (P1 = 7, P2 = , P3 = 12.75, d2 = 18.95). (b) The left image shows design  
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.P5 16 5= , the remainder of the dimensions follow design A]; the right image 

shows the phase of the radiation patterns of the proposed designs. 
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chamber measurements. The com-
plex patterns of the antenna are 
extracted in free space, including the 
wrist phantom or pig’s foot (see 
Figure 5).

2) The DM transmissions are studied 
for the entire azimuth plane; i.e., the 
elevation angle is fixed at ,90i = c  
with the azimuth angles z having a 
1° resolution.

3) Next, the DM schemes are imple-
mented using MATLAB; a symbol is 
modulated using QPSK, and the 
resulting complex data symbol is 
denoted as { ; ; ; } .d j j1 1! - -

4) For scheme 1
 • A random complex vector slv  com-
posed of N/2 elements (where N 
is the total number of ports in the 
antenna) is drawn with uniform 
distribution from [ , ]1 1-  and 
[ , ] .j j-

 • Next, to scatter the constellation 
symbols, a vector sv  comprising 
N-elements is obtained from a 
random permutation of the ele-
ments of the vector slv  and its 
negat ion, g iv ing ,s 0n

N
n0

1R ==
- v  

ensuring random noise cancella-
tion in the desired secure direc-
tion. In addition, the permutation 
avoids any regularity that can be 
exploited by eavesdroppers as 
random values will be assigned to 
different antenna ports.

 • Next, the vector mv  is formed by 
adding the modulated symbol d to 
each element of .sv

 • Then, the transmitted signal pre-
coding is applied through zero-
forcing. Each element is then 
communicated by the complex 
pattern excited by each respective 
antenna port.

 • Lastly, Additive White Gaussian 
Noise (AWGN) is added at the 
receiver (Rx) and is assumed to be 
independent at each location.

5) For scheme 2
 • First, a random number generator 
is used to select the reference port 
to establish the handshake; this 
step should be done as often as 
possible for increased security.

 • Then, phase compensation is 
added in the desired direction 

of the LU to account for phase 
variation when switching between 
antenna ports, while random 
phase changes are observed in 
any other direction.

 • AWGN is added at the Rx and 
is assumed to be independent in 
each direction.

6) Both DM schemes are tested using 
105 transmitted symbols and a 
 Signal-to-Noise Ratio (SNR) of 
12  dB, and the performance is 
evaluated through Bit Error Rate 
(BER) calculations.

DM PERFORMANCE
Figure 11(a) shows the DM concept for 
the users’ wrist scenario, where the IQ 
constellations are only decipherable in 
the Bob direction. Figure 11(b)–(e)  
shows the BER performance for 
schemes 1 and 2 at the center fre-
quency of each case. In all four cases, 
the transmissions are tested for 
two different directions of the LU: 

45Bobz = c and .135Bobz = c  The DM 
performance in free space is shown 
in Figure 11(b) (for )45Bobz = c  and 
Figure  11(c) (for ) .135Bobz = c  It is 
seen that very low BER values are 
realized at the desired LU directions 
for both schemes; however, it should 
be noted that due to the bidirec-
tional beam steering of design A, a 
second direction with low BER val-
ues is observed at .180Bobz + c  Nev-
ertheless, design D [Figure 10(b)] 
can be used for applications requir-
ing unique secure transmissions 
across the entire azimuth plane. The 
DM performance for the users’ wrist 
scenario is shown in Figure 11(d)  
(for )45Bobz = c  and Figure  11(e) (for 

);135Bobz = c  good agreement is also 
obtained with very low BER values at 
the desired LU directions.

For the free space case, the larg-
est BER 10 21 -  beamwidth for the 
investigated LU directions is 60° for 
scheme 1 and 13° for scheme 2. These 
values change to 53° for scheme 1 
and 14° for scheme 2 when evaluated 
in the users’ wrist scenario. Overall, 
these results demonstrate that in all 
the investigated cases, the BER beam-
width for scheme 2 is much narrower 
(approximately four times narrower) 
compared to the beamwidth obtained 
with scheme 1. This translates into 
increased privacy as the decipher-
able IQ constellations are transmit-
ted in a much smaller region, limiting 
the possibility of eavesdroppers to 
access the information. This perfor-
mance also highlights that secure 
transmissions are realized without 
the simultaneous activation of mul-
tiple ports, which reduces the ener-
gy consumption in smartwatches as 
only a single port is active at a time. 
The proposed techniques are there-
fore expected to bridge the current 
gap between the security issues of on-
body wearable IoT devices and low- 
computational power requirements, 
e.g., in off-body communications of 
many emerging applications like the 
Internet of Medical Things.

CONCLUSION
This article addressed the DM from 
resource-constrained wrist-worn IoT 
devices. Firstly, it provided an over-
v iew of the DM PLS technique. 
Then, it proposed a compact and  
IoT- compatible solution that allows 

TABLE 2. ANALYSIS OF THE TUNING CAPABILITIES  
OF THE PROPOSED PRINCIPLE.

Design f0(GHz) Size er Smn(dB) −10 dB IBW (MHz) Tot. Eff. (%)

A 5.57 . . .0 61 0 61 0 024# #m m m 6 >29 31 57 

B 4.48 . . .0 49 0 49 0 02# #m m m 10 >25 7 36.5 

C 5.51 . . .0 6 0 6 0 01# #m m m 6 >25 25 26.6 

D 5.77 . . .0 78 0 78 0 02# #m m m 6 >21.6 25 45.5 

Tot. Eff.: total efficiency. 
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us, for the first time, to effectively 
use such techniques from smart-
watch devices. This functionality was 
made possible by recent advances in 
ultrathin antenna technology, inte-
grated into constrained spaces and 
operating efficiently in proximity to 
the human body. By exploiting the 
phase characteristics of the antenna, 
one can realize beam steering prop-
erties to cover the entire azimuth 
plane with a low-profile structure of 
1.34 mm, with further tuning capa-

bility to 0.57 mm. This beam steer-
ing capability is subsequently used 
to execute the DM security scheme. 
The technique further addressed cur-
rent challenges posed by smartwatch 
energy constraints by enabling the 
implementation of an energy-effi-
cient single-RF-chain DM scheme. 
The proposed work can significantly 
contribute to the new area of PLS 
for wearable IoT devices thanks to its 
capability for miniaturization and the 
use of single-RF-chain techniques.
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