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Abstract—Currently, Radio Frequency Identification (RFID)
is one of the key technologies to realize the Internet of
Things (loT), which is widely used in our daily life. However,
there are some security threats such as impersonation attack,
replay attack in existed RFID systems. In addition, most
physical-layer authentication methods for RFID systems are
mainly to authenticate tags without authenticating the user.
In this paper, we present the design and implementation of
Au-Hota, a system that can authenticate the tag and the user
simultaneously, and can resist replaying attack and imper-
sonation attack that cannot be solved by most physical-layer
methods. Our idea is to assign a unique identifier to the user
based on the inductive coupling between two adjacent tags.
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When the user draws the identity identifier on the tag, different identity identifiers correspond to unique phase features

so that simultaneous authentication of the tag and the user
The system is fully compatible with Ultra High Frequency (UH

can be achieved under the premise of ensuring security.
F) RFID systems without any modification. We implement a

prototype of the system and conduct extensive experiments to evaluate performance. Our results demonstrate that the

system has good authentication performance.

Index Terms— Impersonation attack, replay attack, RFID, user authentication.

|. INTRODUCTION

ADIO Frequency Identification (RFID) is an essential
part of the Internet of Things (IoT). It has now been
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widely used in access control system, warehouse manage-
ment system, and traceability and tracking systems [1]-[4].
Compared with other technologies, RFID has irreplaceable
advantages, mainly represented by lower energy consumption
and low cost [5]-[8]. However, because tags use backscatter to
communicate with the reader, some security problems will be
encountered during the communication process. For example,
when using an access control system, an attacker can use a
particular device to eavesdrop on the tag signal, to crack it, and
to write the decrypted data into the illegal tag. The attacker can
pass the system authentication by using the illegal tag. In view
of the RFID systems’ hidden dangers, researchers begin to
research on RFID security issues.

Commercial Off-The-Shelf (COTS) tags have limited stor-
age and computing capabilities, and it is not feasible to use
encryption algorithms. Some tags with strong storage and
computing capabilities, such as NXP UCODE DNA RFID, are
expensive so that it will bring cost pressure to RFID systems’
applications, which are not conducive to large-scale use and
will make tags lose the advantage of low price. Even if the
encryption algorithm is used in tags, the attacker still has the
possibility of cracking the tag.

Some researchers begin to use physical layer methods
to authenticate tags [9]-[12], mainly using the difference
of internal hardware characteristics of different tags in the

For more information, see https://creativecommons.org/licenses/by/4.0/
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manufacturing process and extracting tag physical-layer infor-
mation. For example, Phase and Received Signal Strength
Indicator (RSSI) can be used to authenticate tags. Compared
with running the encryption algorithm in the tag, the tag
authentication method based on the physical layer does not
have any requirements on the tag’s performance. It is suitable
for all common tags. However, most physical-layer authenti-
cation methods are mainly to authenticate tags without authen-
ticating the user holding the tag. When an attacker finds the
tag lost by a legitimate user, it will perform impersonation
attack on the system. In addition, the attacker can use special
equipment to eavesdrop on the signal in the authentication of
the legitimate user and replay attack on the system.

Aiming at the security problems that the above existing
methods have not solved, we design Au-Hota that can authen-
ticate the tag and the user holding the tag. It can not only
resist common attacks but also resist replaying attack and
impersonation attack simultaneously. Au-Hota realizes the tag
and the user’s simultaneous authentication by extracting the
phase features of two adjacent tags. Since two tags are placed
close together, inductive coupling will affect the signals of two
tags and change phases. We can determine whether it is replay
attack during the authentication by analyzing the phase curve
of the fixed tag. During the authentication, the user needs to
draw the assigned unique identity identifier on the tag to be
authenticated with his finger. Then the system classifies the
phase curve of the tag to determine the legitimacy of the tag
and the user’s identity. The equipment used in Au-Hota is
common, the Ultra High Frequency (UHF) reader is Impinj
R420, and the tag is Impinj H47.

The contributions of this paper are as follows:

(1) We design a new physical-layer RFID authentication
system(Au-Hota) that can authenticate tags and users simul-
taneously, and the authentication strengths the RFID systems’
security. The system can resist both replay attack and imper-
sonation attack.

(2) We implement the system and evaluate its performance
through many experiments. The experimental results show that
the system has higher authentication performance.

(3) Au-Hota is fully compatible with the existing RFID
systems without any changes to the RFID hardware systems,
and the equipment used is common.

In the rest of the paper, Section II is the overview of Au-
Hota. Section III introduces the principles that affect the phase
change of tags. In addition, the detailed design of Au-Hota
is descripted in Section IV, and Section V evaluates the
system’s performance. Section VI gives the comparison with
other tag authentication methods. The related work is given in
Section VII, and Section VIII is the discussion and conclusion.

[1. OVERVIEW

This section introduces the system workflow, the design of
identity identifiers, and system application scenarios.

A. System Introduction

Workflow of Au-Hota: Figure 1 is the system model. UHF
RFID reader is connected to the directional antenna. Tag area
is divided into two parts. One part is for the fixed tag, which
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Fig. 1. Au-Hota system model.
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Fig. 2. The sliding direction of the finger on each marked point of Tg.

we call the left tag Ty, and the other part is where the tag to be
authenticated is placed, which is called the right tag Tr. When
users use Au-Hota, they need to register in advance. During
the registration, the system will save the user’s tag ID and
assign the user a unique identity identifier, such as a capital
letter “Z’. After completing the registration, the user needs to
stand at the position designated by the system, to place the tag
on the right tag area and to use the finger to draw the assigned
unique identifier on Tr. The system first judges whether the
ID of Tr is legal. If it is legal, it will match the collected
phase curves of Ty and Tr with the fingerprint database and
judge whether the identity identifier is correct according to
the matching result of the right tag’s phase curve. Through
the matching result of Tr, we can determine whether it is
replay attack. Au-Hota can ensure that the RFID tag and the
user holding the tag are authenticated at the same time.

Identity identifier: To ensure the accuracy of system
authentication, we mark 9 points on TR, as shown in Figure 2.
The user’s finger can only slide between every two marked
points. We call the sliding distance between every two points
as the distance of the finger sliding once, which is called one
step. If the identity identifier is only one step, there can be
40 types of identity identifiers. If the identity identifier has two
steps, there are 402 types of identifiers. If there are 3 steps,
there are 403. If it is n steps, there are 40". Therefore, Au-Hota
can provide enough identity identifiers to meet the needs of
large-scale applications of the system. We use those identity
identifiers as user IDs.

B. Attack Types

Au-Hota can resist multiple attack types. This paper mainly
discusses replay attack, counterfeiting attack, impersonation
attack and brute-force attack.
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Fig. 3. Sketch maps of two types of replaying attack. (a) The attacker
eavesdrops on the entire authentication; (b) The signal of TR is collected
by the attacker; (c) System is under replay attack.

Replay attack: We mainly analyze two types of replay
attack [13], [14], one is for the attacker to use special equip-
ment to eavesdrop on the signal of the entire authentication
in Figure 3(a). The other is that the attacker obtaining Tr and
user ID collect the signal of Tr in Figure 3(b). The attacker
obtains the authentication signal in either of these two ways,
replaying the signal in Au-Hota, as shown in Figure 3(c).

Counterfeiting attack: The legal tag’s data is acquired by
the attacker and is written to the illegal tag, which is used to
try to pass the system authentication.

Impersonation attack: It is possible to lose the legal tag
when using it. If the lost tag is picked up by an attacker,
the attacker will use it to attack the system and cause security
risks.

Brute-force attack: After the attacker has mastered
the method of extracting features by the system, the
attacker spends enough time and money to find an illegal tag
with the same features as the legal tag, using the found illegal
tag to attack the system.

C. Application Scenarios

Au-Hota can be applied in many scenarios in daily life,
especially in scenarios where RFID tags and user iden-
tity authentication are required simultaneously. This section
mainly introduces the application of the system in checking
exhibition ticket and baggage claim.

Checking exhibition ticket: Participants need to regis-
ter their identity before participating in the exhibition. The
organizer will assign a right tag Tr and a unique identity
identifier to the participants. When these participants arrive
at the exhibition entrance, they need to place Tr at the right
tag placement place on the entrance gate, and T, is adjacent
to Tr, as shown in Figure 4(a). Participant stands in the
verification area and uses a finger to draw the unique user ID
assigned by the organizer on the right tag. If the verification
is passed, the gate will be opened, and participant can enter
the exhibition. Au-Hota is used for checking tickets at the
exhibition, and the secure design of the system can improve
the security of the exhibition.

Baggage claim: Passengers consign their baggage at the
place of departure. The staff assigns the left tag T, and user ID
to the passenger and the right tag Tr is placed on the baggage.
When arriving at the destination, acquiring the right tag of the
luggage and placing it in the authentication area together with
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(a)Checking Exhibition Ticket (b) Baggage Claim

Fig. 4. Two typical application scenarios.

the left tag for authentication, the passenger needs to draw the
user ID on Tr with his finger. After passing the authentication,
the passenger can take the luggage, as shown in Figure 4(b).
According to related statistics, there are more than 20 million
luggage errors every year, and airlines need to compensate
hundreds of millions of RMB each year. The application of
Au-Hota can effectively reduce the number of baggage errors
and reduce airlines’ economic burden.

I1l. PRINCIPLES ANALYSIS
We analyze the tag phase change in Au-Hota from the per-
spective of principle, mainly analyzing two kinds of coupling
in the system and the user’s influence on the tag phase.

A. Two Kinds of Coupling

Radiative coupling: After being activated through radiative
coupling, the tag returns relevant information such as the
Electronic Production Code (EPC), RSSI, and phase of the
tag to the reader by backscattering signals. The tag phase is
affected by the distance between the reader and the tag. The
relationship between phase and distance can be expressed by
the following formula [15]:

4Ard
0= (% + AG)mod 27 (1

where d is the distance between the reader and the tag, 1 is
the wavelength, and A@ is the total influence of the reader and
the tag circuit on the tag phase.

Inductive coupling: When a tag is activated, the internally
generated current flowing in the loop part of the antenna
creates a magnetic field around it, which affects the sur-
rounding tags. We refer to this effect as inductive coupling
between two adjacent tags. When two tags are placed in
close proximity, both radiative and inductive coupling are
present. RF-Mehndi [21] and Hu-Fu [22] are designed both
based on the inductive coupling between tags. To verify the
inductive coupling, we do some experiments between two tags
and the experimental results are shown in Figure 5. When
Tp and Tr are read respectively, Phasel and Phase2 in the
figure’s blue points are 3.5 radians and 2.3 radians. When two
tags are placed in close distance, phases become 4.0 radians
and 1.5 radians, as shown in the red points corresponding
to Phasel and Phase2. Experiments show that the inductive
coupling between two tags will affect the tag phase.
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Fig. 5. The influence of inductive coupling and finger touching Tg on
the tag phase.

(a)Ty and Tx

(b) Finger touching the tag

Fig. 6. Structure of tags when placed statically and touched by a finger.

To further analyze the influence of inductive coupling on
the phase, we simplified the tag’s structure. The tag is mainly
composed of tag chip impedance, tag antenna impedance,
and the electromotive force produced by the reader radiative
coupling, as shown in Figure 6(a). I} and I, are the equal
magnitude but opposite direction. In the case of only Tr,
the magnetic flux generated by the current of Tr cancels
each other. When TR is placed 6mm away from Tr, Tp and
Tr will generate magnetic flux to each other, which affects
the current on the tag, thereby changing the phase of the
two tags. Take Tp affecting Tr as an example to illustrate
the principle. First of all, according to Biot-Savart law, the
magnetic flux generated by the current of T, on Tr can be
expressed as:

S LiLid
CD:(Bl—Bz)-S—'uO (/ I Lydry 1r1 /O

where po is the vacuum permeability, B; and B, are the
magnetic fields produced by I and I on Tr, L and L,
are the distance between two tags, d,; and d,, are differential
elements, and S is the effective annular area in TR, as shown
in Figure 6(a). The magnetic flux generated in Tr will bring
about additional induced current. Therefore the total current
can be expressed as:

D Lydry
SR

I =1+ M 424 3)
k= Re» + Ry dt
where M is the number of loops in TR, 7 is the current in Tg,
and R¢» and Ry are the chip and antenna resistances in TR,
respectively. The current in Tr changes under the influence of
Tr, so the phase of Tr is changed.
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Fig. 7. Validation experiments.

B. User Influence

When the user draws the identity identifier, the finger
impedance and finger motion will affect the tag phase. We ana-
lyze the influence process from the perspective of principle.

Finger Impedance: Our body can also be regarded as
an equivalent resistance and capacitance [16]. The effective
impedance used in Au-Hota is the local area at the end of
the limb, i.e. the finger. Since biometric features of the finger
are simple, the impedance on the finger is also stable [22].
RF-Mehndi is the introduction of impedance on the finger to
achieve authenticating a person. We have done some experi-
ments to verify the finger impedance.

We conduct two types of experiments on individual tag,
fingerless touch and finger touch, and collect phases of the
tag in both cases. In Figure 7, the tag phase is distributed
on both sides of the 4.22 radian when there is no finger
touch. When the tag is touched by a finger, the tag phase
changes to 1.14 radians. We validate finger impedance through
tag phase change.

Touching Tr with the user’s finger is equivalent to introduce
a new resistance in the circuit of the tag, as shown in
Figure 6(b). The introduced resistance will change the tag’s
current, affect the coupling reaction between two tags, and thus
change the phase of two tags. The Phase3 and Phase4 corre-
sponding to the blue points in Figure 5 are the phases of T,
and Tr without finger touch, and the phase are 4.0 radians and
1.5 radians, respectively. Phase3 and Phase4 corresponding to
the red points are the phases of two tags when the finger
touches TR, and the phase are 3.0 radians and 5.4 radians.

Finger motion: When the user draws the identity iden-
tifier, the finger’s movement will change the phase of two
tags. Before user authentication in Au-Hota, the propagation
distances of the two tags are d; and d;. The propagation
path will be changed by the finger motion when the user
is authenticating, as shown in Figure 8. We do not consider
the influence of tags and reader circuits on the phase. The
calculation methods for Ty, and Tr are the same, and the phase
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Fig. 9. When afinger draws the user ID on TR, the phase of Tg changes.

calculation formula for TR is as follows:
0 — 4rdi(sin by + sin6»)
a Asin(@) + 6)

When the user draws different identity identifiers on TR,
different feature phase curves can be obtained due to the intro-
duction of different finger impedance and finger movement
trajectories. We draw four identity identifiers ‘1°, ‘X’, ‘W’
and ‘Z’ on TR, and the corresponding phase curves are shown
in Figure 9.

921 4)

V. SYSTEM DESIGN

Au-Hota can authenticate tags and user identities simulta-
neously and can ensure the security of the authentication. Au-
Hota architecture consists of four modules: data collection,
phase preprocessing, feature extraction and optimization, and
secure authentication, as shown in Figure 10.

During the data collection, the reader collects the phase
data of two tags and then transmits it to the background
system to provide data sources for subsequent processing. The
purpose of phase preprocessing is to eliminate the impact
of data jumps and noise on the data. Feature extraction is
to extract the phase curve of Ty and Tr when the user’s
finger draws the identity identifier on Tr. Feature optimization

Data Collection

()]

Phase
Preprocessing

Unwrapping

Kalman Filtering

J

Feature Extraction
and Optimization

Authentication Feature Extraction

TL TR

DB Feature Optimization

Fig. 10. Au-Hota system architecture.

improves the accuracy of authentication and processes phase
into data can be identified and processed easily by the system.
Authentication is to make a judgment whether the user and
tag are legal. We only introduce the three modules of phase
preprocessing, feature extraction and optimization, and secure
authentication in the following analysis.

A. Phase Preprocessing

The data processed by the system is the tag phase, which
is a periodic function [3], [8], [17] with a range of O to 2x.
In experiments, it is found that tag phase sometimes jumps
directly from O to 2z or 2z to 0. In order to resolve phase
jump points, we use the phase unwrapping method. Besides,
the tag phase is susceptible to environmental noise. We use
the Kalman filter to filter the phase noise.

Phase unwrapping: The phase jump will seriously affect
the authentication accuracy of the system. Using the phase
unwrapping algorithm can eliminate the phase curve’s jump
point and improve the authentication performance of the
system. The algorithm determines whether the current phase is
plus or minus an integer multiple of 2z by the phase difference
between adjacent phases. The specific formula is as follows:

k
0y =60, 0/ =06i+2x Z AR k-1
k=1

)

Among them, the value of Ay -1 is determined by phase
difference of the adjacent phases and can be 0, -1, 1 accord-
ing to the range of the phase difference value. The phase
curve processed by the unwrapping algorithm is shown in
Figure 11 (a), which can remove jump points on the phase
curve, and make the phase curve become a continuously
changing curve.

Kalman filtering: We use the Kalman filter [18] to deal
with phase noise. The algorithm’s core idea is to get the
optimal phase at the current moment based on the phase at
the current moment and the predicted phase and error at the
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Fig. 11. Processing and optimizing phase features.

last moment, and then predict the phase at the next moment.
The formula for calculating the optimal phase at the current
moment is as follows:

wi = yi—1 + (pi — wi1) - K (6)

where y; is the optimal phase at the current moment, w;_p is
the optimal value at the last moment, which is the predicted
value at the current moment, ¢; is the phase at the current
moment, and Kj is the Kalman gain at the current moment.
Kalman gain needs to be updated continuously, the update
process is as follows:

Aixl

Ki+1 - 7’

Aivt = (1 —Kj) - 44 7
/11+1+‘[ i+1 ( 1) 1 ()

where A is the predicted mean square error, and 7 is a
fixed constant. The phase curve processing result is shown
in Figure 11(b). The Kalman filter can make the phase curve
contour clearer, getting rid of the influence of noise.

B. Feature Extraction and Optimization

The phase curves of T, and Tr need to be extracted from
tag phases collected by the reader when the user’s finger draws
the identity identifier on Tr. The extracted phase curve is
used as the unique phase feature corresponding to the user ID.
To ensure that Au-Hota has a higher authentication accuracy
rate, we have optimized the phase features.

Feature extraction: The variation trends of the phase
curves of two tags during the authentication are as follows.
First, before the user draws the user ID, the phase curves of
TL and TR tend to be stable; during the period of drawing the
user ID, the phase curves vary significantly; finally, when the
user finishes drawing the user ID, phase curves of two tags
are always a straight line. We use the changing rule of the
phase sliding window size to 30, and compare each sliding
window variance with the set variance threshold to determine
the starting point and ending point of the feature. T ’s sliding
window variance threshold is set to 0.3, and Tr’s threshold is

set to 0.1. The red curve in Figure 11(c) is the unique phase
feature corresponding to the user ID.

Feature optimization: During the authentication, the fin-
ger’s sliding speed on Tr cannot be guaranteed to be the
same every time. Different sliding speeds will produce phase
curves with different lengths and amplitudes. In order to
solve this problem, we propose a feature optimization method,
which optimizes the feature corresponding to the same identity
identifier into a curve with basically the same amplitude and
length.

We first take the mean for every 30 samples, then uniformly
distribute the abscissa corresponding to the samples and use
the B-spline interpolation algorithm to smooth the curve, and
divide the difference by the standard deviation of the smoothed
samples:

X'(6) = [X(1) — pl/o ®)

where 1 and ¢ is the mean and the standard deviation of the
smoothed samples, respectively. The above method can handle
the amplitude of the phase curve. We use feature optimization
algorithm (Algorithm 1) to solve the length of the phase curve.
The central idea is to process the curve based on the standard
phase curve.

First, we search critical points of the phase curve (start
point, end point, crests, and troughs), and then segment
the phase curve according to two critical points each time.

Algorithm 1 Feature Optimization

Input: Feature sequence with optimized amplitude:

X =[x1,x2,...... xnl,n €[1, NJ
Output: Optimized feature sequence:
Y=[D,y2,...... yal,m € [1, M]
1:i=0
2: j=0
3: k= X.size()
4: while i < k do
5: value = xjy1 — xi
6:  diff [i] = Symbol value
7 i=i+1
8: endwhile

Nel

s fori =diff.size) — 1 — 0 do

10:  diff [i] = Traverse [diff [ i ] )

11: end for

12: whilej < diff.size() do

13: i difflj+ 11 —diff[j] # O then

14: key[++il=xj11
15: j=j+1
16: end if

17: end while

18: key[0] = xo

19: keyl[i] = xp—1

20: for i =0 — key.size() do

21:  start, end = Shift (i,i + 1,key)

22:  array = UniformDis(start, end, X)

23:  Y|[start : end] = Bsplinelnterp(start, end, array)
24: end for

25: return Y
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Fig. 12.  Au-Hota system uses fast-DTW algorithm to compare the
similarity of two phase.

Each curve is mapped to the standard curve’s corresponding
position according to two critical points, being used uniform
distribution and B-spline interpolation method to normalize the
length of this curve. Finally, the phase curve that has almost
the same trend and constant length can be obtained. In regard
to finding crests and troughs of the phase curve, we perform
the first-order difference processing on the phase curve, use
the sign operation to obtain the positive and negative feature
curves conditions of the first derivative, and then perform the
first-order difference processing on the symbol array, so as to
accurately determine crests and troughs of the phase curve.
Figure 11(d) shows two phase feature curves corresponding
to the same identity identifier with different sliding speeds.
It can be seen from the figure that the optimized curves are
basically the same in amplitude and length. The authentication
module entered the optimized data can improve the accuracy
of system authentication.

C. Secure Authentication

The feature that Au-Hota needs to be classified is the
phase curve that changes with time. The best way to solve
this problem is the K-Nearest Neighbor (KNN) and dynamic
time warping algorithm (DTW). DTW is mainly used in
speech recognition [18], but DTW’s time complexity is O(N?),
which will degrade the system’s authentication performance.
We use the KNN classification algorithm and improved DTW
algorithm, which is called fast-DTW algorithm [19], to reduce
DTW algorithm’s time and space complexity. The fast-DTW
algorithm optimizes the performance of DTW from two
aspects. On the one hand, the search space is restricted to
the shadow area, reducing the number of spatial searches.
On the other hand, an abstract method is used to determine
the shortest path of the two feature curves in the shadow
area, as shown in Figure 12. In order to further improve
the accuracy of Au-Hota, we optimize the input data of the
fast-DTW algorithm, as explained in the next section.

V. IMPLEMENTATION AND EVALUATION

We use COTS RFID readers and tags to implement Au-Hota
and perform experiments to evaluate the performance of the
system.

A. System Implementation

Hardware and software: As shown in Figure 13(c),
Au-Hota uses Impinj R420 UHF reader connecting the

VIKITEK VAQ094 directional antenna with an antenna gain
of 9dBi. The tag used by the system is the common Impinj
H47 tag, and the operating frequency of the entire system is
920.625MHz.

Au-Hota system software is developed by Java, using LLRP
(Low-Level Reader Protocol) to communicate with the UHF
RFID reader. Through the Ethernet interface, the reader can
transmit these data of two tags to the client that verifies Tr’s
ID and the identity of user holding Tr as well as determines
whether it is replay attack. The software can run on Intel Core
17-9700F CPU at 3.6 GHz and 8GB memory.

Deployment: To further evaluate the system’s performance,
we conduct extensive experiments. Figure 13(a) shows the
specific experimental deployment, and the directional antenna
is connected to the reader. Two H47 tags are used in exper-
iments, where one as the left tag Tr, and the other as the
right tag Tr. The vertical distance D; between the center of
the directional antenna and the Tp.’s center is 30cm, and the
horizontal distance D5 is 15cm. In order to ensure that Tt and
Tr have an obvious coupling reaction, we make the distance
D3 between the two tags as small as possible, which is 6mm.

The deployment to verify the system’s performance against
replay attack is shown in Figure 13(b). USRP N210 equipped
with the SBX daughter board is connected to a directional
antenna and aligned horizontally with the reader. D4 between
the reader and USRP N210 is 25cm. Besides, the distance
between USRP N210 and two tags is equivalent to the reader.

B. Secure Analysis

This section sets forth the security of Au-Hota and analyzes
in detail how the system resists attacking from attackers. These
attacks analyzed include replay attack, counterfeiting attack,
impersonation attack, and brute-force attack.

Replay attack: Attackers need to use special equipment
such as the USRP N210 to approach the system in a short
distance to eavesdrop on signals. The entire authentication of
Au-Hota occurs in a close scenario, which can reduce the risk
of eavesdropping. It is supposed that the attacker eavesdrops
on an individual legal authentication in Au-Hota and attempts
to pass the authentication by replaying the signal. Because
the UHF reader uses the ALOHA anti-collision algorithm,
the system will not only receive the replay signal Sgr of the
attacker, but also the signal Sy of Tp in the system when
the attacker replays the signal. Therefore the final T s signal
is SL+SrL (SrL is the replayed Tr’s signal). By comparing
Ty’s signal Srp, under legal authentication, the classification
algorithm can quickly and accurately identify this authentica-
tion as replay attack. Also, if the attacker obtains the legal
Tr and acquires the identity identifier of the legal user, USRP
N210 is designed as a UHF RFID reader. Making his finger
draw the legal user’s identity identifier on TR, the attacker
replays the Tr’s signal by exploiting the designed reader to
collect Tr’s signal in Au-Hota. This kind of replay attack still
cannot pass the authentication. If only Tr’s signal is replayed,
T will not react with Tr, which gets constant Tr’s signal
obviously different from the signal under legal authentication,
so the system can identify this authentication as replay attack
with high accuracy.
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(a) To verify Au-Hota

h B =
(b)To verify against replaying attack

(c¢) Equipment included in Au-Hota

Fig. 13. Experimental deployments and equipment to evaluate the performance of Au-Hota.

Counterfeiting attack: In most existing physical layer-
based authentication systems [11], [20]-[22], this kind of
attack can be solved and Au-Hota can also resist counterfeiting
attack. By analyzing Tr’s phase curve, even if the ID of Tr
is legal, it still fails to pass the authentication.

Impersonation attack: Most physical layer authentication
systems cannot solve this attack. RF-Mehndi [21] is the first
and only system that can resist this attack. By introducing
human biological features, it can solve security issues due to
tag loss. For this attack, Au-Hota proposes a solution to assign
a unique ID to each legitimate user. During the authentication,
the user needs to draw his unique ID on the Tr with his finger.
The system realizes user identity authentication by analyzing
the phase curve of Tr. Although there is a risk of losing the
identity identifier, this method is still an excellent way to solve
the impersonation attack.

Brute-force attack: Au-Hota can resist brute-force attack
that is very time-consuming. The attacker needs to invest a
significant amount of time and energy, and the probability of
cracking is very low. Mastering the system’s feature extraction
and feature optimization methods and finding a tag that is
similar in signal features to the legal Tr from a large number
of tags, an attacker performing counterfeiting still fails to
pass the authentication. Because the attacker cannot pass the
authentication without knowing the user ID, even if the user ID
is obtained, the classification algorithm adopted by Au-Hota
will compare the difference with the legal tag.

C. Graphics Evaluation of Performance

We evaluate the overall performance and security of
Au-Hota through many experiments. Evaluation indexes are
false recognition rate (FAR) and rejection rate (FRR). The
results show that the system has high authentication accuracy
and can resist most attacks.

Overall performance of Au-Hota: To evaluate the authen-
tication’s overall performance, we invite 9 volunteers who are
assigned 9 right tags and 9 unique IDs, which are shown
in Figure 14. Each volunteer carries out 100 authentications,
and these results are given in Figure 15. In Figure 15 we can
see that Au-Hota has a higher authentication accuracy. The
accuracy can reach 95.6%. Among them, the accuracy of H2,
H3, and H8 in the authentication can reach 100%, which shows
that the system has good performance. On account of the high

Fig. 14. 9 user IDs used in the experiment.

H1I H2 H3 H4 ©S
Tag Index

Ho H7 HS8

Fig. 15. Overall performance of Au-Hota.

symmetry of the H47 tag, user IDs ‘Z’ and ‘\’ corresponding
to H6 and H7 are very similar, so the accuracy is reduced.
The FAR and FRR of H6 and H7 are 5.0%, 4.0% and 4.0%,
6.0%, respectively. Although the accuracy has been reduced,
it can still be maintained above 90.0%. In practical application,
Au-Hota can provide abundant IDs, which can completely
avoid the situation of similar IDs.

Resisting replay attack: Two types of replay attack are
analyzed in the paper. One is to eavesdrop on the signal during
the entire legal authentication and the other is to collect Tr’s
signal where the finger draws the identity identifier on Tr. For
the first type of replay attack, we eavesdrop on the signals
in different legal authentication 10 times, and then replay
each signal 100 times. Figure 16 shows that the system’s
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D. Influence Factors of Au-Hota

During the authentication of Au-Hota, the extracted feature
is the tag phase that is mainly affected by distance, angle, and
environment. Combined with the actual situation of Au-Hota,
this section mainly analyzes the three influencing factors of
distance, environment, and finger sliding speed.

Distance: The tag phase is closely related to the distance,
so we verify the influence of distance on the system. There
are two main types of distance involved in Au-Hota, one is
the distance between the reader and tags, and the other is the
distance between the user and tags. Since the position of the
reader and tags are determined in the system, which will not
affect the tag phase. To verify the influence of the distance
between the user and tags on the system authentication accu-
racy, we have prepared 3 training sets with distances of 30cm,
40cm and 50cm.

In the test period, volunteers keep varying the distance to
the tag from 10cm to 70cm, changing 10cm each time. The test
result is shown in Figure 17. It can be seen from the figure that
the authentication distance with higher system accuracy is
30cm to 60cm, and the best authentication distance is 40cm.
In actually, the system determines the authentication distance
between the user and tags, which can effectively eliminate the
influence of distance on the system’s accuracy.

Environment: Moving people or objects in the environment
will cause the tag’s phase to be affected by the multipath
signal [8]. Au-Hota is a short-range authentication that can
reduce the impact of the environment on the accuracy. We reg-
ister the identity of volunteers in room 1, and volunteers
perform identity authentication in room 2. The authentication
result show that the system’s accuracy is 94.4% under the
circumstances of environmental changes in Figure 18.

Fig. 18. The performance of Au-Hota when the environment varies.

TABLE |
THE PERFORMANCE OF AU-HOTA UNDER
DIFFERENT SLIDING SPEEDS

Results 1 seconds 3 seconds 5 seconds

(FAR,FRR) (5.0%,3.0%) (3.0%,1.0%) (4.0%,3.0%)

Finger sliding speed: The sliding speed of the finger on Tr
cannot be guaranteed to be constant. Different sliding speeds
will result in different amplitude and length of the phase curve.
Au-Hota uses feature optimization to solve this problem.
We require volunteers to slide at 1s, 3s, and 5s, respectively
and conduct experiments. The experimental results are shown
in Table I. Even if the sliding speed is different, the accuracy
of Au-Hota can still be maintained above 90%. Besides,
the best sliding speed for system certification is 3s.

V1. COMPARISON

We compare Au-Hota with other tag authentication methods
achieved by Butterfly [12], Hu-Fu [22] and RF-Mehndi [21].
The comparison results are shown in Table II. Butterfly
can achieve the accuracy of 96.7% for tag authentication,
but is only resistant to counterfeiting attack, not replay or
impersonation attack. Hu-Fu is more resistant to replay attack
than Butterfly, and has the accuracy of 95%, but is limited
to authenticating tags, not people, i.e. it is not resistant to
impersonation attack. RF-Mehndi introduces human biomet-
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TABLE Il
COMPARISON WITH OTHER METHODS
Counterfeiting Reply Impersonation
Methods attack attack attack Accuracy
Butterfly Yes No No 96.7%
Hu-Fu Yes Yes No 95.0%
RF-Mehndi Yes No Yes 95.0%
Au-Hota Yes Yes Yes 95.6%

rics to authenticate people and achieves 95% accuracy, but
this authentication method is not resistant to replay attack.
However, our proposed method not only resists common
attack methods such as counterfeiting attack and replay attack,
but also achieves authentication of people with the accuracy
of 95.6%. Thus, compared to other recently existing authenti-
cation methods, Au-Hota enables simultaneous authentication
of tags and the user and is resistant to a wide range of attacks
with a high accuracy.

VII. RELATED WORK

There are mainly two kinds of methods for authenticating
RFID tags. One is based on encryption. The other is a method
based on the physical layer authentication.

The encryption-based method uses traditional encryption
technology to authenticate the tag. Only when the tag provides
the reader with the correct password can the tag pass the
authentication [23]-[27]. This authentication method is impos-
sible for ordinary tags, and it requires tags with certain storage
and computing capabilities. Meanwhile, the communication
protocol between the reader and the tag needs to be modified,
which is time-consuming and laborious. When an attacker
obtains the authentication password and modifies the tag to
the legal tag to perform counterfeit attack on the system, these
encryption-based methods cannot resist this attack.

Considering these shortcomings of encryption-based meth-
ods, researchers begin to use physical layer methods to
authenticate tags. Periaswamy et al. [9] realize the tag authen-
tication by extracting the tag signal’s minimum power.
Danev et al. [10] authenticate tags by analyzing the interval
error (TIE), average baseband power (ABP), and power spec-
trum features of RN16 preamble signal. Geneprint[11] takes
the covariance (Cov) and power spectral density (PSD) of the
RN16 preamble signal as features, which can be very con-
venient for tag authentication. To eliminate the environment’s
influence on the authentication, Butterfly [12] separates the
EPC signal of two tags and authenticates the tag by analyzing
the frequency domain features of the EPC signal difference
between two tags. Resisting replay attack, Hu-Fu [22] adds a
random signal during the communication between the reader
and tags and extracts the power spectral density (PSD) and
energy spectrum of two tag signals as features of authenti-
cation. RF-Mehndi [21] introduces human biological features,
authenticating both the tag and the tag holder. All the above
methods have a common flaw that the system cannot resist
replay attack and impersonation attack simultaneously.

Some studies use machine learning to identify human
motion [28] and detect skin hydration level [29], and Au-Hota

feeds the extracted physical layer features of the tag into a
machine learning model that not only authenticates the tag, but
also resists both replay and impersonation attack. Equipment
used in Au-Hota is COTS devices, and there is no need to
make any changes to the UHF RFID systems.

VIII. DISCUSSION AND CONCLUSION

The Au-Hota system has four advantages for large-scale
applications. Firstly, the equipment employed is commonly
UHF equipment and is compatible with existing systems
without the need to make any changes. Secondly, Au-Hota
can be used on a large scale as RFID tags are available at
a low price. Thirdly, it is simple to deploy, requiring only
the deployment of the reader and tags, which is less complex.
Fourthly, the system can be deployed in any noisy environment
and has high authentication accuracy.

We conduct experiments to verify the system’s performance.
Firstly, the overall performance of the system is evaluated.
Then, the performance of the system against various attacks is
evaluated. Finally, various factors that affect the performance
are analyzed. The experimental results show that Au-Hota
maintains a high performance against a variety of security
attacks.

Au-Hota can authenticate both tags and the user, which is
the first method that not only can resist the common attacks
but also replay attack and impersonation attack. The feature
extracted by Au-Hota is the tag phase that is closely related to
the inductive coupling between two tags and the identification
identifier drawn on the tag by the finger. In the future work,
we will realize the scheme integrated with existed RFID-based
door system to enhance the system’s security.
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