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Abstract—As Global Navigation Satellite System (GNSS)
spoofing techniques are highly stealthy and pose a tremen-
dous risk to targets using GNSS technology, studies on
GNSS spoofing techniques have been in the spotlight. If the
accurate position and velocity of the target receiver can be
obtained, the target receiver can be covertly spoofed during
the signal tracking stage using synchronous lift-off spoofing.
However, it is often difficult to accurately obtain the position
and velocity of a target in real GNSS spoofing scenarios.
To address this problem, To study the effects of spoofing
signals’ power (relative to the real signal), code pulling rate,
carrier Doppler shift, initial code phase difference, and carrier
phase difference on the efficacy of spoofing, the intrusion of

receiver’s signal tracking loop by spoofing signals is mathematically modeled. Based on the model, an asynchronous
lift-off spoofing for GNSS receivers in the signal tracking stage is proposed. Theoretical analysis and experimental results
show that the new method resulted in stable Doppler frequency variations, short fluctuations in carrier-to-noise ratio (C/N)
and signal lock time, and gentle changes to the receiver’s 3D Earth-Centered Earth Fixed (ECEF) coordinates, when the
target’s position and velocity were approximately known during the intrusion period. The proposed spoofing method is
highly feasible and could expand the scope of applicability of lift-off spoofing.

Index Terms— Asynchronous, satellite navigation, lift-off spoofing, signal tracking stage, spoofing signal,
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|. INTRODUCTION

S GLOBAL navigation satellite system (GNSS) tech-

nology has deeply penetrated many aspects of civilian
and military field, satellite navigation signals have certain
vulnerabilities [1], although there are many ways to detect
spoofing [2], currently more effective anti-spoofing techniques
include detection technology based on signal power, naviga-
tion message comparison technology, external speed informa-
tion based spoofing detection technology and external location
information based spoofing detection technology. Spoofed
GNSS signals could cause disastrous outcomes providing erro-
neous positioning solutions. Therefore, spoofing have become
a severe threat to GNSS technology [3]. Spoofing interference
is implemented for the timing receiver in the infrastructure,
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and the timing synchronization error is introduced to destroy
the system time synchronization, thereby paralyzing its com-
munication and power systems [4]. Humphreys also provided
some spoofing data sets for experiments [5]. For example,
timing receivers are used to provide timing for synchronous
phasor measurement units (PMUSs). Tests have shown that
GNSS spoofers may force PMUs to violate standards [6]. Ever
since the U.S. Department of Transportation reported the threat
of GNSS spoofing in 2001, spoofing have become a major
military concern for many countries, and studies on GNSS
interference techniques have been in the spotlight [7].

Spoofing are performed by generating signals that strongly
resemble genuine GNSS signals, or by repeating real GNSS
signals. Target receiver mistakes the spoofing signal for a
real signal, and tracks this signal, thereby outputting either
erroneous positioning solutions or no information [8]. Spoof-
ing carry the greatest potential for damage among all GNSS
interference techniques [9].

In an actual GNSS spoofing scenario, target receiver is
usually infected during signal tracking stage [10]. “Jam-and-
spoof” approach is an effective method for implementing
spoofing, but it is easily recognized, and in such a case,
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the target simply employs other ways to navigate [11].
However, one could surreptitiously perform a synchronous
“lift-oft” spoofing on a receiver during signal tracking stage,
if one accurately knows the position and velocity of the target
receiver. Lift-off spoofing prevent the receiver from losing
lock, which allows to remain concealed [12]. Since lift-off
spoofing has become an important direction for the devel-
opment of spoofing techniques, it is of practical importance
to study how covert spoofing could be executed on target
receivers during tracking stage [13].

In summary, most spoofing may be categorized as interme-
diate spoofing [14], which are also known as lift-off spoof-
ing [9]. Lift-off spoofing vary in terms of code pulling rates,
carrier Doppler shift, and spoofing signal’s power relative to
the genuine signal, and this gives each approach a different
set of strengths and weaknesses. Furthermore, one requires
accurate information about the position and velocity of the
targeted receiver’s antenna phase center to successfully execute
covert lift-off spoofing.

It is often difficult to obtain accurate information about a
spoofing target in actual GNSS spoofing scenarios. To address
this problem, we mathematically modeled the intrusion of
receiver’s signal tracking loop by a spoofing signal, to study
the effects of spoofing signal’s power (relative to the real
signal), code pulling rate, carrier Doppler shift, initial code
phase difference and carrier phase difference on the efficacy
of spoofing. On this basis, an asynchronous lift-off spoofing
for GNSS receivers during signal tracking stage is proposed.
Theoretically and experimentally, when the target’s position
and velocity are approximately known during the intrusion
period, new method outperforms the conventional synchronous
lift-off spoofing as follows: (1) the variations in signal Doppler
frequency are much more stable, (2) the fluctuations in carrier-
to-noise ratio (C/N) are much shorter, (3) the signal lock time
spans are shorter, and (4) the resulting changes in the receiver’s
3D Earth-Centered Earth-Fixed (ECEF) coordinates are much
more gentle.

Il. MODELING SPOOFING IN THE SIGNAL
TRACKING STAGE

When the receiver is tracking a genuine signal, the carrier
frequency and code phase of the spoofing signal must match
those of the genuine signal; otherwise, even very powerful
spoofing signals cannot take over the receiver [15].

The following complex-number signal model represents a
target receiver that is simultaneously receiving spoofing and
genuine signals during the signal tracking stage:

r(nTy) = D P DTy — g))cfi(n Ty — gif)el it i2elins

h=Ja
+ D PyD;, (nTy — 73)cs, (n Ty — 13)
m=J%
x el omTi2mfunTs n(nTy) (1)

Here, P is the received signal power; D is the navigation
message; ¢ is the pseudorandom noise (PRN) code sequence;
T; is the sampling interval; ¢, f; and 7 are the carrier
phase, carrier Doppler frequency, and code phase, respectively;

n(nTy) is additive Gaussian white noise with a zero average
and variance of ¢2. The & and m subscripts indicate whether
the signal being received is genuine or spoofing, whereas
J% and J* are the real and spoofing signal sets respectively,
where a and s subscripts indicate the received real signals
and spoofing signals respectively. In GNSS, if each bit of
the navigation message (D) is 20 ms long and the coherent
integration time is constant, the effects of D on the calculations
are then negligible. In civil GNSS codes, the ephemeris of
D is repeated once every 30 s and updated once every 2 h,
whereas the almanac is repeated once every 12.5 min and
renewed every week. Once the almanac and ephemeris have
been obtained, the next bit of data may be predicted [16].

The coherent integration of the /-th signal may be expressed
as:

kN

uliad]=y ¥
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)

In (2), fl and 7; are the estimated delays in the carrier
Doppler frequency and code phase, k is the index of the
integration interval, and N is the coherent integration interval.
Because the coherent integration time is usually 1 ms, which is
much shorter than the data bit length of D (20 ms), the effects
of D on the correlation may be excluded. Therefore, /-th real
signal represents the real signal of the /-th channel, the correla-
tion between the /-th real signal and the corresponding locally
generated C/A code and carrier frequency is given by:
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In (3), Ago% is the difference between the carrier phases of

the real and locally generated signals at k = 0, and A fla’l is
the difference in carrier frequency between the real and local
signals.

When the receiver is in signal tracking phase, the local
carrier frequency and code phase may be assumed to be
identical to those of the real signal (i.e., Afla’l ~ 0, rl“ =17).
Equation (3) may then be simplified to:

i (k] = /P R(Az" ) sinc(Af" NTy)
% ej;rAf/”’/[(2k71)N71]T5+jA(p,“b’
+ /P R(AT ) sine(A S NTy)
w oA I DN=1ITo+jAg)y Pk @

In (4), A fls’l, Aq)ls’é, and Arls’l are the carrier frequency
difference, carrier phase difference, and code phase difference
. . . a,l .

between the spoofing and local signal, respectively; Az, is
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the code phase difference between the real signal and local
signal; R(Arl“’l) is the correlation between real and local
signals with the same PRN but different code phases; Arls’l is
the code phase difference between the spoofing and local
signal, and R(A rls’l) is the correlation between spoofing and
local signals with the same PRN but different code phases.

The carrier frequency, carrier phase, and code phase of the
genuine signal may be assumed to be aligned, i.e., A fla’l,
Azf!, and AgoZbl are all close or equal to zero. Therefore,
the correlation between the output signal (which contains the
[-th real signal and /-th spoofing signal) and the output of the
[-th local signal may be simplified to [16]:

ur [k] = /PP R(AT") sinc(A S NTy)
X ej”Af/ays[(zk_1)N_1]Ts+jA¢ZE)S + P]a + 77] [k] (5)

In (5), Af"", At/"", and Ag;"" are the carrier frequency,
code phase, and carrier phase differences between the genuine
satellite and spoofing signal, respectively.

The quantitative requirements for a successful GNSS spoof-
ing have been examined. Initially, the spoofing signal must
be at least 2 dB more powerful than the real signal, so that
the receiver seamlessly locks onto the spoofing signal; this
deviation is also low enough not to be detected by power based
spoofing countermeasures. Furthermore, spoofing signal’s chip
offsets should be less than 75 ns and 500 m to circum-
vent time and position based spoofing countermeasures [17].
Moreover, a target is successfully spoofed if each spoofing
signal: (1) shifts 2 us relative to the real signal, and (2) is at
least 10 dB more powerful than the corresponding authentic
signal [15]. Additionally, the spoofing signal simply has to be
more powerful than the authentic signal after Doppler loses
to take over the receiver’s pseudo-noise (PN) code-tracking
loop and spoofs a GNSS receiver that was originally tracking
a genuine satellite signal. However, given a limited coherent
accumulation time, one must find a balance between minimum
spoofing-signal power and maximum synchronization time,
which are contradictory requirements. For a typical GNSS
receiver, the spoofing signal only needs to be 4 dB more
powerful than the authentic signal, i.e., it takes a maximum
of 50 min for spoofing GNSS signal to take over a GNSS
receiver that was tracking a real signal [18]. The critical
jamming-to-signal (J/S) ratio for a spoofing signal to disrupt
a GNSS receiver that is constantly tracking a GNSS signal is
24 dB [19]. Concerning the covert spoofing: (1) The spoofer’s
power advantage must be no more than 12 dB, (2) the spoofing
signal must have the same frequency as the real signal, and
(3) a constant carrier-to-noise ratio (C/N) must be maintained
throughout the spoofing [20]. Additionally, the maximum
Doppler shift that can be tolerated by a target receiver that
is constantly tracking a signal is approximately 50 Hz.

Spoofing methods have been proposed. Firstly, two interme-
diate spoofing strategies are reported. In the first strategy, the
spoofing signal is locked to the carrier phase; in the second
strategy, the code phase is kept consistent with the carrier
phase. Although both strategies can drag the code phase
away from the genuine signal, the first strategy disrupts the

TABLE |
COMPARISON WITH ALL SUMMARIZED PARAMETERS
FOR DIFFERENT LIFT-OFF SPOOFING

Spoofing Doppler Synchronous or

method frequency fixed Consistent asynchronous
A Fixed Inconsistent Synchronous
B Fixed Inconsistent Asynchronous
C Fixed consistent Synchronous
D Fixed consistent Asynchronous
E Not fixed Inconsistent Synchronous
F Not fixed Inconsistent Asynchronous
G Not fixed consistent Synchronous
H Not fixed consistent Asynchronous

consistency between the carrier phase and code phase, which
allows spoofing to be detected by carrier-code frequency
consistency checks. The second strategy leads to oscillations
in the output of phase-locked loop (PLL), which could also
alert the receiver to the spoofing. Therefore, the spoofing
strategy should be selected according to the receiver’s charac-
teristics [14]. In 2014, Ma et al. showed that, once the spoofing
signal has been accepted by the receiver’s navigation solver,
the receiver is gradually pulled towards a predetermined region
using forged ephemeris data and accumulated small errors over
time; this allows the spoofing to elude detection by receiver
autonomous integrity monitoring (RAIM) methods [21]. How-
ever, they did not quantitatively analyzed the effects of the J/S
ratio on the receiver, nor did they check whether these effects
could lead to anomalies in the receiver’s output. Experiments
from Wang et al. showed that the receiver positioning solutions
can be scrambled by direct intrusion, where the spoofing
signal’s power is adjusted in a rational manner. However,
they did not succeed in tricking the receiver to output a
predetermined positioning solution. Using a jamming-assisted
spoofing method, they successfully rendered the receiver out-
put the preset positioning solution, thereby demonstrating the
feasibility of GPS receiver spoofing [22]. In 2019, Peng et al.
studied to what degree intermediate spoofing are affected by
the relative powers, carrier frequencies, and code phases of the
genuine and spoofing signals, when it is not possible to obtain
accurate information about the target. However, they did not
analyzed the mechanistic aspects of these effects in-depth [23].

The comparison table with all summarized parameters for
different lift-off is provided below:

[1l. NEw SPOOFING METHOD

In real spoofing scenario, the targeted GNSS receiver is
not cooperative, which means that spoofers do not know the
internal parameters of the target receiver and is very difficult to
accurately obtain its antenna’s position and velocity. Therefore,
we proposed an effective and feasible method to perform a
spoofing when the spoofer obtain the position and velocity of
the target receiver’s antenna approximately.

A. Overall Design

The method proposed here is an asynchronous lift-off spoof-
ing. This method’s procedures are described below. The red
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Fig. 1. Processes of an asynchronous lift-off spoofing.

dots in Fig. 1 indicate the vertices on correlation peak of signal
tracked by receiver, and the green and yellow dots are both
points on correlation peak of signal tracked by receiver. After
the spoofer first obtains the approximate coordinates of the
receiver’s antenna phase center (Fig. 1), it produces a spoofing
signal (red signal) that is more powerful than the genuine
signal (black signal), and the spoofing signal gradually shifts
towards the correlation peak of the genuine signal (T1). At T,
the spoofing and genuine signals are synchronous; the code
phases of the spoofing and genuine signals are aligned (T2).
The spoofing signal then uses its advantage in power to take
over the targeted GNSS receiver’s pseudo-code loop, and
it continues shifting until the code phases of genuine and
spoofing signals disassociate from each other (T3). Finally,
the spoofing signal then continues to maintain the existing
power (Ty).

In a realistic scenario, the key factors for determining
the success of the spoofing are: the power of the spoofing
signal, code pulling rate, carrier frequency difference between
spoofing and genuine signals, consistency between Doppler
shifts of spoofing and genuine signals, and code phase and
carrier phase differences between spoofing and genuine signal.
In the following, we thoroughly analyze the effects of the
aforementioned factors on the spoofing process from a mech-
anistic perspective. We then propose an improved spoofing on
this basis.

B. Power of the Spoofing Signal

In an asynchronous spoofing, it is important to control
the power of the spoofing signal. If the power is too high,
the spoofing may be detected by the receiver’s power-based
spoofing countermeasures, which reduces its effectiveness.
If the power is too low, the spoofing signal does not succeed
in taking over the receiver’s tracking loop. The frequency
difference, A fls’l, attenuates the coherent integration amplitude
by sinc?(A fls’choh), where T.,, = NT is the coherent
integration time. It has been demonstrated that the power of
the spoofing signal’s correlation peak must be greater than
that of the genuine signal after Doppler losses, if the spoofing
signal succeeds in taking over the receiver’s tracking loop; this
defines the spoofing signal’s minimum power [18]. However,
the spoofing signal’s code pulling rate is often too large,
which makes it less probable for the spoofing to succeed.

By increasing the spoofing signal’s power, the correlation
between the spoofing and local signal could be stronger than
the correlation peak between the local and genuine signal,
even in the presence of a code phase difference between
the PN codes of the spoofing and local signals. This allows
the spoofing signal to take over the tracking loop, thereby
increasing the spoofing ’s probability of success. In practice,
if the relationship between the spoofing signal’s code Doppler
and carrier Doppler is consistent, an increase in code pulling
rate raises the carrier Doppler, thereby enhancing the spoofing
signal’s Doppler losses. Normally, the spoofing signal could
not take over the code tracking loop if it becomes too weak.
In this case, one must increase the spoofing signal’s power to
some extent to rise the spoofing probability of success.

C. Code Pulling Rate

A spoofing signal’s code pulling rate is defined as the
difference between the code rates of spoofing and genuine
signals (typically a positive value). Based on the periodicity of
the PN code, one may set a code pulling rate for the spoofing
signal, which could compel the spoofing signal’s code phase
to be adjusted to that of the genuine signal after some time,
allowing the spoofing signal to carry off the receiver’s code
tracking loop. However, when setting the code pulling rate, one
should consider these: (1) The pull-in range of a typical GNSS
receiver’s tracking loop is 0.5 cps [24]. If one accounts for the
code phase’s measurement errors and dynamic stress errors,
the relative offset of the spoofing signal’s code phase within
one coherent integration must not exceed 0.5 cps. Therefore,
if the coherent integration time is 1 ms, the code pulling
rate must be 500 cps or less. (2) Because the target receiver
may use code Doppler and carrier Doppler consistency checks
like the code carrier phase consistency (CCPC), the carrier
Doppler must be taken into consideration when selecting the
code pulling rate [14]. (3) If each interval of a PN code
contains n chips, and v is the spoofing signal’s code pulling
rate, the maximum alignment time between the code phases of
genuine and spoofing signals is then t; = n/v. Consequently,
increasing the code pulling rate shortens the maximum align-
ment time. If one wishes to further decrease alignment time,
the spoofing signal’s power may increase to facilitate higher
code pulling rates, as mentioned in Section IIIB. (4) The code
pulling rate should not exceed the loop bandwidth of the delay
lock loop (DLL), because this makes it difficult for the code
loop to lock onto the spoofing signal.

D. Designing a Relationship Between the Code Doppler
and Carrier Doppler

There are two methods by which a spoofing signal could
take over a receive’s tracking points after it is aligned
with the correlation peak of the genuine signal. In the first
method, the spoofing signal maintains the ratio between
the carrier Doppler frequency ( ff)‘;%fgr) and code Doppler
frequency ( fg;‘;;l .r)- Because Doppler shifts are caused by

the satellite-receiver relative motions, f5"' """ and fg%‘;;l or

Doppler
should be related by ff% . = fgirrie /1540 in L1 C/A
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navigation signals. Based on (5), the output of the correlation
integral is [16]:

Afla,s/

27 (kNT,)?) sin c(Af NTy)el 2017 1]
1

i [kl = /Py R(—

+ /P +ilkl (6)

In (6), A fla’s/ is the change rate of the carrier frequency
difference between the real satellite and spoofing signal.
Because A fla’s # 0, the output amplitude of the correlation
integral fluctuates, depending on the relative powers of the
spoofing and real signal and the change rate of their carrier
frequency difference; this could lead to the spoofing detection.

In the second method, a fixed carrier Doppler frequency
is used in the spoofing signal; the Doppler frequencies of the
spoofing and genuine signal are kept constant for a short period
of time, whereas the spoofing signal’s code phase is varied.
In this case, the carrier frequencies of the spoofing and genuine
signals are identical, i.e., Af"" >~ 0. However, their code
phase difference, Az/’, is not zero, i.e., A7/"* # 0. The
output of the coherent integration may then be expressed as:

wlk] ~ /PS R(AT®) sin c(Af NT,)e 20 + [ Pe + filk]
(7

Because the carrier phase difference between real and spoof-
ing signals, AqDZ’OS, is invariant, the first term in (7) remains
invariant, too. Therefore, the correlation amplitude does not
fluctuate.

In this type of spoofing, the spoofing signal’s Doppler shift
is fixed at the correlation peak between the genuine and
spoofing signal. Therefore, the targeted receiver is not likely to
lose its lock, nor is it likely to detect the spoofing signal based
on correlator fluctuations. However, the spoofing signal can
still be detected by consistency checks between code velocity
and Doppler shift.

Based on the takeover methods described above, one may
surmise that the ideal takeover method would satisfy the
consistency relationship between the code Doppler and carrier
Doppler ( f[c)%‘j);l o = B%;;ffe’r/ 1540) while ensuring that
spoofing and genuine signals have the same carrier frequency.
However, if the f}7 ’;fe’r of the spoofing signal must remain
consistent with fg;p;ler, while being identical to that of the
genuine signal, the spoofing signal’s code pulling rate will then
be zero, which makes it impossible for the spoofing signal to
take over the correlation peak. To resolve this, we proposed a
novel and feasible takeover method.

The new takeover method maintains f’ g’o‘;};lw g“ogffe’r /
1540, while ensuring that the receiver’s carrier frequency

difference, Af/"*, is maximally stable during the takeover

process. Let A fla’sl=0. Equation (6) may then be expressed
as:

w k] =/ PS sin c(AfINT,)e 200 + [ PE 5 1k] (8)

Because A fla’l and Ag;'s are invariant, the output of u; [k]
becomes a non-fluctuating fixed value. Therefore, the carrier
frequency difference, A fla’s, should become a fixed value.

Control 1
4>| NCO |—>| Carrier generator
Divider >

Control 2

Fig. 2. Method for ensuring a fixed Af,a" value while maintaining

ode  __ gcarrier
'%opp/er - I(E:Joppler/ 1540.

Spoofing
signal

Code generator

The method by which the spoofing signal is produced and
controlled is illustrated below:

D k] = ”12 [k] was used as a metric to highlight the
changes in output u; [k]

Dy [k] = uf [k]

(/ P} sinc(AFEINT,)e 200 4+ [Pa 4 i [k])>

= P/ + P’ sinc?(Af"'NTy) + 2,/ PP P} sinc
X (AfINTy) cos c(Apf™* [k]) + 7 [k] ©9)

In (9), # [k] is the noise in Dy [k].

Based on the findings of [23], the PLL and DLL locks of
a target receiver depend on the carrier frequency difference
between spoofing and genuine signals; the greater the value
of A fl“’s is, the easier it is for the target receiver to lose its
lock [23].

IV. EXPERIMENTAL ANALYSIS
A. Calculation of Parameters

The spoofing’s parameters described in Section III are
calculated as follows:

If the maximum velocity offset that is acceptable for the
target receiver iS vmax, the corresponding maximum carrier
Doppler, fmax, is:

Umax

fmax =

The carrier frequency difference between the spoofing and real
signal, Af;“, must then satisfy:

IAS ] < fnax (1)

Because the attenuation of the coherent integration ampli-
tude due to Af;" is sinc2(Af“T,on), the spoofing signal’s
power, P, should satisfy:

fi (10)

Cc

P < P/ sin c2(7r Afls’aTcoh) < Pmax (12)

where Py, is the power-based spoof detection threshold of
the target receiver.

If Af;" satisfies (11) and (12), the code pulling rate, AC;",
may then be derived from the ratio between the spoofing
signal’s carrier Doppler frequency and that of the PN code,
as shown below:

s,a — A‘f‘ls’a
! 1540
AC;"* must be checked whether it is smaller than the loop

bandwidth of the receiver’s code loop, or not. Otherwise,
Af;"* must be reduced until AC;"® is smaller than the

13)
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Fig. 3. Calculations of the proposed spoofing.

loop bandwidth. The spoofing signal’s maximum synchroniza-
tion time is then given by:
1023

e = FISG (14)

In most cases, spoofing signal immediately controls the track-
ing loop once it has synchronized with the real signal and
pulls the positioning solution away from the receiver’s actual
position. Although 7z, might not be the actual length of time
required to complete the synchronization process, it can still
be used as a metric for the spoofing’s speed.

The spoofing signal’s parameters are calculated for the
proposed spoofing as follows:

B. Experimental Environment

An experimental platform to simulate a realistic spoofing
scenario was constructed, as shown in the figure below. This
platform consisted of a GNSS signal simulator, host-computer
control software, test receiver, and receiver antenna. The
GNSS signal simulator was utilized to generate genuine and
spoofing signals. The host computer has employed to control
the code phase difference (m), carrier phase difference (m),
code velocity (m/s), carrier-phase velocity (m/s), relative
power gain (dB), and power increase/attenuation rate (dB/s),
by writing the appropriate commands in its control software.
The SV number, number of satellites and signal power of the
genuine and spoofing signals were set using the host computer.

Here, a Septentrio PolaRx5 receiver was deployed as the
target receiver, which had the ability to resist interference
and detect spoofing to a certain extent, and would tolerate a
maximum velocity offset of 10 m/s in the navigation message.
This corresponded to a maximum carrier Doppler difference
of 52.514 Hz between spoofing and real signal for GNSS
L1 signals in formula 10, and a code pulling rate of 0.0341 Hz
(i.e., 10 m/s) in formula 13. Furthermore, the spoofing signal’s
power advantage over the genuine signal should be set bigger

Fig. 4. Photograph of the experimental platform.

than 0.392 dB in formula 12, and the maximum code-phase
alignment time was 500 min in formula 14.

Two experiments were designed to compare new spoofing
to a conventional one with a fixed Doppler frequency, in terms
of spoofing efficacy. Experiment 1 was performed using the
spoofing with a fixed Doppler frequency, whereas Experi-
ment 2 was performed using new spoofing. These experiments
were identical in all aspects except for the spoofing method.

1) Spoofing With a Fixed Doppler Frequency: The procedures
of Experiment 1 are: (1) The PolaRx5 receiver was cold-
started. (2) The signal simulator was used to produce 11
channels of real GPS L1 signal, which were transferred t the
receiver through antenna cable. This process was allowed to
continue for 5 min. (3) After 5 min, four spoofing signals
with the same satellite PRN numbers as genuine signals
were injected into the receiver. Each spoofing signal had an
initial code phase difference and initial carrier phase difference
of —300 m from the genuine signal. The spoofing signal’s
code velocity differed by 10 m/s from that of the real signal,
whereas the spoofing signal’s Doppler phase velocity relative
to the real signal was maintained at 0 m/s, i.e., the carrier
Doppler difference of spoofing and genuine signals was fixed.
The spoofing signal’s power was 0.4 dB greater than that of the
genuine signal and the spoofing signal’s code phase increased
with a fixed gradient; this process continued for 5 min. The
spoofing was then concluded.

Fig. 5 illustrates the changes in the Doppler frequency of
two spoofing PRN29 and PRN30 satellite signals with respect
to time. When the spoofing signal began to take over the
receiver, The Doppler frequency fluctuated dramatically for
70 s during this period, which indicates that the spoofing
signal’s Doppler frequency was unstable during the transitional
intrusion period. This anomaly might be detected by the
receiver. Fig. 6 shows the change in the C/N of the spoofing
PRN29 and PRN30 satellite signals with respect to time.
When the spoofing signals took over the receiver, during this
period, the C/N of the PRN29 signal changed by 18.25 dB/Hz,
and it fluctuated for approximately 70 s. The C/N of the
PRN30 signal changed by 19 dB/Hz, and it also fluctuated
for approximately 70 s. The signal anomalies caused by long
C/N fluctuation time might be detected by the receiver.
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Fig. 7. Changes in the lock time of satellite signals.

Fig. 7 illustrates the changes in the spoofing PRN29 and
PRN30 satellite signals’ lock time with respect to time. When
the spoofing signal begins to take over the receiver, During
this period, the lock time increased rapidly for a short time,
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Fig. 8. Changes in the 3D ECEF coordinates of the GNSS receiver.
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correlation peak with a low power

|

The spoofing signal controls
the correlation peak

|

The spoofing signals drags the correlation
peak away from the real signal

|

The receiver outputs erroneous
positioning solutions

Fig. 9. Processes of the spoofing schemes.

00:05:00:000 Add 1 ECHO on GPS SV09 (Inttial RF on)
00:05:00:000 Add 1 ECHO on GPS SV29 (Initial RF on)
00:05:00:000 Add 1 ECHO on GPS SV30 (Initial RF on)
00:05:00:000 Add 1 ECHO on GPS SV31 (Initial RF on)
00:05:00:000 - 00:10:00:000 RAMP on GPS L1 $V03 echo 1. Code -300 m + 10 m/s. Carrier -300 m + 10m/s. Power 0.4 dB + 0 dB/s.
00:05:00:000 - 00:10:00:000 RAMP on GPS L1 SV29 echo 1. Code -300 m + 10 m/s. Carrier -300 m + 10m/s. Power 0.4 dB + 0 dB/s.
00:05:00:000 - 00:10:00:000 RAMP on GPS L1 $V30 echo 1. Code -300 m + 10 m/s. Carrier -300 m + 10m/s. Power 0.4 dB + 0 dB/s
00:05:00:000 - 00:10:00:000 RAMP on GPS L1 SV31 echo 1. Code -300 m + 10 m/s. Carrier -300 m + 10m/s. Power 0.4 dB + 0 dB/s.

Fig. 10. Commands used in Experiment 2.

and then met its original value. Therefore, the spoofing signal’s
lock time fluctuated during the intrusion period. The duration
of this fluctuation was 28.4s and 25.9s for the PRN29 and
PRN30 signals, respectively. Fig. 8 shows the changes in
the receiver’s 3D ECEF coordinates with respect to time.
From time = Os to time = 80s, the receiver got a genuine
signal and gradually converged to a positioning solution.
From time = 80s to time = 277s, the receiver had a stable
positioning solution. From time = 277s to time = 300s,
the spoofing signal took over the receiver and gradually
pulled its positioning solution away from its actual position.
The changes in the receiver’s position were abrupt during
this period. Although the receiver was successfully spoofed,
a sudden change in the position solution could have alerted
the receiver to the spoofing.

2) New Asynchronous Lift-Off Spoofing: This experiment
procedures are: (1) The PolaRx5 receiver was cold-started.
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TABLE Il

COMPARISON OF EXPERIMENTAL PARAMETERS

Parameter Experiment 1 Experiment 2 *
Code velocity 10m/s 10m/s
Doppler phase velocity Om/s 10m/s
Power advantage 0.4dB 0.4dB
Initial code phase difference -300m -300m
Initial phase difference -300m -300m
duration Smin Smin

(2) After the receiver was cold started, we used the sig-
nal simulator to produce 11 genuine GNSS L1 signals and
attached the antenna to the receiver. This process was allowed
to continue for 5 min. (3) After 5 min, four spoofing signals
with satellite PRN numbers that were the same as those of the
genuine signals were injected into the receiver. The initial code
phase difference and initial carrier phase difference between
the spoofing and genuine signal were —300 m. The spoofing
signal’s code velocity differed by 10 m/s from the real signal,
whereas the spoofing signal’s Doppler phase velocity relative
to the real signal was maintained at 10 m/s. The spoofing
signal’s power was 0.4 dB greater than that of the genuine
signal, and the spoofing signal’s code phase increased with a
fixed gradient; this process continued for 5 min. Subsequently,
we concluded the spoofing. The processes of the aforemen-
tioned spoofing schemes may be expressed as follows:

The commands we used in Experiment 2 are shown below:

In these commands, “ECHO” initiates the spoofing signal’s
transmission; “RAMP” defines the initial code phase differ-
ence, initial carrier phase difference, initial power gain, and
spoofing signal’s code velocity relative to the genuine signal,
spoofing signal’s carrier velocity and power gain/attenuation
rate, as well as the command’s time of initiation and duration.
The comparison table for experiment on Section IV is provided
below:

In the following, we analyze the changes in the signal
Doppler frequency, C/N, signal lock time, and 3D ECEF
coordinates of the test receiver during Experiment 2.

Fig. 11 shows the changes in the Doppler frequency of the
spoofing PRN29 and PRN30 satellite signals with respect to
time. It is shown that the Doppler frequency varied in a stable
manner as a whole, albeit with slight fluctuations when the
spoofing signal began to take over the receiver, despite this,
these changes were insignificant. Compared to Experiment 1,
the spoofing signal’s Doppler frequency was much more stable
during the transitional intrusion period, and the receiver might
not have detected this anomaly. Fig. 12 illustrates the C/N
variations of the spoofing PRN29 and PRN30 signals with
respect to time. It is shown that the C/Ns of these signals were
relatively stable, although fluctuations occurred in one or two
instances during the intrusion period, these fluctuations were
very short, and the C/Ns immediately returned to their normal
value. Compared to the C/N anomaly in Experiment 1, the C/N
anomaly in Experiment 2 is more likely to be identified by the
receiver as random signal noise rather than a spoofing.
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Fig. 11. Changes in satellite signals’s Doppler frequency.
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Fig. 13. Changes in the lock time of satellite signals.

Fig. 13 illustrates how the receiver lock time of spoofing
PRN29 and PRN30 signals changed with time. A signal’s
lock time refers to the period where the signal’s carrier phase
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Fig. 14. Changes in the 3D ECEF coordinates of the receiver.

changes continuously. Lock time resets when the PLL begins
to lock in a signal or loses lock. When the spoofing signal
began to take over the receiver, lock time increased rapidly
for a certain amount of time before meeting its original value.
Therefore, the spoofing signal’s lock time fluctuated during
the intrusion period. In Experiment 2, the fluctuations in the
lock time of spoofing PRN29 and PRN30 signals were 13.7s
and 14.7s long, respectively. Compared to Experiment 1, these
fluctuations were shorter by 14.7s and 11.2s, respectively.
Shorter fluctuations help to keep the spoofing hidden. Fig. 14
illustrates how the 3D ECEF coordinates of the receiver
changed with time. From time = Os to time = 50s, the receiver
got a genuine signal and gradually converged to a positioning
solution. From time = 50s to time = 244s, the receiver had
a stable positioning solution. The spoofing signal began to
take over the receiver from time = 244s to 340s. Compared
to Experiment 1, where the receiver’s positioning solution
changed rapidly with time, the receiver’s positioning solution
change was much more gradual here. This improves the spoof-
ing’s stealthiness. Moreover, the changes in the positioning
solution indicate that the receiver was successfully taken over.

Based on the experimental results, during the intrusion
period, our new method produced more stable variations in
signal Doppler frequency, shorter fluctuations in C/N, shorter
fluctuations in signal lock time, and more gentle changes
in the receiver’s 3D ECEF coordinates, compared to the
conventional fixed-Doppler frequency spoofing. Therefore, our
method could make spoofing much stealthier, which makes it
harder for the target receiver to detect spoofing.

Theoretical analysis and experimental results show that the
new method can not only ensure the reasonableness of the
carrier Doppler frequency difference between spoofing signals
and authentic signals, but also satisfy the consistency relation-
ship between pseudorange code Doppler and carrier Doppler.
The verification of the designed experimental platform shows
that under the condition that only the approximate position and
velocity information of the target is obtained during the intru-
sion of the spoofing signal, compared with the fixed carrier
Doppler frequency signal spoofing method, the newly designed
signal spoofing method can make the Doppler frequency
change of the target receiver signal more stable, the signal

carrier-to-noise ratio change can be reduced by 75.1% on
average, the carrier-to-noise ratio change time can be shortened
by 98.8%, and the signal lock-out time can be shortened
by 47.6% on average, and the three-dimensional coordinate
changes of the receiver are more gentle, which improves the
concealment, applicability and timeliness of spoofing.

V. CONCLUSION

GNSS aiming at the fact that it is difficult to obtain
the target’s precise position and speed in actual spoofing
scenarios, and traditional signal spoofing methods is hard to
play a role, a mathematical model for spoofing signals into
the receiver loop is established, the influence mechanism of
the power, the pseudorange code traction rate, the carrier
Doppler, the initial code phase difference, and the initial
carrier phase difference of spoofing signal on the effect of
the spoofing interference is analyzed, and a new asynchronous
traction signal spoofing method for receiver tracking phase is
proposed. Theoretical analysis and experimental results show
that the new method can not only ensure the reasonableness
of the carrier Doppler frequency difference between spoofing
signals and authentic signals, but also satisfy the consistency
relationship between pseudorange code Doppler and carrier
Doppler.

Theoretical analysis and experiments show, when the
target’s position and velocity are approximately known during
the intrusion period, our method outperforms the conventional
fixed-Doppler frequency spoofing as follows: (1) the changes
in the signal Doppler frequency are much more stable, (2) the
fluctuations in C/N are much shorter, (3) the fluctuations in
signal lock time are shorter, and (4) the resulting changes in
the receiver’s 3D ECEF coordinates are much more gentle. Our
findings are academically and practically important, because
the proposed spoofing is highly feasible and could expand the
scope of applicability of lift-off spoofing.
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