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A Homomorphic-Based Multiple Data Aggregation
Scheme for Smart Grid

Yuwen Chen , José-Fernán Martínez-Ortega , Pedro Castillejo, and Lourdes López

Abstract— Smart meters have been installed to report users’
real-time electricity consumption data to the utility supplier peri-
odically, which enables fine-grained energy supply, as the utility
supplier can adjust its supplement based on users’ consumptions.
However, these real-time electricity data can also reveal the
behaviors of the inhabitants; for example, the real-time electricity
consumption data can reveal if the inhabitant is at home, if the
television is working, and so on. People are reluctant to disclose
these kinds of personal information. In this paper, we come up
with a smart meter data aggregation scheme based on the Paillier
homomorphic cryptosystem, this aggregation scheme enables a
utility supplier to get the total consumption of all the smart
meters, while the utility supplier is unable to get the consumption
data of a single smart meter. In addition, the proposed scheme
enables the smart meter to report multiple types of data in
one reporting message, which makes it possible for the supplier
to conduct the variance analysis and the one-way analysis of
variance on the data. The formal security analysis shows that the
proposed scheme is semantically secure. The experiment results
show that the proposed scheme can reduce the computation cost
both on the smart meter side and on the aggregator side.

Index Terms— Homomorphic cryptosystem, smart grid,
privacy-preserving, multidimensional aggregation.

I. INTRODUCTION

SMART grid have been widely applied, it brings two-
way communication between the smart meters and the

utility suppliers, it enables the utility supplier to conduct a
load adjustment dynamically based on the users’ real-time
consumption data. Many countries and companies are now
promoting the usage of smart meters. In European, 200 million
smart meters for electricity and 45 million for gas will be
deployed by 2020 [1], and more than 200 million European
households will have smart meters in 2023 [2]. However,
the sheer volume of smart meters being installed also brings
potential privacy risks. In smart grid, both instant electricity
consumption data and other information are transmitted. Some
advanced techniques in the work of [3]–[5] have shown that it
is possible for an adversary to get people’s private information
via the instant electricity consumption data.
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As the real-time consumption data can reveal the owner’s
personal behaviors, if the owner is taking a shower, watching
the television, or even if what kind of appliances are operating
in the house. Thus it is necessary to protect user’s real-time
consumption data from being leaked. To protect the user’s
privacy, many methods have been discussed, most of them
can prevent users’ real-time consumption data from being
disclosed. However, some schemes only enable smart meters to
report one type of data to the utility supplier, this is insufficient
when the utility supplier wants to conduct an in-depth analysis
of the electricity consumption data. For example, when the
utility supplier wants to know if one factor, price ladder,
has a significant impact on user’s electricity usage strategy,
in this case, the supplier needs to conduct the one-way analysis
of variance on electricity consumption data; when the utility
supplier wants to know if the users’ consumptions are more
similar or more diverse, the supplier needs to learn the variance
of the data.

Besides, in some schemes, the message verification process
is not efficient, it takes a long time to finish the verification
process. The identity-based signature scheme in this study can
accelerate the verification process.

For the aforementioned reasons, a privacy protection data
aggregation scheme is proposed. Our contributions are mainly
reflected in three folds:
1. A smart meter can report multiple types of data in

one reporting message. Besides, the proposed scheme
enables variance analysis and one-way analysis of variance
(ANOVA) on the data.

2. The signature scheme in this study is more efficient,
the verification process is accelerated.

3. We conduct a thorough security analysis of the proposed
scheme, the results show that the scheme is secure.

II. RELATED WORK

The smart grid has become a research interest after the
massive deployment of smart meters. The privacy is one of
these research interests. In order to protect users’ privacy in
the smart meter data aggregation process, many methods are
under study.

The homomorphic cryptosystem is one of the most com-
monly used methods, Lu et al. (2012) proposed an effi-
cient and privacy-preserving aggregation scheme: EPPA [6],
in which they used the Paillier cryptosystem, what’s more,
they used a super-increasing sequence to structure multidi-
mensional data. Thus, multiple types of data can be reported
in one reporting message, their scheme also enables mutual
communication between entities. Li et al. (2018) proposed
a privacy-preserving multi-subset data aggregation scheme
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based on Paillier cryptosystem: PPMA [7], their scheme
enables the aggregation of electricity consumption data of
different ranges, which makes it easy to meet the fine-
grained demands. Chen et al. (2015) proposed a scheme called
“PDAFT”, the Paillier homomorphic cryptosystem is used to
encrypt sensitive user data [8], their scheme has a fault-tolerant
feature, the system is able to work normally even if some smart
meters fail to work normally. Chen et al. (2015) proposed a
privacy-preserving multifunctional data aggregation scheme:
MuDA [9], statistical analysis of data is enabled, which makes
it possible for the utility supplier to have a more detailed
analysis of the real-time consumption data, the utility supplier
can get the average, variance, and one-way analysis of variance
of the reporting data, their scheme is based on the Boneh-
Goh-Nissim cryptosystem [10]. There are some other schemes
which are also based on homomorphic cryptosystem, for
example, the scheme of Wang [11], García and Jacobs [12],
and Busom et al. [13]. Lattice-based homomorphic cryptosys-
tem scheme is another research interest, the work of Abdallah
and Shen [14], [15] use this method to achieve privacy-
preserving data aggregation. The work of Lyu et al. [16]
is a combination of the homomorphic cryptosystem and the
distributed differential privacy.

Some studies use the noise addition method, a random
number is added to the meter’s consumption data, thus the
adversary is unable to get the original consumption data.
Bohli et al. [17] first used this method. He et al. [18] tried
to add a Gaussian noise to the meter’s consumption data.
A random noise is purposely introduced, so that it is infeasible
for adversaries to get the original consumption data, however,
as the noise follows a Gaussian distribution, when they are all
added up, the sum is zero, so the supplier is able to recover the
consumption data of all the smart meters. Barbosa et al. [19]
provided a technique that enables differential privacy by
adding a noise.

Fan et al. [20] proposed an aggregation scheme against
internal attackers, their scheme is based on the bilinear map
pairing and computation hard problems in group theories,
in their scheme, every smart meter is given a blinding factor,
which is a random number, and a smart meter uses this
blinding factor to cover its real consumption. He et al. [21]
proposed a similar aggregation scheme, their scheme requires
a trusted third party to generate a series of random num-
bers, which are working as blinding factors, too. However,
these kinds of schemes face a meter failure problem, if one
smart meter fails to work correctly, the utility supplier is
unable to get the real consumption. To alleviate this problem,
Shi et al. [22] proposed a group based aggregation scheme,
the smart meters are divided into small groups, and their
scheme enables dynamic join and leave. The work of Bao and
Lu [23] overcomes the meter failure problem by assigning the
utility supplier a series of keys, however, in this way, the utility
supplier has to store a significant number of keys.

Some other approaches are being used to protect user
privacy, the battery-based method has been discussed in
the past, too, for example, the work of Backes and
Meiser [24], Zhao et al. [25] (2017), Zhang et al. [26].
Liu and Cheng [27] used a distributed load scheduling method.

Boudia et al. [28] proposed a scheme based on elliptic curve,
however, the utility supplier has to store a lot of keys, and
their scheme requires Pollard’s lambda method to decrypt the
final data, which means that the data has an upper limit.

III. PAILLIER CRYPTOSYSTEM

Paillier cryptosystem achieves homomorphic proper-
ties [29]. This homomorphic system has been widely used in
the aggregation schemes. Paillier cryptosystem is additively
homomorphic, which is described in the following formula,
E () is an encryption function, k1 is the encryption key, and
a, b are two random messages.

Ek1 (a) · Ek1 (b) = Ek1 (a + b) (1)

A. Key Generation

Given a security parameter k, the key generation algorithm
will generate two large primes p1, q1, where |p1| = |q1| =
k/2. Another big number is calculated as n = p1q1 and
λ = lcm(p1 − 1, q1 − 1). Afterward, a generator gεZ∗

n2 and
gcd

(
L(gλ mod n2), n

) = 1 are calculated, in which L(μ) =
μ−1

n . The public key is PK = (n, g), and the private key is
SK = (λ, μ).

B. Encryption

The message space is an integer set {0, 1, . . . n2 − 1}.
To encrypt a message m, pick a random number r ← Z∗n
and computes ciphertext: c = gmrn mod n2.

C. Decryption

Given ciphertext c = gmrn mod n2, and private key SK =
(λ, μ). It is easy to get: m = L(cλmodn2

)
·
μ mod n

IV. SYSTEM MODEL

The entities in the system are depicted in Fig. 1. There four
types of entities: smart meter, aggregator, utility supplier, and
an independent third party: Key Generation Center (KGC). All
the other entities registered at KGC to get their public-private
key pairs. The main reason there has to be a KGC is to protect
user’s privacy. Suppose all the smart meters’ public key pairs
are issued by the utility supplier, the utility supplier knows all
the smart meters’ private keys, thus we cannot ensure users’
privacy. On the other side, if smart meters generate their key
pairs by themselves, the aggregator has to store the public keys
of all the legitimate smart meters into a list, which costs extra
storage overhead. When an aggregator receives a message,
it checks if the public key used in the signature lies in this
list, if the public key lies in this list, this message is from
a legitimate smart meter, otherwise, this message is not from
a legitimate smart meter. In this study, KGC generates the
public key pair for a smart meter based on a smart meter’s
identity, everyone else can compute a smart meter’s public key
using its identity. In this way, an aggregator does not have to
store the smart meters’ public keys. Besides, this calculation
is lightweight.
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Fig. 1. Entities in the system.

Fig. 2. The three-layer model.

The data aggregation system is a three-layer system, which
is shown in Fig. 2. Smart meters are divided into groups,
meters in the same group report their electricity consumption
data to the corresponding aggregator. In a regular interval,
every smart meter retrieves its own electricity consumption
data and applies a homomorphic encryption and a signature
to generate encrypted and signed data before it sends this
encrypted and signed data to the aggregator. When the aggre-
gator collects the encrypted electricity consumption data of all
the smart meters, it adds them together and sends that data to
the utility supplier. Utility supplier can retrieve the consump-
tion data using its private key. In this way, the aggregator will
obtain the total electricity consumption data of smart meters,
but it is unable to know the individual consumption data of
each smart meter.

We used an additive homographic encryption scheme
designed by Paillier [29] in this study, we make some cus-
tomizations. First, using the original homographic encryption
scheme designed by Paillier, a smart meter can only encrypt
one type of data at a time. However, in the proposed scheme
a smart meter can encrypt multiple types of data at a time.
In this way, a smart meter can report multiple types of data to
the utility supplier at a time, thus, the computation costs and
the communication costs are reduced. Second, the proposed
scheme makes it possible for the utility supplier to learn the
variance of the consumption data and to conduct a one way
analysis of variance on the data.

V. THE PROPOSED SCHEME

In this section, we introduce the proposed smart meter data
aggregation scheme, some notions are given in TABLE I.

TABLE I

SYMBOLS USED IN THE PROPOSED SCHEME

A. System Initialization

The system initialization process consists of two steps. First,
KGC generates the parameters for the elliptic curve. Second,
the utility supplier generates the parameters for the Paillier
cryptosystem.

Step 1: KGC generates a multiplicative group G1 with order
n1. Let P be a random generator of G1, e : G1 × G1 → G2
be a bilinear map. KGC will select a private key dxεZ∗n1

, and
public key Rx = dx P .

Step 2: The utility supplier generates n, p1, q1, λ, μ, g as we
described in Section III. In which k is a 1024 bit prime number
and n2 is an approximately 2048-bit number. The public key is
PK = (n, g), the private key is SK = (λ, μ). Utility supplier
publishes the public key {n, g} to all the entities in the system,
and keeps its private key (λ, μ) secret.

B. Registration Phase

The registration messages are sent in private and secure
channels. Smart meter Mi gets the current timestamp ti , and
calculates a hash message hi = h(idi ||ti ), meter Mi sends the
registration request {idi , ti , hi } to KGC.

When KGC receives this registration request, it checks if
hi = h(idi ||ti ). If they are equal, it calculates the private key
for meter Mi as: di = dx H (idi ). Then KGC sends di back
to meter Mi , Mi stores {di } as the private key, and the public
key is Ri = H (idi).

Aggregator’s registration process is similar, aggregator with
identity id j will get its private key d j = dx H

(
id j

)
, and public

key R j = H
(
id j

)
.

The registration of utility supplier is similar, after registra-
tion, utility supplier with identity ids will get its private key
ds = dx H (ids), and public key Rs = H (ids).

C. Multiple Data Reporting

For smart meters to report multiple types of data to the
utility supplier at one time. The utility supplier generates a
group of numbers �a = (a1, a2, . . . , al), where a1 = 1, ai >∑i−1

j=1 (a j · u j · w), for i ≤ l, w is the number of smart
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meters and u j is the upper bound of the jth type of data.
After that, utility supplier will generate a group of generators
G = {gi |gi = gai , for i = 1, 2, . . . , l}. Meters report l types
of data in the following way:

1. Meter Mi extracts its data mi1, mi2 . . . mil , separately.
2. To encrypt these data, meter Mi picks a random

number ri · ← Z∗n and computes the ciphertext: ci =
gmi1

1 · gmi2
2 · . . . · gmil

l · rn
i mod n2.

3. Meter Mi computes the shared key between himself and
aggregator: ki j = e

(
di , H

(
id j

))
.

4. Meter Mi computes a signature Vi = h(ci , idi , ti , ki j ), ti
is the current timestamp.

5. Meter Mi sends {ci , Vi , ti , idi } to the aggregator.

When aggregator receives {ci , Vi , ti , idi }, it first computes
the shared key between himself and the smart meter, after that,
it checks the correctness of the message using this key.

1. Aggregator checks the timestamp ti .
2. Aggregator computes the shared key between himself and

meter Mi :k j i = e
(
H (idi ) , d j

)
.

3. Aggregator computes a signature V ′i = h(ci , idi , ti , k j i),
and compares V ′i with Vi , if they are equal, aggregator
accepts the message.

We prove the correctness of the signature scheme between
smart meter with identity idi and aggregator with identity id j

in the following equation.

Vi = h
(
ci , idi , ti , ki j

)

= h
(
ci , idi , ti , e

(
di , H

(
id j

)))

= h
(
ci , idi , ti , e

(
dx H (idi) , H

(
id j

)))

= h
(
ci , idi , ti , e

(
H (idi) , dx H

(
id j

)))

= h
(
ci , idi , ti , e

(
H (idi) , d j

))

= h(ci , idi , ti , k j i ) = V ′i (2)

When aggregator receives all the messages, it prepares the
message which will be sent to the utility supplier:

1. Aggregator computes c j = ∏w
i=1 ci = ∏w

i=1

(gmi1
1 · gmi2

2 · . . . · gmil
l · rn

i ) = g
∑w

i=1 mi1
1 · g

∑w
i=1 mi2

2 · . . . ·
g

∑w
i=1 mil

l · (∏w
i=1 ri

)n .
2. Aggregator computes the shared key between himself and

utility supplier: k js = e
(
d j , H (ids)

)
.

3. Aggregator computes a signature Vj = h(c j , id j , t j , k js),
t j is the current timestamp.

4. Aggregator sends {c j , Vj , t j , id j } to utility supplier.

After utility supplier gets {c j , Vj , t j , id j }, it first checks
the validity of the message. Afterward, it decrypts c j with its
private key to get the sums of the data separately.

1. Utility supplier checks the timestamp t j .
2. Utility supplier computes the shared key between the

aggregator and himself: ks j = e
(
H

(
id j

)
, ds

)
.

3. Utility supplier computes a signature V ′j =
h(c j , id j , t j , ks j ), and compares V ′j with Vj , if they
are equal, utility supplier accepts the message.

4. Utility supplier uses its private key to decrypt c j , after-
wards, it can get

∑w
i=1 mi1,

∑w
i=1 mi2, . . . ,

∑w
i=1 mil sep-

arately by using the data retrieve process, please refer to [7].

D. Variance Reporting

If the utility supplier needs to conduct a variance analy-
sis on the users’ data. Utility supplier generates a group
of numbers �a = (a1, a2, . . . , al , al+1, al+2, . . . , a2l), where
a1 = 1, for i ≤ (l + 1), ai >

∑i−1
j=1 (a j · u j · w); for

i > (l + 1), ai > w · u2
j ·

∑i−1
j=l+1 (a j · u2

j · w) + �, where

� = ∑l
j=1 (a j · u j ·w). Besides, it has to make sure n >

∑2l
j=l+1 (a j · u2

j ·w) +∑l
j=1 (a j · u j ·w), w is the number

of smart meters and u j is the upper bound of the jth type of
data. After that, the utility supplier will generate a group of
generators G = {gi |gi = gai , for i = 1, 2, . . . , 2l}. A smart
meter reports data in the following manner:

1. Meter Mi extracts the data mi1, mi2 . . . mil , and computes
m2

i1, m2
i2, . . . , m2

il .
2. To encrypt these data, meter Mi picks a random number

ri ← Z∗n and computes ci as the ciphertext: ci = gmi1
1 ·

gmi2
2 · . . . · gmil

l · gm2
i1

l+1 · g
m2

i2
l+2 · . . . · g

m2
il

2l · rn
i mod n2

3. Meter Mi computes the shared key between himself and
aggregator: ki j = e

(
di , H

(
id j

))
.

4. Mi computes a signature Vi = h(ci , idi , ti , ki j ), ti is the
current timestamp.

5. Meter Mi sends {ci , Vi , ti , idi } to the aggregator.

The aggregator conducts the same steps like that in the
multiple data reporting phase, and sends

{
c j , Vj , t j , id j

}

to utility supplier. Utility supplier can get
∑w

i=1 mi1,∑w
i=1 mi2, . . . ,

∑w
i=1 mil ,

∑w
i=1 m2

i1,
∑w

i=1 m2
i2, . . . ,

∑w
i=1

m2
il separately using the data retrieve process, please refer

to [7]. Utility supplier gets the variance of the meters’ data
in the following way:

V ar (mi1) = E
(

m2
i1

)
− (E (mi1))

2

= 1

w

∑w

i=1
m2

i1 −
(∑w

i=1 mi1

w

)2

= 1

w

∑w

i=1
m2

i1 −
1

w2

(∑w

i=1
mi1

)2
(3)

E. One-Way Analysis of Variance

To check if one factor has a significant influence on user’s
electricity usage strategy, the utility supplier needs to conduct
a one-way analysis of variance of meter’s electricity consump-
tion data. For example, if the utility supplier wants to know if
the price ladder has a significant impact on a user’s electricity
usage strategy, he can conduct a one-way analysis of variance
of user’s consumption data. For utility supplier to conduct a
one-way analysis of variance, a smart meter report k messages

ci = gmi1
1 · gmi2

2 · . . . · gmil
l · gm2

i1
l+1 · g

m2
i2

l+2 · . . . · g
m2

il
2l · rn

i mod n2,
for i = 1, 2 . . . , k to aggregator. Aggregator divides these k
messages into s groups according to this factor, every group
has t messages, and it computes GC j in the following way:

GC j =
∑t

i=1
gmi1

1 · gmi2
2 · . . . · gmil

l · gm2
i1

l+1 · g
m2

i2
l+2 · . . . · g

m2
il

2l

· rn
i mod n2, ( j = 1, 2 . . . s) (4)

Then, aggregator sends GC j to utility supplier, after utility
supplier receives these messages, it computes

∑t
i=1 m ji , and
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∑t
i=1 m2

j i for the s groups separately, with these data, utility
supplier computes:

B = s
∑s

j=1
(
∑t

i=1
m ji)

2 − (
∑s

j=1

∑t

i=1
m ji)

2

W = k
∑s

j=1

∑t

i=1
m2

j i − s
∑s

j=1
(
∑t

i=1
m ji)

2

F = B/(s − 1)

W/(k − s)
(5)

Based on these data, the utility supplier can conduct a one-
way analysis of variance to check if this factor has a significant
influence on the user’s electricity usage strategy or not.

VI. SECURITY ANALYSIS

In this section, we conduct a security analysis. The security
of the registration scheme is based on the elliptic curve
computational Diffie–Hellman (ECCDH) problem. Consider
a cyclic group G of order r , P is a random generator, for any
a, b ∈ [0, r −1], given a P, bP , it is a computational hardness
to compute cP = abP .

The security of the signature scheme is based on the bilinear
Diffie–Hellman (BDH) problem. Consider a cyclic group G of
order r , P is a random generator, for any a, b, c ∈ [0, r − 1],
given a P, bP, cP , it is a computational hardness to compute
e (P, P)abc.

A. Security of the Registration Scheme

The proposed registration scheme is semantically secure if
and only if the ECCDH problem is a computational hardness.

Proof: (⇒) Suppose an algorithm OI is efficient enough
to break the ECCDH problem in probabilistic polynomial time,
which means for the given system public key Rx = dx P =
a P , the public key of a meter: Ri = H (idi) = bP , an
adversary AI is able to compute its private key d ′i = cP =
abP = dx H (idi) using algorithm OI , in this way, adversary
AI is able to break the security of the registration scheme.

(⇐) Suppose the registration scheme is not secure, which
means given an entity with idi and public key Ri = H (idi)
and system public key Rx = dx P , an adversary is able to
get the private key of this entity as: d ′i = dx H (idi). For the
ECCDH problem, suppose a P = Rx = dx P, bP = Ri =
H (idi ), the adversary is able to compute the private key
abP = cP = d ′i = dx H (idi). This contradicts the hardness
of the ECCDH problem.

B. Security of the Signature Scheme

The signature scheme is semantically secure if and only if
the BDH problem is a computational hardness.

Proof. (⇒) Suppose an algorithm OI is able to break the
BDH problem in probabilistic polynomial time. Then given
meter’s identity idi , and public key Ri = H (idi) = a P ,
aggregator’s identity id j , and public key R j = H

(
id j

) = bP ,
the system public key Rx = dx P = cP , adversary AI can
compute the shared key between this meter and aggregator
ki j = e (P, P)abc using algorithm OI . Given this key, the orig-
inal messages m1, and timestamp t1, the adversary AI is able to
judge if Vi is the signature of m1 or not. Because the adversary

TABLE II

PARAMETERS OF THE CURVE

AI can compute: V ′i = h(m1, idi , t1, ki j ), if V ′i = Vi , Vi is
the signature of m1, this means the adversary is able to break
security of the signature scheme.

(⇐) Suppose the signature scheme is unsecure, which
means given idi , public key Ri = H (idi), and id j , public key
R j = H

(
id j

)
, plain text c1, and timestamp t1, the adversary

is able to compute a signature V1 = h(c1, idi , t1, ki j ), as hash
operation SHA-256 is unable to be cracked, this means the
adversary has already obtained ki j . For the BDH problem,
suppose Ri = H (idi ) = a P, R j = H

(
id j

) = bP , and the
system public key Rx = dx P = cP , an adversary AI is able
to get e (P, P)abc = ki j . This means the adversary is able to
solve the BDH problem.

VII. COMPARISON

The Java Pairing-Based Cryptography Library (JPBC) was
adopted [31]. Type A pairings are constructed on the curve
y2 = x3 + x over the field Fq for some prime q = 3 mod 4.
Both G1, G2 are the group of points E(Fq), #E

(
Fq

) =
(q + 1), and #E

(
Fq2

) = (q + 1)2, the embedding degree
k = 2, GT is a subgroup of Fq2 , the order r is a prime factor
of (q+1). One of the recommended elliptic curve key length is
256 bit for 2016-2030 by NIST [32], and for 2031 - 2040 by
ECRYPR II [33], the parameters of the curve are listed at
TABLE II. The length of q in the proposed scheme is set to
be 256 bit. While the order of the elliptic curve is set to be
224 bit. The hash operation is SHA-256, the length of a hash
result is 256 bit.

The experiment was conducted on a computer with 64-bits
Windows 7 Enterprise operating system; the CPU is Intel(R)
Core(TM) i73370K 3.5 GHz processor, 8 GB memory. The
code in Java has been uploaded to a public repository in
github.com [34]. In the simulation, the electricity consumption
data of smart meters are within the range of [0, 1000].

A. Computation Complexity

We first analyzed the efficiency of the encryption scheme
and the signature scheme, as the total computation time mainly
depends on the efficiency of the encryption scheme and that
of the signature scheme. Smart meters mainly do two tasks,
first, it encrypts the electricity consumption data using the
utility supplier’s public key, second, it generates a signature
on this encrypted data. The aggregator mainly does two tasks,
too, first, it checks the correctness of the signature to see
if this message is from a legitimate smart meter, second,
if the signature is correct, it adds the encrypted data together.



3926 IEEE SENSORS JOURNAL, VOL. 19, NO. 10, MAY 15, 2019

Fig. 3. The comparison of homomorphic cryptosystems.

The utility supplier first checks the correctness of the sig-
nature, then it decrypts the encrypted data to get the total
consumption data.

In the first experiment, we analyzed the efficiency of the
homomorphic cryptosystems: the Paillier cryptosystem used
in our study and in the study of Lu et al. [6], and the
identity based homomorphic cryptosystem used in the study of
Wang [11]. The length of k in Paillier homomorphic cryptosys-
tem is set to 1024 bit. We designed the following experiment
to test the efficiency of the two homomorphic cryptosystems:

1. Generating a series of random numbers: a1, a2, . . . an , n
is set to be 20, 40, 60, 80, 100, 120, 140, 160 and
180 respectively.

2. Encrypting a1, a2, . . . an using the homomorphic encryp-
tion scheme to get: E (a1), E(a2), . . . , E(an).

3. Adding them together to get
∑n

1 E(an).
4. Decrypting

∑n
1 E(an) to get the sum

∑n
1 an.

The result is shown in Fig. 3. The horizontal axis indicates
n; the vertical axis represents the computation time in millisec-
ond. We can find that Paillier cryptosystem is more efficient
when n is less than 60, while the identity based homomorphic
cryptosystem is more efficient when n is larger than 60.
We choose the Paillier encryption because it has advantages.
First, for the identity based homomorphic cryptosystem in
Wang’s scheme, the upper bound of the original data is
smaller, as the utility supplier has to use the Pollard’s kangaroo
algorithm to compute the discrete log of the encrypted data
to get the original data, the upper bound of the original
data cannot be a large number [11]. However, in our study,
the upper bound can be approximately 2048 bit long, which
is about 22048 − 1. Second, using the encryption scheme by
Wang [11], the smart meters can only report one type of data to
the aggregator, while in our study, the smart meter can report
multiple types of data to the utility supplier at one time. Third,
we make it possible for the utility supplier to learn the variance
of the consumption data and to conduct a one-way analysis
of variance on the consumption data by using the customized
Paillier encryption scheme.

In the second experiment, we analyzed the efficiency of
signature schemes. We designed the following experiment to
test the efficiency of signature schemes:

Fig. 4. The computation costs of the signature schemes.

1. Generating a series of random data: a1, a2, . . . an, n is set
to be 20, 40, 60, 80, 100, 120, 140, 160 and 180.

2. Encrypting these random data using the different homomor-
phic encryption schemes used in our study and in related
works respectively.

3. Generating the corresponding signatures on these encrypted
data.

4. Verifying the correctness of the signatures.
5. Calculating the time costs of Step 3 and Step 4.

The result is shown in Fig. 4. The horizontal axis indi-
cates n; the vertical axis represents the computation time in
millisecond.

We can find that the proposed signature scheme is the most
efficient under all conditions, the signature scheme in the work
of Lu et al. [6] is the second best, and the signature schemes
in the work of Wang [11] is the worst. This is consistent with
our analysis, note that the signature scheme of Wang [11] and
Lu et al. [6] need 2n and n exponent operations respectively,
the proposed scheme needs n pairing operations, and according
to the JPBC benchmark [35], pairing operation is more effi-
cient than exponent operation on type A curves, which means
the proposed signature scheme is more efficient. During the
verification process, the scheme of Wang [11] and Lu et al. [6]
need (n + 2) and (n + 1) pairing operations respectively,
the proposed scheme only needs n pairing operations, thus the
verification process of the proposed scheme is more efficient.
In all, the proposed signature scheme is more efficient.

In the third experiment, we simulated the multiple data
reporting phase, however, we set l = 1. Suppose there are
20, 40, 60, 80, 100, 120, 140, 160 and 180 smart meters
in the system. The result is shown in Fig. 5. The horizontal
axis indicates the number of smart meters; the vertical axis
indicates the computation time, the unit is a millisecond.

It is clearly shown in the figure that the computation time of
the proposed scheme is the minimal. Compared to the scheme
of Lu et al. [6], their scheme used the same homomorphic
cryptosystem as ours, however, as we have tested in the
previous experiment, the signature scheme used in our study
is more efficient, thus the proposed scheme is more efficient.
Compared to the scheme of Wang [11], although in some
situations, the homomorphic cryptosystem in their study is
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Fig. 5. The computation time of the reporting phase, l = 1.

Fig. 6. The computation cost of the multiple data report.

more efficient, however, the signature scheme used in their
study offsets this advantage, thus the proposed scheme is more
efficient.

In fourth experiment, we simulated the multiple data report-
ing phase and the variance reporting phase. l is set to be 1, 2,
3, 4, 5, 6, 7, 8, 9, and 10. Suppose there are 40 smart meters in
the system. The result is shown in Fig. 6. The horizontal axis
indicates l; the vertical axis indicates the computation time,
the unit is a millisecond. We can find that the computation
time of the proposed scheme is less than that of the scheme
of Lu et al. [6] under all conditions. This is mainly because
the signature scheme used in our study is more efficient than
that in the scheme of Lu et al. [6], as the two schemes use
the same homomorphic cryptosystem.

In the last experiment, we simulated the one-way analysis
of variances phase. A single smart meter reports k messages
to the utility supplier, these k messages are divided into s
groups, every group has t = k/s messages, k is set to be
30, 60, 90, 120, 150, 180, 210, and 240, s is set to be 3, l
is set to be 1. Note that, we did not take into consideration
the message delivery time, we only focus on the computation
time of different operations in this process. The ANOVA
process is similar to the variance analysis process, there only
exists a small difference between the two processes. First,
in the ANOVA process, the aggregator has to divide these
messages into groups. Second, the utility supplier has to

Fig. 7. The computation time of ANOVA

TABLE III

COMMUNICATION COST OF THE SCHEMES

conduct a one-way analysis of variance on the data. As we
have tested, the computation time of variance analysis is
linear, we can get the conclusion that the computation time
of ANOVA is linear, too. The result is shown in Fig. 7. The
horizontal axis indicates the number of messages; the vertical
axis indicates the computation time, the unit is a millisecond.
By using linear aggregation, we can get the relationship
between the number of messages and the computation time
is: y = 0.0324x+0.0936(ms). When the number of messages
increases, the computation time increases linearly.

B. Communication Overhead

The communication cost are divided into two parts, the com-
munication cost from a smart meter to an aggregator, and the
communication cost from an aggregator to the utility supplier,
the comparison results are shown in TABLE III. The bit length
of k in Paillier cryptosystem is set to be 1024 bits, the size of
n2 is 2048 bits. The element of Z+n1

in elliptic curve system is
256 bits, an element of G1 is 512 bit, and an element of GT

is 512 bit. The result of SHA-256 is 256 bit. A timestamp is
32 bit, a smart meter’s identity is 32 bit, too.

For the proposed scheme, the smart meter sends
{ci , Vi , ti , idi } to the aggregator. Vi is the result of SHA-256.
ci is a modulus of n2, ci is 2048 bits. ti is a timestamp. idi

is an identity. The communication cost from a smart meter
to aggregator is (2048 + 256 + 32 + 32) = 2368 bit. The
communication cost from an aggregator to the utility supplier
is 2368 bit, too.

For the scheme of Lu et al. [6]. A smart meter sends
{Ci , R A, Ui , T S, σi } to an aggregator, in their study, the bit
length of |Ui | + |R A| + |T S| is 100 bit [6]. Ci is a modulus
of n2, Ci is 2048 bits. σi is an element of G1. Thus the bit
length of the message is (2048 + 512 + 100) = 2660 bit.



3928 IEEE SENSORS JOURNAL, VOL. 19, NO. 10, MAY 15, 2019

TABLE IV

COMMUNICATION COST OF THE SCHEMES

The communication cost from an aggregator to the utility
supplier is 2660 bit, too.

For the scheme of Wang [11]. A smart meter sends
{CT i , Vi , Ti , idi } to an aggregator, in their study, CT i =
(gri , gmi

T ∗ Wi ), gri and Vi are elements of G1, gmi
T ∗ Wi

is an element of G2. Ti is a 32 bit timestamp, idi is a
32 bit long identity. The communication cost from smart
meter to aggregator is (512∗3 + 32 + 32) = 1600 bit. The
communication cost from an aggregator to utility supplier is
1600 bit, too.

C. Comparison of the Features

We compare all the schemes under different metrics; the
results are shown in TABLE IV. First, in the proposed scheme,
a smart meter can report multiple types of data to the utility
supplier at one time, in addition, it is the only one enables
the utility supplier to perform variance analysis and ANOVA
on the data. The scheme of Lu et al. [6] enables meters to
report multiple data to the utility supplier, too. In the scheme
of Wang [11], meters can only report one type of data to the
utility supplier.

In the scheme of Wang [11], the utility supplier has to

compute the discrete log of g
∑w

i=1 mi
t to get

∑w
i=1 mi , thus the

upper limit of the
∑w

i=1 mi cannot be a very large number [11],
while in the proposed scheme, the sum

∑w
i=1 mi can be at most

(n2−1), as n is a 1024 bit long number, the upper bound of the
sum is a much larger number than that in the scheme of Wang.

In the scheme of Lu et al. [6], when a smart meter registers
with the utility supplier, the utility supplier has to keep a list
of the registered smart meters, reordering the identity and the
public key of this smart meter. Because, at reporting phase,
to verify the legitimacy of a message, the aggregator has
to search the list to find the public key of the smart meter.
However, in the proposed scheme, we used an identity-based
signature scheme. Thus the utility supplier can verify the
incoming message directly, and the utility supplier does not
have to store extra information.

In the scheme of Lu et al. [6], there is a potential secu-
rity risk in the batch verification process. During the veri-
fication process, utility supplier has to check the equation:
e
(
P,

∑w
i=1 σi

) = e(P,
∑w

i=1 xi H (Ci ||R A||Ui ||T S)). How-
ever, if an adversary modifies σ1 and σ2, let σ1 and σ2 to
be (σ1 + k1) and (σ2 − k1). The sum

∑w
i=1 σi is the same,

so the equation still holds, the aggregator is unable to find
out this situation. This means the batch verification process of
Lu et al. [6] is unsafe.

VIII. CONCLUSION

In this study, we introduced a smart meter data aggregation
scheme. The proposed scheme enables smart meters to report
multidimensional data, and enables the utility supplier to
conduct a more thorough analysis of the data, the utility
supplier can learn the variance of the data, conduct a one-
way analysis of variance on the data, etc. The signature
scheme in this study is more efficient compared to related
works, the message verification process at aggregator side and
at the utility supplier side are accelerated. The experiment
results show that the proposed scheme is more efficient at
computation cost and communication cost.
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