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Deployed System Challenges   

• Deployed avionics systems must add new capabilities at 
affordable cost without disruption of the installed base and while 
accommodating legacy architecture constraints 

• Today’s deployed avionics solutions have with computer 
resources by estimating the future processing, I/O and software 
infrastructure requirements for these new capabilities and 
providing installed growth 

• Due to spiral funding, these systems were developed and 
extended incrementally and have 3-4 generations of processing 
and software infrastructure components on onboard 

•  In addition, interface definition and standards of hardware and 
software components have typically been driven by the mixture 
of existing and new development items and the open 
architecture standards of the time 



Ideal IMA Architecture Context 
• Ideal IMA architecture is based on a high-integrity, partitioned environment that 

hosts multiple avionics functions of different criticalities on a shared computing 
platform  

• Common processing subsystems: Allow multiple applications to share and 
reuse the same computing resources (Common processor card) 
– Benefit: Results in a reduced number of subsystems that need to be deployed and more 

efficient use of system resources, leaving space for future expansion 

• Common software environment: isolates the application not only from the 
underlying bus architecture but also from the underlying hardware 
architecture (Common Time and Space Partitioned Operating System, 
Middleware and Network with QoS) 
– Benefit: Enhances portability of applications between different platforms and also 

enables the introduction of new hardware to replace obsolete architectures 

• Common software services (Common system management and control) 
– Benefit: Reduces development time while affording the developer a method of 

redeploying existing applications without extensive modification 

• Many deployed systems have partial IMA solutions based on funding cycles 
– Bridging IMA into deployed systems is  a combination of Tech Refresh in HW and SW coupling with 

new capability insertion => Need an IMA Figure of Merit 
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Establishing an IMA Figure of Merit 
IMA Component 
Attribute 
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Component 
Criteria 

IMA Ideal 
Value  
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Proposed Bridge Need for “IMA Like” 
Extensions 

• A new set of affordability challenges are driving toward “IMA 
like” solutions with regard to:  

1.) Inserting IMA common multicore pooled processing for SWAP and 
cost reduction by leveraging Moore’s Law 
2.) Extending hardware agnostic software environments across 
subsystems to support reduced life cycle support 
3.) Accommodating mixed legacy, FACE conformant, SOA, and cross 
platform domain software for improved reuse and interoperability 
4.) Addressing I/O migration issues in video, networking, and security 

• The embedded world technologies of Pooled Server 
Processing, Virtualization, a Publish/Subscribe Infrastructure, 
and I/O Migration can serve as an IMA Bridge for refreshing 
deployed military avionics systems 

 



Emerging “IMA Like” Derived Needs  
for Legacy Systems 

 – Multicore Pooled Processing  
• Approach: Initially Adjunct insertion for maximum benefit 

– Bridge across General Purpose Profile, Safety Critical, 
and Security HW Agnostic Software Environments 
Across Subsystems  
• Approach:  Mixed Hypervisor environments  

– Accommodate Mixed legacy, FACE Conformant, SOA, 
and Cross Platform Domain SW  
• Approach:  Incrementally unify mixed infrastructure 

environment with Hypervisor and Publish/Subscribe 

– I/O Transformation and Unification From: Legacy I/O 
and  Analog Video To: Emerging I/O and Digital Video  
• Approach: Leverage I/O Adapter Gateways 



Embedded Multicore Processing 
• Enabler: Facilitate leveraging Moore’s Law across mixed 

PowerPC heterogeneous systems and transition to Intel 
• Impact: 25-100x RAW speedup per processor chip to legacy 

for general purpose computing 
– 400K Coremarks for 16 core Cannonlake (2017+) 
– 100K Coremarks for Quad core i7 Haswell (2014) 
– 4K CoreMarks Single core PowerPC 7448 (2005) 

• Insertion Analysis: Need to migrate to split Power PC and 
Intel mixed environments 
– Small form factor computing enables incremental performance 

extensions via adjunct processing elements 
• Benefit Target: Non safety critical avionics subsystems 

suitable for pooled processing 
– Benefit: IMA processing infrastructure SWAP reduction 



Multicore Bridge to IMA Virtualization  
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Virtualization 
• Enabler: Facilitate consolidation of software 

applications running on top of a mixed CPUs and 
operating systems, with little or no disruption to the 
existing software 

• Impact: Enables SWAP consolidation and virtual board 
isolation with mixed guest OS environments on 
multicore  

• Insertion Analysis: 
– Processing requirements legacy and emerging for General 

Purpose Profile, Safety Critical, and Security 
– Networking interconnection considerations legacy and 

emerging 
• Benefit Target: 
– Enables processor pooling to start incrementally by 

leveraging adjunct processing  then transition to block 
upgrade in future  
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Publish/Subscribe Infrastructure 
• Enabler: Facilitate integration of software applications running on top of 

a multitude of CPUs and operating systems, with little or no disruption 
to the existing software using a publish-subscribe communication model 

• Impact:  
– Allows distributed processes to share data without concern for the actual 

physical location, programming language, or architecture of their peers.  
– A fundamental benefit of DDS is simplifying otherwise complex distributed 

programming.  
• The publish-subscribe model is used for sending and receiving data, events and 

commands among network nodes 
• The job of DDS is to handle data transfer chores: message addressing, data 

marshaling and demarshalling (also called serialization and deserialization), delivery, 
flow control, retries, etc 

• Any application can be a publisher, subscriber, or both simultaneously. DDS provides 
many Quality of Service (QoS) policies specifically geared for real-time 
(deterministic) distributed systems 

• Insertion Analysis:  Partition architecture to leverage both standard DDS 
and  Certifiable DDS 

• Benefit Target: 
– Incremental extension of a unified data distribution environment that 

supports on board and offboard system-of-systems  



Unified Publish/Subscribe General 
Purpose and Safety Critical  

GENERAL PURPOSE STANDARDS BASED DDS + EMERGING  



I/O Migration 
• Enabler: Facilitate I/O migration with little or no disruption 

to the existing software  
• Impact: Must not impact A/C wiring significantly and must 

be in place to support COTS mainstream networking 
• Insertion Analysis: 

– Design to support both Legacy MC as remote terminal and 
refresh to new small form factor remote terminals 
• Incrementally migrate from  legacy aircraft data interfaces, legacy 

analog video interfaces and legacy custom interfaces 
– Establish improved  PnP interfaces with domain specific data 

representations  
• Benefit Target: 
– Need to transition I/O to mainstream “everything is digital and 

networked IoT vision” 
– Embedded marketplace is now driven by mainstream COTS 

interfaces with considerations for information security and 
tamper resistance  
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 IMA Bridge Insertion Approach 
1.  Select Processor Types and Throughput  

–  PowerPC Multicore, Intel Multicore 
– 3U VME/OpenVPX, 6U VME/OpenVPX, Small Form Factor 

2.  Identify Operating System Guest OS Requirements  based  on Application 
Software “IMA Like” Considerations  
– General-Purpose Guest OS, Security Guest OS, Safety Guest OS  

3. Identify Transport Services and any Bridges based on “IMA Like” Considerations 
– Sockets, CORBA, DDS, World Wide Web Consortium (W3C) 

4.  Identify I/O Services and I/O Migration Bridges 
– Based on Data Flow Analysis and Wiring Impacts 

5. Architect System Management and HMI/Autonomy Bridges 
– Based on Software Domain Specific Reuse considerations 
– JAVA HMI, Legacy X-Windows Based HMI , Model Based HMI 

6. Prototype Selected New Capability Candidates using an Adjunct 
Processor/Infrastructure Insertion Approach 

7. Refine Payoff and Open Architecture of Clean Slate IMA Refresh Versus Adjunct 
Approach 



IMA Bridge Architecture Tradeoffs 
Element Legacy Constraints  Tech Refresh Driver 

Considerations 

Multicore Processing  Single Core – Primary PowerPC 
with single chip/dual chip/quad 
chips on VME 

Emergence of Intel Multicore 
over PowerPC in Embedded  

Hypervisor None or single core PowerPC 
with ARINC 653 time and space 
partitioning 

Emergence of multiple 
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general purpose, safety, and 
security 
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IMA Bridge Evolution  
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Transformational Bridge IMA Enablers 

Transformational Intel Based Technology:  
Multicore Intel + Hypervisor for Multiple OS Environments + 

Publish/Subscribe Application Interface + Hybrid GUI with High 
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Conclusions 
• Legacy systems have the challenge of being developed 

with 3-4 generations of HW and SW technology without 
a clean slate opportunity 

• Transition to IMA capabilities can happen incrementally 
using an adjunct approach to establish a system gateway 

• Legacy systems should have a forward plan/staged proof 
of concept focus for transformational adjunct processing 
that enables software transformation while also 
supporting currently deployed systems  

• Emergence of embedded processing and IoT will 
accelerate capabilities of adjunct processing capabilities 

• Architecture analysis and prototyping is critical to finding 
the most affordable and supportable insertion of IMA 
like capability in deployed systems  

 



References 
• Designing Embedded Virtualized Intel Architecture Platforms with the Right 

Embedded Hypervisor 
– http://www.intel.com/content/dam/www/public/us/en/documents/white-

papers/ia-embedded-virtualized-hypervisor-paper.pdf 
• Mission Systems Capability Management (NAVAIR) 

– http://www.navair.navy.mil/pma209/_Documents/Capability_Management_Area_M
issionSystems.pdf 

• Application of Data Distribution Service Middleware in Mixed-Criticality 
Airborne Systems 
– https://www.signup4.net/Upload/BOOZ14A/SAFE23E/S5_Boeing-RTI_2011_Version-

05.pdf 
• Data-Oriented Architecture: A Loosely-Coupled Real-Time SOA 

– http://rtcgroup.com/whitepapers/files/RTI_DataOrientedArchitecture_WhitePaper.p
df 

• 7 Steps to Future FACE Compatible Systems Design 
– http://learn.cwcdefense.com/FACE-system-architecture

• Hypervisors Ease the World of Multicore Processors 
– http://www.rtcmagazine.com/articles/view/101663

• TPM-based Secure Boot for Embedded Hypervisors 
– http://www.sec.in.tum.de/assets/studentwork/finished/lorenz2012.pdf 

 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /ComicSansMS
    /ComicSansMS-Bold
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FranklinGothic-Medium
    /FranklinGothic-MediumItalic
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Gautami
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /Impact
    /Kartika
    /Latha
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaConsole
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSansUnicode
    /Mangal-Regular
    /MicrosoftSansSerif
    /MonotypeCorsiva
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /MVBoli
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Raavi
    /Shruti
    /Sylfaen
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /Vrinda
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.01)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


