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Abstract—5G network technology is growing fast, thus the
number of devices and the traffic are likely to pose impressive
challenges. A new paradigm called “Internet-of-People” (IoP)
represents a valid approach to include the social aspect. Following
an IoP perspective, we believe that the knowledge of social mul-
tiplex interactions and dynamics could drive more sustainable
growth. By merging this with the Device-to-Device communica-
tion (D2D), we originate a new paradigm presented in this work.
We propose a novel bio-inspired approach for quantifying the
impact of the social multiplex structure on D2D contents’ dis-
semination. Through rigorous mathematical modelling, we have
shaped the D2D data dissemination process as a social contagion
dynamics of two co-evolving spreading processes. We weigh the
dynamic interactions by including the concepts of homophily and
awareness. We have measured the effect of homophily, awareness
and network heterogeneity on information diffusion. The bio-
inspired mechanism is evaluated through a rigorous mathemati-
cal and algorithm analysis, and a meaningful simulation. We show
that this mechanism is effective in tuning network awareness
and alertness, breaking the “echo chambers” effect. Through our
model, we have defined and proposed the guidelines to discrimi-
nate the nature of the contents based on contents’ dissemination.

Index Terms—D2D data dissemination, multiplex networks,
social contagion dynamics, epidemic spreading, bio-inspired,
Internet of People.

I. INTRODUCTION

THE ONGOING process of telecommunications evolution
within 5G networks along with the increasing number

of mobile users, high data-rate applications and demands of
growing bandwidth-intensive services, is creating a large vol-
ume of traffic, making a compelling and complex dare that

Manuscript received August 27, 2019; revised January 24, 2020 and July 30,
2020; accepted September 16, 2020. Date of publication September 29, 2020;
date of current version June 9, 2021. This work was partially supported by:
the Research Grant - Italian Ministry of University and Research (MIUR) -
PON REC 2014 - 2020 within the project ARS01 01116 TALIsMANİ and
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still lies ahead [1]–[3]. Mobile data traffic is growing so
fast that it is foreseen that it will reach a monthly global
size of 77 exabytes by 2022 [3]–[5]. Some schemes have
been proposed to offload the data traffic through ground-
breaking paradigm such as Device-to-Device communication
(D2D), which tackles content distribution [6], [7]. In the
modern information society, given that we are turning to
heterogeneous, cognitive and constantly-changing connected
systems of things (Internet of Things) and people (Internet of
People) [8], [9], information dissemination has become one of
the most important services of communication networks. D2D-
based mechanisms can solve the mobile traffic offloading by
avoiding to reduce both the quantity and quality of information
or minimize data diffusion [6], [7]. Direct D2D communication
with device controlled link formation represents a successful
approach where terminals or user equipments (UEs) interact
with each other without the base station [1]. Although it is
well-known that hand-held mobile user devices are typically
carried by human-beings, these technologies overlook how a
deeper analysis based on correlations and dynamics of multiple
levels of social interactions could be crucial [10], [11]. To this
aim, an interesting point to untangle, introducing the social
multiplex representation of users, is the knowledge mining
of the network structure and its dynamics. Moreover, this is
in line with the future requirements of 5G networks that are
headed straight towards cognitive heterogeneous environments
characterised by the co-existence, interdependence and social
connectivity of people and things. Indeed, it is fundamental
to design models allowing us to build smart cognitive IoP
environments [8], [10], [12] with specific topological prop-
erties, capable of spotting collective behaviours, envisioning
dynamics of communication networks. Despite in some cases
the dissemination issue in D2D has been addressed embrac-
ing the awareness on social properties [13]–[15], it has left
aside the potential gain of applying complex systems theory
in terms of network structure, social contagion and collective
behaviours [16]–[19]. It is widely known that many complex
systems in social science, physics, biology, and engineering
can be modelled as evolving networks of interacting heteroge-
neous entities [17], [20], [21]. By introducing complex systems
and networks theory including the multiple social representa-
tion levels of users, we are therefore able to strengthen and
broaden grades of knowledge, deepening the social network
dynamics of users’ behaviours. In a D2D communication sce-
nario, treated as a complex relational system, we are interested
in detecting emerging behaviours, determined by non-trivial
networks of interactions. Thus, we start from multiplexity of
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networked users [17], leveraging the heterogeneity, homophily
and awareness which represent unexplored innovative bio-
inspired perspectives, typical of the complex systems and com-
plex networks theory applied to various scientific fields [22].
“Heterogeneity” represents the different willingness to receive
information, “homophily” is the tendency to interact with sim-
ilar nodes and “awareness” is the knowledge about information
received. The introduced multiplex dimension, which repre-
sents the coexistence of various types of interactions among
users on a complex network [23], allows us to unveil hidden
behaviours that this kind of network can exhibit.

In this context, we focus on content dissemination on D2D,
targeting at efficiently improving the communication among
users and discriminating the nature of contents shared between
them. Indeed, in the era of digital misinformation and fake
news’ invasion [24], [25], considering the potential impact of
shared contents on human society, it becomes vital to deepen
and discriminate content dissemination dynamics. In [25], the
author defines the “echo chambers” effect as a phenomenon
of network polarization when an opinion bounces in a cluster
of nodes. This can make a misinformation viral due to a com-
plex contagion process that starts from an initial bandwagon
effect and leads to a reinforcing diffusion. In a people-centric
perspective detecting the role of awareness may allow the
system to react becoming increasingly robust. Since, D2D,
IoT environment and 5G network hold to improve our lives
by introducing innovative services conceived for a wide range
of application domains, this will provide a great opportunity
for health-care including use cases, such as ambient assisted
living and patient monitoring based on telemedicine, integrated
monitoring systems of smart homes and advanced multimedia
surveillance of smart cities [26]. To the best of our knowl-
edge, in this work, for the first time, we introduce multiplexity
jointly with social contagion dynamics to explore content dis-
semination in D2D. To this aim, we propose a bio-inspired
approach which shows and unveils the interplay between the
weighted multiplex network of different UEs, represented as
nodes, and the content dissemination dynamics, modelled as
two co-existing and co-evolving spreading processes, namely
information and awareness diffusion, on D2D communica-
tions. We analyze the diffusion dynamics disclosing the impact
of heterogeneity, homophily, and awareness, on data dissem-
ination. The co-evolution of these two interdependent and
not disjoint processes follows the social contagion dynamics.
Moreover, the model is able to distinguish the dynamical pat-
terns of different types of contents: useful and useless (fake
or malicious) information.

A. Contributions of This Article

Once explained the motivations behind the proposed
methodology, the main contributions of this article are sum-
marised below.

• We redefine the content dissemination issue on D2D by
introducing multiplexity and shaping the D2D content
dissemination as a social contagion dynamics of two co-
evolving spreading processes, information and awareness
diffusion.

• We measure the impact of network properties and human-
related factors, such as homophily and awareness, on
the social contagion dynamics. To this aim, we define
weighted connections between nodes, where weights are
defined by taking into account both the concept of
homophily and awareness in the multiplex structure. We
point out how these weights influence the contagion
dynamics on the social multiplex network.

• We explore and quantify the role of network structural
heterogeneity on the social contagion dynamics. Thus, we
unveil and measure the role of heterogeneity, homophily
and awareness, on D2D data dissemination.

• We analytically define a bio-inspired control mechanism
able to increase the alertness of nodes, breaking the
“echo-chambers” effect in the case of misinformation. It
is based on a η-score and it acts on user behaviours.

• We quantify the social multiplex dynamics for D2D data
dissemination, by defining the network structure more
able to efficiently disseminate information. We also detect
the subset of nodes corresponding to the most central
nodes, assigning them the role of cluster heads. These
nodes regulate the alertness of nodes, increasing their
awareness on correlated information.

• We identify as a possible application domain health-care
innovative services for people with recognised frailty syn-
dromes in case of ambient assisted living and patient
monitoring, represented as a D2D scenario where its
needed to manage the content dissemination and discrim-
ination detecting the actual state of patient.

• Our novel modelling approach constitutes the core of
a cognitive IoP-based D2D and opens up a novel way
to deal with heterogeneous 5G networks considered as
complex interdependent systems. We include dynamical,
socially-aware and human-related aspects in the design
of this kind of networks.

This article is organised as follows: in Section II we
overview literature works on socially-aware D2D communi-
cations and models exploring social contagion dynamics on
multiplex networks. In Section III we present our modelling
approach. In Section IV we show and discuss the results
through conducted simulations. Finally, in Section V we con-
clude the work discussing the findings and possible future
works.

II. RELATED WORK

Recent literature works have shed light on the role of multi-
plex networks, homophily and awareness on social contagion
dynamics. In this section, we review the existing works, other
than some proposed socially-aware models of D2D data dis-
semination. In Tables I and II we include a comparison of
network structures and social-based methods used respectively
in D2D communications and social contagion.

A. Multiplex Networks and Social Contagion Dynamics

The connectivity of a complex system is described by
the network representation. Nodes in the network are linked
to each other via multiple edges. A standard approach
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TABLE I
COMPARISON OF NETWORK STRUCTURES AND SOCIAL-BASED

METHODS USED IN D2D COMMUNICATIONS

TABLE II
COMPARISON OF NETWORK STRUCTURES AND SOCIAL-BASED METHODS

USED IN LITERATURE ON SOCIAL CONTAGION

for network description generally consists of analyzing the
aggregation of all links between nodes. The resulting aggre-
gate graph includes many useful aspects but neglects some

important information about structural complexity and con-
nectivity. The relationships and interactions between nodes
in many real-world systems can be different for relevance,
context and meaning [17], [23]. Each type of interaction is
characterised by a given cost, distance or weight, proving that
treating all the links as equivalent in an aggregate structure,
results into losing knowledge [17], [23], [27]. To better quan-
tify information encoded in terms of social behaviours and
connectivity in the considered scenario, we need to introduce
the multiplex dimension. It allows to preserve information
related to the different interactions among the constituents of a
complex system. The scientific interest in multiplex networks
ranges between different areas: biological, social and techno-
logical systems, social networks and relationships, epidemic
and social contagions, air transportation networks and brain
computing [10], [11], [18], [28]–[31]. These systems are char-
acterised by the fact that elements, represented as nodes, are
connected through multiple types of links embedded on dis-
tinct layers. Nodes can be adjacent to each other through
intra-layer edges and each node can be connected to its coun-
terpart on another layer through inter-layer edges [17], [23].
Multiplex networks represent the most suitable structure for
studying dynamics of spreading phenomena depending on
the nature of social ties [10], [22]. The main belief behind
the investigation of a multi-dimensional network representa-
tion is that having full information about the structure of a
system under analysis is fundamental to fully characterise its
behaviour. For this reason, multiplex networks have helped
unveiling interesting structural properties and understanding
emerging phenomena and behaviours in various systems, such
as cascading failures, super-diffusion, spreading and epidemic
dynamics [10], [28]–[32]. A deeper level of analysis in struc-
tural terms can be achieved by exploring connectivity through
weighted multiplex networks [27] and, with regards to the
dynamics, through social contagion processes (see Fig. 2).
Indeed, real-world multiplex networks include weighted con-
nections or links between nodes, so that links between the
nodes not only are distinguished by the kind of interaction
linking the nodes, but also by the intensity reflecting the impor-
tance of these interactions. In our work, since we are interested
in capturing the coevolution in a realistic scenario, we inves-
tigate the role of weighted multiplex networks by defining
specific weights of the ties (see Section III). Social contagion,
modelled as an infectious disease spreading [11], is based
on classical epidemiological models [16], thoroughly used
in network science, social behavioural analysis, misinforma-
tion diffusion, infectious disease and emotions spreading [18].
Since the social networking is a form of content dispersal,
which adds complexity in the understanding how information
is disseminated through interactions and inside communi-
ties, some models are very helpful in predicting information
spreading patterns. In [19], the authors model, in a single-
layer network, how people learn and spread different types of
information, taking into consideration also the lack of expo-
sure to the information and the loss of continued interest or
awareness. The interplay between social contagion and collec-
tive awareness dynamics has allowed to shed light on the role
of awareness in the spreading process [10], [11]. In particular,
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it has been found that the more the networked individuals are
aware about the spreading content, the more they may be able
to adopt strategies to quickly disseminate or slow diffusion. In
recent years, a vast amount of literature has investigated the
social contagion, suggesting the key role of the nature of social
ties in a phenomenon spreading on a social network [18], [33].
It has been underlined how social behaviours, misinforma-
tion or rumors [34], infectious diseases and emotions [35]
spread inter-personally [18], [33], [36]. These works pushed
research towards modelling social contagion as an infectious
disease spreading [18], [35]–[38]. All these models have been
obtained starting from the classical epidemiological mod-
els [16], [39], [40], involving several research fields in network
science [41]–[48]. Furthermore, various processes have been
used to model social contagion as diffusion models [49] and
threshold models [18], [36]–[38], [50]. The interplay between
infectious diseases and awareness dynamics has allowed to
underline the role of awareness in the spreading process of
a disease [51]–[54]. The more the networked individuals are
aware of the likely disease spreading, the more they may be
able to adopt strategies targeted at self-protecting [11]. Most
of these studies have explored the spreading and competition
of both phenomena using different layers of propagation [52],
[55]–[59]. Multiplex networks, that consider the same set of
nodes in all the layers, constitute the most suitable network
structure for studying such dynamical processes and their
complex coevolution [60], [61]. Although having considered
multiplexity, all the previous models have separated and con-
strained each of the processes to only one of the layers. By
contrast, in [11] it has been investigated and quantified the
impact of the coevolution of the two processes in all the lay-
ers of a multiplex network. Coherently with the real nature
of multiplex networks [22], [62], [63], it has been taken into
account heterogeneity and its impact along with awareness on
the epidemic spreading [11], [64].

B. Socially-Aware D2D Data Dissemination

Recently, due to the increasing popularity of high data rate
applications (e.g., mobile social networking, etc.), it becomes
crucial to support these service among users, thus a lot of
research efforts have been devoted to D2D communications.
In particular, social attributes and aspects of mobile devices
that impact on this kind of communications have attracted
the scientific interest of various research communities, aiming
at exploring the role of social networks on D2D communi-
cations [65]. In this line of research, in [13] authors have
underlined the importance of dealing with multiple social
attributes of D2D devices. Indeed, a proper perception of these
attributes can significantly enhance the efficiency of D2D com-
munications. In [13] the authors have proposed a dynamic
method for detecting overlapping communities, which allows
enhancing both the neighbour discovery, data delivery ratio
and the overall efficiency of the system.

Some other authors have addressed the problem of con-
tent delivery in D2D communications [66], by proposing
a social network-based solution for joint peer discovery
and resource allocation which leverages social and physi-
cal layer information. This is in line with some other works

which take into account physical location information, social
information or interests on mobile applications, etc. [67], [68].
Specifically, in [69] the authors proposed a socially-aware
peer discovery scheme for D2D communications where mobile
users are clustered by using location, interest and back-
ground information deriving from social networks. Social
information derived from interactions on social networks and
clustering information have been exploited to enhance various
performance metrics of D2D communications, such as system
rate, throughput and energy efficiency [66], [69]. In [70] it
has been highlighted how sharing communication and compu-
tation resources with other users can improve the cooperation
in the network.

The concept of socially-aware communication has been also
proposed for knowledge extraction in mobile networks [14].
Given that any socially-aware communication scheme is based
on the involvement of users with their devices, in [71] the
authors have addressed this issue by analysing the creation
of trusted socially-aware direct connections between devices.
Other authors have focused on communications in mobile
opportunistic networks among mobile nodes using direct com-
munication [72]. They have proposed an analytical model able
to explore data dissemination and the role of infrastructure in
the diffusion of contents. The dissemination of the content
through D2D represents an efficient way of offloading cellular
traffic, as well as to reduce cost, increasing spectral efficiency
and providing robustness. Thus, in [73], it has been proposed
a socially-aware D2D content dissemination scheme based on
social aspects of user mobility, social structural metrics, such
as centrality, contact rate and inter-contact time. Starting from
social patterns, they have been able to enhance data dissem-
ination performance. In fact, in [15], the authors underline
how social networking could be the key for enabling D2D
Communications in 5G wireless networks, shedding light how
the investigation of the social networks properties leads to
an increasing in efficacy of trustworthiness, resulting in the
necessity of including this analysis in different aspects of D2D.

Furthermore, the key role of social ties has been also
demonstrated for content priority scheme for D2D communi-
cations [74], where authors have included the impact of social
relationship on data transmission. One of the most interesting
aspects is that they consider the interplay between social and
physical D2D networks in the design of a novel efficient prior-
ity scheme. The priority is related to the increment of strength
of social ties based on social trust and social reciprocity. All
the previous works have shed light on the increasingly need
for including social aspects in data dissemination between
devices by means of D2D communications. Socially-driven
D2D communications are able to deal with some of the most
challenging issues for this kind of communications, such as
throughput, spectral efficiency, latency and fairness [75]. The
authors in [75] provide a comprehensive survey of how social
networking can enhance various aspects of D2D communi-
cations, ranging from relay discovery and peer selection, to
communication mode selection, spectrum resource allocation
and management. However, none of the previous works has
included a complex network perspective and a social contagion
dynamics modelling approach with two co-evolving processes
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Fig. 1. Modelling approach. The figure schematically describes the various steps and aspects of the modelling procedure. Starting from D2D communications
it allows us to define complex socially-aware D2D communications. In the first step, we define the social weighted multiplex network, with a measure of
weight which is function of the discrepancy of users’ knowledge about the shared content and homophily. In the second step, we analyse the D2D data
dissemination as the social contagion collective dynamics which consists of the coevolution of the two spreading processes, detecting the role of network
structures in the contents’ dissemination. The last step of the proposed modelling approach defines a bio-inspired control mechanism deriving from the social
contagion dynamics. Finally, in the last step we define a bio-inspired control mechanism deriving from the social contagion dynamics and a data cognitive
evaluation which allows us to distinguish the two types of contents, namely useful and useless information, in the weighted multiplex network. This cognitive
mechanism, based on nodes heterogeneity, allows tuning the awareness and alertness on the whole multiplex network.

to characterise the data dissemination on D2D communications
(see Section II-A). Thus, other than a socially-aware paradigm,
a dynamical, complex model, embodying also human-related
aspects, is needed to deeply understand how social issues
impact on the dynamics of data dissemination.

III. MODEL

The assumed scenario is an open congested area where
mobile users devices (UEs) in a D2D communication envi-
ronment can enter to share contents. Devices, represented
as social network nodes, are linked with each other through
social ties in different contexts. Considering the case of D2D
communication with device-controlled link formation [1], we
assume that there is the simultaneous diffusion of information
and awareness. Information is divided into contents of two
types, useful or useless and it is shared, stored and kept
updated. Useless content refers to either malicious information
or fake news, where malicious information represents a secu-
rity threat, while fake news are false or misleading content
intentionally dressed up to look like useful information (news,
articles, etc.) [24]. Information is disseminated using inter-
actions between mobile devices on a weighted multiplex
network [27].

The final target is to quickly disseminate the most rele-
vant information and awareness among users and eventually
delay the not relevant ones. Specifically, we quantify contents’
dissemination unveiling the patterns related to fake news and
distinguishing them from malicious contents.

The proposed modelling approach is schematically
described in Fig. 1. In this section we describe each block of
the framework.

A. Social Multiplex Modelling for D2D Communications

In this section, we describe the first step of our modelling
procedure which consists of defining a social weighted
multiplex network. Thus, starting from simple D2D communi-
cations’ network, first we highlight the importance of including
multiple relationships between users. Therefore, we define
a socially-aware multiplex network, where each layer corre-
sponds to a different type of social interaction between human
users. Then, we define a novel measure of weight, so that we
get a social weighted multiplex network defined as follows.

Let us consider a multiplex network of M layers α =
{1, . . . ,M } and N nodes i = {1, . . . ,N }. A multiplex
network is a set of M weighted networks (or layers) Gα =
(V ,Eα) (see Fig. 2). The set of nodes V is the same for
each layer, whereas the set of links E changes according
to the layer [27]. Each network Gα is described by the
adjacency matrix, denoted by Aα with elements aα

ij , where
aα
ij = wα

ij > 0, if there is a link between i and j with a weight
wij , otherwise aα

ij = 0. We include a definition of weights
as function of the discrepancy of users knowledge about the
shared content (Δaw ) and homophily, namely the tendency of
interacts with similar users (hα

ij ).
Definition 1: Weights, denoted as wα

ij , are given by:

wα
ij = hα

ij · |Δaw | (1)

where hij is the homophily between nodes/human users i and j,
that is the tendency to associate and interact more with similar
people [22], [63], given by:

hij =
1

1 + δij
(2)
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Fig. 2. Mapping multiplexity, social contagion dynamics and bio-inspired control mechanism in a sample D2D data dissemination scenario. The
figure illustrates the modelling approach, showing the different social representation levels and linking them with each step of the model in a sample D2D
data dissemination scenario. The upper part depicts the social representation levels and the control mechanism, while in the lower part we map the various
steps of the model with a sample D2D data dissemination scenario. In the lower-left panel, we show a sample scenario, where UEs can be only informed or
not informed mobile nodes. By applying our modelling approach, in the lower-central panel we illustrate the possible initial states of nodes in the dynamic
MMCA of the social contagion dynamics (dot lines indicate weighted interactions between nodes). Finally, in the last panel on the lower-right we show the
cluster heads’ selection for each cluster and we apply the bio-inspired control mechanism (see Sections III-A and III-B).

While, Δaw is equal to the absolute difference of awareness,
|awi − awj |, between nodes i and j, where awareness is the
knowledge about information received.

Nodes centrality, given by Xi and zα, is defined according
to [10], [76], which is a measure of centrality of both nodes
and layers, where Xi and zα capture the heterogeneity of the
network structure in terms of weights. Xi and zα are defined
as follows:

Xi = ᾱ
N∑

j=1

Gij

κj
Xj + βνi (3)

and

z [α] =
1
N

W [α]
N∑

j=1

B in
αi (Xi ) (4)

where ᾱ is taken to be ᾱ = 0.85, Gij represents the element
of the weighted matrix G, dependent from weights, that in
our model depend on awareness and homophily, β, vi and
κj are given by equations expressed in [76]. W [α] represents
a quantity that, in our case, indicates the total weights of the
links at layer α, instead B in

αi (Xi ) is the normalised in-strenght
of node i in the layer α, and N is a normalised constant.
These measures are coupled and define an overall ranking of
nodes and layers in the multiplex structure. In our model, its
definition is function of the weights of the multiplex network,
so it includes awareness and homophily. We exploit this kind

of measures in order to select a subset of nodes D ⊂ N
characterised by higher centrality values and electing them as
Cluster Heads (CHs) [14] (see Fig. 2). We assign to these
nodes the key role of disseminating the contents following the
most disseminating network structure (see algorithm 1).

B. Social Contagion Collective Dynamics

The information spreading process is thought as a
“composed” classic “Susceptible-Infected-Recovered” (SIR)
model [16], where the transition rate βα

i is different for each
node and for each layer of multiplex network contributing
to the network heterogeneity (see 5). The awareness spread-
ing process, denoted by UAA∗, co-existing and co-evolving
with the first one, is a “Unaware-Aware-Faded”(UAF)-like
model [11]. The meaning of the various states of the two
interdependent spreading processes is explained in Table III.
Fig. 2 graphically illustrates the social representation levels
(see upper part of the figure) and the corresponding various
steps of the model in a sample D2D data dissemination sce-
nario where, as showed in the lower-left panel, UEs can be
informed or not informed mobile nodes. In the lower-central
panel we illustrate the possible initial states in the dynamic
MMCA of the social contagion dynamics, where dot lines indi-
cate the weighted interactions between nodes. Finally, the last
panel on the lower-right represents the output of the phase 1,
where we select the cluster heads for each cluster and we apply
the bio-inspired control mechanism.
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TABLE III
MMCA—STATES. DEFINITION OF THE DIFFERENT STATES

IN THE MMCA (SEE TEXT)

TABLE IV
MMCA—RATES. DEFINITION OF THE TRANSITION

RATES IN THE MMCA (SEE TEXT)

The state A leads to A∗, which represents two possible alter-
native states, Ni and Aoc (see 6). The Ni state derives from
a non-zero probability δ, while the Aoc state derives from a
non-zero probability ε (see Table III and Table IV). The Ni

state represents the probability of losing the interest in having
a high alertness. It means that if the rate δ decreases, there
is the interest to maintain a high alertness about the nature of
information disseminated. The state Aoc represents an alterna-
tive state to Ni , meaning an interest of having an additional
awareness correlated to the received information (see (6)).

Information and awareness spreading processes are
described in terms of reaction-diffusion equations as follows:

SIR ⇒ S
βα
i→ I

μ→ R; (5)

UAA∗ =

⎧
⎨

⎩
U

λα
i→ A δ→ Ni

U
λα
i→ A ε→ Aoc

(6)

In each of the two SIR-like processes, indicated in (5)
and (6), we have indicated the transition rates between the
various states of the SIR − UAA∗ model. These transition
rates are summarised in the Table IV.

The Dynamic Microscopic Markov Chain Approach
(MMCA) enables us to explore the dynamics of the co-
evolution of information and awareness spreading on the
weighted multiplex network. In the next subsection we give a
more detailed explanation of the MMCA used in our model.

1) Dynamic Microscopic Markov Chain: At the beginning,
each node can occupy only one of the following states: sus-
ceptible and unaware (SU), informed and aware (AI), and
susceptible and aware (SA) (see Fig. 2). Some states are not
reachable or do not exist, such as IU (Informed Unaware), INi

(Informed Not interested), SAoc (Susceptible - Additionally
aware) and NiAoc (Not interested - Additionally aware) (see
Fig. 3). Thus, at time step t each node i is in one of the ini-
tial three states, with probabilities pSU

i (t), pSA
i (t) and pIA

i (t)
respectively. Let we denote by qi (t) the probability of node i
not being informed at time step t and ri (t) the probability of

Fig. 3. Probability tree. We illustrate the MMCA method using a probability
tree, representing all the possible states and their transitions in our model at
each time step. Roots in the transition tree represent the initial states (time
step t), SA, SU and IA, and leaves are all the possible states at the subsequent
time step. Arrows are labeled with the corresponding transition probabilities.

an unaware node i staying unaware at time step t, as follows:

qi (t) =
(
1 − βi

)∏

j

[
1 − ajipI

j (t)βi

]
(7)

ri (t) =
(
1 − λi

)∏

j

[
1 − ajipA

j (t)λj

]
(8)

where aij are the elements of the adjacency matrix of each
layer of the weighted multiplex network. βi and λi are the
“elected informed rate” and the “elected rate of awareness” of
the node i, respectively. Once calculated the centrality mea-
sures of nodes and layers Xi and zα, from this heterogeneous
ranking we extract the “elected” layer, that is the most cen-
tral layer, namely the most influential in the evaluation of the
transition dynamics. The following MMCA equations repre-
sent the probability of each node of being in one of the states
at time step t + 1, as showed in Fig. 3:

pSA
i (t + 1) = qi (t)pSA

i (t) + (1 − ri (t))(1 − δ)pSU
i (t);

pIA
i (t + 1) = (1 − qi (t))(1 − ε)pSA

i (t) + (1 − μ)pIA
i (t);

pIAoc
i (t + 1) = ε(1 − qi (t))(1 − μ)pSA

i (t);

pRAoc
i (t + 1) = με(1 − qi (t))pSA

i (t) + με(1 − δ)pIA
i (t);

pSU
i (t + 1) = ri (t)pSU

i (t);

pSNi
i (t + 1) = δ(1 − ri (t))pSU

i (t);

pRA
i (t + 1) = μ(1 − δ)(1 − ε)pIA

i (t);

pRNi
i (t + 1) = μδpIA

i (t); (9)

To obtain the contagion threshold, we investigate the steady
state solution of the system constituted by the previous equa-
tions. When time t → +∞, there exists a contagion threshold
βC for the two coevolving processes, so that the contagion
can outbreak only if β ≥ βC . Following the same conditions
of [11], the contagion threshold is given by the order parameter
ρi and it is defined as follows:

ρI =
1
N

N∑

i=1

pI
i =

1
N

N∑

i=1

pIA
i (10)
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Thus, starting from equation pIA
i (t +1) (see (9)), at steady

state we have:

pIA
i = (1 − qi )(1 − ε)pSA

i (11)

Since around the contagion threshold βC , the informed prob-
ability is close to zero (pIA

i = ηi � 1), the probabilities of
being informed can be approximated as follows:

qi =
(
1 − βi

)
⎡

⎣1 − βj

∑

j

aij ηj

⎤

⎦ =
(
1 − βi

)
(1 − ωi ) (12)

where:

ωi = βj

∑

j

aij ηj (13)

Furthermore, close to the contagion onset we have that
the fading rate is approximately close to zero (δ � 0).
Considering this approximation into (11), and omitting higher
order items, (11) is reduced to the following form:

μηi � (1 − ε)pSA
i βiβj

∑

j

aij ηj (14)

The contagion threshold is obtained starting from the fol-
lowing condition:

∑

j

∣∣∣∣∣(1 − ε)βipSA
i aij − μ

βj
tji

∣∣∣∣∣ηj = 0 (15)

where tji are the elements of the Identity matrix. By defin-
ing the matrix H whose elements are given by: hij =
[(1 − ε)βipSA

i ]aij , the contagion threshold βc is the value
corresponding to the largest eigenvalue of the matrix H,
which is given by Λmax(H ) = μ/βj , so finally we get:
βc = μ/Λmax(H ).

2) Network Structures: In our work, each of the layers of
the multiplex network is characterised by an underlying graph
where nodes are connected according to one of the following
network structures: the Scale-free (SF) network [77] and the
Small-World (SW) network [78]. We have considered in our
analysis two of the most popular network structures, which
are two ideal examples of network topologies but easily dis-
tinguishable in samples of real-world population. Indeed, even
though many real-world networks are thought to be scale-
free in terms of topology, there is no evidence, mainly due
to the developing awareness of more rigorous data analysis
techniques. For this reason, we have decided to consider also
the SW network, which allows us to take into account another
realistic network topology. These networks exhibit a different
level of heterogeneity. Specifically, SW networks are small
heterogeneous networks, characterised by a high clustering
and modularity, so that there are groups of nodes that are
more highly connected than the rest of the network, and there
is an over-abundance of hubs high-degree nodes (or hubs)
that mediate the shortest path length. In SW networks, degree
distributions exhibit a fast typically Gaussian decaying tail.
Instead, SF networks are highly heterogeneous networks, char-
acterised by a power-law degree distribution. They exhibit a
high degree correlation between nodes and degree distribution
has a long tail, which means that there are a few hubs in the
network.

C. Bio-Inspired Control Mechanism

In our model, the last step of the proposed modelling
approach defines a bio-inspired control mechanism deriving
from the social contagion dynamics. To this aim, for each
node we introduce a statistical parameter η-score that is func-
tion of the shared content as in (16). It hinges on the number
of interactions and information shared between nodes at each
layer. We distinguish two types of contents: useful information,
indicated by cuf , and useless information, indicated by cul .
According to the concentration of the two types of contents
received and shared by each user, at each layer of the weighted
multiplex network, a bio-inspired control mechanism, based on
nodes heterogeneity, is able to tune the awareness and alertness
on the whole multiplex network. In fact, it is well-known that
there is a strict interplay between “echo chambers” and the
spread of misinformation [25]: strongly homogeneous groups
tend to prefer contents that confirm their shared beliefs, polar-
izing rumors and misinformation. In presence of both a high
useful contents dissemination and highly homophilic clus-
ters of users, it is very likely having fake news masqueraded
as useful contents. Thus, the bio-inspired control mechanism
increases the alertness of nodes, which means pushing them
towards a higher awareness on correlated information, with the
final aim to break the “echo chambers” effect. The η-score is
defined as follows:

ηi =
∑

α

∑

j

cα
ulij

− cα
ufij

cα
ufij

+ cα
ulij

(16)

The two spreading processes are interdependent and linked to
the network structure and both are characterised by the rates,
the “informed rate” βα

i , and the “awareness rate” λα
i , defined

for each node i at each layer α of the multiplex as follows:

λα
i =

(
sα
i

1 + sα
i

)
λ, βα

i =

(
1

1 +
(
λα
i

)ηα · 1
Y α

i

)
β (17)

where sα
i and Y α

i are respectively the strength measure of the
node i and the inverse participation ratio of node i [27], [79]
given by:

sα
i =

N∑

j=1

aα
ij , Y α

i =
N∑

j=1

(aα
ij

sα
i

)2

(18)

The various steps of our modelling approach and proce-
dure allow us to quantify the social multiplex dynamics for
D2D data dissemination. In particular, starting from the social
multiplex network of UEs, we are able to define the network
structure G∗ where contents are efficiently disseminated using
a social contagion mechanism as previously explained in
Section III-B. By defining the nodes centrality, given by Xi

and zα, we detect the subset of nodes corresponding to the
most central nodes, assigning them the role of cluster heads.
These nodes regulate the alertness of nodes, increasing their
awareness on correlated information. The pseudo code of the
model is shown as Algorithm 1.

IV. SIMULATION RESULTS AND DISCUSSION

Simulations have been conducted by taking into account a
weighted multiplex network of M = 3 layers and N = 100
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Algorithm 1 Social Multiplex Dynamics for D2D
Input: UEs as population of nodes N in the M layers of the
multiplex network, α = 1, . . . ,M , where nodes i , j ∈ N ,
Gα is the graph of each layer, Aα the adjacency matrix, wij

weights, function of awareness awi , and homophily hij ; μ,
δ and ε are the transitions rates.
Output: G∗ network structure, dissemination as social con-
tagion (βc), Xi and zα nodes centrality, bio-inspired control
mechanism (ηi , hij ) ⇒ (δ, ε).
1: Case 1: Gα = Scale-Free Multiplex Network.
2: Phase 1: Multiplexity and Social Contagion.
3: ∀i ∈ N , assign to i one of the initial states SU - IA -
SA.
4: at time step t, calculate λα

i , βα
i , qi (t), ri (t).

5: MMCA method.
6: Calculate βC
7: Repeat Phase 1 for Case 2, Gα = Small-World Multiplex
Network.
8: Thresholds
if βC (CASE 1) < βC (CASE 2) then

G∗ = Scale-Free Multiplex Network.
else

G∗ = Small-World Multiplex Network.
end if
9: Calculate centrality Xi and zα, and select a subset of
nodes D ⊂ N with the higher values of centrality, as Cluster
Heads.
10: Cluster Heads disseminate the content following the G∗
network structure.
11: Phase 2: Bio-Inspired Control Mechanism.
12: ∀i ∈ N : awi , ηi , sα

i , Y α
i .

13: Repeat Phase 1 for Gα = G∗.
14: Control Mechanism
if Cuf > Cul with high values of hij then

nodes ∈ D ⊂ N with higher values of centrality, increase
the alertness to clusters ⇒ decrease of δ, increase of ε.
Nodes require additional awareness with probability ε.

end if
15: Repeat Phase 2.

Fig. 4. Awareness and Centrality on Weighted Multiplex Network. The
figure illustrates a representative layer for each network topology: (a) Scale-
Free Network; (b) Small-World Network. The size of nodes represent the
centrality measure and the colour corresponds to awareness.

nodes, following the analytical model described in Section III.
Each layer is modelled by varying network topologies con-
sidering Scale-Free network (SF) and Small-World Network
(SW) [16]. Thus, we are able to investigate how such synthetic
networks, characterised by controlled topological properties,

Fig. 5. Fraction of Informed nodes. We show the fraction of informed
nodes (z-axis, ρi ) as function of awareness rate (x-axis, λα

i ) and informed
rate (y-axis, βα

i ). In (a)-(b) respectively, we illustrate the useless contents
spreading and the useful contents spreading in the case of Scale-Free network.
In (c)-(d) we illustrate the same cases for the Small-World network topology.

Fig. 6. Colour map in the λ− β plane. We show the density of informed
nodes in the case of useful contents spreading in the condition of high
homophily. In (a)-(b), respectively, we illustrate the two cases of δ = 0.9,
ε = 0.1 and δ = 0.1, ε = 0.9 in the Scale-Free network. While in (c)-(d),
respectively, we show the same cases for the Small-World network topology.

allow us to derive the potential gain in data dissemination for
a D2D scenario. In Fig. 4 we can observe how heterogeneity,
in terms of awareness and centrality, between nodes is more
evident in the scale-free network case. This result is what
we expected by reasoning in terms of connectivity patterns
of the different topologies. Indeed, SF is inherently hetero-
geneous, strictly resembling real-world networks displaying a
skewed statistical distribution deriving from the preferential
attachment rule (“rich get richer”) [16]. In Fig. 5 we display
the impact of different network structures on the fraction
of informed nodes according to the co-evolving processes of
information and awareness. Notably, when useless contents
are predominant (see Fig. 5 (a) and Fig. 5 (c)), an increase of
awareness rate results in a decrease of information rate, up to a
specific value of awareness rate. In fact, when values of aware-
ness rate exceed a threshold derived from network features,
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Fig. 7. Modelling Architecture. We illustrate the three-layer architecture characterising our modelling procedure towards a novel Cognitive IoP-based D2D.
In the physical layer, devices directly communicate with other devices by following a classical D2D communication paradigm. The cognitive layer includes the
quantification of collective dynamics on a social weighted multiplex network through the social contagion dynamics. Finally, the application layer consists of
the bio-inspired control mechanism and the IoP-based Deep learning method, allowing us to improve D2D data dissemination and discriminating the patterns’
dissemination of the different types of contents, useful and useless (fake or malicious) information. As use case in the application domain, we detect an
innovative healthcare service for community of people in an ambient assisted living with recognised frailty syndromes.

this leads to a new willingness to receive other information.
This occurs more quickly in the SF case due to its more het-
erogeneous nature, rather then in SW topology. Instead, when
useful contents are mostly spread in the network (see Fig. 5 (b)
and Fig. 5 (d)), an increasing awareness rate produces a cor-
responding growing of information rate. Also in this case SF
is the network structure where the highlighted trend is more
evident. Thus, if from one hand SF network topology is able
to give a boost to useful contents spreading, on the other hand
it is also able to slow the spreading of useless contents. For
the same values of awareness rate, the SW network exhibits a
lower information rate than the SF network topology, in both
cases of predominance of useful or useless contents. This trend
is due to the inherent properties of the SW network structure,
which displays a high clustering coefficient, thus bordering the
dissemination within communities. These clusters in networks
hinder the spread of diffusion, as they lead to a decrease in
the number of the weak ties that assume a crucial role in cas-
cade diffusion [80]. Thus, information remains bounded within
clusters, having not the time of spreading out of clusters, since
these are less connected to the surrounding network, reducing
the probability for a widespread diffusion.

In Fig. 6 we shed light on how the structural heterogeneity
of the SF topology leads network to react against dissemi-
nation of fake news or misinformation dressed up as useful
contents. Colour maps are obtained by taking into account
both the network topologies (SF, SW) and we show the risky
condition in which it is more likely to be in presence of “echo
chambers”. This effect becomes critical when there is a high
number of false positive jointly with an abundance of high-
homophilic groups. The target is to better understand how the
network exhibits a self-organised behaviour against this effect,
reacting through the increase of alertness linked with the need
to have additional awareness. This trend is evident in the SF
network, where from Fig. 6 (a) to Fig. 6 (b) we observe that
the highest densities of informed nodes correspond to lower

values of information rate. It demonstrates the power of the SF
network, rather than SW network topology, in efficiently guid-
ing the influence. SF introduces an additional awareness-based
degree of robustness counterbalancing the “echo chambers”
effect. SF network shows that varying the δ parameter we
obtain larger differences (see positions of the red spots in
Fig. 6 (a) and Fig. 6 (b)) than the SW network (see Fig. 6 (c)
and Fig. 6 (d)). Overall both Fig. 5 and Fig. 6 highlight how
our social multiplex contagion model and bio-inspired control
mechanism are able to quantify the role of network structural
properties and awareness in D2D data dissemination, also dis-
criminating the type of contents and their dissemination in the
weighted multiplex structure.

V. CONCLUSION

Our idea of embodying a social weighted multiplex network
and social contagion dynamics to explore patterns of contents
dissemination in D2D represents a major novelty and offers
a novel bio-inspired methodological approach in a multidis-
ciplinary vision. By analyzing and quantifying the impact of
network topologies on D2D data dissemination, through social
multiplexity and epidemic spreading modelling, we are able to
shape and discriminate content dissemination in D2D commu-
nications. Our findings highlight how the scale-free network
efficiently drives information spreading and distinguishes the
type of content, increasing the network robustness and miti-
gating the “echo chambers” effect in the case of fake news.
In a novel cognitive IoP-based D2D, as showed in Fig. 7,
this approach sheds light on the way to include social multi-
plexity, nodes’ cognitive abilities, human connectivity patterns
and contagion dynamics in 5G networks. The novel modelling
approach allows us to shift from a classical D2D commu-
nication network, where UE are simply connected to each
other sharing information, to a network having cognitive abil-
ities. Indeed, not only nodes disseminate information, but they
are also able to discriminate the type of contents making
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the whole multiplex network able to optimally disseminate
the useful information. The impact of network heterogeneity
along with the introduction of social and cognitive aspects,
such as homophily and awareness, have allowed us to assign
nodes and groups of nodes (or clusters) a different role in the
D2D data dissemination. The proposed model, which encom-
passes collective and cognitive dynamics and a bio-inspired
control mechanism, can represent an innovative method to
design and implement innovative healthcare services for peo-
ple with recognised frailty syndromes. A sample D2D scenario
can be represented by a community of people with recognised
frailty syndrome [81] which are in an ambient assisted living.
Data can be transmitted between devices in short range with-
out using the data trasmission through base station (BS) from
the cellular infrastructure, in which the UEs can be medical
devices or hand-held user devices carried by frail people. This
model allows us to optimally manage the dissemination and
the discrimination of contents, detecting the actual state of
the patient, exploting users’ awareness, homophily and expec-
tations of the service based on their overall assessment. Our
modelling procedure opens up a novel way to deal with hetero-
geneous 5G networks considered as complex interdependent
systems, so that we propose to include dynamical, socially-
aware and human-related aspects in the design of this kind of
networks. We envision to consider also mesoscopic aspects,
such as clustering methods and commmunity detection algo-
rithms, in order to better understand how to improve content
dissemination in D2D.
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