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Abstract

Big data implies performing computation and database operations for massive amounts of data, remotely
from the data owner’s enterprise. Since a key value proposition of big data is access to data from multiple
and diverse domains, security and privacy will play a very important role in big data research and
technology. The limitations of standard IT security practices are well-known, making the ability of
attackers to use software subversion to insert malicious software into applications and operating systems a
serious and growing threat whose adverse impact is intensified by big data. So, a big question is what
security and privacy technology is adequate for controlled assured sharing for efficient direct access to
big data. Making effective use of big data requires access from any domain to data in that domain, or any
other domain it is authorized to access. Several decades of trusted systems developments have produced a
rich set of proven concepts for verifiable protection to substantially cope with determined adversaries, but
this technology has largely been marginalized as “overkill” and vendors do not widely offer it. This talk
will discuss pivotal choices for big data to leverage this mature security and privacy technology, while
identifying remaining research challenges.
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