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Letter

Fully Distributed Resilient Cooperative Control of
Vehicular Platoon Systems Under DoS Attacks

Lei Ding, Senior Member, IEEFE, Jie Li, Maojiao Ye, Member, IEEE,
and Yuan Zhao

Dear Editor,

This letter is concerned with distributed resilient platoon control of
multiple vehicles subject to denial-of-service (DoS) attacks. In order
to accommodate the effects of DoS attacks, a fully resilient
distributed control strategy is presented by designing an adaptive
control gain, where any global information of communication
topology is no longer required. Then, the conditions of time duration
rates and frequency of DoS attacks on stability of vehicular platoons
can be characterized. Finally, a numerical simulation example is
given to validate the obtained results.

Coordinated platoon control, which aims to drive vehicles to
follow each other at a specific predefined distance, is an important
technical means in transportation systems to improve traffic safety,
alleviate traffic congestion, and improve traffic pollution [1]. In order
to achieve such coordinated platoon control, various distributed
algorithms have been developed for vehicular platoon systems
[2]-6]. For example, a sampled-data-based cooperative scheme is
proposed to achieve platoon control [2]. Based on multi-agent
consensus protocols, a decomposition framework was introduced to
model, analyze and design platoon systems [3]. An adaptive sliding
mode control protocol was developed in [4], where the
communication interactions among the vehicles were considered to
be uncertain. An optimized control method was proposed for
distributed cooperative vehicular platoon systems by considering
actuator delays and non-ideal communication conditions [5]. A
platooning control scheme with dynamic event-triggered scheduling
is presented [6]. However, it should be pointed out that most of
existing distributed vehicular platoon control schemes require some
Laplacian eigenvalue information associated with the communication
graph. In practical situations, it is difficult, costly or even impossible
to calculate such global information for each vehicle. Thus, it is
desirable for vehicle platoon systems to design a fully distributed
control scheme without requiring any knowledge of global
information. To address this issue, a fully distributed control strategy
was developed for vehicular platoon systems based on an event-
triggered communication scenario [7].

Note that communication topologies for distributed control systems
are often vulnerable to cyber attacks controlled by malicious actions
or accidents [8], [9]. DoS attacks, as one of the most common types
of attacks, often cause the paralysis of communication connectivity
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by blocking the data transmission through communication channels,
probably leading to undesirable consequences, such as performance
degradation or even head-to-tail collisions [10]. To relax the negative
effects caused by DoS attacks, a variety of secure control schemes
have been investigated. For example, some network recovery
mechanisms was introduced to recover vehicle-to-vehicle (V2V)
communication networks damaged by DoS attacks [11]. Moreover, a
linear matrix inequality (LMI)-based controller adjustment program
was provided in [12]. Based on adaptive and sliding mode control,
observer-based approaches were designed to accommodate DoS
attacks [13]. Distributed secure control for connected vehicles under
DoS attacks was considered [14], [15]. However, such distributed
control algorithms [14], [15] are not fully distributed, as the global
information of communication topologies is required. Therefore, it is
interesting yet challenging to develop a fully distributed resilient
control scheme for vehicle systems subject to DoS attacks, which
motivates the current study.

Motivated by the above observation, this letter aims to develop
fully distributed secure platoon control strategies for multiple vehicle
systems subject to DoS attacks. The main contributions of this letter
can be summarized as: 1) Different from [14], [15], a fully resilient
distributed control scheme under DoS attacks is developed in the
letter. By designing adaptive protocols for the control gains, the
method does not require any global information. 2) A sufficient
condition is derived to ensure the stability of vehicle platoon, where
the effects of duration time and frequency of DoS attacks on stability
of vehicle platoon can be revealed.

Problem formulation: A group of N+ 1 automated vehicles
consisting of N follower vehicles and a leader vehicle labeled by 0
are connected through vehicular ad hoc networks. The longitudinal
dynamics of vehicle i can be described as [2]

() = Axi(t)+ Buy(t), i=1,...N

01 0
where x;(£) = [pi(), vi(t),a: (D))", A = [0 0 11
00

(1

}andB: 00 L]
with p;(t), vi(t) and @q;(f) being the position, velocity and
acceleration of vehicle i, respectively, 7, being the inertial time
constant of vehicles, and u;(f) being the control input of vehicle i.

The objective of this letter is to design a fully distributed control
law for follower vehicle i such that it can maintain a desired constant
spacing d; ;1 with its predecessor i — 1 while tracking the constant
velocity vg of the virtual leading vehicle, i.e., p;(f) = pi—1(t) = d; -1,
v;i(t) — vo, where po(t) is the position of the leader.

In this letter, exchange information among vehicles can be
modeled by a graph G = (V, &), where V ={1,2,...,N} is the set
of vehicles. An edge (i, j)(i # j) means that vehiclesi and j can
obtain information from each other, and & C VXYV is the set of
edges. A graph is called an undirected graph if (i, j) € & implies
(jiye& for any i, jeV. A sequence of edges (i,k),
(k,0),...,(p,J) is called a path from node i to node;. If there is a
path between any two nodes, the graph is connected. A = [a;;] is the
adjacency matrix, where a;; = 1if (i, j) € &, and a;; = 0, otherwise.
a;; =0 forall ie V. N;={j: (i, ) € E} is the set of neighbors of
node i. Define D = diag{dy,...,dy} with d; = ZjeN[ a;; being the
degree of node i. The Laplacian matrix of the undirected graph G is
defined as L = D —A. In addition, G is the graph with N follower
vehicles and one leader vehicle. Let H =diag{hy, hy,...,hN},
where h; = 1 if follower vehicle i can have direct access to states of
leader vehicle 0, and h; = 0, otherwise. Correspondingly, the matrix
I = L+ H is defined for G.

In this letter, it is assumed that DoS attacks are sometimes imposed
on V2V networks, leading to the unavailability of data transmission
among some of neighboring vehicles. In this case, the network
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communication topology of vehicular platoon is not globally
reachable any longer, resulting in task failure due to lack of
collaboration among some vehicles [15]. To mitigate the negative
impact of DoS attacks, a control framework is proposed, where an
effective network recovery mechanism can be used to repair
connectivity of communication topologies [11]. Therefore, under the
framework, the communication topology will be switching. Denote
the set of all possible communication topologies by C = Cp, | JC),
where C,, = {G1,Ga,...,G,} is the set of all globally reachable
communication topologles, and C), = {G_,,+1,G,,+2,...,Gq} repres-
ents the set of all globally unreachable communication topologies
due to the impacts of DoS attacks. G,(;) which represents time-
varying communication topologies is used to characterize the effects
of DoS attacks on communication topology, where
o(t) : [0,00) — C is a switching signal mapping from ¢ to the set of
possible graphs. For r = (1) € C = C,, UC)p, A, = [a] ] is the the
adjacent matrix of GU(,), and H, is the pinning matrlx with its
diagonal element A; .

Remark 1: Different from [14], the effects of DoS attacks can be
characterized by a set of switching topologies in this letter. In other
words, due to the occurrence of DoS attacks, some data exchange
among neighboring vehicles may fail, which is equivalent to the
break of their communication links.

Assumption 1: For G 1), 07(f) € Cyy, the leader vehicle is globally
reachable to all follower vehicles.

To quantify the characteristics of switching communication
topologies caused by DoS attacks and network recovery mechanisms,
T,(T1,T2) and N,(Ty,T2) are denoted as the total time and the
number of globally unreachable communication topologies during
the time period [T1,T3). Then, the following definitions [15] are
useful to prove the stability of vehicular platoons later.

Definition 1: T),(T1,T2)/(T2 —T1) is denoted as the time ratio of
globally unreachable communication topologies during the time
period [T, T3).

Definition 2: F,(T1,T2) = N,(T1,12)/(T2 —T)) is denoted as
the frequency of globally unreachable communication topology
during time period [T, T?2).

Let 177(t) = Z?]zl a; (xj(0) = xi(t) = Djj) + hi (x0(1) = xi(t) = Dio),
where D; j = [d,-,j,O,O]T with d; j = Z;;}dl’pr] being the desirable
distance between vehiclesi and j . To achieve fully distributed

platoon control, the following adaptive control protocol is presented:
N

wi(t) = = K| D af el omi ) = 5 omi) + [ e (om0
j=1
)
g0 = O (1), r=c@)eC €)

where C{ (1) is the adaptive gain of vehicle i, K is the gain matrix to
be designed later, the matrix I' and constant y are shown later. Denote
the error between followeri and leader Oby z;(¢) = xo()—
xi(t) — Dj, where xo(f) = [po(t),vo(t),O]T. Then, one has 7/(t) =
S a@i—z) +hz@.  Let 2 =[] (0.2 (0),....z5 O],
and C, = diag{cf.c.....cl,}. Together with (1), (2) and (3), it is
easy to obtain that

) =(UIy®A-L.C.L,® BK)z(t) “4)

C, = e (1)L, L, ®T)z(1) ®)
where ir = L, + H,. Therefore, the platoon control issue considered
in this letter can be transformed to design control gain matrices K and
I' for the control protocol (2) such that lim;_,.zi(t) =0, i=
1,...,N.

Main results: In this section, a sufficient condition ensuring
stability of vehicular platoons is derived, where the constraints of
DoS attacks are characterized.

For a controllable matrix pair (A, B), there exist symmetric
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positive definite matrices P >0and Q > 0, and constants 8> 0,
a > 0 such that following inequalities hold:

AP+PAT —BBT +BP <0 (6)

AQ+ QA" +BB" —2Q <0. (7

Next, we state the following main result.

Theorem 1: Under Assumption 1 and y > 8, platoon control of
vehicular system (1) under DoS attacks can be achieved by fully
distributed control law (2), where the control gain matrices are
designed by K =BTp~land T=P'BBTP! reC,or K=
B'Q7'and T=Q 'BBTQ7!, reC,with P and Q being the
solutions of (6) and (7), provided that the following conditions are
satisfied:

Mﬁﬁ ¢ , F,,(tg,t)sg d ®)
t—1to B+a 21lnp
where £€(0,l")with (" €(0,8), and o= max{o,02} with
= Amax(P)/ Amin(Q) and 0 = /lmax(Q)//lmin(P)a Amin(+) and
/lmax(~) represent the minimum and maximum eigenvalues of a
matrix, respectively.
Proof: Choose the Lyapunov function as

N
' OUne P 2D+ ) e (]~ reC
V() = ijvl
dOUveQ D+ ) e ~e) reC
i=1

where ¢, is a positive constant. We will discuss two cases as follows.
Case 1: For r € Cy,, taking derivative of V(¢) along (4) yields
V)= Oy ATP + P71 A) - 2¢,.12

N
® P 'BBT P z(t) - yz (-0 (9)
i=1
.72
Set the constant ¢, > 1/2 [Amin(L,)] and the gain constant y > 3.
If (6) holds, then

N
V() < =B (OUn® P () =B ) e (]~ ) < —BV(1)
i=1
which implies that for r € Cy,,
V() < e PV, te (i fan). (10)

Case 2: For r € C), similar to Case 1, one can get

V) =" 0| Ive @™ + 071 A) - 26,17

N
@0 'BB Q|0 -y ) e (e - )’
i=1

N
<az (OIN® Qi) +a Y e (e~ &)’
i=1

<aV(p)
where (7) is used. Then, it is easy to obtain that for r € C,
V() < ™V, 1€ [ tien). (1n

Denote the total time duration of globally reachable communi-
cation topologies during time period [tx,f) by T, (tx.1) =t—1t;—
T,(ty,t). Combining (10) and (11), for r € C,,, | J Cp, one has

V(t) < PPty (1), te [n,0e0). (12)

For any switching time ¢ = 1y, it is clear that x;(#;) = xi(t];), which

implies V(#) < 0V (z,). Then
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V(1) < 0T D Ity (1)
< 0eTrt=1:0BTnti-1 0y 1
< @2 Tt D HTn Dy
< oNa(t0:0 2 Tp0-DBTnllo D71 (13)

in which N,(fo,1) is the amount of switching during period [fg, ?). If
(8) holds, then

aTp(to, 1) =BT m(to,1) < =L (t—to). (14)
Similarly, we can derive along (8) that
QNa(to,t) _ eNaOoJ) Ing o ,2Np(to,nIne < & =0—10) (15)
Therefore, one can obtain that V(7)< e U0V (zy), which
ensures that z;(f) — 0 exponentially as t — +co. |

Remark 2: Note that for the sake of analysis simplicity, the vehicle’s
dynamics (1) are disturbance-free. It should be pointed out that the
proposed method can be extended to accommodate vehicle systems
under external disturbances. For instance, in the presence of
disturbances with limited energy capacity, an Hs, platooning control
method can be developed for vehicle systems, see, e.g., [15].

Remark 3: String stability can be usually regarded as a perfor-
mance requirement on platoon control [2], [3], which aims to
decrease the propagation of spacing errors along platoon, especially
in the presence of external disturbances. In practice, this requirement
may be relaxed when general communication topologies (rather than
one-line communication topologies) are employed. To simplify
control design and analysis, the string stability of vehicle systems is
not taken into account in this letter.

Remark 4: Note that the control design [14], [15] depends closely
on the global information of communication topologies (e.g., their
eigenvalues of Laplacian matrices). In contrast, the proposed control
scheme (2) and (3) is fully distributed, which is more desirable for
practical implementation.

Remark 5: Theorem 1 reveals the relationship among control pa-
rameters, attack duration and attack frequency. In fact, the parameter
selection is problem-specific according to practical requirements. For
example, parameters a and f are associated with the divergence and
convergence rates of error system (4) under disconnected and
connected graphs, respectively. As a result, an optimal selection of
parameters is to maximize f while minimizing &, by which the
control gain matrices can be obtained as well.

Numerical example: A platoon of vehicles with 1 leader vehicle
and 5 follower vehicles are taken into account. The desired distances
between vehicles are set as d;;—1 = 12 m for each follower vehicle.

Let 7, =0.58, pp(0) =0m, and vy(0) =55 m/s. The expected
velocity of leader is
55, 0<r<25
55+2t, 25<t<35
vo(t) = 75, 35<t<45 (16)
75—-t, 45<t<55
65, 55<t<170.

Let x1(0) =[-7 55 017, x(0)=[-18 55 017, x3(0)=[-33
55 017, x4(0) = [-45 55 017, x5(0) =[-64 55 0]7, and Fig. 1
be the communication graphs for the vehicles.

The simulation time period is [0 s,70 s], during which switching
mapping o(¢) of the communication topologies is shown in Fig. 2.
The duration of globally unreachable communication topology is 5 s
in total and their total number of occurrences is 4. Then, we can

obtain Kj =[2.1124, 5.6705, 5.1231], r€ C,,, K =1[0.0940,
-0.5396, 2.2431], r € Cp and
44621 119781 10.8219
= 11.9781 32.1540 29.0503 |, reCy,

10.8219 29.0503 26.2461
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—
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Fig. 1. Switching communication topologies caused by DoS attacks.
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Fig. 2. Switching mapping o-(¢) of communication topology.

0.0088 —-0.0507 0.2108
I=| -0.0507 0.2911 -1.2103 |, reC,.
0.2108 -1.2103 5.0317

Set $=0.46, a=1.5, o=15.0677 and =3.48. Choosing
" =0.311and ¢ = 0.01, it is easy to obtain 7,(0,70) = 5 <5.3214
and Np(0,70) = 3 < 3.8838, which ensure that the conditions (8)
are satisfied.

With the provided parameters, the followers’ position trajectories,
velocity and spacing error trajectories are depicted in Figs. 3—5,
respectively. It is shown in Fig. 3 that each follower vehicle can
achieve the leader tracking during the whole simulation. From Figs. 4
and 5, it is demonstrated that all follower vehicles is capable of
tracking the leader’s velocity while maintaining a desired distance
from its front and behind vehicles, although their velocities and
distance errors suffer from a large deviation under cyber attacks. Fig. 6
shows vehicles’ accelerations, from which it is clear that they are
convergent to zero. Fig. 7 depicts the adaptive gain values of six
followers. It can be seen that the adaptive gain values converge to
some finite values. Hence, the proposed control design has been

4500
4000+ Ve
3500+
3000 va
2500+
2000+
1500+
1000+
500+
0
=500

Position of vehicles

$3 4 55

0 1012 25 5355 70
t(s)

Fig. 3. Vehicles’ positions under DoS attacks.
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Fig. 7. Adaptive gains c/(t) of vehicles under DoS attacks.

numerically verified.
Conclusions: In this letter, vehicular platoon control under DoS
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attacks has been investigated. A fully distributed control scheme has
been presented for ensuring the stability of vehicular platoon
systems. By adaptively adjusting the parameter of the control
scheme, global information does not need to be calculated. Then, a
sufficient condition has been derived to achieve the controller gain
design. In the future, co-existence of multiple cyber attacks and
communication channels with limited capacities will be considered.
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