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Yang Liu, Yu Peng, Bailing Wang, Sirui Yao, and Zihe Liu

Abstract—Cyber-physical systems (CPS) are complex systems
with organic integration and in-depth collaboration of computa-
tion, communications and control (3C) technology. Subject to the
theory and technology of existing network systems and physical
systems, the development of CPS is facing enormous challenges.
This paper first introduces the concept and characteristics of
CPS and analyzes the present situation of CPS researches. Then
the development of CPS is discussed from perspectives of system
model, information processing technology and software design.
At last it analyzes the main obstacles and key researches in
developing CPS.

Index Terms—Cyber-physical systems (CPS), information pro-
cessing, software design, system model.

I. INTRODUCTION

THERE has been a number of milestones in the devel-
opment of computer technology and information tech-

nology. Mainframe computers appeared in 1960s-1970s. In
1980s-1990s, Internet and desktop computers able to deal
with personal and commercial business were created. Around
2000 appeared pervasive computation to conduct calculation
at any time or place. All these events have fundamentally
influenced the development of information society. At present,
many experts from various fields are paying close attention to
the emergence of a new engineering system, cyber-physical
systems (CPS). CPS are multidisciplinary systems to conduct
feedback control on widely distributed embedded computing
systems by the combination of computation, communication
and control technologies. They are transformation and integra-
tion of the existing network systems and traditional embedded
systems. Through integration CPS are able to realize the real-
time, safe, reliable and dynamic collaboration with physical
systems represented by embedded system. Physical system
data acquisition modules collect data by distributed field
devices in CPS system and guarantee the real-time capability
and accuracy of the collected data. They pass data to the
information processing layer according to the demands of
services and complete given tasks by information processing
technologies such as data uncertainty management, statisti-
cal signal processing, data security processing and feedback
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control. CPS have a wide range of applications, such as
digital medical instruments and systems adopting automatic
acquisition and control technology, distributed energy systems,
aerospace and aircraft control, industrial control and so on
[1]−[3]. CPS can also bring huge economic benefits and
will eventually bring fundamental change to the function of
existing engineering physical systems.

This paper first introduces the concept and characteristics of
cyber-physical systems. Then it analyzes the present situation
of CPS researches as well as the challenges in CPS system
model construction and key technology. The last part is the
prospect of CPS researches and applications.

II. CONCEPT AND CHARACTERISTICS

A. Concept
Since CPS is an emerging research area which involves the

overlapping and integration of multiple fields of science and
engineering, it requires computer scientists and network pro-
fessionals to collaborate closely with experts in various fields
such as automation and control, civil engineering, mechanical
engineering and biology. Therefore, the present definitions of
CPS are mostly given by different scholars from their own
perspectives.

E. A. Lee defines Cyber-physical systems as the integration
of calculation and physical process, which involves embed-
ded computer and networks monitoring and controlling the
physical processes. Physical processes affect computations by
feedback loops and vice versa [4]. Academician J. F. He
regards CPS as controllable, credible and scalable networked
physical equipment systems; which is in-depth integration of
computation, communications and control ability on the basis
of environmental perception [5]. Through the feedback loop
of mutual effects between computing processes and physical
processes, in-depth integrations and real-time interactions are
achieved to increase or expand the function of networks and
physical systems and to monitor or control a physical entity
in a safe, reliable, efficient and real-time way.

The service-oriented architecture of CPS is shown in Fig. 1.

Fig. 1. Service-oriented architecture of CPS.

Some other scholars propose that CPS is a network physical
engineering system which monitors and controls the operations
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of physical system through computation [6]. U. S. Defense
Advanced Research Projects Agency (DARPA) believes that
the physical network system refers to systems whose functions
are largely derived from software and electromechanical sys-
tems. In fact, all defense systems (such as aircraft, spacecraft,
naval vessels, ground vehicles, etc.) and subsystems in those
systems are all CPS. Additionally, integrated circuits, micro-
electro-mechanical system (MEMS) and nano-electro mechan-
ical systems (NEMS) also belong to CPS.

However, wireless sensor network (WSN), internet of things
(IOT) and CPS are different. Instead of stressing the iden-
tification of object, WSN only senses the signal, but not
necessarily identifies the specific one from many objects
being sensed. It emphasizes the perception of information
and provides data support for a variety of specific application
through data collection, processing, integration and routing.
IOT interconnects Internet information sensing devices like
wireless sensor and radio frequency identification (RFID)
through wireless network and Internet technology, and it is
a new type of network to realize the overall perception,
reliable transmission and intelligent processing of informa-
tion. CPS is a controllable, credible and scalable network
physical equipment system which deeply integrates the ability
of computing, communication and control on the basis of
information acquisition in IOT. Through the feedback loop
of the interaction between calculation process and physical
process, deep integration and real-time interaction is realized
to increase or to extend new function, so that a physical entity
can be detected or controlled in a safe, reliable, and efficient
way. The Internet of things generally only have the perception,
but no or just simple control of the physical world, while
CPS not only has the ability of sensing the physical world,
but also possesses strong ability to control. Its requirement of
computing capability for equipment far exceeded that of IOT
and WSN.

To sum up, CPS are systems featuring a tight combination
of, and coordination between network systems and physical
systems. By organic integration and in-depth collaboration of
computation, communications and control (3C) technology,
they can realize the real-time sensing, dynamic control and in-
formation services of large engineering systems. The term CPS
also refers to distributed heterogeneous systems that not only
contain network systems and physical systems with different
functions, but also the structure and function vary among their
subsystems and are distributed in different geographic scopes.
Wired or wireless communications are needed for various
subsystems to coordinate with each other. System integration
of CPS is shown in Fig. 2.

B. Characteristics

CPS interact with physical system through networks, the
end system of CPS is normally traditional centralized tightly
coupled embedded computing system, which contains a large
number of physical systems composed of intelligent wireless
sensors net. Therefore, CPS maintains following characteris-
tics:

1) Physical System is the Most Important Field of CPS:
It involves physical system design such as hardware design,
energy management, hardware size and connectivity encap-
sulation and system testing. Engineers and scientists in this

field have deep understanding of system and environment of
mechanics, electronics, biology and chemistry, they master the
technical characteristics of sensors, and they know how to
process the measurement data by signal processing technology.
Every physical system has its network characteristics as well
as maximized multi-level network coverage, a variety of com-
plex temporal and spatial scale to meet the time requirements
of different tasks and a high degree of automation.

Fig. 2. System integration of CPS.

2) Information System is the Core of CPS: Engineering
technicians in the field of information system can transform
the information in physical system engineering into the rules
and models of software system. For these workers, the most
basic task is to reach a balance among factors such as real-
time system, network system, file system, hierarchical storage
system, memory management, modular software design, con-
current design and formal verification.

3) CPS is the Product of Integration of Heterogeneous
Systems: They are heterogeneous distributed systems with
deep integration and interaction of information systems and
physical systems, which should deal with the problem of time
synchronization and space location of different components.

4) CPS has Requirements of Security, Real-time Capabil-
ity, and Predictability: Due to the characteristic of network
system and physical system as being open, there exist prob-
lems including invasion, tampering, counterfeiting and other
malicious attacks as well as delay in network transmission
system, so CPS must be able to deal with the problem
of credibility, security, effectiveness, real-time, dynamic and
predictability. Credibility means the identity of information
collecting sources or control instruction senders must be
authenticated, and the receiver must be able to exactly deter-
mine the real identity of the sender to prevent counterfeiting;
Security refers to the encryption and decryption of sent or
received information, while the privacy of information must
be protected. Validity means the accuracy of processing as
well as the validity and integrity of information or instruc-
tion set must be guaranteed to prevent the uncertainties and
noise in CPS processing from affecting the system processing
accuracy. Real-time capability means collected information or
instructions must be transmitted timely to meet the real-time
requirements of task processing. Dynamic includes dynamic
reorganization and reconfiguration, which is to automatically
adjust rules and generate commands based on the task re-
quirements and changes in external environments to eliminate
bias and meet task requirements according to preset rules.
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Predictability means CPS resource allocation strategy can
reasonably allocate resources to multiple competing real-time
tasks at any moment and in any case so that the real-time
requirements of every real-time task can be satisfied.

III. TECHNICAL RESEARCHES

Scientific CPS composition must be a new system archi-
tecture pattern which is composed of hierarchical systems
including components and subsystems, service quality theory,
agreements and modeling language and tools that can analyze,
integrate and simulate different components. Computation
theory should be able to handle feedback control of real-time
systems based on event driven which suit the asynchronous
dynamic event processing of different time scale. The world
CPS researches are just in their beginning. Since CPS is
the integration of multidisciplinary heterogeneous systems,
without a unified global model, CPS researches are carried out
by experts in various areas from the perspective of applications
in their own field. At present, CPS researches mainly focus
on studies of system architecture, information processing and
software design.

A. Researches on Architecture of CPS
Modeling can be considered as the technology to describe

the target system before completion. CPS architecture is the
base of research and development, and CPS models must
be modified and integrated on the basis of existing physical
system, network system and computer system structure. Ab-
straction and modeling of communication, computation and
physical dynamics in different scales and sizes of time are also
needed to accommodate the development of CPS. We propose
a kind of the CPS system structure model which can be divided
into three layers: User layer, information system layer and
physical system layer. The physical system is composed of a
large number of embedded systems, sensor networks, smart
chips, etc, taking charge of the collection and transmission of
information and the execution of control signals, as it is the
foundation of the CPS. Information system layer is mainly
responsible for the transmission and processing of the data
collected from the physical system, which is the core of the
CPS. User layer mainly completes the work such as data
query, strategy and safety protection under human-computer
interaction environment which should be guaranteed by regular
CPS operations. CPS runs in the form of closed loop control.
The architecture of CPS is shown in Fig. 3.

The function of each part in Fig. 3 is as follows:
1) Sensor Networks: Use a variety of sensors and real-

time embedded systems for real-time data acquisition. Conduct
analog-to-digital conversion of collected data and other pro-
cesses including data encryption and data integration through
collection nodes. Protect the security of data transmission
(privacy, integrity and non-repudiation). Reduce the network
energy consumption by energy management. Apply real-time
data protection technology to real-time processing.

2) Next Generation Network Systems: Use anti-hacking and
defense technology against a variety of network attacks. Use
high-performance encryption algorithm and CA authentication
technology to ensure the safety of data transmission. Realize
rapid exchange of data transmission by optimizing exist-
ing routing algorithms. Change the existing network system

structure with the “best effort” to provide real-time network
transmission services for the system.

3) Data Center: Sensor network transmits data to data
center for storage through next generation network systems.
Data center checks the authentication and integrity of received
data and stores the data if they pass the inspection otherwise
sends a message to control center. Then control center will
send control signals to the actuator which would notify the
sensor network nodes to collect data again. Data center is
also responsible for routine maintenance of the database and
quick response to instructions sent by control center such
as query. Regular emergency treatments are also needed to
prevent database from collapse.

4) Control Center: Control center is the most important
part of CPS. It receives the inquiry instructions sent by users
and then sends query command to data center after identity
authentication. It categorizes the query results according to
control strategies, reports back to the user if they meet the
requirements, otherwise finds out the location of the node by
node positioning technology and sends control instructions to
actuators for corresponding processing. Control center config-
uration policy can be dynamically adjusted according to users’
needs. Conduct forecast analysis and performance analysis of
CPS behavior through data mining technology and uncertainty
processing technology. Detect the network and node failure
through fault diagnosis technology and conduct corresponding
processing. Ensure the real-time control processing of CPS
through real-time control technology.

5) Actuator Networks: Receive control instructions from
control center and send control instructions to corresponding
nodes.

6) System User: System user includes a variety of WEB
servers, individual host and external devices. It is responsible
for the communication with CPS, sending inquiry instruction
to control center and receiving feedback data. Users can send
definitions and revised control strategies to control center to
get executed.

In this model, CPS would run under closed-loop control, and
the real-time capability, security and system performance are
fully considered so that it can preliminarily meet future CPS
requirements. Some scholars also conducted researches on the
system architecture of CPS with different studied subjects and
from different application perspective.

Advanced power grid is a complex real-time system that
contains network and physical components. Each part may
function well independently, but not when they are combined
together because the interference may cause errors, for in-
stance, the violation of Nyquist rate in frequency domain. Y.
Sun et al. proposed to use RT-PROMELA to build a model
that can represent frequency interference and use the real-
time interference of real time-sensor protocol for information
via negotiation (RT-SPIN) detection to test the accuracy of
CPS components. It solved the problem of multiple clock
variables in collaboration processing caused by lack of real-
time and asynchronous interaction of components [7]. M. D.
Ilic et al. established a CPS energy system dynamic model with
distributed sensing and control, and discussed the process of
information exchange between components in this model as
well as using the model to develop interactive protocols be-
tween embedded system control terminal and network system.
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Fig. 3. Architecture of CPS.

He built a coordination framework based on perception of
model and future energy system control. He also improved
the operation of complex power system using data mining
techniques and new sensor technologies [8]. But these studies
can only be applied in power systems therefore do not have
the versatility.

Actuator network is composed of a plurality of actuator
units and control nodes. Control nodes are responsible for
receiving the control command from the control center and
sending command to one or more specific actuator unit for ex-
ecution, so that certain physical attributes of the physical world
can be adjusted and controlled to change the physical world.
To solve the problem of collaborative design of feedback
control and scheduling, [9] discussed a method of scheduling
when several actuators are controlled by a controller (single
processor), which is to achieve a balance between the time
delay and the control performance by adopting off-line and
online strategy respectively. However, it only considered the
physical system part in CPS, namely the control part and
ignored the information system part. Reference [10] studies the
architecture of CPS and proposed CPS system model adopting

event-driven real-time scheduling scheme, which solves the
problem of real-time task scheduling through sensor nodes
periodic task model and the actuator event-triggered task
model. But experimental verification was not provided so it
is unable to verify the system running efficiency. Reference
[11] proposes to simultaneously process periodic and non-
periodic events in CPS oriented real-time middleware, and
puts forward the corresponding algorithms of access control
and load balancing, but did not analyze the time cost caused
by middleware services. The random server concept proposed
in [12] performs well in processing event-triggered random
tasks and meeting time predictability requirements, but there
exists deficiencies in the processing mechanism if there is time
overhead or server overload.

CPS has strict requirements on real-time capability and
abstraction of physical awareness. Since system components
might need synchronous or asynchronous interaction with
physical world, a global reference time is fundamental for
all CPS components to communicate and work properly.
Therefore, global reference time must be considered to ensure
real-time performance so that CPS components can properly
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and orderly conduct behaviors and events. Information and
events of physical system are abstraction of system compo-
nents and the objects abstracted have life cycle. Different
system components can distribute different credibility and
reliability for different input source according to individual
preferences, experiences and knowledge. So the abstraction of
same input events may produce completely different output
due to different system components. Therefore, CPS must
have unified time, trust quantification and communication
mechanisms at the system level. Y. Tan et al. put forward a
CPS architectural prototype from aspects of global reference
time, event information-driven, trust quantification, publish/
subscribe plan, control semantics and network technology. In
this architectural prototype, advanced control unit adopts the
tight coupling sensor and actuator mechanism and conduct
precise real-time control at the system level to ensure the
validity of control loop [13]. But it did not solve problems
such as how to publish scheduling plan and how to define event
models and information models in large-scale heterogeneous
CPS. T. L. Crenshaw et al. designed plants controlled by
external association, executive control equipment and domain
models to estimate the state of plants and simple reference
model which satisfies security requirements [14].

In CPS, it is more difficult to realize real-time predictability,
which is to control the next step of controlled physical systems
by CPS real-time predictability. In order to enhance the sus-
tainability and predictability of CPS, K. J. Lin et al. studied the
real-time service-oriented architecture (SOA) and established
the real time service oriented architecture enterprise service
bus (RT-SOA ESB) model. They use real-time SOA middle-
ware services to establish service accountability mechanism
and real-time global resource management service process
[15]. Due to limitations of services and known resources, the
authors adopted the method of reserving resources and using
middleware to monitor the performance of every service in the
process in advance to ensure real-time prediction. Pasqualetti
et al. came up with a model and method of automatically
extracting cyber-physical systems using a custom program-
ming language; it can be applied to temperature sensors with
fault tolerance [16]. But this model lacks versatility because
the abstraction accuracy of the automatic processing is not
considered and the scope of application is limited.

Present CPS researches are hugely limited by specific
application environment, current development environment
and theoretical systems. Most of these system models were
established specifically for different local applications, and
they have not considered the correlation of various demands
and restriction factors in CPS networks. Therefore, without
a mature global system model, further researches are still
necessary.

B. Researches on Information Processing of CPS
Information processing includes the collection, transmission

and processing of perception data, feedback of control in-
formation as well as the response of physical system after
receiving commands.

1) Data Processing:
a) Researches on Data Acquisition Technology: CPS con-

tains all kinds of information sensing devices, such as radio
frequency identification devices (RFID), sensors, global posi-
tioning systems, laser scanners, etc, which can be combined

with the Internet and form a network. Through network pro-
tocols, we can easily realize the seamless connection between
the field equipment layer and management layer. Therefore,
fast and accurate data acquisition in physical system becomes
a key factor in CPS efficient data processing.

Acquisition of perception data plays a key role in CPS; we
can choose low-precision sensors or high-precision sensing
devices according to specific application requirements [17].
Sensor network subsystems consist of a number of sensor
nodes and sink-nodes can sense some information in the
physical world which users are interested in, such as traf-
fic information in intelligent transportation, soil temperature
and humidity information in environmental detection and
the patient’s blood pressure and blood sugar information in
intelligent medication. After necessary processing, perceived
information is integrated in the gathering center and then is
sent to data center, to provide important data support for
decision. Thacker et al. proposed the distributed algorithm to
rapidly obtain the data of CPS sensor. The algorithm adopts
media access control (MAC) protocol which has priority
and transmits the approximate representation of sensor data
obtained through spatial coordinates of function interpolation
[18]. In CPS containing massive sensor nodes, the algorithm
can quickly obtain valid data if part of the nodes failed. But
it did not consider real-time processing, which is one of the
key factors of CPS data processing. C. Qi et al. applied the
HMS30C7202 processor and controller area network (CAN)
bus technology to the data acquisition of control system to
construct real-time data acquisition instrument system. Then
he combined it with CPS and formed a corresponding in-
formation service system through the Internet, transforming
various decentralized monitoring and control equipment into
network nodes. Using field bus and the Internet as a link,
he constructed a real-time, efficient network control system
to meet the requirements of industrial control systems as
being decentralized, networked and intellectualized [19]. This
system breaks through the framework of traditional embedded
system and provides significant reference to the real-time data
acquisition of CPS, but it does not solve the problem of how
to protect the security of data in network systems.

Present researches on the data acquisition of CPS mainly
focus on developing intelligent micro-miniature sensors and
data acquisition subsystems according to specific application
requirements.

b) Researches on Data Transmission Technology: In CPS,
there must be a wireless (or cable) communication system
platform with sufficient bandwidth to meet different business
needs. Traditional single networks cannot satisfy the complex
applications in CPS [19]. Therefore, CPS have integrated
transmission networks including ZigBee, Wi-Fi, Bluetooth,
UWB (ultra wideband), Ad-hoc networks, Mesh network,
mobile cellular communication network and the Internet as
well as other new network transmission systems. Generally,
a CPS application system is the integration of two or more
communication networks. But as the mixture of a variety of
networks, integrated network faces problems of network node
access, channel switch and business seamless connection.

Self-organization and mobility of Ad-hoc network enable
high viability and flexibility, which can be integrated with
Internet to greatly extend the application range of the CPS.
Reference [20]−[24] studied the gateway discovery and prob-
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lems of interaction and packet loss in the integration of mobile
Ad-hoc nETworks (MANET) and the Internet.

Mobile cellular network has the advantages of having wide
coverage and easy management, thus combining it with Ad-
hoc network can expand the transmission capacity and cover-
age of CPS [25]−[27].

Optical fiber access brings huge bandwidth, which can be
used to achieve a higher rate of data transmission for CPS.
Therefore, optical fiber access is also an important technology
of CPS system integration.

The researches of CPS data transmission are focused on
putting forward practical converged network data transmission
scheme and its strategy according to the demands of specific
application.

c) Researches on Safety Control: Current safety control
mainly includes password management, identity recognition,
etc. Reference [28] summarized the existing CPS security tech-
nology and pointed out the main challenges. Reference [29]
studied the reliability assurance measures of CPS. Reference
[30] presents the general theory of information flow security
enhancement mechanism and gives an example to illustrate the
idea of the method. In [31], Y. Zhang et al. proposed a self-
adaptive health monitoring and management system model and
defined fault diagnosis quality measures based on the special
requirements of fault diagnosis.

Reference [32] proposed a 6-layer security architecture
for cyber-physical systems, motivated by the OSI and PRM
models. They have addressed the security issues present at
each layer and pinpointed a holistic viewpoint for security
solutions in CPS. They proposed a game-theoretical model
that builds bottom-up from the physical layer and argued that
the saddle-point solution to the dynamic game gives rise to
a cross layer security policy. They modeled the interaction
between an attacker and a defender. Ji(vi, gi) = qi, fs2

i (K)+∑K
i=1 qiKs2

i (K)− v2
i (K). The goal of a defender is to maxi-

mize its well-being with minimum control or maintenance ef-
fort while an attacker attempts to maximize the damage to the
device. Reference [33] studied the message scheduling scheme
to improve wireless network application safety in important
tasks. The existing real-time data management technology and
wireless sensor networks (WSNs) cannot support the real-time
capability of CPS and safety data services because of distance.
F. Mueller discussed the problems that exist in CPS designing
process, such as security, real-time capability and other issues
due to real-time limitations of embedded systems. He also
gave corresponding solutions from the perspective of verifying
the worst-case execution time and preventing and correcting
software errors [34].

d) Researches on Real-time Capability: Most CPS are
established to support real-time applications, such as real-
time observation, real-time monitoring, real-time control and
real-time forecasting, to keep updated on the current situ-
ation of physical devices and to conduct necessary control
and intervention on physical equipment and environments by
means of network control. Therefore, CPS data processing
must meet real-time requirements to ensure proper results are
given within a limited time. Reference [35] emphasizes the
importance of CPS security, reliability and real-time capability,
and considers the efficient combination of primitive models
needed by hardware and software process. Reference [36]
points out that real-time capability can hugely influence the

design and demand in CPS application systems from soft real-
time and hard real-time perspective. In CPS, heterogeneity lead
to the main challenges of network in large-scale system design,
including time-varying delay, time jitter, data rate limitation,
packet loss, etc. To solve these problems, [37] proposes
to use a single-path delay variation model to eliminate the
influence of delay jitter in CPS. Reference [38] notes passive
control mechanism thereby improving reliability. Reference
[39] describes a single reference model-aided design CPS
architecture, which can limit fault propagation. Reference [40]
presents highly configurable and reusable middleware architec-
ture for real-time hybrid test. To solve the real-time capability
of networked monitoring of network synchronization, Y. Peng
et al. proposed to use IEEE1588 to improve the real-time
capability of network. He adopted ARM+FPGA architecture
to realize the IEEE 1588 standard synchronization system
to evaluate the synchronization performance of system and
synchronization error can reach 40 ns [41].

Though the model-based software design has an early start,
the present development of CPSs progresses at a fast enough
rate to provide a competitive challenge.

e) Researches on Reliability: Data reliability is another key
factor in CPS data processing. CPS consists of a large number
of embedded computing systems with computation function
and need to automatically obtain real-time reliable data. S.
Andrei et al. discussed the automatic optimization problem
in designing and realizing highly reliable real-time embedded
systems. He also proved, from the perspective of loosely
coupled and tightly coupled system specification security
assertion theory, that the optimization methods can be applied
to large-scale real-time logic processing [42]. K. D. Kang et al.
came up with a scheme to control and communicate with real-
time embedded database through network function; controlled
WSNs extract key data associated with the event directly from
collected information to enhance the efficiency of perception
[43]. But the article did not further discuss the problem of
routing validity, event detection and data integration; these
factors can directly affect the real-time capability of operations
on real-time embedded database in this scheme.

f) Researches on Uncertainty Processing: Practical prob-
lems in CPS, such as complex environmental interference
in distributed systems, wireless network transmission errors,
network node failure, data preprocessing and errors introduced
by storage raise problems of noise, outliers, loss of data
(or properties), data dispersion, concreteness and randomness
and other uncertainties, have become few of the dominant
factors that influence the credibility of test information and the
reliability of systems. Reference [44] analyzes the problem of
non-deterministic testing data that exist in the networked test
systems. M. C. Bujorianu et al. has established a self-learning
uncertainty reasoning model in automotive control system,
solving the problems of automatic sensing, rapid response
and control of vehicles in multiple scenarios [45]. However,
the design of external information acquisition is too ideal. It
does not consider the network test environment, especially the
uncertainly of information collection and the uncertainty of
data in transport layer and network layer under complicated
environment. Therefore, the system lacks precision in system
processing and cannot guarantee the real-time capability of
systems.

g) Researches on the Robustness of the System: For the
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energy management problem of large-scale data in CPS, [46]
proposed to minimize the energy cost by optimizing the task
allocation in network nodes. According to the relationship
between the transmitted data in CPS network system and the
estimation accuracy of corresponding data in physical world,
[47] designed new data congestion control strategies, which
considered the importance and the space aggregation mecha-
nism of data packet and can effectively reduce the resulting
error. In view of QoS, [48] studied the packet loss generated by
network congestion, used the noise measurement in Bernoulli
and Gilbert-E-lliot packet loss model CPS control system for
analogy, and pointed out that if the control parameters have
large deviation from actual value, the system estimation of
network state will be seriously distorted. Reference [49] ana-
lyzed the influence of end-to-end delay on control performance
in the collaborative design of control and scheduling, and
improved the robustness of the system through end-to-end
delay optimization based on resource access analysis, but this
method is only suitable for cases of multiple access to the same
resource. Reference [50] discussed the fault-tolerant control
(FTC) problem and pointed out that increasing the redundancy
of sensor and actuator in the design stage can enhance the
fault tolerance performance of the network and minimize
the adverse effect caused by fault. Reference [51] studied
the influence of communication delay in networked control
systems on application stability control. Adopting the principle
“the biggest information delay is less than the discrete time
control sampling period”, it discussed the problem of time-
varying communication delay in the feedback closed loop.

Above analysis has shown that the data processing of CPS
involves the information collection and processing of physical
components, information is sent through the network to the
data processing center to get processed, and then feedback
signals control physical components through the network.
Therefore, data processing should have characteristics such
as security, real-time capability, reliability and being able to
deal with uncertainty. Although the existing researches study
the data processing of CPS from different perspectives, the
exiting results are still scarce, and there are many facets to be
studied. Without overall processing methods, they are unable
to meet the basic requirements of large-scale, complex CPS
data processing.

2) Problem of Control:
Using the event model to deal with the problem of control

plays a key role in the CPS study. But the existing event model
is based on individuals, which cannot meet the demands of
CPS control. From the view of the traditional control theory,
V. K. Singh et al. used the formal integration to solve the
problem of multi-module and intelligent control in a dynamic
environment [52]. It provides a new way for the utilization of
CPS event model processing control system. J. L. Ny et al.
studied the robustness analysis validation in a network control
system, and put forward a standard analytic method based
on the input and output analysis of the robust control and
described its characteristics by integral quadratic constraint
[53]. Reference [54] came up with the method of transforming
hybrid system into abstract and finite discrete system by
using hybrid automata, so that the security and reliability of
system can be verified through model checking technology
applicable to discrete systems. But if excessive estimation
(over approximating) method is adopted in the transformation

process, part of the property of the system might be lost.
Reference [55] put forward that, for any differential equation
model that describes the physical system, when the assumption
of specific stability holds true, an approximate equivalent
finite state abstraction can be constructed. This theory builds
a bridge between differential equation model in the field of
control and the finite state machine model in computational
domain, but this paper only considers the control algorithms
and the design of software, so many other problems still need
to be solved for CPS. Reference [56] is shown using several
design examples that a holistic cyber-physical design approach
is more suitable for such complex design problem. They model
J =

∫∞
0

[u(t)2 + y(t)2y(t)]dt where u(t) and y(t) are the
system’s input and output respectively. There are two main
aspects in such design methodology: a) joint control/architec-
ture design or co-design; b) exploiting special properties of
control application in the design process. Design examples
demonstrate significant improvement in overall design.

From the studies above, it is not difficult to find that the
CPS control system are facing huge challenges because of
the heterogeneity of CPS physical system and the complexity,
coverage and other restrictions of network system. The real-
time transmission and response of feedback control are hard
to achieve in current network and software system structures,
which still need further researches.

C. Researches of CPS Software System

One important problem in CPS is developing a new gen-
eration of abstract, strategic and mechanism-enhanced soft-
ware system, which provides flexible configuration strategy
and controls the interaction of the network components and
physical components according to relevant constraints.

1) Researches on Software Architecture: Because of the
interactivity of CPS internal components and the extensive
distribution, particular field, heterogeneity and rich semantic
expression of physical system, the existing computer archi-
tectures and middleware technology will not be able to meet
the needs of the development of the next generation of CPS.
So we must develop new software architecture. Based on the
characteristics of CPS, C. Gill gave a discussion about the
problems of semantic matching and multiple physical system
semantic coordination of physical systems in the development
of the future operating system and middleware technology.
He also provided corresponding solutions [57]. But he did not
give the detail of how to do the cutting of specific semantics of
special physical systems to ensure the particularity of the phys-
ical system, nor did he discuss the coordination of semantic
abstraction and the real-time capability. Based on the feature
oriented software development model, A. Dabholkar et al.
puts forward a method for constructing generic middleware in
CPS, which is using generic middleware to conduct seamless
operations on CPS including adding, cutting and optimizing
the basic needs [58]. But this article did not discuss the
problems of operating characteristics and processing function
in different stages of the software lifecycle.

Along with the continuous growth of the scale and complex-
ity of CPS system, the new generation of CPS contains a large
number of network embedded computing devices, and the CPS
software engineering based on the network is still relatively
immature. The main problem in CPS development is the low
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efficiency of network transmission and the software operation,
which needs further research on the method of software design
to improve the efficiency of the development. Woo proposed
a method of software design based on the characteristics of
the CPS system. It provides the method of realizing software
specification, system modeling, testing and code generation,
and hence improved the efficiency of software development
[59]. This scheme offers brand-new ideas for the method of
CPS software design.

2) Researches on Middleware Technology: Middleware can
be used to save 50 % time and cost of software development.
But due to the limitations of resources, quality of service and
requirements of reliable CPS, generic middleware cannot meet
the need of CPS application development. A basic principle
of modern software technology is software reuse; therefore we
can consider transforming the middleware through application-
oriented designing approaches. Different distributed cyber-
physical systems must process cyclic or non-cyclic event with
different needs. The existing real-time processing middleware,
such as the real-time processing CORBA middleware can
ensure the time limit of distributed system platform, but it still
lacks end time management and flexible configuration mech-
anism while dealing with large-scale CPS events of different
cycle or non-cycle. By using generic middleware, P. A. Vicaire
et al. designed a way to solve the problem of control and load
balancing involved in the cycle or non-cycle events processing
of distributed CPS [60]. It supports different requirements of
periodic and non-periodic CPS events and provides a flexible
software platform for distributed CPS constrained by end-to-
end time.

There exists a large number of heterogeneous components
in CPS, and the interaction between physical components
and information components is complicated and dynamic.
Therefore one of the main problems CPS is facing with
is the detection of the communication efficiency of hetero-
geneous components. J. Lin et al. proposed a configurable
and reusable middleware framework for hybrid real-time test,
which can detect the problem of communication efficiency of
heterogeneous components [61]. This method realized the real-
time, dynamic and configurable detection of CPS according to
different features of physical systems, providing a new way for
the researches and real-time evaluation of middleware. But it
does not consider the impact of some factors such as sequential
variation on real-time hybrid testing system, which may bring
errors in middleware testing.

3) Researches on Scheduling Algorithm: Traditional
scheduling strategies cannot meet the requirements of real time
CPS which have complex time semantic expression, although
a variety of programming languages provide abundant time
functions, but how to use these time functions to design
scheduling strategy with practical awareness has become an
open research problem. T. Tidwell et al. designed the schedul-
ing strategy based on time optimization for a non-interrupted,
random running CPS, he derived the scheduling strategy
from Markov formula which is used to solve the problem of
scheduling, thus improved the existing heuristic scheduling
strategy [62]. Widely applied CPS which requires effective
calculation and physical equipment performance optimization
strategy. Aiming at predictable CPS realization and energy
consumption, R. R. Rajkumar et al. studied the task scheduling
of CPS based on feedback control, he put forward a task

scheduling algorithm and validated it by examples [63]. This
scheduling algorithm has reached a balance among energy
consumption, scheduling robustness, etc. The demand model
of computer science uses discrete mathematical description
while the demand model of control theory is described by the
differential equation and the behavior of the system, therefore,
discreteness and continuity needs to be combined when estab-
lishing models of CPS [64]. CPS involves the problem of time
synchronization while the control theory at present is event-
driven, which cannot predict what will happen next. Most
processing mechanisms of computer system are asynchronous,
which just consider how to realize the function in modeling
rather than when to implement. Therefore, CPS needs to
find ways to integrate the two, otherwise the computing,
communication and control capability in physical equipment
cannot be realized. Reference [65] discussed in detail the
application of hybrid system in CPS. Hybrid system refers
to those systems in which continuous variables and discrete
events exist at the same time and have mutual influence
and interaction. CPS collects the information of physical
world (continuous variable) and transmits those information
to information world(discrete event), where information is
processed and sent back to the physical world. Therefore the
hybrid system is a foundation of CPS, but now there is no
general model of hybrid system application. Scholars from
The University of Paderborn [66] introduced UML state charts
into Modelica and extended it into Modelica-statecharts for
behavior modeling in continuous domain and discrete event
domain, with Modelica’s modeling and simulation capability
on physical behavior in continuous domain, developers can
conduct integrated modeling and simulation of CPS system.

4) Researches on Service Model: CPS are composed of
multiple physical systems, completing specific tasks with strict
real-time and physical characteristics under the control of
software system. More and more embedded computations are
applied to physical entities, featuring a certain degree of in-
tellectualization. However, the validity of service combination
provided by network and physical systems to complete specific
tasks remains a challenge. Traditional service-oriented model
and technology combination can no longer meet the needs of
CPS. J. Huang et al. proposed an innovative physical entity —
a service-oriented model to solve this problem. Based on this
model, he came up with a two-level combination reasoning
method to accelerate the composition reasoning process by
the correlation of environmental conditions separation and
physical entities; he also provided examples for validation
[67].

The research on CPS software technology is still in its
infancy, and is without mature software architecture. The
existing researches are mostly limited to application of specific
environment. The scale of CPS is not considered and also
not systematic. Currently, there is no measure associated
with calculation error and control theory error, issues such
as the design of Church-Turing thesis, the core idea of the
algorithm, programming language semantics, and the basic
functional expression of uncertainty conversion system should
be reconsidered and designed. Therefore, we need to design
new programming languages and computation models to meet
the requirements of complex, large-scale CPS, and effectively
integrate and associate programming languages with semantic
models and performance models. It depends on the hardware
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platform for CPS software to run, so we can add coupling on
the basis of control measures to increase the physical network
system and integrated plant patterns in the system model,
analyze the results of circular software processing, and control
the dynamic scheduling system jitter. Meanwhile, programs
developed by mainstream programming language can be used,
based on their accuracy and time-invariance to operations,
to develop and design the “vertical integration” framework
of CPS (the modeling, analysis, planning, communications,
operating systems, networks, etc.), providing a comprehensive
design and implementation of the CPS through integration of
a variety of techniques.

On the basis of these, some researchers conduct model
based software design for CPSs in the following aspects: event
model, physical model, reliability and real-time assurance, etc.

D. Researches on CPS System Security

The existing Internet cannot meet future requirements of
CPS for security and privacy protection. Traditional Internet
security technology seldom considers the security of phys-
ical system in CPS (such as randomly distributed sensor
network, ubiquitous wireless network, etc.), so the existing
network monitoring measures and defense technologies are
facing CPS with more complex structure, and we need to
establish a CPS security framework combining control and
information. Meanwhile, our country still lacks systematic
research of problems such as sensitivity of information and
privacy protection, transaction security, information system
security, security certification and audit, trust mechanism, etc.
Future cyber-physical system will become a critical part of
national infrastructure and the risk will be higher. To get more
information, control end users and assembling nodes in an
open and interconnected network might infinitely magnify the
impact of errors or malicious behavior and bring harm to CPS,
which necessitate researches on CPS security.

1) Security Architecture: Factors such as the feedback
between network and physical environment, distributed man-
agement and control, uncertainty, real-time demand and ge-
ographic distribution must be considered in CPS security
design. C. Neuman addressed in his article about considering
modeling security, security of sensors and actuators, system
architecture and application security while designing CPS [68].
He also gave the design method of integrating security into
the core of system, which is more comprehensive, but he
failed to give the corresponding development tools due to
the limitation of operation system, network and middleware
technology. N. Adam discussed in his article the challenges
CPS security is currently facing, including the lack of mature
verification and validation technology, lack of mechanisms
to meet real-time, reliability and security requirements, lack
of awareness of CPS risks, no irrelevant safety performance
indicators and insufficient knowledge in size and complexity
of CPS. He also gave suggestions such as establishing security
policy and creating frameworks with safe interface to enhance
the security of homemade system dynamic behaviors [69]. In
this article, a new technology is used to enable the network
self-configuring and self-healing capabilities and provided
appropriate feedback mechanisms. Cyber-physical systems are
the integration of computing and physical processes. Flow of
information is the main characteristic of CPS which involves

multiple heterogeneous physical systems. H. Tang proposed a
model for safe processing of information flow and validated
it by combining it with the flexible AC transmission systems
in power system [70]. Tests have proven that the model can
ensure the security of information flow and can be used to
analyze the flow of current information security; it provides a
reference on security design for future CPS. However, since
it only involves part of the security incidents, there are still
some security vulnerabilities that are not taken into account.

2) Security Control: Y. Tan et al. summarized the safety
control problem in CPS, described the message integrity,
availability and confidentiality issues related to CPS [71]. He
abstracted CPS into two parts, physical systems and control,
and studied the deceptive attack and Dos attack in the process
of information transfer between these two parts. He analyzed
the limitation of existing active defense and passive response
mechanism in dealing with the information security of CPS,
and problems of automatic control theory in CPS safety
control, such as the problem of traditional filter in predicting
the status for network with uncertain packet loss. He also
elaborated the challenges and directions in CPS safety control
research through applying game theory in studying intrusion
detection model and designing new active/passive algorithm
for intrusion against system. Reference [72] described the
concept of passivity based on control theory, realized the
elastic control of system under malicious attacks, and came up
with some suggestions regarding how to reduce the complexity
and improve the accuracy of analysis. Reference [73] safely
restrained code execution time by combining static analysis
with the worst-case execution time (WCET), while system
fault instructions would be provided if the execution time ex-
ceeds limit. Reference [74] studied the safety control problem
in CPS and analyzed the feasibility of applying methods in
the field of information security and control theory to CPS.

3) Attack Defense: R. A. Thacker et al. analyzed CPS
system security threats and the consequences of attacks, he
pointed out the differences between the unique nature of
CPS and traditional IT security, and established security
mechanisms that are suitable for CPS including prevention,
detection, recovery, dynamic guard against attacks [75], but
specific methods were not mentioned. T. L. Crenshaw et
al. put forward a component-based programmable multi-node
attack system and established UPBOT test platform which
can be effectively used for tests of CPS security threats and
defense [76]. However, due to limitations of physical scope,
the program applies only to local tests, and did not give a
solution to the problem of real-time capability.

Current CPS security researches mainly adopt existing Inter-
net security policies, such as key management technology and
integrity verification, etc. However, because of the particularity
of CPS, present researches cannot meet the requirements of
CPS on real-time capability, reliability and safety, therefore,
further and deeper researches are still necessary.

E. Researches on CPS System Testbeds

Reference [77] proposed an idea of complete experimental
platform. The whole process can be conducted with simple
CPS tools, from the designing of abstract model to the imple-
mentation of specific system. According to the environment
set and the forming of final experimental products, all this
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can be achieved through simulation and modeling on the
flexible hardware platform of CPS. For the depth calculation-
physical fusion in CPS and the application demand of lunar
rover system, a typical example of CPS, [78] designed a
CPS-based architecture of the lunar rover. In the Rhapsody
environment, it builds the static structure diagram and the
dynamic behavior diagram of the system, imported the system
physical continuous dynamic model established by Simulink
into lunar rover unified modeling language (UML) model
using the model conversion technology, realized the real-time
Simulation and modeling of the fusion of computing entity
and physical entity in CPS. Reference [79] used a variety
of improved human-computer interaction system and complex
system simulation platform, adopted MacroLab as the basis
for CPS programming and verification environment and has
reached satisfying result of experiment. Reference [80] studied
the real-time modeling of direct load control in information
physical power system, and put forward a kind of electrical
load automatic real-time scheduling technology on the basis
of modeling to balance the consumption of power and to
optimize the upper bound of power load peak. But the present
system testbeds are still in the primary stage, with unperfected
comparison and many other problems, which need further
research.

IV. CHALLENGES

The main obstacle of developing CPS is the lack of a
unified theoretical framework of network and physical re-
sources. Significant differences, both technically and cul-
turally, exist between computer science theory and control
theory, which almost extend to all the areas of computer
and physical systems. The designing methods of computer
systems and physical systems simply assume that the systems
established are limited within a certain range [81]. On the
one hand, computer scientists and engineers do not know how
to transform physical system requirements such as stability,
calculation performance and power consumption. On the other
hand, control and signal theory largely abstracts computer as
precise digital devices [82], this simplification ignores many
important aspects of computation principle, for example, the
time difference increases because of the software error rate
caused by cache, energy management and increasing com-
plexity. This assumption is also applied in communication, the
communication channel of most CPS are originally designed
to be without lost and delay, they are also assumed to be
low-energy, shared and fast switching systems in wireless
networks [83]. Future CPS standard must solve problems such
as noise in measurement, collection inaccuracy, environmental
interference and failures in unified framework calculation pro-
cess. Therefore, it is crucial in CPS development to establish
models easy to abstract so that the complexity of designing
can be reduced, and at the same time, maintain the essence of
abstracted issue. Theories including Shannon theorem, infinite
horizon linear time-invariant, robust control theory and general
equilibrium theory are involved. The main problems in current
CPS design include scale, robustness, performance matching,
etc. The specific challenges include:

1) Pattern Abstraction: Existing programming languages
still lack temporal semantics, appropriate concurrency model
and hardware abstraction [84]; the temporality of network

protocols becomes a key issue; the changes of system theory
requires the integration of the physical system theories in-
cluding control systems, signal processing and the computing
system theories including complexity, scheduling, computation
[85]. The key point is the synchronized implementation of
spatial and temporal theory in the computer systems. Thereby,
the collaborative interference and control of the state of
physical process are achieved through embedded computer
communication networks. Currently, as for the system ab-
straction, the bottom-up change of computer construction is
one of the feasible approaches, which provides accurate real-
time capability [86]. It includes replacing the cache with the
scratchpad memory buffer [87], developing temporal semantic
described programming languages [88], choosing appropriate
concurrency models for the static analysis [89], developing
concurrent and real-time software components [90], providing
new technical means so that networks can offer highly precise
time synchronization, etc [91]. Another possibility is a top-
down design method based on modeling [92], using models
to replace the specific programming language to express the
behavior of the system; it is rich in semantic space which can
be used to describe the dynamic timing of the physical world
[93]. But currently both of these methods are immature yet.

2) Scale and Efficiency: Large-scale, densely deployed
sensors can cover a large range of areas, providing high-quality
monitoring and control of event detection, and establishing
real-time prediction in large-scale integrated physical mod-
ules network systems [94]. Normally, the application is not
interested in the sensor reading, but the function of sensor
reading on the basis of calculation and to further locate
the target. However, these embedded computers are limited
by energy. To save energy, computation and communication
capabilities are limited,and, accordingly, the effectiveness of
energy management becomes a key factor. So it is imperative
to solve the scale and efficiency of information processing. The
studies of information processing efficiency should focus on
finding out the methods to perform calculation at least cost of
energy, communication links, energy storage and resource of
processors, to realize a slow growth of resources consumption,
or even do not add energy consumption to digital sensors’
reading and processing or embedded computer nodes. We can
design distributed algorithms for sensor data to reduce the
demand for and the use of resources, and also collaboratively
design distributed data processing algorithms for sensors and
resource management plans for distributed network computing
systems accordingly.

3) Robustness: Security attacks in uncertain environment
and errors in physical devices and wireless communications
hugely threat the robustness and security of overall system
[95].

Reference [96] presents a design methodology for ro-
bust cyber-physical systems based on a notion of robust-
ness for CPS termed input-output dynamical stability. It
captures two intuitive aims of a robust design: bounded
disturbances have bounded consequences and the effect of
sporadic disturbances disappears as time progresses. They
modeled o(ξt) ≤ maxt′∈[0;t]{1.4Id(ξt) − 1.4(t − t′)} +
maxt′∈[0;t]

1
β́−0.8

(β́)t−t′
∣∣πud

c
(Vá)

∣∣ + 0.3.

This model demonstrates nicely how results enable to sepa-
rate the design procedure to establish robustness with respect
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to continuous and discrete disturbances. CPS contains a large
number of dynamic environments, so we should establish a
prototype model of CPS and a series of effective and consistent
measuring standards. It is also necessary to build highly
reliable dynamic configuration CPS and organize interoper-
able aggregation systems to capture the uncertainty, errors,
failures and security attacks and to collaboratively detect and
manage system interfaces, thereby avoiding cascading failure
[97]. Although random hardware failures can be handled by
methods such as improved circuit design, redundancy and
fault-tolerant processing, the increasing complexity of sub-
micron semiconductor devices and multi-core microprocessor
brings new challenges [98]. The challenging intermittent errors
ranging from milliseconds to several seconds will frequently
appear in next generation multi-processor chips. In physical
systems, it is feedback control theory which provides basic
functions that ensure the robustness and stability of problems
such as uncertain environments, sensing and error control.
In existing open-loop software systems a small mistake may
cascade to the entire system failure, thus close-loop must be
adopted in CPS. In order to overcome errors in network and
physical systems, it is necessary to establish a reconstructed
robust system capable of handling uncertainties at the network
level and a topological structure containing uncertainties which
is able to flexibly respond to mass uncertain or low-credibility
data.

In short, the core issue of CPS researches lies in how to
manage the complex dynamic interaction between network
systems and physical systems, which involves a series of
problems including abstraction of real-time system, system
robustness, component service quality and knowledge engi-
neering. The existing technology cannot fully meet the demand
of CPS, it still needs quite a long time for further exploration
and research on CPS to become practical.

V. APPLICATIONS

The developments of modern economy require expanding
computation technology to the whole human existence and
activities, cyber and information the human physical world,
and realize the integration and unity of physical world and
information system.

The rapid development of the Internet are expected to be
used to interconnect a variety of devices so that we can
process information rapidly and efficiently and at the same
time, correspondingly control the physical world according to
the result of processing. As a natural extension of networking
computing, ubiquitous computing realized the demands for
information acquisition and processing at any time or place
and in any way. Internet of things (IOT) emphasizes the
interconnection and information exchange of all kinds of items
through the sensing equipment attached to them by techniques
such as RFID and 802.15.4, so that the original people-people
interaction Internet can be transformed into a wider content-
content connection network. The core technology of IOT is
mainly ubiquitous network and ubiquitous computing. CPS
tightly combines the computation space and the physical world
together, it covers IOT because it also has the function of
control in addition to basic perception function.

CPS have wide and extensive range of application field
which mainly include aerospace equipment, highly credible

medical devices and systems, manufacturing, traffic control,
environmental control, control of critical infrastructure (elec-
tricity, irrigation networks, communication systems), industrial
production data collection automation, automated process con-
trol, energy consumption and regeneration, the next generation
power grid , future defense systems, distributed robotics, civil
infrastructure, etc. Along with the continuous development
and improvement of science and engineering, it is expected
to further develop the potential of cyber-physical systems in
areas such as interventions (collision avoidance), precision
(robotic surgery and nano-scale manufacturing), data mining
(data classification, evaluation, predicted aggregation, etc.),
dangerous or inaccessible operating environments (search and
rescue, firefighting, and deep-sea exploration), coordination
(air traffic control, war), efficiency (zero net energy buildings),
etc [99].

CPS can also bring great social and economic bene-
fits. Many developed industrial countries, represented by the
United States and European Union, have already turned their
attention to the research of CPS and provided enormous
investment [100]. U. S. National Science Foundation (NSF)
has identified CPS as a significant area of research and
has sponsored consecutive CPS seminars with other federal
agencies since the end of 2006.

U. S. congress required the academy of sciences to as-
sess the U. S. technical competence and to give advice on
maintaining and improving. 5 months later, a report based
on this research named “Standing on the Storm” came out,
and on this basis, The “U. S. Competitiveness Plan” was
released in February 2006 and listed CPS as important research
project. In July 2007, U. S. President’s Council of Advisors on
Science and Technology (PCAST) listed eight key information
technologies with CPS ranking the first in its report “Lead-
ership Under Challenge — Information Technology R & D
in a Competitive World” [101]. The rest are software, data,
data storage and data flow, network, high-end computing,
network and information security, human-machine interface
and network information technology and social science. EU
plans to invest 5.4 billion Euros (over 7 billion U. S. dollars)
in Advanced Research & Technology for Embedded Intelli-
gence and Systems (ARTMEIS) and expect to take the world
leading position in intelligent electronic systems in 2016. In
China, CPS research is fully considered in the “Twelfth Five-
Year Plan for Scientific and Technological Research”. The
declaration guide of “National High Technology Research and
Development Program (863 Program)” listed “system platform
for information-physical integration” as key supporting project
in the field of information technology.

VI. CONCLUSION

CPS will cover various aspect of social and economic life,
bring wide influence and lead the comprehensive development
of computer science as well as other subjects. However,
limited by the existing theory and technology of computation,
communications and control technology, the development of
CPS is also facing big challenges. Breakthrough in CPS key
technology will enable our country take the world’s leading
position in CPS development so that we can independently set
our own standard and to push the national social and economic
development.
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